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Abstract. In a pilot study, we investigated the effect of anxiety on users’ sus-
ceptibility to deceptive information on Web pages. Specifically, we manipu-
lated the perceived control and associated anxiety of participants with and  
without visual disabilities  as they used an assistive technology, a screen reader.  
Preliminary findings indicated that anxious participants (i.e., without visual dis-
abilities) using the unfamiliar assistive technology were more susceptible to de-
ception and expressed more suspicion regarding the Web pages. We interpret 
these preliminary findings as consistent with the work of Whitson and Galinsky 
[1] and discuss implications for further research in Web site credibility determi-
nations and users’ susceptibility to deception. 
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1   Introduction 

Why do people fall prey to deceptive information on the Web?  What factors affect 
their susceptibility to deception? While it is clear that the information itself and how it 
is presented effects people’s determinations of the credibility of Web-based informa-
tion [2, 3], it is not yet clear to what extent user characteristics or user contexts can 
affect those determinations. For example, are users more or less vulnerable to decep-
tion under anxiety-provoking circumstances such as when they experience a de-
creased sense of control?  In this paper, we examine the use of an assistive technology 
for reading and its effects upon the anxiety levels of persons with and without visual 
impairments as they assess deception in Web pages.  In initiating this work, we draw 
upon several research areas from which we briefly describe relevant findings: charac-
teristics of users that are known to affect credibility determinations, research examin-
ing illusion of control and people’s perceptions of distortions [1], and basic educa-
tional work with assistive technology. 

1.1   Characteristics of Users  

Several characteristics affect user determinations of credibility including socioeco-
nomic status, educational and reading levels.  For example, Benotsch et al. [4]  
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compared HIV positive patients’ and medical professionals’ ratings of a credible Web 
site presenting HIV treatments (from Journal of the American Medical Association or 
JAMA) to that of a Web site describing a purported cure for HIV involving goat se-
rum. Medical professionals and those from higher socioeconomic, educational and 
literacy levels were better able to discriminate the difference in information quality 
than those from lower SES and literacy levels.  Benotsch et al argue that vulnerable 
populations need to receive special instruction in Web site/information evaluations so 
as to be less vulnerable to deceptive cures and misinformation. 

In work by Iding et al. [5] more highly educated participants were more confident 
about their determinations of Web site credibility in a very specific area of software 
engineering. Less educated (e.g., students) were less confident, but in this particular 
case, were equally accurate in their credibility determinations.  While this result 
would seem incontrovertible, in other research, among film studies students in Nor-
way, Iding, et al. [5] found that the more educated people were, the less confident 
they were about their credibility determinations.  Upon initial consideration, these 
findings appear counterintuitive.  Although without further research we cannot fully 
account for these differences, it appears that the software engineering topic that was 
the focus of the former research was a narrow topic that had been covered in classes 
and was known to participants.  The film studies Web sites, although selected by 
professors in the field, covered films and related topics that were had a lesser prob-
ability of being specifically known to participants.  We speculate that this field might 
be more diffuse than a specific software engineering topic and so might account for 
people’s greater awareness of their knowledge limitations with education. 

These are examples of only a few user characteristics that can be associated with 
people’s abilities to adequately assess credibility of Web pages and detect deception.  
How do contextual factors affect people’s determinations? 

1.2   Sense of Control and Pattern Perception 

In “Lacking Control Increases Illusory Pattern Perception,” Whitson and Galinsky [1] 
describe research in which people’s sense of control is reduced in various conditions.  
Participants tended to perceive patterns in arrays of stimuli where none actually exist. 
Whitson and Galinsky explain: “Participants who lacked control were more likely to 
perceive a variety of illusory patterns, including seeing images in noise, forming illu-
sory correlations in stock market information, perceiving conspiracies and developing 
superstitions…. when individuals are unable to gain a sense of control objectively, 
they will try to gain it perceptually” (p. 115) [1].  This is confirmed by Rudski’s re-
search with college students who tended to rely on rituals and superstitions when they 
were less prepared, less in control of the outcome, and the stakes were high [7]. 

What effect would manipulating people’s sense of control and related anxiety have 
upon their ability to detect deception in Web pages?  In the present research, we hy-
pothesized that reducing control could be achieved for participants without visual 
disabilities by using an unfamiliar assistive technology, a screen reader, for examining 
Web pages. We would expect these participants to be less accurate in detecting  
deception and more apt to perceive conspiracies in accurate Web-based information. 
Participants with visual disabilities would be familiar with the assistive technology, so  
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we hypothesized that the opposite would happen: they would experience a heightened 
sense of control and reduced anxiety and thus be less susceptible to deception on Web 
pages. 

1.3   Assistive Technology for Reading on the Web 

Because the present research utilizes assistive technology as a means to manipulate 
users’ “sense of control” and associated anxiety, an introduction to assistive technol-
ogy for reading and its relationship to user control merits discussion. Anderson-Inman 
and Horney [8] describe “text that has been altered to increase access and provide 
support to learners as supported electronic text or supported e-text” (p. 153), and 
provide a brief overview of kinds of supports possible, “Including embedded supports 
(e.g., definitions of unfamiliar terms), multiple modalities (e.g., text that can be read 
out loud), and links to useful resources (e.g., background information, concept map, 
notepad) – all of which can transform electronic text so that it is more accessible and 
supportive to diverse learners” (p. 153).  The authors also describe a typology for 
supported eText adapted by the National Center for Supported eText (NCSeT). 

They mention that a case cannot be made that text-to-speech  devices when used 
alone improve comprehension for users with visual disabilities. For example, they 
describe prior work in which users with hearing disabilities preferred to use a pronun-
ciation tool although it had been deemed not useful for this group.  The authors  
contend, “Personal choice when interacting with supportive resources can be highly 
motivating in itself, resulting in increased engagement with the text and potential for 
increased comprehension” (p. 158).   

This conclusion is corroborated by the work of Badge et al. [9], who found that a 
group with disabilities used far more features for creating PowerPoint presentations 
for the Web than their counterparts without disabilities.  As they explain, “It is possi-
ble that these students [with disabilities] were used to customizing their own learning 
experiences and personalizing their computing environment and as such were perhaps 
more self-aware than the control group who mostly appeared to passively watch the 
presentations with little interaction” (p. 111). 

2   Method 

In this preliminary study we examine the relationship between users perceived sense 
of control and how they make determinations of deception in websites.  Our  research 
question was:  How does user control affect credibility determination?  Our hypothe-
ses were: 1) that in environments where the participants felt that they lacked control, 
they would be more likely to consider the websites to be deceptive and 2) when par-
ticipants were in an environment where they felt in control, they were more likely to 
give accurate assessments of the websites veracity. Control was measured in two 
ways.  

First, the environment was manipulated by having participants view some Web 
pages, and  only hear the information that existed on other  Web pages. Second, the 
results of the Rotter’s Locus of Control Inventory should indicate the  extent partici-
pants consider themselves generally “in control.”  In addition to their credibility 
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judgments, we were also interested in how much control that the participants felt that 
they had, as well as their confidence in their own credibility judgments. 

2.1   Participants 

Participants consisted of one person with a visual disability and 13 individuals with-
out visually disabilities recruited from the University of Hawaii and California State 
University, Fresno. 

2.2   Materials and Procedure 

Before the participants without a visual disability begin the experiment, they installed 
the Fire Vox add-on to the Firefox browser, and make sure that they could start the 
“automatic read mode” to read entire Web pages.  Fire Vox is an open source, multi-
platform screen reader, freely available from http://firevox.clcworld.net.  The Fire 
Vox developers describe it as: 
 

A screen reader for everyone - Fire Vox is designed to accommodate differ-
ent users with different needs. For visually impaired users, all Fire Vox 
commands are keyboard activated. In addition, the keyboard commands can 
be easily reconfigured in the self-voicing Fire Vox Options menu to avoid 
conflicts with other accessibility software products or to suit personal prefer-
ences. For sighted users who need a screen reader, such as web developers 
interested in testing their webpages or educators who work with visually im-
paired students, Fire Vox's highlighting feature makes it easy to keep track of 
where it is reading from on a page. This highlighting feature is also useful for 
dyslexic users and partially sighted users. 

The participant with a visual disability used the JAWS commercial screen  
reader (http://www.freedomscientific.com/)  that they was accustomed to. For the 
other participants  the Fire Vox screen reader was an unfamiliar and uncomfortable 
environment.  

We categorized three of the websites as accurate and the other three as deceptive.  
We found the six Web pages using personal knowledge and search engines.  The 
deceptive Web pages were either purposely deceptive (such as http://www.dhmo.org/) 
or described ideas not recognized by mainstream science.  The accurate Web pages 
described real, but unusual, information or situations.   

Next, an order for presentation of the Web pages was randomly determined. Then 
within that order, Web pages were assigned at random to be seen or heard.  To bal-
ance the experiment a second list of the same Web pages was created in the same 
order as the first, but with “seen” and “heard” flipped. So, participants without a vis-
ual disability heard half the Web pages and saw half the Web pages. The participant  
with a visual disability participated in the “sound only” interface where they felt com-
fortable and in-control. 

The participants visited six Web sites and in turn completed a survey about each 
page. The survey asked them whether or not they believed the information on the 
Web page and how confident they were in their answer. The questionnaires gave the 
participants a choice of seven rating levels. 
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In addition to the questionnaires about the Web pages, the participants answered the 
following follow-up questions at the end of the study:  

 
• “In general, rate the level of control that you felt while carrying out this task” 
• “Rate the level of anxiety that you felt while carrying out this task” 
• “Please add any comments that you might have about your experience com-

pleting these tasks.”  

Participants then completed Rotter’s twenty-nine item Locus of Control Inventory 
[10]. The inventory measures the extent to which people attribute outcomes to their 
own efforts or external factors. 

3   Results and Discussion 

The authors coded the participants’ written comments in response to each question in 
terms of a range of possibilities from accurate to deceptive. Even with the limited data 
set, the data suggests that if the participants, regardless of whether they had a visual 
disability, were comfortable and felt in control, they were more likely to discern 
which Web pages were accurate and which ones were deceptive. On the other hand, if 
the participants were forced into an unfamiliar environment where they were uncom-
fortable and felt as though they little control, they were unable to discriminate the 
accurate from the deceptive Web pages as well. Interestingly, the Rotter’s Locus of 
Control Inventory  did not seem to have as much influence on the participants’ deci-
sions as the authors anticipated.  Findings from this pilot experiment highlighted con-
tradictions between what some participants viewed as credible and others did not.  
Furthermore, the results pointed out differences in confidence about one’s ability to 
evaluate information on the Web in general. 

Finally, we note that all users can find assistive technologies helpful.  For example,  
consider a user-submitted “strategy” on the Lexdis website (http://www.lexdis.org/ 
strategy/152)  helpful to users with and without a visual disability:  
 

The first thing I had to do was use text-reading software over some poetry, 
just to slow myself down. Text-reading software is atonal, finding recordings 
of people reading is a much better option, but in this case it had the desired 
effect of making me pay attention to every word. 

 
The approach of “universal usability” [11], an extension of the physical Universal 

Design movement (http://www.design.ncsu.edu/cud/), is a rich research area for Web 
and interface designers.  As richer interfaces become widespread, users will be more 
comfortable with technologies such as screen readers  -- much as we’ve become ac-
customed to sidewalk curb cuts and ramps – and all will benefit.  Sarah Horton 
(http://universalusability.com/) quotes Ben Shneiderman’s definition of universal 
usability: “enabling all citizens to succeed using communication and information 
technology in their tasks”.  
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