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Abstract. This paper proposes a proactive fault detection schema using adap-
tive statistical approaches in order to enhance system availability and reliability 
in the heterogeneous & complicated information system environment. The pro-
posed system applies Six Sigma SPC (Statistical Process Control) techniques 
already validated in industries in order to monitor the application system in the 
information system. This makes it possible to reduce false alarm rates for sys-
tem faults and accurately detect faults by creating a control chart based on past 
performance data and controlling the distribution of performance based on the 
chart. The early detection of faults is also enabled through a fault prediction 
model. Therefore, the aforementioned system not only detect unknown or un-
seen faults but also resolve potential problems for system administrator by de-
tecting abnormal behaviors before faults occur. In the experiment we show the 
superiority of our proposed model and the possibility to early detect system 
faults. 

Keywords: System management, Proactive Fault detection, Statistical Process 
Control, Early Detection, EWMA. 

1   Introduction 

An explosive rise in Internet penetration has caused a massive traffic overload and 
required computer performance and capacity to be upgraded. Under these circum-
stances, the key challenge in service continuity is to ensure the availability and reli-
ability of the information system. Such an issue can be resolved to a certain degree by 
preventing single-point-failures through system dualization and clustering, but which 
is accompanied by heavy costs. Therefore, the accurate and early detection of system 
faults must be guaranteed in order to achieve such a goal with limited physical and 
financial resources and to avoid potential serious issues.[1][2][3] 

Fault management, a key area in system administration, is designed to early 
identify and detect faults, which has continuously attracted more attention. The in-
formation system, which most organizations heavily depend on, has become core 
infrastructure in an enterprise environment. The downtime caused from the system 
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faults force companies to pay significant costs. Furthermore, a diversity of challenges 
should be handled in order to overcome such fault issues. First of all, the hardware or 
software of various vendors should be organically linked and operated in an open 
environment. At the same time it should meet user needs and up-to-date technology 
requirements and then it makes increasing fault risks [4]. Furthermore, continuous 
application changes and improvements to satisfy user requirements make it harder to 
control faults. 

The biggest issue in fault detection is the fact that a fixed threshold method is used, 
based on the experiences of system administrators and experts. This makes it difficult 
to flexibly respond to changes and the extension of the information system. If a 
threshold value is set too high, it is not easy to detect faults. If it is too low, the system 
may suffer from frequent false alarms. Even though the threshold is properly set, lack 
of prior information makes it hard to early detect the symptoms of faults. [1].  

The existing research on fault management focused on a rule-based expert system 
[5], finite state machines [6], a statistical model [7], and a data mining model [8]. The 
rule-based expert system requires the specifications of potential faults [1]. This is 
exposed to performance restrictions because all possible faults can not be handled, 
which is also vulnerable to unknown or novel types of faults and changes in the sys-
tem environment. The statistical model can resolve part of the aforementioned issues 
but hardly forecast faults in advance. Lastly, the data-mining model can detect faults 
in advance to a certain degree but can not be easily applied in real time. This paper 
proposes a new proactive fault model that can accurately detect and forecast informa-
tion system faults. This model is designed to 1) minimize FAR, 2) detect changes in 
distribution/average to forecast information system faults, 3) and detect in real time 
under the online environment by applying an adaptive threshold method based on the 
SPC validated in manufacturing processes. The purpose of this paper is to substan-
tially apply the model to the management of enterprise information system faults. 

In this paper Section 2 deals with system management overview and the back-
ground of SPC and EWMA. Section 3 describes proposed schema. Section 4 gives 
experimental results. Finally section 5 mentions conclusion. 

2   Background 

2.1   System Management 

These days the reliance of the information system in the enterprises has increased and 
also been reinforced to ensure business continuity. The information system can stably 
support business activities only when it is harmonically activated, based on servers, a 
network, a database, and applications. However, the sudden deactivation of all or 
parts of such components can do great damage to the enterprise, with direct effects on 
the survival thereof. Up to now, staffs by area have supported stable operation by 
monitoring their partial field from time to time. However, in the current information 
system environment characterized by a rapidly rising number of servers & database 
and more complicated networks & applications, such monitoring by area has to be 
exposed to its own limitations. The System Management System was introduced to 
overcome such an obstacle. It is designed to ensure service continuity by immediately 
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notifying the system administrator of the occurrence of faults in real-time through a 
sophisticated agent and helping them quickly take corrective actions. A general SMS 
consists of managers and agents. An agent installed on a monitoring target gathers 
data (faults or performance items) in real-time, transferring them to Manager. Then, 
Manager gathers and analyzes data before reporting faults to system, network, DB, 
and application administrators.  

The detected faults represent the state of real faults, the notified operator should 
promptly take corrective actions to fix faults. However, because such signals are de-
tected after the fault occurs, the system is already in the state of fault at the point 
when the operator recognizes it, causing the business to stop. Therefore, the system 
operator is in dire need of a system that can monitor abnormal symptoms and prevent 
faults in advance.  

2.2   Statistical Method-Based Fault Detection 

SPC (Statistical Process Control). The SPC is designed to identify, interpret, and 
resolve problems based on accumulated statistic data, rather than intuition or guess-
ing. In other words, it scientifically analyzes basic data to manufacture that meet qual-
ity requirements. The key to the SPC is to produce uniform quality goods featuring 
little quality dispersion. The main purpose of the SPC is to reduce process variability 
and enhance processes in order to manufacture higher-quality products. The SPC is 
currently applied to a wide range of industries including manufacturing, to control 
manufacturing facilities, curtail logistics costs, and improve software quality. [9][10] 
The control chart devised by Dr. Walter Shewhart [13] is used to detect process 
changes from special causes through the graph that can monitor data variability over 
time. It can be classified into variable control charts for continuous data and attribute 
control charts for discrete data. Specific examples can be illustrated as follows [15]: 

Variable Control Chart: RX − , SX − , I&MR chart 
Attribute Control Chart: P, NP, C, and U chart 

CL

LCL

UCL

CL

LCL

UCL

 

Fig. 1. General form of the control chart 

Fig. 1 represents the average of quality characteristics around the Center Line. The 
UCL (Upper Control Limit) and the LCL (Lower Control Limit) are calculated by add-
ing or deducting “each quality characteristic SD(Standard Deviation) multiplied by k” to 
or from the mean (average) of the quality characteristics. If the values calculated 
through data are scattered on the graph, all the points are placed between the control 
limits. Unless special factors are identified, the process is judged to be in a control or 
steady state. This paper applied the SPC in order to resolve fixed threshold issues. 

EWMA (Exponentially Weighted Moving Average). The Exponentially Weighted 
Moving Average (EWMA) [12] is a statistic for monitoring the process that averages 
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the data in a way that gives less and less weight to data as they are further removed in 
time. For the Shewhart chart control technique [13], the decision regarding the state of 
control of the process at any time, t, depends solely on the most recent measurement 
from the process and, of course, the degree of 'trueness' of the estimates of the control 
limits from historical data. For the EWMA control technique, the decision depends on 
the EWMA statistic, which is an exponentially weighted average of all prior data, 
including the most recent measurement. By the choice of weighting factor, λ , the 
EWMA control procedure can be made sensitive to a small or gradual drift in the 
process, whereas the Shewhart control procedure can only react when the last data 
point is outside a control limit. 

As with all control procedures, the EWMA procedure depends on a database of 
measurements that are truly representative of the process. Once the mean value and 
standard deviation have been calculated from this database, the process can enter the 
monitoring stage, provided the process was in control when the data were collected. 
This paper used the EWMA to forecast faults in advance. 

3   Proposed Scheme 

3.1   Limitations of the Existing SMS 

The biggest issue facing the SMS is to properly set the threshold. This requires expert 
knowledge of system operation, accompanied by trials and errors. For example, if a 
threshold value is set not to exceed in any environment, faults can not be detected. In 
case it is set too low, system administrators will be flooded with false alarms. It will 
also be impossible to flexibly respond to changes in the system environment such as 
system introduction & enlargement and application addition. Even if a performance 
value exists within the threshold range, abrupt variances in the range can be thought 
of as the symptoms of the faults. However, the current SMS regards them as normal. 

3.2   Proposed Fault Detection System Model  

This paper proposes two types of fault detection models in order to overcome the 
limitations and errors of the existing fault detection method described in section 3.1. 
One is an adaptive threshold identification model to which the SPC applies. The other 
is a fault forecasting model to which the EWMA applies. 

SPC-based Adaptive Threshold Identification. After analyzing performance data 
for a certain period of time by applying the SPC methodology, an optimized threshold 
is automatically identified, based on which the state of performance data gathered in 
real-time can be assessed. To this end, the following procedures are implemented: 

(1) Select a proper control chart after choosing performance items to monitor. Most 
of the performance data gathered in management are considered to be variable ones. 
A proper control chart (Xbar-R chart, Xbar-S chart, I&MR chart, etc.) should be se-
lected, depending on the quantity of collected data and the collection interval. In case 
the collection cycle is short and a large quantity of data is gathered, the following 
choice of the control chart is made by subgroup size. If the subgroup size is set to be 
10 or larger, the Xbar-S chart is applied. If the size is smaller than 10, the Xbar-R 
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chart is used. If the data collection cycle is long and a small quantity of data are gath-
ered, the I&MR chart will be a proper choice.  

(2) In case a control chart and a subgroup size are chosen, an automatic control 
limit renewal cycle is set. The cycle is set, considering changes in system capacity 
and the quantity of data.  

(3) Based on the selected control chart and the automatic control limit renewal cy-
cle, a Daemon program which automatically generates a control limit at a specific 
time every day is implemented in order to generate the control chart, which was set 
after reading gathered performance data by item. As a result, an optimized threshold 
(control limit value) for the performance item can be obtained.  

(4) The SMS transmits performance date collected in real-time to a SPC processing 
module in real time. The SPC processing module conducts calculations in accordance 
with the formula of the control chart designated in (1), after the size of real-time data 
reaches the level that was set in (1). In case the result is placed outside the control 
limit identified in (3), an event is generated. The resulting event is not influenced by 
performance data from instant rapid variances (too large or small value), reducing 
FAR and enabling accurate & reliable fault detection. In addition, the value is 
automatically calculated and renewed, depending on the control limit setting cycle, 
making it possible to respond to changes in the system environment and produce an 
adaptive threshold.  

Early Fault Detection by EWMA. The EWMA model is applied in order to analyze 
data that are not in control or show big variances over time. Precisely this model can 
forecast subtle variances in the control limit to detect faults in advance. At the current 
point (t), variances ( )tr  in performance data are calculated as follows: 

)/ln( 1−= ttt ppr  (1) 

where Pt is the performance data at the point of t and ln() is the natural logarithm. 
Variability in the change rate can be calculated by using the sample standard devia-
tion. The standard deviation (δ) for the sample size ‘n’ is calculated as follows: 

2

1
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Above formula shows that the sum of the square of deviations from the mean, ( r ), 
of performance data change rates is divided by the sample size. It can also be re-
garded as averaging ‘the square of deviations from the mean’ multiplied by a certain 
weight (1/n). The variability can also be estimated by using the EWMA. This is is 
represented as follows: 
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Where λ is a decay factor. Because the variability estimated by the EWMA has the 
following recursive characteristic, it is easier to predict variability: 
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Hence t+1|t means predicting t+1 data by using t-point performance data. 
In the above equation, the t+1 variance can be represented through the linear equa-

tion of the pervious change rate. Therefore, if the t point variance is identified, the t+1 
point variability can also be repeatedly estimated.  

If the sigma level (s; s= 1, ... , 6) is applied to the above formula, the UCL and LCL 
at the point t can be calculated. When t point data are obtained, we can check whether 
they are outside the t point UCL and LCL or not in order to measure the reliability of 
performance data. 

When t-1 point performance data are obtained, we will make a judgment on 
whether they are within the range of UCL and LCL, based on obtained t point per-
formance data(

tP ). If they are outside the range, possible faults can be predicted in 

advance by raising an alarm. The concept of fault tolerance can be additionally ap-
plied in order to reduce FAR. 

3.3   Implementation 

The proposed system is mainly composed of an SPC server, an SPC generator, an 
SPC console, and API modules.  

The SPC generator reads monitoring item once a day (the minimum cycle for 
automatic control limit renewal is one day). Based on this, both UCL and LCL are 
calculated and saved in the SPC DB. A user selects monitoring targets by using an 
SPC console before entering details for monitoring. He or she should make a decision 
on whether to use the SPC or EWMA. If the SPC model is selected, a control chart 
type, a data collection cycle, an automatic control limit renewal cycle and a minimum 
subgroup size are set and then saved in the SPC DB. If the EWMA is chosen, the SPC 
generator is not activated. The reason is that the EWMA calculates the next perform-
ance data estimate in real-time but the SPC needs calculated UCL and LCL to analyze 
current data. 

The SPC server conducts a real-time analysis in accordance with the method (SPC 
or EWMA) set by monitoring target, immediately after receiving performance data 
through SPC API. In case of SPC analysis, the mean and standard deviation of the 
subgroup is calculated by referring to UCL and LCL pre-calculated by the SPC gen-
erator at the point when real-time performance data corresponding to the size of the 
subgroup are gathered. Then, a judgment is made on whether the value is outside 
UCL and LCL by control chart before generating fault events on a need-to-do basis. 
The subgroup is calculated in accordance with the sliding window method. For exam-
ple, if the subgroup size is set to 7, the first subgroup is (p1, p2, p3, p4, p5, p6, p7). 
The subgroup at the point of collecting the 8th data is shifted to (p2, p3, p4, p5, p6, 
p7, p8,). As the subgroup is sequentially shifted in this way, the mean and standard 
deviation thereof are calculated in real-time in order to check whether they are within 
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the range of UCL and LCL. As for EWMA analysis, future point (Pt+1) performance 
data are forecast at the point when current point(Pt) performance data are collected. 
Therefore, UCL(t+1), LCL(t+1) values are calculated by using the change rate (rt) in 
order to check whether Pt+1 performance data are within the range of UCL and LCL. 
Only if they are outside the range, a fault event is generated. 

A user selects monitoring targets and an analysis method (SPC or EWMA) through 
the SPC console. Also the SPC console makes it possible to query events generated 
from the SPC server’s real-time calculation and analysis.  

4   Experimental Results 

The experiment was conducted for the following two purposes: One is to validate the 
effects of the fixed threshold and the SPC-based adaptive threshold. The other is to 
check whether to forecast faults in advance. A separate experimental environment was 
set up to generate faults, through which data were collected. However, the reliability of 
the deliverables may not be high enough, considering the fact that it is not easy to 
gather enough real world fault data. The web page response time was used for SPC 
validation while server CPU utilization data were applied to the EWMA analysis. 

4.1   Results from SPC-Based Adaptive Threshold Model 

The SPC model was applied to the web page response time. The Xbar-R chart was 
selected as a control chart, setting the subgroup size to 5 and designating the auto 
control limit renewal interval as one day. As a result, the control limit is automatically 
renewed on a daily basis. The Anderson-Darling test [14] was used as target data 
normality testing. The normality of the data was validated, as the p-value is larger 
than 0.05. 

Xbar chart for webpage response time
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Fig. 2. Xbar chart for webpage response time 

Fig. 2 shows that the control limit is renewed on a daily basis, resulting in the ap-
plication of the adaptive threshold. The proposed model identified the points in the 
ellipse not detected by the fixed threshold as abnormal behaviors. This implies the 
feasibility of monitoring optimized to the system environment. Namely, in case envi-
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ronmental changes occur such as set based on past data, flexibly responding to end-
less changes in the system environment. 

4.2   Results from EWMA-Based Early Fault Detection 

CPU utilization data for three days including the day faults occurred were collected 
by using experimental devices. During the first and third days, no fault was detected 
but on the second day, real faults were sensed. The data were analyzed by using the 
EWMA model. The λ (decay factor) and s (Sigma Level) were set 0.85 and 3, 
respectively.  

Fig. 3(a) shows the results from EWMA analysis of the first day performance data. 
Around 08:30, a false alarm was raised, even though a real fault did not occur. Steep 
changes in performance data at the point of the false alarm clearly suggest server 
problems, even if it has yet to reach the level of a fault. Furthermore, taking into ac-
count that the false alarm was not frequently given, the system administrator needs to 
be pre-cautions against the situation. 
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Fig. 3. CPU Utilization’s performance data of specific server 

As shown in Fig. 3(b) the Online Daemon Process hanged up around 15:15 on the 
second day. Therefore, if the current state had continued, system-down could not have 
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been avoided. We reasoned the Daemon Process Hang Up based on variability in 
CPU utilization value, rather than monitoring the process. As a result, the system 
administrator was successfully alerted to abnormal behaviors, solving serious poten-
tial issues by restarting the Daemon Process. As displayed in Fig. 3(c), it was nor-
mally processed without any false alarm on Day 3. This shows that the proposed 
model is stably activated. 

5   Conclusion 

Fault management plays a pivotal role in ensuring service continuity in the informa-
tion system environment. This research presented two types of fault detection models. 
One is the SPC-based adaptive threshold model designed to resolve fixed threshold 
issues. This was very effective in accurately detecting potential faults and reducing 
FAR. The other is the EWMA-based early fault detection model. This enables system 
administrators to avoid serious potential issues by detecting abnormal behaviors be-
fore real faults occur. 

This research can apply to the information system in a manufacturing or financial 
environment. The SPC model is suited to manufacturing processes featuring less 
variability in performance data while the EWMA paradigm is more effectively ap-
plied to the financial sector characterized by larger variability in performance data. 
The proposed models can accurately detect and estimate system/application faults and 
minimize downtime, enhancing the yield in manufacturing processes and system 
reliability in the financial arena. The follow-up research will focus on not only detect-
ing faults but also statistically inferring their root causes in order to make it possible 
to both detect and fix faults 
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