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Abstract. In this paper, we propose a new remote biometric based au-
thentication scheme, which is designed for distributed systems with a
central database for the storage of the biometric data. For our scheme, we
consider the recently introduced security notions of Identity and Trans-
action privacy and present a different storage mechanism for biometrics
resulting in a reduced database storage cost. Besides, the components
of the system do not need to store any biometric template in cleartext
or in encrypted form, which affects the social acceptance of the system
positively. Finally, we compare our results with existing schemes satis-
fying the current security notions and achieve improved computational
complexity.

Keywords: Remote authentication, Biometric template security, Iden-
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1 Introduction

Biometric-based identification provides unforgeable authentication without re-
quiring the user to store any secret identification data or remember long pass-
words. Biometric information is unique, unforgettable, non-transferable and it
could be easily integrated with password-based and/or token-based authentica-
tion techniques. As each authentication technique has its weaknesses, a multi-
factor authentication scheme with the correct design and security model results
in a reliable system.

Currently, the secrecy of biometric data is viewed with skepticism since it
is very easy to obtain biological information such as fingerprint, iris or face
data through fingerprint marking or using a camcorder. However, biometrics
is a sensitive information, thus it should not be easy to obtain the biometric
data by compromising the server, where the biometrics of each user is often
associated with his personal information. This also affects the social accpetence
of the biometric systems especially when biometric data are stored in a central
database which can be vulnerable to internal or external attackers.

Biometric authentication could be categorized broadly as remote server or
client end authentication, where in the first case, the remote server stores the
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reference biometric data and performs the matching. In a typical biometric based
remote authentication scheme, the user registers his identity information and
biometrics to the server end that stores this information either in cleartext or in
encrypted form. When the user wants to authenticate himself, the user provides
a fresh biometric, which is compared to the previously stored biometric informa-
tion after decryption or in the encryption domain by exploiting the homomorphic
properties of the underlying encryption scheme.

The security and privacy protection of remote biometric-based authentication
systems is enhanced by implementing distributed biometric systems, where the
goal is to detach the biometric data storage from the service provider and to
guarantee the notions of user privacy and database privacy, which have been re-
cently introduced as a new security model for biometric authentication. Current
systems implementing this approach provide provable security in this new model,
but they are not suitable for weak computational devices such as smart cards and
RFID’s, since the user has to encrypt at each authentication request his fresh
biometric information using public key encryption. Moreover, the employment
of homomorphic encryption schemes and Private Information Retrieval (PIR)
systems results in high communication and computational costs. Consequently,
one has to design a secure and efficient remote biometric authentication scheme
for a distributed system, where the service provider, the database and the client
end with a smart card collaborate during the authentication process.

1.1 Related Work

Remote biometric-based authentication systems could be classified based on the
employment of cryptographic encryption schemes or lightweight computational
primitives. The systems described in [1,2,3,4,5] combine homomorphic encryp-
tion techniques with biometrics in a distributed environment. Specifically, the
user U registers its biometric template in cleartext or in encrypted form at the
database DB. Besides, U registers his personal information and the index of the
database storage location of his biometrics at the service provider SP . To au-
thenticate himself, U encrypts his biometrics using a homomorphic encryption
scheme and sends this to SP , which retrieves the index of U to be used in a
PIR protocol between SP and DB. In [1,5], an independent verification unit is
additionally required for the matching operation and the final decision. In [1],
the biometric template is stored as a plaintext and a user sends the encryption of
each singe bit using Goldwasser-Micali scheme resulting in a high transmission
and computation cost. Also, the relationship between the user’s identity and
his biometrics is kept private by employing a PIR with the communication cost
linear in the size N of the database. Besides, protocols using Paillier Public Key
System are described in [5,6], where the authors of [5] present an attack against
the scheme of [1] that reveals the user’s biometric data to SP . Furthermore, the
scheme of [1] is improved in terms of communication cost by combining a PIR,
a secure sketch and a homomorphic encryption scheme [3,4,2].

For the second case that consider biometric data as a secret information, a
biometric authentication system for weak computational devices is presented [7],
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which requires the use of a fixed permutation stored by the server and the client.
Additionally, a number of secret values are stored in the client’s smart card,
whose loss results in the compromise of the biometric template by evasedropping
on the communication channel [1]. Moreover, in [8] efficient biometric authenti-
cation schemes for mobile devices are presented, where as opposed to [7], a refer-
ence biometric template should be stored on the mobile device. Similarly, other
systems are designed using error-correction procedures [9,10,11,12,13,14,15,16].
In [17], the author describes a brute force attack that extracts both the secret
and the biometric template from the fuzzy vault [15] with O(1017) binary op-
erations and thus he suggests the use of strong cryptographic techniques for a
secure biometric authentication.

Finally, a combination of the two approaches is presented in [18], where a
multi-factor biometric authentication system is described using a public key
pair that is generated by combining a secret key and a biometric based key. The
system requires the selection of a representative template that is fixed to one
pattern and a Public Key Infrasturacture (PKI) for the public key certificates.
However, the template should be stored in the user’s smart card and a correct
matching on card will activate the keys to be used in the authentication.

1.2 Motivation and Contributions

The privacy protection and the secure storage of the biometric templates are the
main concerns for the biometric-based authentication schemes. As it is noted
in [4], privacy protection not only means the attackers inability to compromise
the biometric template but also the protection of the sensitive relationship be-
tween the identity and the biometric information of the user. To achieve this
property, we separate the storage of personal identity information from the stor-
age of biometrics using the distributed structure of [3,4,2], which is composed
of the user Ui, the sensor client SC, the service provider SP and the database
DB. Here, SC, SP and DB are independent of each other and the latter two are
assumed to be malicious whereas the sensor client is always honest. This way,
SP cannot obtain the biometrics of the user and can have business agreements
with different parties that make the sensor client available to users at different
locations. Also, DB could function as a trusted storage for different SP ’s.

Since SC captures the biometric data and performs the feature extraction,
this component could be installed as a Trusted Biometric Reader as in [19].
Alternatively, a special smartcard biometric reader [7] could be used to capture
biometrics and perform the necessary computations for session key generation
and AES, which would provide the highest security for the user since no transfer
of biometric data will take place between the user’s smart card and SC. However,
as it is noted in [20], the computational cost for feature extraction is very high
compared to AES and Elliptic Curve Digital Signature (ECDS) computation on
a smart card. Thus, we only require a smart card that implements AES and
an efficient Identity based encryption (IBE) system such as the Boneh/Franklin
scheme [21] to perform a short session key generation using the stored private key.
This way, the session keys could be constructed in an anonymous, authenticated
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and efficient way. Specifically, an IBE scheme is called as anonymous if the
ciphertext does not reveal the identity of the recipient [22]. Besides, the users
should not store any biometric data in their smart cards as relying only on
tamper proofness is not a wise assumption [7]. Even if the smart card is lost
or stolen, the compromise of the secret values and keys should not reveal the
biometrics since the revocation of these values is possible as opposed to biometric
data. Finally, we aim to design an efficient system that minimizes the costs of
storage, encryption and communication. For this purpose, we propose a different
approach for the storage of the biometrics in the database and describe a new
remote biometric-based authentication system.

2 Preliminaries and Definitions

Our system consists of four independent entities: A human user Ui with identity
IDi, the sensor client SC with IDSC , the service provider SP with IDSP and
the database SB with IDDB. Similar to existing authentication schemes, our
system is composed of two phases: the registration and the verification phase,
which have the following workflow.

1. In the registration phase, the human user Ui presents its biometrics to SC,
which captures the raw biometric data and extracts the feature vector Bi =
(µ1, ..., µn). Next, Ui registers each feature at a randomly selected storage
location in DB and registers his personalized username IDi at SP . Here,
the size of the database is denoted as N and the dimension of the feature
vector is denoted as n.

2. In the verification phase, the user Ui presents its biometrics to SC, which
computes the feature set B′

i. Using cryptographic techniques, SP communi-
cates with Ui and DB and decides based on a distance metric and a prede-
fined threshold to accept or to reject Ui. In our scheme, we will consider set
overlap as the distance metric [23,24], where the value d represents the error
tolerance in terms of minimal set overlap.

2.1 Assumptions on the System

– Liveliness Assumption: This is an indispensable assumption for any biometric
system as it guarantees with high probability that the biometrics is coming
from a live human user.

– Security link Assumption: To provide the confidentiality and integrity of
sensitive information, the communication channel between Ui, SC, SP and
DB should be encrypted using standard protocols. Specifically, the session
key generation should be performed in an anonymous and authenticated way.

– Collusion Assumption: Due to the distributed system structure, we assume
that DB and SP are malicious but they do not collude. Additionally, the
sensor client is always honest.
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2.2 Security Requirements

Identity Privacy: Informally, this notion guarantees the privacy of the sensitive
relationship between the user identity and its biometrics against a malicious
service provider or a malicious database even in case of multiple registrations of
the same user with different personalized usernames. Briefly, it means that the
service provider or the database (or an attacker that has compromised one of
them) cannot recover the biometric template of the user [4].

Transaction Privacy: Informally, transaction anonymity means that a mali-
cious database cannot learn anything about the personal identity of the user for
any authentication request made to the service provider.

The formal definitions of the security notions could be found in [2,4,1,3].

3 A New Biometric Authentication Scheme

In this section, we present a new remote biometric-based authentication scheme
using a different approach for storing the biometric features resulting in a secure
and more efficient protocol compared to the existing protocols. For this purpose,
we use Boneh/Franklin IBE [21] scheme to encrypt a random session key for
AES and an efficient PIR protocol [25] which allows SP to retrieve an item from
the DB without revealing which item SP is retrieving. Due to page limitations,
the reader is referred to [21,27,25] for a detailed discussion of IBE and PIR.

3.1 Registration Phase

The registration phase consists of the following initialization of the components.

1. The four components of the system, namely, Ui, SC, SP and DB are ini-
tialized by the Private Key Generator (PKG) of the IBE system with the
private keys di, dSC , dSP , dDB, respectively.

2. The user Ui presents its biometrics to the sensor client which extracts the
feature set Bi = (µ1, ..., µn) of the user. Here, each of the features of arbitrary
length can be hashed using some collision-resistant hash function [24] or
mapped to an element of a finite field [23].

3. The user picks some random indexes ik ∈ Z where 1 ≤ k ≤ n and registers
each feature at the locations ik of the database.

Remark 1. If the location of the database is already occupied by another
feature, then the user selects another random index for the feature. Also,
if some of the features of the user are already stored in the database, then
the database returns the indexes of the common features. Thus, common
features are not stored more than once, which decreases the total storage
cost of the database.

4. The user Ui registers its personalized username at the service provider and
stores the index list Indexi = (i1, ..., in) in his smart card.
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3.2 Verification Phase

The verification phase has the following workflow.

1. Ui inserts his smart card into the terminal of SC and presents its biometrics.
SC performs feature extraction to compute the feature set B′

i. Ui and SC
agree on a session key using Boneh-Franklin IBE [21] scheme and SC en-
crypts the feature set using AES. To provide non-malleability, SC also signs
the hash of the feature set B′

i using an efficient identity based signature
scheme based on bilinear pairings [26]. Finally, SC communicates with the
smart card of Ui by sending the E(B′

i) = EncAES(B′
i)||Sign(H(B′

i)), where
H is a cryptographic hash function.

2. Ui decrypts the first part of E(B′
i) using the session key to obtain the feature

set B′
i = (µ′

1, ..., µ
′
n) and verifies the signature.

3. Ui makes an authentication request to SP and both entities agree on a
short session key using IBE. Ui sends the encryption of the index list as
Ek = EncAES(ik)||H(EncAES(ik), H(ik)) for 1 ≤ k ≤ n.

4. SP decrypts each Ek and obtains the Indexi of Ui.
5. For 1 ≤ t ≤ N , DB randomly selects rt and computes E1

t = rt ⊕ µt and
E2

t = H(rt ⊕ µt, H(rt)).
6. SP runs a PIR protocol [25] to obtain each masked feature and the corre-

sponding hash value of Indexi from the database. Next, SP stores the hash
values in the set S1 to be used later in the matching stage.

7. For 1 ≤ l ≤ n, SP computes El =EncAES(Ml, Sign(H(Ml)) = EncAES(rl⊕
µl), Sign(H(rl ⊕ µl)) and sends each El to Ui.

8. For 1 ≤ l ≤ n, Ui decrypts each El using the session key and computes
r′l = Ml ⊕ µ′

l. Lastly, Ui sends each Rl = EncAES(H(r′l)) to SP .
9. SP decrypts each Rl and computes H(Ml, H(r′l))) = H(rl ⊕ µl, H(rl ⊕

µl ⊕ µ′
l)), which are then stored in the set S2. Finally, using the threshold

d, SP checks |S1 ∩ S2| ≥ d. If this condition is satisfied, then the user is
authenticated, otherwise rejected.

4 Analysis of the Protocol

In the first part, we evaluate the major security criteria that should be satisfied
in a biometric authentication system

– Identity-biometric template relation: At the registration phase, a user se-
lects a random number for each feature of his biometrics and each feature
is stored as a separate entry using the randomly selected index. Hence, even
if the database is compromised, the attacker would not be able to find an
index that points to a biometric template stored as cleartext or encrypted.
This also provides security against the database since it only stores a ran-
domly ordered pool of features from different users, where each feature is
hashed using a specific cryptographic hash function before it is stored in the
database. Besides, when the same user registers at the service provider using
different personalized (pseudorandom) usernames, than the service provider
is not even aware of this situation since it does not store any index number
corresponding to the database storage location as opposed to [2,4,5,1].
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Fig. 1. Verification phase of the new Protocol

– No single point of failure: In order to impersonate a user, the attacker needs
to obtain both the biometrics and the smart card that stores the private key
and the index list of the user.

– Loss of the secret does not compromise the template: The user has to store
only a private key and some index numbers in the smart card instead of
storing his biometric template and the compromise of these values do not
reveal the biometric information in any step of the authentication. When
the user’s smart card is lost or stolen, then the user can obtain a new secret
key from PKG and the index list by reregistering to the database. However,
most of the user’s features are already stored in DB, so DB only returns
the corresponding index list after the user presents his feature vector.

– No replay attack possible: At each authentication request, the database xores
each feature in the database with a new random number and sends these
values to the service provider. Also, the service provider and the user agrees
on a different session key for each application and the authentication requires
the collaboration of each party. So, it is not possible to send replayed data.

– No need for PKI: Our scheme uses an efficient Anonymous Identity Based En-
cryption (IBE) scheme such as Boneh/Franklin IBE [21] for the generation of
a short session key, hence, an eavesdropper (or a malicious database) on the
communication channel cannot discover the identity of the user since the ci-
phertext does not reveal anything about the identity of the recipient (and the
sender for authenticated Boneh/Franklin scheme [27]) of the ciphertext [22].
This is a vital point in the privacy of the user identity in a biometric authentica-
tion system, however, in many schemes, this property is not considered. Also,
our design does not require a PKI and public key certificates as in [18].

– Encryption of the channel: The communication channel between the com-
ponents of the system is encrypted, hence eavesdropping on the channel is
prevented.
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In addition, our new design has the following advantages in terms of compu-
tation and storage costs.

– Efficient memory storage: Since each feature is stored as a separate entry in
the database, there could be common features belonging to different users.
Thus, during registration phase, the database could check for this situation
and could return the index of the previously stored feature. This way, the
size of the registered feature set and the total storage in the database could
be smaller. Besides, since no biometric template is stored as an entry, there
is no need to apply a public key encryption scheme such as ElGamal to
store the biometric data as encrypted, where the ciphertext size is twice the
plaintext size as in [4,2]. Finally, the choice of the system parameters of [3,1]
result in a constraint on the size of the database, whereas our design is also
suitable for a large scale central database that stores biometric data.

– Lower computational cost: In [3,1], the database performs O(N) exponen-
tiations modulo q2 [3] and modulo q [1], where q is an RSA modulus with
|q|=2048 bits. Similarly, the schemes of [4,2] require O(N) exponentiations
in group G, on which the ElGamal public key scheme is defined. The compu-
tational cost of our scheme is dominated by the O(N) random number selec-
tions and O(N) hash computations in order to encrypt each feature stored
in the database using one time pad. Except for the session key generations,
we use symmetric key encryption and lightweight cryptographic primitives,
hence, our scheme is suitable for energy constrained devices. In the following
table, we summarize various remote biometric-based authentication schemes
that satisfy the security model described in section 2.

Table 1. Comparison of various biometric authentication systems

Scheme Communication Cost Computation Cost Storage Cost*

System 1 [1] O(N)
M exponentiations +

M bits
(MN)/2 multiplications

System 2 [3] O(log2(N)) O(N) exponentiations 128 Kbytes

System 3 [4] O(k + 2M) O(N) exponentiations 2M bits

System 4 [2] O(k + 2M) O(N) exponentiations 2M bits

Our System O(n(k + |µ|)) O(N) random number selections |µ|
+ O(N) Hash computations

*At each entry of the database
Abbreviations: N=total number of entries in the database; n=dimension of the feature
vector of a user; M= size of the biometric template; |µ|=size of a feature; k ≥log(N)

5 Conclusion

In this paper, we presented a new design for a remote biometric based authentica-
tion protocol, where the entities of the system are independent of each other. The
system follows the state-of-the-art security model for biometric authentication
systems with an improved computational complexity. Besides, a different storage
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mechanism for the biometric data is introduced, which could be of independent
interest for the biometrics and information security community. In addition to
the increased efficiency in the database storage, this approach also affects the
social acceptance of biometric systems operating with central databases posi-
tively since the compromise of the database (namely, a random pool of features)
would not help any attacker in the recovery of a user’s template, which could
otherwise only be guaranteed by storing the biometrics as encrypted. Finally, an
open problem is to decrease the communication cost of the distributed biometric
authentication systems, which is caused by the use of PIR systems.
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