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Abstract. An important phenomenon influencing the performance of a biomet-
ric experiment, attributed to Doddington et al (1998), is that the match scores
(whether under genuine or impostor matching) are strongly dependent on the
model or template from which the match scores have been derived. Although
there exist studies to classify the characteristic of the template/model, as well
as the query data, into animal names such as sheep, goats, wolves and lambs
– so-called Doddington’s menagerie, or higher semantic categories considering
simultaneously both genuine and impostor match scores, due to Yager and Dun-
stone (2008), there is currently absence of means to characterise the extent of
Doddington’s menagerie. This paper aims to design such an index, called the bio-
metric menagerie index (BMI). It is defined as the ratio of the between-client
variance and the expectation of the total variance. BMI has three desirable prop-
erties. First, it is invariant to shifting and scaling of the match scores. Second, its
value lies between zero and one, with zero implying the absence of Doddington’s
menagerie effect, and one signifying its strong presence. Third, it is experimen-
tally verified that BMI generalizes to different choices of impostor population.
Our findings based on the XM2VTS benchmark score database suggest the fol-
lowings: First, the BMI of genuine match scores is generally higher than that of
the impostor match scores. Second, two different matching algorithms observ-
ing the same biometric data may have significantly different BMI values, hence
suggesting that the biometric menagerie is algorithm-dependent.

1 Motivation

An automatic biometric system works by first building a model or template specific to
a user. During the operational phase, the system compares a scanned biometric sample
with the registered model to decide whether an identity claim is genuine or not (from a
different person). As a result, each user model/template exhibits different behaviours in
terms of output scores when being presented genuine and impostor biometric samples.
The consequence is that some user models are better than others in representing the
user’s identity. Doddington et al’s initial study [1] attempted to characterise the user
models by how easy or difficult they can be recognised, and how easy query samples
can imitate others, hence, introducing user categories by names such as sheep, goats,
lambs and wolves. A sheep is a person who can be easily recognised; a goat is a person
who is particularly difficult to be recognised; a lamb is a person who is easy to imitate;
and a wolf is a person who is particularly successful at imitating others. A more recent
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study by Yager and Dunstone [2] further distinguishes four other semantic categories
of users by considering both the genuine and impostor match scores, for each claimed
identity, simultaneously. However, their approach considers only the client-specific first
order moments (i.e., for each claimed identity) of the match scores. Poh and Kittler [3]
further considered the second order moments from which several client-specific class-
sepabarability criteria can be derived. Thanks to these criteria, the authors deomnstrated
empirically that client models/templates (in the gallery) can be ranked according to
their performance, hence separating well-behaved models from badly behaved models
(in terms of performance).

Referring to Doddington’s menagerie, sheep are characterised by high genuine sim-
ilarity match scores whereas goats are characterised by low genuine similarity match
scores. Lambs are defined as a symmetry of goats, i.e., having high impostor similar-
ity match scores. Finally, wolves are persons who can consistently give high impostor
similarity scores when matched against the client models (enrolled templates in the
gallery). While sheep dominate the population of client models, goats constitute only a
small fraction of the population. However the latter category constitutes disproportion-
ately a large portion of false rejection error. Although the original Doddington’s study
was applied to speaker verification, the same phenomenon was independently observed
in [3] using the face, fingerprint and iris biometric modalities; [4] using the fingerprint
modality; [5] using the face modality; and many others, e.g., [2]. Using finger-vein and
fingerprint as case studies, Une et al [6] proposed a measure known as the wolf attack
probability, which quantifies the maximum probability of success of impersonating a
victim by feeding wolves in a biometric system. These studies provide a mounting ev-
idence that the biometric menagerie is a general phenomenon inherent in all biometric
experiments.

As a result of these menagerie studies, it is beginning to be recognised that fine-tuning
the system parameters (including feature extraction and classifier or distance matching
parameters) and the decision threshold for each individual client model (classifier) can
greatly boost the recognition (identification and verification) performance further. For
instance, lowering the similarity decision threshold (than a globally pre-set value) for
the goats is likely to compensate for their disproportionately high false rejection errors,
and thus increasing the similarity decision threshold for the lambs in order to compen-
sate for their disproportionately high false acceptance error. This strategy is called client
(model/template) specific decision. Examples of such strategies abound: [7,8,9,10,11].
Rather than adjusting the thresholds, one can instead transform the match score distri-
bution. This alternative strategy is called client-specific score normalisation. Examples
are Z-norm [12], F-norm [13], EER-norm [14] and model-specific log-likelihood ratio
(LLR)-based normalisation [15]. Both categories of approaches have been discussed and
summarised in [16].

Clearly, a fundamental understanding of Doddington’s menagerie has an important
impact on designing and optimising a biometric system as a whole. There is, however,
a certain lack of understanding of this phenomenon. For instance, we ignore the reason
for the existence of wolves, as well as of lambs and goats. However, we know that it
is certainly dependent on the choice of biometric device, the result of the user’s inter-
action with the device and the acquisition environment, hence related to the quality of
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Fig. 1. An example of (client) model-specific likelihood plots (conditioned on client/genuine
(blue) and impostor (red) classes, for all the 200 users using the first data set. The zoo index
for the genuine match scores is 0.96 whereas for the impostor match scores, it is 0.23.

biometric samples. Although Grother and Tabassi [17] have attempted to define quality
as a scalar summary of a sample’s appropriateness to be used for matching, quality it-
self is clearly multi-facetted. There is currently a missing link between template-related
quality measures and the Doddington’s menagerie.

The goal of this paper is to advance the understanding of Doddington’s menagerie
by proposing a statistical measure to quantify the extent of this phenomenon. To date,
there simply exists no such measure. The only means thus far has been applying a client-
specific score normalisation/decision threshold procedure and observe if the procedure
indeed yields an improved performance, or not, e.g., [12,13,14,15]. Attempting to di-
agnose such procedure is difficult since this can be due to inaccurate estimation of the
parameters, especially when dealing with the genuine match score distribution (which
has very few samples compared to its impostor counterpart).

The proposed measure is called the biometric menagerie index (BMI) or simply
the zoo index, as a means to directly measure the dependency of a match score on a
user model/template. In order to motivate our approach, we illustrate in Figure 1 the
model/template-specific class-conditional score distribution, i.e., one distribution for
each template and for each class, subject to being involved in genuine (same-person)
and impostor (different-person) matching. An important observation here is that the
genuine and impostor match scores have very different characteristics. In particular, the
genuine match scores exhibit higher model-dependency than the impostor match scores
for this example. This figure also shows that the compounded genuine (impostor) sim-
ilarity score distribution is a mixture of client-specific genuine (impostor) similarity
score distributions, hence, can have multiple modes.

This paper is organised as follows: Section 2 explains how BMI was derived. Sec-
tion 3 shows the BMI values for face and speech biometrics and this is followed by
conclusions.
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2 Deriving a Zoo Index

In this section, we shall analyse the match scores conditioned on each class and each
claimed identity, which is necessarily drawn from a distribution specified by p(y|k, j).
This distribution can be estimated from the score set Yk

j introduced in the previous
section. The goal of this section is to derive a zoo index. Section 2.1 will first introduce
the notation. Section 2.2 defines BMI mathematically. We then present the properties
of BMI in Section 2.3. Finally, the estimation of the relevant statistics is described in
Section 2.4.

2.1 Notation

We shall denote j′ ∈ J ′ to be the true identity whereas j ∈ J to be the claimed identity
which must come from a client set (gallery) J = [1, . . . , J} and there are J clients (for
whom templates/models are built). The set J ′ is a set of identities/users not in J , i.e.,
the two populations do not overlap: J ∩ J ′ = ∅. Thus, throughout this study, we deal
with open-set recognition, and an extension to closed-set recognition is straightforward.

In order to simplify the notation, we also assume that there is only a single model
associated with each client. In a usual identification setting, one compares all samples
belonging to j′ against the model of j in order to obtain a score set Y(j, j′). When
j = j′, the match score set is genuine (client), whereas when j �= j′, it is impostor. We
further introduce two client-specific score sets, both dependent on the claimed identity:
YC

j ≡ Y ′(j, j) for the client class, and YI
j for the impostor class. In this study, for

the impostor class, the scores are a union or aggregation of all other users (from J ′)
claiming to be j, i.e., YI

j ≡ ⋃
j′∈J ,j′ �=j Y ′(j, j′).

2.2 Deriving the Zoo Index Using the Within- and Between-Class-Variances

Using the above notations, we shall use the score variable y to reprensent an element in
the set Yk

j for a given class k = [C, I} (client or impostor) and a given claimed identity
j. The unknown disribution from which Yk

j was generated is denoted by p(y|k, j).
Thus, the unconditional distribution of y is

p(y) =
∑

k,j

p(y|k, j)P (j|k)P (k)

where P (j|k) is the prior class-conditional probability claiming identity j and P (k) is
the prior class probability.

The class-conditional expected value (global mean) of y is defined by:

µk =
J∑

j=1

(∫

y

p(y|k, j)y dy

)

P (j|k)

≡ Ej [Ey [y|k, j] |k] (1)

where P (j|k) = P (j, k)/P (k) and we have used the following notation

Ey [y|k, j = j∗] ≡
∫

y

yp(y|k, j = j∗) dy
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to denote the expectation of y conditioned on a particular claimed identity j = j∗ as
well as the class k, and

Ej [•|k] ≡
J∑

j=1

•P (j|k)

to denote the expectation over all clients, conditioned on k.
In contrast to (1), the (class-conditional) client-specific mean is defined as:

µk
j ≡ Ey[y|k, j]

which is related to the (class-conditional) global mean by:

µk = Ej

[
µk

j |k
]

as is evident from (1).
The (class-conditional) global score variance, for a given claimed identity j∗ can be

calculated as follows:

Ey

[(
y − µk

)2 |k, j∗
]

= Ey

[(
y − µk

j∗ + µk
j∗ − µk

)2 |k, j∗
]

= Ey

[(
y − µk

j∗

)2 |k, j∗
]

+ Ey

[(
µk

j∗ − µk
)2 |k, j∗

]

+ 2
(
µk

j∗ − µk
)

Ey

[(
y − µk

j∗

) |k, j∗
]

︸ ︷︷ ︸

where we introduced the term µk
j∗ . Note that since under the expectation

Ey[•|k, j∗], the second term is invariant, and the third (underbraced) term vanishes,
we have:

Ey

[(
y − µk

)2 |k, j∗
]

︸ ︷︷ ︸
V tot

k,j∗

= Ey

[(
y − µk

j

)2 |k, j∗
]

︸ ︷︷ ︸
V W

k,j∗

+
(
µk

j − µk
)2

︸ ︷︷ ︸
V B

k,j∗

(2)

where V tot
k,j∗ is the total variance, V W

k,j∗ is the within-client variance and V k
B (j∗) is the

squared bias (or squared distance) between the global mean and the client specific
mean, all conditioned on the class label k (which can be genuine or impostor matching)
and a particular claimed identity j∗. If one takes the expecation Ej [•|k] on both sides of
(2), then the two terms on the right-hand sides are known as variance and squared bias,
respectively. The resultant two components constitutes the bias-variance decomposition
of Krogh and Vedelsby [18].

Using the fact that j is a variable, and j∗ being its realisation, we shall similarly
define V tot

k,j to be the variable of V tot
k,j∗ (the latter being a realization). We shall also

define V W
k,j and V B

kj
in a similar manner. We then propose to define the client-specific

biometric menagerie index (BMI) (for a given client with index j) to be:

BMIk,j ≡ V B
k,j

V tot
k,j

.

Likewise, the BMI index for the whole population of clients is:

¯BMIk ≡ Ej [BMIk,j |k]

with variance Ej

[
(BMIk,j − ¯BMIk|k)2

]
.
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2.3 Properties of BMI

Because of (2), V B
k,j ≤ V tot

k,j since V W
k,j is always positive. As a result, the client-specific

BMI index is always bounded:

0 ≤ BMIk,j ≤ 1,

and so is the BMI index for the whole population

0 ≤ ¯BMIk ≤ 1.

When BMIk,j = 0, this implies that V B
k,j = 0. This can only happen when the client-

specific mean µk
j coincides with the global mean µk. If this is true over the whole

population, then ¯BMIk = 0. This strongly implies that the Doddington’s menagerie
contains only one species.

On the other hand, when ¯BMIk = 1, this implies that Ej [V W
k,j |k] = 0. In other words,

the total variance is fully determined by the expected squared bias Ej [V B
k,j |k] (or the

between class variance), and the expected within-client variance has little importance.
This signifies the presence of widely different species in the Doddington’s menagerie.
In practice, we have never observed that the BMI takes on the extreme values of zero
or one. Therefore, we emphasize that the BMI value should always be expressed along
with its confidence interval (characterised by its variance).

Apart from the bounded property, BMI is also invariant to shifting and scaling. It is
trivial to show the invariance of BMI to shifting. Suppose y is shifted by a constant.
Then, its expected value will be shifted by the same amount. This constant simply gets
canceled out when calculating the variance of the shifted score, because this opera-
tion involves only finding the difference between the shifted score and shifted expected
value. Hence, all the terms in (2) are not affected by the constant shift. It follows that
BMI is invariant to shifting.

BMI is also invariant to scaling. Suppose that y is scaled by a constant a, i.e., ay.
Then, all the terms in (2) will be scaled by a2. The resultant BMI will be:

BMIk,j =
a2V B

k,j

a2V tot
k,j

=
V B

k,j

V tot
k,j

hence invariant to the constant scaling.
We simulated four different possible scenarios giving different BMI values, all as a

function of the following client-specific means and variances (arranged in a vector):

μ = [−7.00,−3.50, 0, 3.50, 7.00]′ and σ = [0.20, 1.00, 3.00, 0.70, 4.00]′.

The results are shown in Figures 2 (a)–(d). The actual mean and variance used for
each sub-figure are shown in the caption. In (a), all client-specific means are aligned
to the global mean (zero in our case), so that the between-client variance is set to zero,
hence, giving BMI=0. The other extreme, giving BMI=1 is shown in (d). This was done
by decreasing the variance to very small values so that the between-client variance
dominates the total variance. Figures (b) and (c) are two intermediate cases sampled
from the range of possibilities.
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Fig. 2. Examples of client-specific distributions for various BMI values (in the subtitle). The
following means and variances are used: (a) [μ × 0, σ], (b) [μ × 0.3, σ], (c) [μ, σ], and (d) [μ,
σ × 0.01].

2.4 Empirical Estimates

In the followings, we will work with the sample yk
ij ∈ Yk

j for any claimed identity j,
conditioned on the class k, and i = 1, . . . , Nk, and there are Nk samples. The estimated
global and client-specific means are:

µ̂k =
1

JNk

J∑

j=1

Nk
∑

i=1

yk
ij and µ̂k

j =
1

Nk

Nk
∑

i=1

yk
ij

The estimated (squared) bias term is:

V̂ B
k,j = (µ̂k

j − µ̂k)2

The estimated total variance is:

V̂ tot
k, =

1
Nk

Nk
∑

i=1

(yk
ij − µ̂k)2.

Assuming all hypotheses to be equiprobable, the expected mean and variance of BMI
index can be estimated as follow:

̂̄BMI
k

=
1
J

J∑

j=1

(
V̂ k,j

B

V̂ tot
k,j

)

v̂ar(BMIk) =
1
J

J∑

j=1

(
V̂ k

B(j)
V̂ k

tot(j)
− ̂̄BMI

k
)2

The variance of BMI is a useful indicator of the confidence of the estimated BMI. The
smaller the variance, the higher the confidence of the estimate.
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3 Experiments

3.1 Data-Set

We use the publicly available1 XM2VTS multimodal score-level fusion benchmark
database [19] for this purpose. 13 sets of experiments were available, among which
6 (resp. 7) are on the speech (resp. face) biometrics. The distribution of match scores,
in general, exhibits high central tendency except for two comparison subsystems which
are based on Multi-layer Perceptrons (MLPs) having tangent hyperbolic tanh) output.
For these systems, their outputs are mapped into a linear scale using the inverse of tanh,
hence, denoted by “MLPi”. This one-to-one transformation is non-linear and is essential
to guarantee the central tendency of the match scores. Since the BMI index is invariant
to shifting and scaling, no further prepossessing is needed, and the experiments can be
compared directly using BMI.

There are 200 client models that are assessed on two data sets, termed dev (for de-
velopment) and eva (for evaluation) sets. There are 3 genuine samples per client for the
dev set under Lausanne Protocol I (LP1) and 4 for Lausanne protocol II (LP2). These
protocols define what data the expert systems should use for enrolling the clients. Al-
though these protocols entail changes in the number of genuine match scores for the
dev set, they remain the same for the eva set, which is two genuine match scores per
client model, hence a total of 200× 2 genuine match scores for eva but 200× 3 for dev
LP1 and 200 × 4 for dev LP2.

It is worth noting that the impostor population of dev and eva sets are different, thus,
J ′

dev (the former) consists of 25 impostors andJ ′
eva (the latter) consists of 70 impostors.

Each impostor contributes 8 samples. This results in 25 × 8 impostor scores for the
impostor dev and 70 × 8 for the impostor eva set. Using different impostor population
is beneficial for testing the stability of BMI under changes in impostor population.

3.2 Results

Figure 3 shows the BMI values and its variance for the 13 score data sets conditioned
on the class label (genuine or impostor), and on the data set used, i.e., dev or eva. We
can observe the following:

(i) The variances of impostor BMI match scores are generally much higher than their
genuine counter parts. This is expected since there are many more impostor match
scores than the genuine match scores. For instance, 200× 75× 8 impostor match
scores versus 200 × 2 genuine match scores for the eva set. As a result, the im-
postor BMI can be estimated with higher confidence.

(ii) The expected genuine match scores have, in general, higher BMI values than their
corresponding impostor match scores.

(iii) The BMI values between the development and the evaluation sets are somewhat
consistent in pattern. In order to verify this futher, we plotted BMIs of the dev set
versus their corresponding values on the eva set in Figure 4.

1 http://personal.ee.surrey.ac.uk/Personal/Norman.Poh/web/fusion
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Fig. 3. The BMI of 13 systems calculated on the four data sets formed by the following di-
chotomies: client vs impostor, dev vs. eva. Each figure shows 13 BMI values – with the first 9
(from top to bottom) from LP1 systems whereas the remaining 4 from LP2 – conditioned on dev
and eva sets. Each BMI was estimated from 200 client-specific BMI values (since there are 200
client models) in each system.

Concerning observation (iii), it is worth recalling that the impostor populations in
the dev and the eva sets consist of different subjects (persons), and that the client mod-
els (in the gallery) remain the same. By comparing BMI with different impostor data
sets, this experiment confirms that BMI is indeed insensitive to the choice of impostor
population.

The client BMI for LP1 is inconsistent between dev and the eva sets, with correlation
as low as −0.11. In comparison, the client BMI for LP2 is more consistent (giving
correlation as high as 0.95; see Figure 4 caption). This is because the genuine match
scores between the dev and eva sets for LP1 are biased. In LP1, the dev score sets were
derived from the same session (in the same visit) of data set as the one used to build the
base-classifier model, but this is not the case for LP2 (where a different session of data
was used). As a result, for LP1, the genuine match scores in dev is positively biased
(resulting in better recognition than expected). For LP2, there is no such bias, since the
dev and eva sets contains similar cross session variability, with dev scores derived from
the third session and eva from the fourth session. Recall also that in both LP1 and LP2,
the data used to generate the eva score set is the same (the forth session/visit). Two
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Fig. 4. Comparison of BMI calculated on the development set (X-axis) and the same statistic
calculated on the evaluation set (Y-axis) for (a) impostor BMI (on LP1 data set), (b) impostor
BMI (LP1), (c) client BMI (LP1), and (d) client BMI (LP1). (a) and (b) consists of 9 systems and
LP2 consists of 4 systems. The correlation of BMI between the dev and eva sets for these four
data sets are 0.96, 0.98, −0.11 and 0.95, respectively.

consecutive sessions were separated by about one month’s interval, but this is certainly
not consistent across all the users. This observation highlights the importance of using
unbiased (cross-session) data set to estimate the BMI values.

4 Conclusions

In this paper, we proposed a biometric menagerie index (BMI), based on the expected
within-client variance and expected squared bias (or between-client variance). The cur-
rent study is somewhat preliminary; the following extensions are currently being inves-
tigated:

– Wider range of biometrics: While the current study is limited to face and speech,
more biometric modalities will be considered

– Multivariate extension of BMI: The current study is limited to calculating BMI
on a single modality. A future study will include an analysis of user-specific class-
conditional BMI across different modalities/systems. This will allow to resolve
whether two BMI values, each obtained from their respective user model, are cor-
related or not. If they are correlated, then the presence of lamb may be attributed
to data of insufficient quality. On the other hand, if the BMI values are not corre-
lated, then the presence of lamb may not be caused by the data, but by the choice of
classifier or feature representation, which may systematically fail to discriminate a
certain group of users.

– Pre-processing techniques: The current study relies on the central tendency of
class-conditional match scores, essentially relying on the good estimates of the first
and second order moments. It is therefore vital to ensure that the data adhere to this
assumption. A promising technique to achieve this is by means of Gaussian Cop-
ula [20,21], which has been used successfully to estimate the effective biometric
sample size. An extension of BMI to multimodal biometrics by means of multivari-
ate Gaussian Copula is straightforward.
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