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Abstract. With the widespread adoption of service-oriented architecture (SOA) as the leading paradigm for the development of business
applications, the need for adequate governance mechanisms to keep control of the increasing complexity inherently introduced by SOA arises.
However, current approaches to SOA governance are often limited to either design time or runtime aspects of SOA governance, despite the need
for adequate governance mechanisms covering the complete SOA lifecycle. Furthermore, no common understanding of SOA governance exists
today, as many solution vendors misleadingly label SOA management
products as solutions for SOA governance.
This work presents a reference model for SOA governance that is
based on the OASIS Reference Model for Service Oriented Architecture.
It aims at establishing a common understanding of SOA governance and
is intended to serve as a basis for comparing and developing concrete
SOA governance solutions.

1

Introduction

To date neither a common understanding of, nor a common model for SOA
governance exists. Moreover, current approaches proposed by SOA governance
solution vendors are incomplete in that they only address some aspects of SOA
governance, mainly technical governance and management aspects. Our reference
model for SOA governance strives at closing these gaps. It is based on a reference
model for SOA methodologies (see [1]), which in turn is based on the OASIS
Reference Model for Service Oriented Architecture (SOA-RM) [2].
In order to account for the special nature of SOA – increased complexity (e.g.
[3]), augmented security requirements (cf. [1]), and demand for better business
and IT alignment (e.g. [4]) – the discipline of SOA governance has evolved. It is
an extension or evolution of IT governance deﬁning the organizational structures
and processes that are required to successfully adopt SOA (e.g. [4], [5]).
Drawing on [6] and on deﬁnitions of corporate [7] and IT governance [8] we
deﬁne SOA governance as follows:
Deﬁnition 1 (SOA governance). SOA governance consists of the organizational structures, processes, and policies an organization puts in place to ensure
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that the adoption, implementation, and operation of SOA in an organization
is done in accordance with best practices, architectural principles, government
regulations, and laws, that is, in a manner that sustains and extends the organization’s strategies and objectives.
The SOA-RM deﬁnes SOA as “a paradigm for organizing and utilizing distributed capabilities that may be under the control of diﬀerent ownership domains” providing “a uniform means to oﬀer, discover, interact with and use
capabilities to produce desired eﬀects” [2]. Based on this understanding of SOA
and taking into account its special nature we have developed a reference model
for SOA governance consisting of a comprehensive set of governance policies,
processes, and corresponding organizational constructs.
The remainder of this work is organized as follows. Sect. 2 summarizes related
work in the area and identiﬁes gaps in current approaches, motivating the need
for a reference model for SOA governance. The reference model is presented in
Sect. 3. We conclude our work in Sect. 4 by giving an outlook on areas for future
research.

2

Related Work

Over the last few years SOA governance has been a topic primarily driven by
analysts (e.g. [6], [9], [10]) and technical governance and management solution
vendors (e.g. [11]), and only recently scientiﬁc literature has been published in
the area (e.g. [5]). In addition, some of the recent books on SOA also contain
chapters about SOA governance (e.g. [4], [12]). Finally, numerous online articles
are available covering the topic in more or less detail (e.g. [13], [14], [15]).
Some main characteristics of SOA governance recur throughout the literature. First if all, the need for SOA governance is motivated from the increased
complexity of SOA originating from the number of services and their interdependencies that exist in a SOA landscape (e.g. [4], [5], [12]). Secondly, consensus
seems to exist about the fact that SOA governance can be seen as a specialization (or extension) of IT governance accounting for the special nature of SOA
(e.g. [4], [12], [14], [15]). Thirdly, [4], [5], and [6] name policies, processes, organizational structures, and metrics as core constituents of a SOA governance
program. In addition it is stated that in order to successfully fulﬁll its mandate
SOA governance needs control over project approval and funding as well as portfolio management decisions (e.g. [4], [13]). Finally, reuse of services is commonly
named as a main beneﬁt of SOA (e.g. [9], [13]). However, [5] legitimately argues
that reuse contradicts agility.
Based on the SOA-RM [2] OASIS has published a Reference Architecture for
Service Oriented Architecture [16], which contains a generic model for governance augmented with some speciﬁcs for SOA governance. Furthermore, The
Open Group has set up a project on SOA governance [17] as part of its SOA
working group, whose aims include the deﬁnition of a reference model for SOA
governance. However, no results have been published to date.
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What distinguishes the reference model presented in this work from available
material in the domain is the rigorously holistic approach assumed, covering
the complete SOA lifecycle from service proposition to retirement. Moreover,
all aspects that should be considered by SOA governance have been identiﬁed
from a reference model for SOA methodologies (see [1]) and are presented in a
comprehensive, uniform set of governance policies, processes, and organizational
constructs, which to the best of our knowledge is unprecedented in the literature.

3

A Reference Model for SOA Governance

In order to successfully adopt SOA in an organization, certain organizational
structures, consisting of a number of organizational units, have to be established
to govern the introduction and operation of SOA. The organizational units deﬁne
governance policies and processes, execute governance processes, and employ
metrics to measure adherence to them (Fig. 1).
Governance processes enable governance policies and enforce compliance. Metrics provide visibility into the processes allowing for supervision, control, and
identiﬁcation of areas for improvement. Furthermore, a SOA governance infrastructure helps to manage governance information, enforce governance policies,
and collect corresponding metrics (cf. [6]). The following subsections describe
the proposed constituents of SOA governance in detail.
3.1

Organizational Structure

The organizational structure for SOA governance comprises the SOA governance
board, the SOA program oﬃce, and a number of delegate councils.
SOA Governance Board. The SOA governance board constitutes the main
governance body of a SOA initiative. It should be composed of specialists from
both the business and technology domains such as business analysts, enterprise
architects, and service architects. In addition, it is important that decision makers such as the line of business managers that are aﬀected by the SOA initiative
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are also part of the governance board to establish the required inﬂuence and
authority.
In particular, the SOA governance board takes into account business objectives, architecture and design standards and best practices, and applicable laws
to translate them into corresponding governance policies. It also deﬁnes metrics
that will be used to measure adherence to and success of the policies. Furthermore, governance processes have to be deﬁned and set up that integrate with
the SOA lifecycle to realize the policies.
The governance board is supported by a number of councils to which it may
delegate work (cf. [16], see [1] for details). Depending on whether an organization
applies a central or distributed SOA governance scheme (cf. [4]), the board either
possesses exclusive decision rights regarding policies and processes, or it may
empower the delegate councils to make decisions themselves.
As a transition to SOA is a highly complex undertaking with impact on many
diﬀerent parts of an organization, the transition should take place iteratively (cf.
[4]). It is the responsibility of the SOA governance board to set up an overall
SOA roadmap that accounts for progressive adoption of SOA.
Finally, project prioritization and funding are necessary means to steer the
SOA initiative into the desired direction, particularly with respect to business
alignment of services. Without practical control of funding projects are more
likely to produce project-centric services which might not meet the overall requirements of the organization [13]. Therefore the SOA governance board must
at least possess authority to inﬂuence decisions on project prioritization and
funding.
SOA Program Oﬃce. The SOA program oﬃce is the main organizational
management body in a SOA initiative, which is in charge of the overall SOA
program management. Its responsibility is to set up the required organizational
structures, ﬁrst and foremost the delegate councils.
The program oﬃce reports to the SOA governance board. It is authorized to
decide on project prioritization, selection and funding in accordance with the
board, which may take inﬂuence in the decision process. The program oﬃce also
assigns people to the roles deﬁned by the governance board. Finally, it may also
inﬂuence the SOA roadmap.
3.2

Policies

Policies are the means to deﬁne what is right. This reference model distinguishes
two notions of policies. Governance policies, on the one hand, formulate general
rules that address important aspects of SOA such as how to develop, introduce
and operate a SOA. Governance policies state on a high level what to do and
how to do it. Service policies, on the other hand, are more concrete; they directly
aﬀect, and can be attached to one or more services.
Deﬁnition 2 (Governance policy). Governance policies comprise rules that
on a high level address all aspects that are important in developing, deploying
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and managing a SOA, that is, the SOA lifecycle. Governance policies define what
to do and how to do it.
Deﬁnition 3 (Service policy). Service policies define rules that specifically
apply to one or more services. They are always derived from governance policies.
Service and governance policies are both specializations of policies. A policy
consists of one or more policy assertions, the fulﬁllment of which is measurable
[2]. When an individual or an organization adopts one or more policy assertions
as their policy, the policy assertions become the policy of that individual or
organization. In the scope of this reference model we do not explicitly distinguish
between policies and policy assertions, but reluctantly speak of policies instead.
Every policy has a dedicated policy owner. The policy owner is the one who
has an interest in the policy. He usually is responsible for the enforcement of the
policy [2].
In our work we have identiﬁed 41 diﬀerent governance policies for the complete
SOA lifecycle (i.e. service proposition, design, implementation, provisioning, consumption, and management). These policies are motivated from the deﬁnition of
SOA given in [2]. They ensure that all activities associated with the SOA lifecycle are executed in a manner that sustains the organization’s objectives. In the
following paragraphs we present the most important of the identiﬁed governance
policies; for a full description see [1].
Service Proposition. For service proposition the approach that should be
taken has to be speciﬁed (service proposition policy). Services can either be
proposed in a top-down, bottom-up, or in a combined manner (cf. [18], [19]). Topdown service proposition identiﬁes service candidates from some kind of business
model, whereas bottom-up service proposition uses existing application system
functionality to propose services. It is also possible to apply a combination of
the two alternatives.
Furthermore, fundamental choices regarding general service-oriented design
principles, which also have an eﬀect on service proposition, have to be made.
Two aspects that need to be considered in this regard are service granularity
and reusability (e.g. [20]; service granularity and reusability policies). Designing
services for reuse is more expensive [5], wherefore the beneﬁt of avoiding duplicate functionality has to be weighed against the additional costs. Moreover,
service reuse decreases agility [3], as it increases the number of dependencies
that have to be considered in case services need to change. Service granularity
and reusability also aﬀect each other, since services with a narrower focus may
be more easily reused [20].
Service Design. Regarding service design it has to be determined whether different service types should be distinguished (e.g. infrastructure, data, functional,
and process services; cf. [21]). This is stipulated in a corresponding service type
policy.
Another fundamental aspect of service design is the use of service design
patterns. A number of design patterns for services are emerging (e.g. [22]), and
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it has to be determined if any of these patterns should be applied for service
design (design pattern policy).
Furthermore, the service error handling scheme has to be determined (error
handling policy). Options include using a standard (e.g. SOAP) or a proprietary
error handling mechanism, and to handle all types of errors (e.g. application
errors, communication errors) in the same way or diﬀerently.
Finally, the transaction behavior of services also has to be taken into account
(transaction behavior policy). The question to answer here is whether service
invocations should adhere to the ACID (atomicity, consistency, isolation, and
durability) characteristics common in database design.
For service interface modeling it has to be deﬁned whether service interfaces should be designed according to common message schema standards (e.g.
ebXML, RosettaNet). In case many services will be disclosed to external parties,
it may be advantageous to comply with common standards. On the other hand,
if the number of public services is low, the development of proprietary schemas
following the organization’s data architecture may be more applicable (message
schema policy).
An important aspect of a SOA initiative is the uniﬁcation of data types across
the organization (cf. [23]) to achieve a common understanding of data types, to
allow for reuse, to create compatible service interfaces in terms of syntax and
semantics, and to keep message transformations during service operations to a
minimum (data type uniﬁcation policy). In addition, data type deﬁnition and
reuse policies stipulate naming rules for data types, application of common standards for data type deﬁnition (e.g. Core Components Technical Speciﬁcation)
to facilitate semantic service interoperability, and rules regulating reuse of data
types.
Another fundamental decision refers to transaction patterns (transaction pattern policy). The deﬁnition and prescription of transaction patterns such as query/
response or request/conﬁrmation for all service interfaces provides a means to
unify the semantics of the interfaces, which enhances service interoperability (see
e.g. [20]).
Consistent naming of service interfaces, i.e. the deﬁnition of naming conventions, is another important aspect (naming policy). In case transaction patterns
are employed, it may be beneﬁcial to include the employed pattern into the
interface and operation names to clearly indicate their semantics. For example, the interface of a customer management service that adheres to the request/conﬁrmation pattern may have customerCreateRequest and customerCreateResponse operations.
Finally, it has to be discussed whether reliable communication is required and
how it should be achieved (reliable communication policy).
Service Implementation and Quality Assurance. Regarding service implementation governance has to decide whether services should be implemented
on the basis of a component technology (e.g. Service Component Architecture
(SCA) [24]). Furthermore, the implementation and interface technologies together with the technical frameworks that should be used have to be determined
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(service component policy and implementation technology policy, respectively).
As it is one of the aims of SOA to allow services built using a variety of platforms
and programming languages to interact, it is possible that multiple languages
are chosen for implementation depending on the speciﬁc requirements.
Governance concerning service quality assurance is a crucial aspect for the success of SOA and ranges from determining tests that have to be conducted (testing policy) to reviews that have to be passed (review policy). Common tests for
services include dependency, interoperability, and regression tests for functional
service testing, and performance, stress, and security tests for non-functional service testing. In addition, scenario tests to test a number of dependent services
in combination are particularly important (cf. [6]).
Service Documentation. The service description is a fundamental part of
SOA as it provides information necessary to interact with a service to potential service consumers. A service documentation policy therefore has to ensure
that all relevant information is actually included in the service description. It is
probably useful to deﬁne a service description template in this respect which has
to be adhered to. Moreover, with regard to service discovery, it is advisable to
deﬁne a service taxonomy and to classify all services according to this taxonomy
to alleviate discovery of services that can satisfy a consumer’s needs.
According to [2] the service description should at least contain information
about the functionality of the service, access to the service (i.e. the service address), and policies the service operates under. Concerning the service interface
the required message syntax, the underlying semantics, and allowed message
sequences, including applicable transaction patterns, have to be speciﬁed. In
addition, main characteristics of the service such as statelessness, idempotency,
and warranties regarding reliable communication should be part of the service
description as well.
Finally, service policies such as guaranteed service levels and according remuneration schemes, as well as the service’s error handling mechanism should also
be described.
Service Publication and Consumption. Regarding service publication it
has to be decided where services (i.e. service descriptions) should be published,
i.e. if a service registry should be employed, or whether services should simply be
published in a ﬁle, for example (service publication policy). In case it is decided to
use a registry, options include using separate registries for service publication and
service governance (e.g. for maintaining administrative information and service
lifecycle states), or a single registry for both.
Furthermore, a role concept and according access control mechanisms for the
registry have to be determined, including decisions regarding who is allowed to
publish and who entitled to release services for production.
Finally, in case a service taxonomy has been deﬁned for services, the attributes
assigned to each service should be published in the registry as part of the service
description.
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The role concept and access control mechanisms for the registry also have
to take into account rules for service consumption. The corresponding service
consumption policy has to specify who is allowed to search for services, access
services (e.g. for testing, for production), and to generate service proxies from
the service interfaces in order to consume services.
Another important aspect of service consumption is contract negotiation.
Therefore the service consumption policy also has to determine who is responsible for and entitled to negotiating contracts with service consumers. This could,
for example, be the service owner.
Finally, the contract language is another important aspect to consider. Depending on the subject of the contract it may be speciﬁed that contracts have to
be expressed in a machine-processable form to permit automated interpretation
and enforcement (cf. [2]).
Service Management. Services in production have to be monitored to ensure that non-functional service requirements speciﬁed during service design,
and service levels negotiated during service consumption are maintained. Service monitoring inherently is a management activity. It is the responsibility of
governance, however, to specify what has to be monitored and to deﬁne remedial
actions in case violations occur (service monitoring policy). Service monitoring
likely includes service level, availability, security, and error monitoring.
Besides, distinct policies deﬁne how individual management responsibilities
should be handled. A service level management policy deﬁnes how contracted
service levels should be maintained, remedial actions in case service levels are
violated, and diﬀerent service levels and according pricing models oﬀered.
A service availability policy speciﬁes how service availability management
should be performed in order to guarantee the degree of service availability assured to service consumers. This again includes the deﬁnition of remedial actions
in case availability is threatened.
A security management policy determines how security management should
be performed. This may reach from high level governance rules stating that
sensitive services have to be secured in some way, to concrete rules prescribing
the actual access control and encryption mechanisms to be applied.
Finally, a dependency management policy speciﬁes how service dependencies
should be managed. One of the main challenges in SOA is the increased complexity that has to be handled and which stems from the number of interdependent
services existing in a SOA landscape together with their organizational structure
and the dynamics of their interaction (cf. [5]). If these dependencies are not structured well and managed without gap, service changes may lead to critical errors.
Service Versioning, Change, Deprecation, and Retirement. Due to changing business and other requirements, services are likely to change during their
lifetime. Governance has to decide how changes are handled, and whether incompatible or only compatible changes are allowed (change policy).
Closely related to change is the topic of versioning (versionig policy). For example, it could be speciﬁed that compatible changes entail a new service version,
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whereas incompatible changes require a new service with a diﬀerent name and
diﬀerent taxonomy attributes. Another aspect pertains to how many versions of
a service are allowed to exist in parallel. Increasing maintenance costs probably
necessitate the retirement of older versions at some point in time.
Furthermore, service deprecation and retirement procedures, as well as transition periods have to be appointed (service deprecation and retirement policies).
Transition periods may be subject to negotiation and codiﬁed in the service
contract.
Finally, service providers may want to notify service consumers of events such
as service change, deprecation, and retirement (notiﬁcation policy). The obligation to send notiﬁcations may also be included in the service contract.
3.3

Governance Processes

Governance processes are the means to realize governance policies. This includes
policy-related processes such as deﬁnition and enforcement, as well as projectrelated processes such as prioritization and funding. Furthermore, review processes as an instrument to verify policy compliance are another important aspect
of SOA governance (for details see [1]). To minimize the overhead inherently
introduced by any governance mechanism, governance processes should be automated wherever feasible.
Policy-Related Processes. A number of governance processes revolve around
the deﬁnition, propagation, and enforcement of governance policies. Having established an appropriate organizational structure for SOA governance, the respective organizational bodies (i.e. the SOA governance board, the delegate
councils) start deﬁning and documenting governance policies for their speciﬁc areas of expertise. The policies may have to pass a resolution process, particularly
if policies developed by delegate councils have to be ratiﬁed by the governance
board. Besides, it is necessary to educate on the policies (policy enablement).
Furthermore, mechanisms enabling policy enforcement have to be established.
Enforcement can either be achieved manually (e.g. by a design review), or automatically (e.g. by a SOA management system). Closely related to enforcement is
the handling of policy violations, which likely comprises initiating compensatory
actions (cf. [2]). In addition, policy waiver procedures should be deﬁned (cf. [6])
to be able to bypass certain policies in case special business requirements require
to do so.
Finally, policies may have to be adapted due to changing business requirements, or because they prove inadequate in practice. The concept of versioning
is therefore applicable not only to services, but to policies as well.
Approval, Review and Reporting. Review processes are a means to enforce
governance policies, particularly regarding design time policies. Passing a review
may be a prerequisite for the transition to the next phase of the SOA lifecycle (cf.
[13]). For example, before moving on to service implementation, service models
may have to pass a service design review.
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Closely related to reviews are approval processes, which are another means for
policy enforcement. In particular, new services or service changes may have to
be approved by the SOA governance board before they may be realized. Besides
services, other design decisions such as the introduction of new data types may
be subject to approval as well.
Finally, reporting processes provide feedback from the organizational units
concerned with realizing the SOA to the SOA governance board, which it requires
to maintain overview of the SOA initiative and to intervene if necessary.
3.4

Metrics

Metrics improve transparency and provide visibility of essential states and parameters of the SOA initiative on the whole, and into governance processes in
particular to the SOA governance board (compare corresponding developments
on lower levels such as software or process metrics, see e.g. [25]). They may be
partitioned into metrics related to services, service operations and projects.
Regarding services it is interesting to know how many services exist in total,
have been proposed, are being developed, are published, and are actually consumed. Furthermore, numbers on changed, deprecated and retired services also
provide useful insights. Finally, information on the number of consumers per
service and service version is helpful as well, particularly regarding the impact
of changes.
To provide visibility into service operations and to identify areas for improvement a number of operations-related metrics are helpful. These include the number of successful vs. the number of erroneous interactions, including information
indicating the reasons for the errors (e.g. SOAP faults, invalid input data, size of
input data etc.). Another important aspect is performance KPI’s, as these help
to identify both bottlenecks in the infrastructure and the need for service design
revisions. Furthermore, service level and security violations are also important
to report.
Finally, in order to maintain the overview of the SOA initiative on the whole it
is important to provide feedback on the number of successful and failed projects
and the reasons for both failure and success.
3.5

SOA Governance Infrastructure

SOA governance processes must be as unobtrusive as possible to encourage adoption of SOA. A SOA governance infrastructure (SGI) helps facilitating SOA governance by managing governance information, automating governance processes,
enforcing governance policies, and collecting metrics (cf. [6]).
The elements of an SGI are determined by the speciﬁc governance requirements. A service registry helps to maintain overview of existing services and to
manage administrative information such as service lifecycle states. It may also allow for service consumer notiﬁcations, e.g. using some kind of publish/subscribe
mechanism for change and deprecation events. For the management of design artifacts a repository can be employed. It is also a natural candidate for a central
data type inventory.
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Policy and contract management are supported by policy and contract management systems. A policy management system helps to deﬁne and document
policies, attach policies to artifacts, and to propagate policies to their respective
points of application. It may also provide capabilities for analyzing the impact
of policy changes.
With respect to the elevated testing requirements in SOA a specialized quality
management system may support testing complete service compositions, as well
as impact analysis in case of service changes, taking into account dependencies
between services.
Finally, a SOA management system should facilitate service administration
(e.g. lifecycle transitions) and monitoring. Moreover, automatic policy enforcement mechanisms, as well as reporting capabilities should also be provided.

4

Conclusion

This work has outlined a comprehensive reference model for SOA governance
that is based on the standardized SOA-RM [2] and motivated from aspects
relevant to methodologies for SOA (see [1]). Unlike previous approaches to SOA
governance, our reference model addresses governance aspects for the complete
SOA lifecycle, stipulated in a comprehensive set of governance policies, processes,
and organizational considerations.
Having established a common understanding of the concepts relevant for SOA
governance, in a next step we plan to investigate in detail the relationships
between our reference model and common frameworks for IT governance (e.g.
COBIT) and Enterprise Architecture (e.g. TOGAF, Business Engineering Model
[26]).
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