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Abstract. An alternative to guarantee anonymity in overlay networks
may be achieved by building a multi-hop path between the origin and
the destination. However, one hop in the overlay network can consist
of multiple Internet Protocol (IP) hops. Therefore, the length of the
overlay multi-hop path must be reduced in order to maintain a good
balance between the cost and the benefit provided by the anonymity
facility. Unfortunately, the simple Time-To-Live (TTL) algorithm cannot
be directly applied here since its use could reveal valuable information
to break anonymity. In this paper, a new mechanism which reduces the
length of the overlay multi-hop paths is presented. The anonymity level
is evaluated by means of simulation and good results are reported

1 Introduction

Over the last years, we have witnessed the emergence of different types of overlay
networks in the Internet, such as the peer-to-peer file sharing systems or the real-
time content delivery applications [1]. In these new scenarios, concerns about
anonymity significantly arise among the user community. Anonymity refers to
the ability to do something without revealing one’s identity (in this case, the
user’s) [2]. The simplest solution to provide anonymity in overlay networks is to
select several relay nodes in the route from the sender to the receiver. In this way,
even if a local eavesdropper observes a message being sent by a particular user,
it can never be sure whether the user is the current sender, or if the message is
forwarded by a relay node.

Similar techniques have been widely studied in the past to provide anonymity
in IP networks. One of them is Crowds [3], in which each node decides to deliver
the message to a intermediate or destination node by flipping a biased coin (with
probabilities pf and 1−pf respectively). Nevertheless, the use of this mechanism
in overlay networks is not appropriate, because the forwarding procedure is not
limited in any way, and as it known, in overlay networks neighbour nodes are
connected by means of logical links, each one comprised of an arbitrary number
of physical links. Fig. 1 shows an example of overlay network topology, which
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Fig. 1. Overlay Network

is composed of 5 overlay nodes from 3 ASes. From the figure, we can see that
some of the overlay links are overlapped at physical layer even though they are
completely disjoing at overlay service layer. This is one of the special character-
istics of overlay networks. In addition, we can see that each of the overlay links
is usually composed of several physical links [4]. Therefore, a serious increase
in the length of the overlay path among the origin and the destination nodes
could imply an exponential cost, in terms of bandwidht consumption and nodes
overload.

A straightforward implementation to limit the path length makes use of the
Time-To-Live (TTL) field, but there are multiple situations in which this im-
plementation will immediately reveal to an ”attacker” who the initiator node
is. This paper proposes a mechanism that limits the length of overlay multi-hop
paths without using a TTL (Time-To-Live) scheme. However, this mechanism is
not restricted to this scenario, it can also be applied in a more general scenario.
Furthermore, simulation results show that this mechanism presents a degree of
anonymity equivalent to Crowds.

The remainder of the paper is organized as follows. Section 2 overviews some
relevant works about anonymous systems. Section 3 presents the different re-
quirements that must be satisfied in order to limit the path length. Section 4
introduces our proposal, called the Always Down-or-Up (ADU) mechanism. In
section 5 our algorithm is evaluated analytically. In section 6 the anonymity
level achieved by the proposed mechanism is evaluated by means of simulation.
Finally, section 7 concludes the paper.

2 Related Work

The seminal paper on anonymous sytems was written by David Chaum [5]. He
proposed a system for anonymous email based on the so called mix networks.



240 J.P. Muñoz-Gea et al.

A mix node shuffles a batch of messages and delivers them in random order.
The sender and the mix node use public key cryptography in order to hide the
correspondence between input and output messages.

The mix networks design has been followed by many anonymous systems.
The first widely used implementation of mix networks was the Type I cypher-
punk anonymous remailers [6], using PGP [7] encryption to wrap email messages
and deliver them anonymously. They were followed by MixMaster [8], and then
MixMinion [9], which use the same basic principles, but split messages into equal-
sized chunks and send each of them along potentially different routes, in order
to defeat traffic analysis.

The concept of mix networks was first translated into the domain of general
IP traffic by Wei Dalai, in his proposal for PipeNet [10]. PipeNet would build
anonymous channels for low-latency, bidirectional communication, using layered
encryption similar to Chaum’s design. This layering suggested the title of Onion
Routing for the first implementation of his type of IP forwarding [11]. Other
implementations followed, including the commercial deployment of the Freedom
Network [13] and the more recent effor behing Tor [12], a second-generation
onion routing design.

Although the mix design has been quite influential, there are a number of
notable alternatives. A network that uses a different approach is Crowds [3], de-
signed for anonymous web browsing. Briefly, Crowds nodes forward web request
to each other at random, executing a form of a random walk. At each step the
random walk may probabilistically terminate and the current node then sends
the request to the web server. The interesting feature of this system is that
anonymity is achieved not only through having the messages under considera-
tion forwarded by other honest nodes, but also through forwarding messages for
other honest nodes and hiding the considered ones among them.

3 Background

In Crowds, the initiator node creates a packet containing a random path identi-
fier, the IP address of the responder and the data. Then, it flips a biased coin.
With probability 1−pf (pf is the probability of forwarding and it is a parameter
of the system) it delivers the message directly to the responder or destination
node, and with probability pf it chooses randomly the next relay node. Each
node receiving a packet with a new path identifier randomly decides- based on
pf - whether to forward it to the responder or to another (randomly chosen) relay
node. With this original algorithm the forwarding procedure is not limited and,
as we previously pointed out, it could be a tragedy regarding communication
costs in an overlay scenario.

A possible solution is to restrict the maximum length of the paths. The sys-
tem operates as the traditional scheme but, when the number of hops reaches
a certain limit (called S), the path will be directed towards the destination
node, irregardless of probability pf . A straightforward implementation of the



A Low-Variance Random-Walk Procedure to Provide Anonymity 241
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Fig. 2. Limitation of the TTL

bounded-length random walk consists of using a time-to-live (TTL) field, initially
set to S, and processing it like in IPv4 networks [14]. In IPv4, TTL is an 8-bit
field in the Internet Protocol (IP) header. The time to live value can be thought
of as an upper bound on the time that an IP datagram can exist in an internet
system. The TTL field is set by the sender of the datagram, and reduced by
every router on the path to its destination. If the TTL field reaches zero before
the datagram arrives at its destination, then it is discarded and an ICMP error
datagram is sent back to the sender. The purpose of the TTL field is to avoid a
situation in which an undeliverable datagram keeps circulating on Internet, and
such a system eventually becoming swamped by such immortal datagrams. In
theory, time to live is measured in seconds, although every host that passes the
datagram must reduce the TTL by at least one unit. In practice, the TTL field
is reduced by one on every hop. To reflect this practice, the field is named hop
limit in IPv6.

However, there are multiple situations in which this implementation will imme-
diately reveal to a “corrupt” node whether the predecessor node is the initiator or
not. For example, in Fig. 2 we assume that the TTL has a predefined value of 255
for every path. In the example, node A is the path originator and randomly chooses
node E as the next relay node in the path. Therefore, node A sends a packet to
node E with a value of TTL = 255. If node E is a corrupt node, when it receives the
packet it can easily deduce that node A is the path originator because the value of
the TTL is the original. Therefore, with this simple solution the overlay network
is not able to keep and adequate anonymity level.

An approach to solve this problem is to use high and randomly chosen (not
previously known) values for the TTL field. However, the objective is to limit
the forwarding procedure, and high values for the TTL represent long multi-hop
paths. Therefore, the TTL would have to be small. But, in this case, the range of
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possible random values for the TTL is too restricted, and it results in a similar
situation to the one of a well-known TTL value among all the users. In this last
case, corrupt nodes can easily derive whether the predecessor node is the origin
of the intercepted message or not.

We can conclude that the TTL methodology is not appropriate to limit the
length of multi-hop paths. Next section introduces a new mechanism that limits
the length of overlay random walk paths without offering extra information to
possible corrupt nodes.

4 Proposed Mechanism

The algorithm proposed in this work, as in Crowds, is based on the random-
walk procedure. However, the variance associated to the length of the multi-hop
paths is smaller than that in Crowds. Our objective is to limit the forwarding
procedure. If the variance associated to the length of the paths is very high,
it is possible that the real length of the path is also very high although the
mean length of the path is not high. Our mechanism has a very low variance
and it can be viewed as a quasi-deterministic mechanism of a statistical TTL
implementation, because the real lenght of the path will be very similar to its
statistical mean length.

Our first attempt is the always-down (AD) algorithm: The path originator
chooses a uniform random integer (called u) between 1 and a predefined para-
meter M . If the value of u is equal to 1, the originator sends the request directly
to the destination. Otherwise, the node forwards the request to a random node
together with the random number u. The next node performs the same operation
but replacing the upper bound M with the value of u. The mechanism continues
in a recursive way, decreasing the size of the interval [1, u) in each step. How-
ever, with this algorithm there is still correlation between the random number
u and the hop length: although little values do not reveal anything about the
path length, great ones do, since they can only appear at the first steps of the
algorithm.

The opposite algorithm, called always-up (AU) has the same benefits and
drawbacks. Now, at each step the node chooses a uniform random number be-
tween (u, M ]. When a node selects M , the random walk procedure ends and the
request is directly sent to the responder. In this case, great values of u do not
reveal anything about the path length, but small ones do, since they can only
appear at the first steps of the algorithm.

In order to avoid this critical issue, we propose to mix both mechanism as fol-
lows: The path originator chooses a random number (called u) between 1 and M .
When this number is equal to 1 or equal to M , the originator node sends the re-
quest to the responder. If u is lower than a parameter LOW BORDER, the algo-
rithm works like AD. However, if u is greater than a paramater TOP BORDER,
the algorithm operates like AU. Finally, if u drops between LOW BORDER
and TOP BORDER, the operation mode (AD or AU) is chosen randomly.
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1 e LOW
BORDER BORDER

TOP

random

M−e M

updown

Fig. 3. Parameters of the algorithm

The parameters LOW BORDER and TOP BORDER are not fixed; every
path originator chooses a random value for these parameters when it creates a
new path. The only requirement is that these parameters are symmetric with
respect to 1 and M.

This new algorithm is called always down-or-up (ADU) and it is able to
statistically limit the length of the path in an anonymous environment. In order
to speed up the algorithm, we introduce an additional parameter called e: If the
new chosen random number is smaller than or equal to e (or it is greater than
M − e) the originator node delivers the request to the responder.

The full set of parameters used by our algorithm is: M , e, LOW BORDER
and TOP BORDER. Figure 3 represents these parameters in a numerical
straight line.

5 Evaluation

Next, we present the analytical evaluation of the random variable l that repre-
sents the length of the path.

We define

Pi,AD(l = x) (1)

as the probability that this random variable takes the value x in the AD algo-
rithm with parameter M = i.

For the AD algorithm with parameters e and M we have deduced the following
expressions

PM,AD(l = 1) =
e

M
(2)

PM,AD(l = x|u1 = i) = Pi−1,AD(l = x − 1) e + (x − 1) ≤ i ≤ M (3)

The interpretation of this first equation is obvious. On the other hand,
Fig. 4 helps us to understand the second equation. This figure represents a
specfic scenario with parameters M = 5 and e = 2. As can be observed, the
calculation of every probability can be reduced to a smaller problem, in function
of the previous probability and the first selected random number. The possible
values for the first random number (u1 = i) is restricted by the values of e
and M , and also by the value of the probability to be calculated (P (l = x)).
From this, we can obtain the possible values of the probabilities, that are also
restricted

l ≤ M − e + 1 (4)



244 J.P. Muñoz-Gea et al.

1 2 3 4 5

1

1 2 3 4 5

2

u1

1 2 3 4 5

u1

1 2 3 4 5

u1

1 2 3 4 5

3

u1

u1

1 2 3 4 5

1 2 3 4 5

4

u1

P
5,AD

2
(l=1)=

5

P
5,AD

(l=2 | u1=3)=P (l=1)
2,AD

P
5,AD

(l=2 | u1=4)=P (l=1)
3,AD

P
5,AD

(l=2 | u1=5)=P (l=1)
4,AD

P
5,AD

(l=3 | u1=4)=P (l=2)
3,AD

P
5,AD

(l=3 | u1=5)=P (l=2)
4,AD

P
5,AD

(l=4 | u1=5)=P (l=3)
4,AD

Fig. 4. Graphical interpretation

Next, we obtain a general expression for the previous equation

PM,AD(l = 1) =
e

M
(5)

PM,AD(l = x) =
1
M

M∑

i=e+(x−1)

Pi−1,AD(l = x − 1) 1 < x ≤ M − e + 1 (6)

As can be observed, the function obtained is a recursive equation. This means
that the probabilities associated with values of l greater than 1 are calculated
from the previous probabilities.

Next, we concentrate on the ADU algorithm. We know that

PM,ADU (l = 1) =
2 · e
M

(7)

In order to calculate the rest of probabilities, the problem can be reduced to
three different sub-problems regarding the value of the first random number u.
If it is lower than LOW BORDER or it is greater than TOP BORDER the
algorithm works like AD or AU, respectively. The two previous scenarios can
be interpreted as the AD algorithm when M = LOW BORDER, simplifying
the study without loss of generality. However, in this case, the random variable
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Table 1. Values of parameters for specific l

ADU Crowds
l M e pf

2 100 21 0.5
3 100 8 0.6667
4 100 3 0.75
5 150 2 0.80
6 350 2 0.8333

l is conditioned to be greater than 1, because to select this algorithm the path
cannot finish in the first hop. Therefore

PM,AD(l = x|x > 1) = PM,AU (l = x|x > 1) =
PM,AD(l = x)
PM,AD(l > 1)

=
PM,AD(l = x)

1 − e
M

(8)
If the first random number u drops between LOW BORDER and TOP BO−
RDER, the operation mode (AD or AU) is chosen randomly (RAND). In this
case, without loss of generality, this scenario can be simplified as if the AD
algorithm was always selected with M = TOP BORDER, since both AD and
AU are equivalent in term of their statistical moments. Therefore, equation (6)
can be used to find the probability, but now, the first selected random number
has to be between LOW BORDER and TOP BORDER. Therefore

PM,RAND(l = x) =
1

TOP BORDER

TOP BORDER∑

i=LOW BORDER+(x−1)

Pi−1,AD(l = x − 1)

(9)
where the probability Pi−1,AD(l = x − 1) is calculated using (6).

Finally, in this case the random variable l is also conditioned to be greater
than 1, and therefore

PM,RAND(l = x|x > 1) =
PM,RAND(l = x)

1 − LOW BORDER
M

(10)

The last step to calculate the probabilities associated with values of l greater
than 1 is to appropriately weight the probabilities deduced for the three different
possibilities (AD, AU and RAND):

PM,ADU (l = x) = (1 − PM,ADU (l = 1)) · (PAD · PM,AD(l = x|x > 1)+
+PRAND · PM,RAND(l = x|x > 1) + PAU · PM,AU (l = x|x > 1)) (11)

Then, the probability mass function can be used to calculate the associated
statistical parameters. For example, to calculate the mean value,

E(l) = l =
M∑

i=1

i · PM,ADU (l = i) (12)
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Table 2. Variance of the length of the paths

l ADU Crowds
2 1.3337 2
3 2.3559 6
4 3.4135 12
5 4.5062 20
6 5.5821 30

Table 1 presents the appropriate values for the parameters M and e in order to
achieve representative values for l. The table represents low values (between 2
and 6) because, as we previously said, the objective is to achieve short multi-
hop paths, which implies that the cost associated with the anonymous commu-
nication (bandwidth consumption and delay) may be reduced, and this type of
application can be optimally implemented in overlay scenarios.

The previous table also represents the appropriate value of pf to achieve the
same values of l in Crowds. It is known that the mean length of the multi-hop
paths created using the Crowds mechanism follows the geometrical expression:
l = 1

1−pf
. We compare our scheme with Crowds because it is also based on

random walk procedure.
Table 2 presents the variance of the length of the paths for ADU and Crowds.

The variance of the ADU paths is calculated using:

V (l) = E(l2) − E(l)2 (13)

on the other hand, for Crowds it is known that

V (l) =
pf

(1 − pf)2
(14)

It is observed that the variance in ADU is always significantly smaller than in
Crowds. This behaviour enables to interpret the ADU algorithm like a quasi-
deterministic TTL implementation. Therefore, the mechanism achieves the tar-
get goal.

6 Analysis of Anonymity

The anonymity level achieved by the proposed mechanism is evaluated by means
of simulation following the methodology exposed in [15]. This methodology is
based on the use of the entropy as a measure of the anonymity level. This concept
was presented in [16], and it can be summarized as follows: It is assumed that
there is a total number of N nodes, C of them are corrupt and the rest honest.
Corrupt nodes collaborate among them trying to find out who is the origin of the
messages. Based on the information retrieved from corrupt nodes, the attacker
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assigns a probability (pi) of being the origin of a particular message for each
node. The entropy of the system (H(X)) can be computed by:

H(X) = −
N∑

i=1

pilog2(pi) (15)

where X is a discrete random pariable with probability mass function pi =
P (X = i). The degree of anonymity (d) of the system can be expressed by:

d = − 1
HM

N∑

i=1

pilog2(pi) (16)

where HM is the maximum entropy of the system, which is satisfied when all
honest nodes have the same probability of being the origin of the message.

If a message goes only through honest nodes the degree of anonymity will be
d|honest nodes = dh = 1. If we assume that the message goes through at least one
corrupt node with probability pc and it crosses only through honest nodes with
probability ph = 1 − pc, the mean degree of anonymity of the system is:

d = pc · d|corrupt nodes + ph · dh = pc · dc + ph (17)

Next, we present the simulation methodology proposed in [15]. First, let us
introduce two random variables: X , modelling the senders (X = 1, ..., N − C),
and Y , modelling the predecessor observed by the first corrupt node in the
path (Y = 1, ..., N − C, �; where � represents that there is not an attacker in
the path). The probability distribution computed in equation 15 is really the
distribution of X conditionated on a particular observation y. Therefore, the
entropy metric evaluates H(X |Y = y) for some y, and it can be calculated as

H(X |Y = y) = −
∑

x

qx,ylog2(qx,y) (18)

0 10 100 1000 10000 100000
0.75

0.8

0.85

0.9

0.95

1

Number of Samples

d

Fig. 5. d with confidence intervals as a function of the number of iterations
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The distribution qx,y is an estimate of the true distribution pi. The way to cal-
culate it is as follows: We keep a counter Cx,y for each pair of x and y. We
pick a random value x for X and simulate a request. The request is forwarded
according to the algorithm until it either is sent to the destination or is inter-
cepted by a corrupt node (this is 1 iteration). In the former case, we write down
the observation y = �, while in the latter case we set y to the identity of the
predecessor node. In both cases, we increment Cx,y. This procedure is repeated
a number of n iterations (later we will obtain an appropriate value for n).

Next, we can compute qx,y as follows

qx,y =
Cx,y

Ky
(19)

where Ky =
∑

x Cx,y.
On the other hand, the average entropy of the system, taking into account

that a message can also go through honest nodes, can be expressed by

H =
∑

y≥1

Pr[Y = y]H(X |Y = y)+

+Pr[Y = �]H(X |Y = �) =
∑

y

Pr[Y = y]H(X |Y = y) (20)

With these definitions we can redefine expression 17 as,

d =
1

HM

∑

y

Pr[Y = y]H(X |Y = y) (21)

The previous simulation methodology has been implemented in a simulator writ-
ten in C language. First, in order to obtain an appropriate value for n we simu-
late an scenario with l = 4 for different number of iterations. Figure 5 presents
the results with the 95 % confidence intervals. We can see that from 10,000
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iterations, the accuracy of the simulation results is within the 0.1 % with respect
to the stable value. Therefore, in our simulations n is set to 10,000.

Figure 6 compares d for Crowds and ADU when N=100 and C=10. It rep-
resents the anonymity level according to the mean length of the paths, from 1
to 10. These small values have been selected because, as it was previously men-
tioned, our objective is to achieve shor multi-hop paths. It can be observed that
the degree of anonymity achieved by the ADU algorithm perfectly matches the
degree of anonymity achieved by Crowds.

7 Conclusions

In traditional (like Crowds) anonymous networks, the anonymity is achieved
by building a multiple-hop path between the origin and the destination nodes.
However, the cost associated with the communication increases dramatically as
the number of hops also increases. Therefore, in these scenarios limiting the
length of the paths is a key aspect of the protocols design.

Unfortunately, the common TTL methodology cannot be used to this purpose
since corrupt nodes can employ this field to extract some information about the
sender identity. Consequently, in this work an effetive mechanism to reduce the
variance associated with the length of the random walks in anonymous overlay
scenarios is proposed.

Our study reveals that the variance in ADU is always smaller than in Crowds.
In addition, the degree of anonymity achieved by ADU is equivalent to Crowds.
Thus, this mechanism is a recommended methodology to achieve a good trade-off
between cost/benefit associated with the anonymity in overlay networks.
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