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Abstract. A dynamic accumulator is an algorithm, which gathers to-
gether a large set of elements into a constant-size value such that for
a given element accumulated, there is a witness confirming that the el-
ement was indeed included into the value, with a property that accu-
mulated elements can be dynamically added and deleted into/from the
original set such that the cost of an addition or deletion operation is
independent of the number of accumulated elements. Although the first
accumulator was presented ten years ago, there is still no standard formal
definition of accumulators. In this paper, we generalize formal definitions
for accumulators, formulate a security game for dynamic accumulators
so-called Chosen Element Attack (CEA), and propose a new dynamic
accumulator for batch updates based on the Paillier cryptosystem. Our
construction makes a batch of update operations at unit cost. We prove
its security under the extended strong RSA (es-RSA) assumption.
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1 Introduction

An accumulator is an algorithm that merges a large set of elements into a
constant-size value such that for a given element there is a witness confirm-
ing that the element was indeed accumulated into the value. It was originated
by Benaloh and de Mare [3] as a decentralized alternative for digital signatures
and was used in the design of secure distributed protocols. Baric and Pfitzmann
[2] refined the concept of accumulators asking from them to be collision-free.
The collision freeness requires that it is computationally hard to compute a
witness for an element that is not accumulated. However, in many practical ap-
plications, the set of elements changes with the time. A naive way of handling
such situations would be to re-run the accumulator. Obviously, this is highly
impractical, especially when the element set is very large. To solve this problem,
Camenisch and Lysyanskaya [4] developed more practical schemes – accumula-
tors with dynamic addition and deletion of elements to or from the original set
of accumulated elements. The cost of adding or deleting elements and updating
individual witnesses is independent from the number of elements accumulated.
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Accumulators are useful in a number of privacy-enhancing applications, such
as time-stamping [3], fail-stop signatures [2], identity escrow and group signature
schemes with membership revocation [4], authenticated dictionary [9], ad-hoc
anonymous identification and ring signatures [6], and broadcast encryption [8].
However, they are still a relatively new tool in Cryptography, and there are only
a handful of papers on the topic and they do not constitute a systematic and
organized effort. In particular, there is still no standard formal definition for
them, and the definitions used so far are driven by specific applications rather
than a systematic study of underlying properties of the accumulator.

In the existing dynamic accumulators, usually the witnesses must be updated
immediately whenever old elements leave or new elements join. In some applica-
tions, the updates of the witnesses for some elements cannot be done immediately
after the changes. When the witnesses of elements need to be updated after a
batch of N addition and deletion operations occurred, they have to be computed
N times – one by one in the time sequence, that means, the time to bring a wit-
ness up-to-date after a batch of N operations is proportional to N . Clearly, these
schemes are inefficient for batch update. In these circumstances, it is reasonable
to cluster the updates into one single operation. In this paper we address an
open question formulated by Fazio and Nicolosi in [7]. The question asks about
how to design an efficient dynamic accumulator whose witnesses can be updated
in one go independently from the number of changes. We answer this question
by proposing a new dynamic accumulator that allows batch updates.

Related Work. In general, there exist two different types of accumulators, namely
RSA-based [2,3,4,9,14,15] and combinatorial hash-based accumulators [11].

The basic RSA accumulator [3] is constructed as follows. Given a set of ele-
ments X = {x1, . . . , xm} that can be accumulated, the accumulator function is
yi = f(yi−1, xi), where f is a one-way function defined as f(u, x) = ux mod n for
suitably-chosen values of the seed u and RSA modulus n. The accumulated value
is v = ux1...xm mod n and the witness for the element xi is wi = ux1...xi−1xi+1...xm

mod n. This basic RSA accumulator has many different variants depending on
the intended application. Baric and Pfitzmann [2] used the accumulator for ele-
ments that must be primes and they proved that it is collision-resistant provided
factoring is intractable. Camenisch and Lysyanskaya studied in [4] dynamic RSA
accumulators for which the domain of accumulated elements consists of primes
in a particular range. The seed u is a random quadratic residue and the modu-
lus is a safe number. Tsudik and Xu [15] relaxed the constraint and allowed the
accumulated elements to be composite numbers that are products of two primes
chosen from a specific interval. Goodrich et al. in [9] constructed dynamic RSA
accumulators in which the seed u needs to be coprime to the modulus n only.
This constraint is very easy to satisfy.

The collision resistance of RSA accumulators relies on the secrecy of factor-
ization of the modulus n. Normally, the designers of accumulators are going to
know the factors of n and therefore able to forge membership proofs and break
the collision resistance. A solution to this problem has been provided by Sander
[14] who constructed accumulators whose designers do not know the factors of
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the modulus. Security of all existing RSA accumulators is based on the strong
RSA assumption.

In order to remove need for trapdoor information, Nyberg [11] came up with
a combinatorial accumulator based on hashing. In the scheme, a one-way hash
function is used to map bit strings of arbitrary length to bit strings of fixed
length, and then each resulting output string is divided into small blocks of
a fixed length. Next every block is replaced by 0 if it consists of all 0 bits,
otherwise by 1. In such way, each accumulated element is mapped to a bit string
of a fixed short length. Finally, the accumulated value is computed as a bitwise
product of the bit strings of all elements. To verify whether an element has
been accumulated, one first hashes the element, partitions the hash output into
blocks and then converts the blocks into bits (as discussed above). The element
is accumulated with a high probability if the 0 bits of the element coincide with
the 0 bits of the accumulated value. The accumulator does not need witnesses
and is provably secure in the random oracle model. However, it is not dynamic,
and not space and time efficient.

Nguyen [10] constructed a dynamic accumulator from bilinear pairings, which,
however, gives away the secret of the accumulator on a particular input. It has
been proved that the scheme is not secure [16]. To make Nguyen scheme secure,
Au et al. [1] constrained the number of accumulated elements and introduced a
notion of bounded accumulator.

Our Contributions. Our technical contributions can be divided into the following:

Formal Definitions. We generalize formal definitions for dynamic accumula-
tors, provide a definition of their security. Despite the fact that first ac-
cumulators were introduced more than 10 years ago, there is no standard
definition of them. The definitions used so far are all application specific. In
this paper we are going to rectify this by proposing generic definitions.

Security Game. We formulate a security game for dynamic accumulators that
is based on the so-called Chosen Element Attack (CEA). The security game
provides an environment for interaction between an accumulator algorithm
and an adversary. The adversary can access the accumulator via an oracle,
i.e. he provides inputs to the oracle and is able to collect outputs gener-
ated by the oracle. The game consists of two stages. In the first stage, the
adversary chooses adaptively a set of elements L and then queries the accu-
mulator oracle. Each time the oracle is queried, it provides the accumulated
value and the witnesses to the adversary. Clearly, the next query depends
on the reply obtained from the oracle. In the second stage, the adversary
adaptively adds/deletes some elements and queries the oracle for the corre-
sponding accumulated values and witnesses. In both stages, the adversary
is allowed to issue a polynomial number of queries. The adversary wins the
game if the adversary can forge another legitimate element and its witness
such that the witness proves that the forged element is also included in the
accumulated value corresponding to the set.

New Dynamic Accumulator. We construct a new dynamic accumulator from
the Paillier cryptosystem, and prove its security under a new complexity
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assumption – extended strong RSA (es-RSA) assumption. Existing accumu-
lators apply elements that are either primes or products of primes. We remove
the restrictions on the selection of elements and allow them to be chosen from
Z∗

n2 . Our scheme permits also for an efficient batch update of witnesses inde-
pendently from the number of changes.

Affirmative Answer to an Open Problem. Existing accumulators have to
update witnesses after each single addition/deletion operation. Fazio and
Nicolosi posed the following question [7]: is it possible to construct dynamic
accumulators in which the time to update a witness can be made independent
from the number of changes that need to be done to the accumulated value?
We answer this question in the affirmative, and have constructed a scheme
in which, the time necessary to bring a witness up-to-date for a batch with
an arbitrary number of additions and deletions is done at the unit cost.

Organization. Section 2 introduces notation and provides a cryptographic back-
ground necessary to understand our presentation. In Section 3 we give a few
related definitions for accumulators. In Section 4 we construct a new dynamic
accumulator. Section 5 describes a batch update. Section 6 shows the correctness
of the construction. In Section 7 the security of the proposed scheme is proved.
Finally Section 8 concludes our paper and discusses a possible future research.

2 Preliminaries

2.1 Notation

Throughout this paper, we use the following notation.

PPT denotes probabilistic polynomial time. For any positive integer m, [m] de-
notes the set of integers {1, . . . , m}. Let a

R←− A denote that an element a is
chosen uniformly at random from the set A. Let M be the upper bound on the
number of elements that can be securely accumulated and C be an efficiently-
samplable domain where all accumulated elements are coming from.

2.2 Complexity Assumption

Let us state without proof some basic number-theoretic facts, and make a com-
plexity assumption that will be used in our work.

Fact 1: For a safe number n = pq, i.e. p, q, p−1
2 , q−1

2 are prime, Euler’s Totient
function φ(n) = (p−1)(q−1), φ(n2) = nφ(n), and Carmichael’s function λ(n) =
lcm(p − 1, q − 1), λ(n2) = lcm((p − 1)p, (q − 1)q).

Catalano et al in [5] introduced a variant of the RSA problem in Z∗
n2 – Com-

putational Small s-Roots (CSR) problem.

Definition 1 (CSR Problem). Given a safe number n, an integer s ∈ Z∗
n2 \

{2} and a random number x ∈ Z∗
n2 , the s-th roots problem is the task of finding

y ∈ Z∗
n2 such that x = ys mod n2.
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Catalano et al [5] gave evidence to that the CSR problem is intractable, even for
every s > 2 such that gcd(s, λ(n2)) = 1, when the factorization of n is unknown.
However, they recommended s = 216 + 1 for practical applications.

Fact 2: There exists a PPT algorithm that, given integers x, s, n, and the fac-
torization of n, outputs x’s s-th roots mod n2.

We describe a variant of the Discrete Logarithm (DL) problem in Z∗
n2 , which

we call the extended Discrete Logarithm (e-DL) problem.

Definition 2 (e-DL Problem). Given a safe number n without integer factor-
ization and two random numbers x, y ∈ Z∗

n2 , the discrete logarithm of x under
the base y is an integer s such that x = ys mod n2.

The general DL problem is defined as follows. Let g be a generator of a finite
cyclic group G = 〈g〉 of order N . For a random number x ∈ G, we wish to
find an integer s (0 ≤ s < N) such that gs = x. If N is composite, i.e., N =
pk1
1 pk2

2 · · · pkj

j , one first computes s mod pki

i (1 ≤ i ≤ j) in the subgroup of order
pki

i for each prime power pki

i , and then, one applies the Chinese Remainder
Theorem to compute s. According to [13], calculating the discrete logarithm in
the subgroup of order pki

i can be reduced to finding the discrete logarithm in
the group of prime order pi. Therefore, the e-DL problem is related to the DL
problem in the subgroup of prime order max(p1, · · · , pj). If the DL problem is
hard, then the e-DL problem is also intractable.

Now we introduce a new complexity assumption called the extended strongRSA
(es-RSA) assumption, which is a variant of the strong RSA problem [2] in Z∗

n2 .

Assumption 1 (es-RSA). There exists no PPT algorithm that, given a safe
number n whose factors are secret and a number x ∈ Z∗

n2 , outputs a pair of
integers (s, y) such that x = ys mod n2, n2 > s > 2 and y ∈ Z∗

n2 .

We are neither aware of any corroboration that it should be hard, nor can we
break it. However, we can design an algorithm for solving the es-RSA problem
if we know algorithms that solve the CSR or e-DL problems.

1. The first algorithm selects at random the exponent s and then calls, as a
subroutine, the algorithm for solving the CSR problem.

2. The second algorithm chooses at random the value of y and then calls, as a
subroutine, the algorithm for solving the e-DL problem.

This also means that the complexity of es-RSA has to be lower bounded by the
complexities of CSR and e-DL problems. Note that the algorithm solving es-RSA
is able to manipulate the pair (y, s) by using variants of the baby-step giant-step
algorithms or the birthday paradox. Although the es-RSA assumption appears to
be valid even for s = 3, we still recommend that one uses s ≥ 216 + 1 in practice.

2.3 Paillier Cryptosystem

We now briefly review the Paillier cryptosystem. For the detail, refer to [12].
Let n be a safe number. Bα ⊂ Z∗

n2 denotes the set of elements of order nα, and
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B denotes their disjoint union for α = 1, . . . , λ, where λ is adopted instead of
λ(n) for visual comfort. Randomly select a base g from B, and define a function
F (x) = x−1

n .
The Paillier cryptosystem defines an integer-valued bijective function:

Eg: Zn × Z∗
n → Z∗

n2 , (x, r) → gx · rn mod n2,

where (n, g) are public parameters whilst the pair (p, q) (or equivalently λ) re-
mains private. The encryption and decryption algorithms are as follows:

Encryption:
plaintext x < n, randomly select r < n, ciphertext y = gx · rn mod n2.

Decryption:
ciphertext y < n2, plaintext x = D(y) = F (yλ mod n2)

F (gλ mod n2) mod n.

The cryptosystem has the following additive homomorphic properties:

∀σ ∈ Z+, D(yσ mod n2) = σx mod n, and
∀y1, y2 ∈ Zn2 , D(y1y2 mod n2) = x1 + x2 mod n

3 Accumulator and Security Definitions

In this section we give a few related definitions for accumulators. Firstly we
generalize definitions of accumulators given in [2,3,4,7], and then we describe
the security definition for dynamic accumulators and our security game.

Definition 3 (Accumulator)
An accumulator consists of the following four algorithms:

KeyGen(k, M): is a probabilistic algorithm that is executed in order to instanti-
ate the scheme. It takes as input a security parameter 1k and the upper bound
M on the number of accumulated elements, and returns an accumulator pa-
rameter P = (Pu, Pr) where Pu is a public key and Pr is a private key.

AccVal(L, P): is a probabilistic algorithm that computes an accumulated value.
It takes as input a set of elements L = {c1, . . . , cm} (1 < m ≤ M) from a do-
main C and the parameter P, and returns an accumulated value v, along with
some auxiliary information ac and Al that will be used by other algorithms.

WitGen(ac, Al, P): is a probabilistic algorithm that creates the witness for ev-
ery element. It takes as input the auxiliary information ac and Al, and the
parameter P, and returns a witness Wi for ci (i = 1, . . . , m).

Verify(c, W, v, Pu): is a deterministic algorithm that checks if a given element
is accumulated in the value v or is not. It takes as input an element c, its
witness W , the accumulated value v and the public key Pu, and returns Yes
if the witness W constitutes a valid proof that c has been accumulated in v,
or No otherwise.

Definition 4 (Dynamic Accumulator). A dynamic accumulator consists of
the following seven algorithms:

KeyGen, AccVal, WitGen, Verify are the same as in the Definition 3.
AddEle(L⊕, ac, v, P): is a probabilistic algorithm that adds some new elements

to the accumulated value. It takes as input a set of new elements L⊕ =
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{c⊕1 , . . . , c⊕k } (L⊕ ⊂ C, 1 ≤ k ≤ M − m) that are to be added, the aux-
iliary information ac, the accumulated value v and the parameter P, and
returns a new accumulated value v′ corresponding to the set L⊕ ∪ L, wit-
nesses {W⊕

1 , . . . , W⊕
k } for the newly inserted elements {c⊕1 , . . . , c⊕k }, along

with new auxiliary information ac and au that will be used for future update
operations.

DelEle(L�, ac, v, P): is a probabilistic algorithm that deletes some elements from
the accumulated value. It takes as input a set of elements L� = {c�1 , . . . , c�k }
(L� ⊂ L, 1 ≤ k < m) that are to be deleted, the auxiliary information ac,
the accumulated value v and the parameter P, and returns a new accumulated
value v′ corresponding to the set L \L�, along with new auxiliary information
ac and au that will be used for future update operations.

UpdWit(Wi, au, Pu): is a deterministic algorithm that updates witnesses for
the elements that have been accumulated in v and also are accumulated in
v′. It takes as input the witness Wi, the auxiliary information au and the
public key Pu, and returns an updated witness W ′

i proving that the element
ci is accumulated in the new value v′.

Definition 5 (Security for Dynamic Accumulator). An dynamic accumu-
lator is secure if the adversary has only a negligible probability of finding a set
of elements L = {c1, . . . , cm} ⊆ C (1 < m ≤ M), an element c′ ∈ C \ L and
a witness w′ which can prove that c′ has been accumulated in the accumulated
value corresponding to the set L, where the probability is taken over the random
strings generated by the adversary and the accumulator.

There exist other two weak security definitions used in the literature as follows.

Definition 6 (Security for Accumulator [3]). Given a set of elements L =
{c1, . . . , cm} (1 < m ≤ M), their accumulated value v and an element c′ ∈
C \ L. Then an accumulator is weakly secure if an adversary has a negligible
probability of finding a witness w′ which can prove that c′ has been accumulated
in v, where the probability is taken over the random coins of the adversary and
of the accumulator.

Definition 7 (Security for Accumulator [2]). Given a set of elements L =
{c1, . . . , cm} (1 < m ≤ M), their accumulated value v. Then an accumulator is
weakly secure if an adversary has a negligible probability of finding an element
c′ ∈ C \ L and a witness w′ which can prove that c′ has been accumulated in v,
where the probability is taken over the random coins of the adversary and of the
accumulator.

Note that the difference among these two security definitions and our definition is
that, in the definition 6 the adversary tries to forge a witness for a given element
c′, in the definition 7 the adversary can choose a forged element c′ himself, and
in the definition 5 the adversary might be able to choose both a set of elements
L that are to be accumulated and a forged element c′ himself.

To capture the notion of security for a dynamic accumulator, we define a
security model – Chosen Element Attack (CEA) against Dynamic Accumulator:
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Definition 8 (CEA Game). CEA is a security game between a PPT adversary
ADV and a challenger CHA:

Setup. CHA runs the KeyGen algorithm to set up the parameters of the ac-
cumulator. ADV chooses a family of sets L∗ ⊂ C and returns them to CHA.
CHA runs the algorithm AccVal to compute their corresponding accumu-
lated values and WitGen to make witnesses for the elements in each set,
and sends them to ADV.

Queries. ADV is allowed to adaptively modify the sets L∗ and ask CHA to add
a set of elements L⊕ (L⊕ ⊂ C) to some accumulated values and/or remove a
set of elements L� (L� ⊂ L∗) from some accumulated values as he wishes.
CHA runs the AddEle and/or DelEle algorithm, and sends back the new
accumulated values, the auxiliary information for updating witnesses, along
with witnesses for the newly inserted elements in the case of an AddEle
operation. Then ADV runs the UpdWit algorithm to update the witness
for each element, which has been accumulated in the old accumulated value
and is currently accumulated in the new value, in the corresponding set.

Challenge. After making a number of queries, ADV decides on challenge by
picking a set of elements L = {c1, . . . , cm} (1 < m ≤ M) from C and sends L
to CHA who invokes AccVal to obtain the corresponding accumulated value
v and WitGen to make witnesses {W1, . . . , Wm} for the m elements and
returns them to ADV . On receiving v and {W1, . . . , Wm}, ADV produces
an element c′ (c′ ∈ C \L) with a witness W ′, and sends them to CHA. Then
CHA runs the Verify algorithm to test if c′ with W ′ is accumulated in v.

Response. Eventually the Verify algorithm outputs a result. We say ADV
wins in this game, if it, with non-negligible advantage, manages to produce
the legitimate pair (W ′, c′) such that the output of Verify is Yes.

4 New Dynamic Accumulator

We construct a new dynamic accumulator as follows.

KeyGen(k, M): Given a security parameter 1k and the upper bound M on the
number of accumulated elements, generate a suitable safe modulus n that
is k-bit long and an empty set V . Let C = Z∗

n2 \ {1} and T ′ = {3, · · · , n2}.
Select adaptively a number σ ∈ Zn2 and compute β = σλ mod φ(n2) such
that β ∈ T ′. Choose γ

R←− Zφ(n2) such that γ /∈ {β, σ}. Set the public key
Pu = (n, β) and the private key Pr = (σ, λ, γ), then output the parameter
P = (Pu, Pr).

AccVal(L, P): Given a set of m distinct elements L = {c1, . . . , cm} (L ⊂ C,
1 < m ≤ M) and the parameter P , choose cm+1

R←− C, and compute

xi = F (cγσ−1

i mod n2) mod n (i = 1, . . . , m + 1),

v = σ

m+1∑

i=1

xi mod n,
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yi = cγβ−1

i mod n2 (i = 1, . . . , m + 1), and

ac =
m+1∏

i=1

yi mod n2.

Then output the accumulated value v and the auxiliary information ac and
Al = {y1, . . . , ym}.

WitGen(ac, Al, P): Given the auxiliary information ac and Al, and the param-
eter P , choose randomly a set of m numbers T = {t1, . . . , tm} ⊂ T ′ \ {β, γ}
(i = 1, . . . , m), and compute

wi = acy
−ti

γ

i mod n2 (i = 1, . . . , m).

Then output the witness Wi = (wi, ti) for ci (i = 1, . . . , m).
Verify(c, W, v, Pu): Given an element c, its witness W = (w, t), the accumu-

lated value v and the public key Pu, test whether {c, w} ⊂ C, t ∈ T ′ and
F (wβct mod n2) ≡ v (mod n). If so, output Yes; otherwise, output No.

AddEle(L⊕, ac, v, P): Given a set of elements L⊕ = {c⊕1 , . . . , c⊕k } (L⊕ ⊂ C \
L, 1 ≤ k ≤ M − m) to be inserted, the auxiliary information ac, the accu-
mulated value v and the parameter P , choose c⊕k+1

R←− C and a set of k

numbers T⊕ = {t⊕1 , . . . , t⊕k } R←− T ′ \ {T ∪ {β, γ}}, and compute

x⊕
i = F ((c⊕i )γσ−1

mod n2) mod n (i = 1, . . . , k + 1),

v′ = v + σ

k+1∑

i=1

x⊕
i mod n,

y⊕
i = (c⊕i )γβ−1

mod n2, (i = 1, . . . , k + 1),

au =
k+1∏

i=1

y⊕
i mod n2, and

w⊕
i = acau(y⊕

i )
−t

⊕
i

γ mod n2 (i = 1, . . . , k).

Set ac = acau mod n2, T = T ∪ T⊕ and V = V ∪ {au}.
Then output the new accumulated value v′ corresponding to the set L ∪

L⊕, the witnesses W⊕
i = (w⊕

i , t⊕i ) for the new added elements c⊕i (i =
1, . . . , k) and the auxiliary information au and ac.

DelEle(L�, ac, v, P): Given a set of elements L� = {c�1 , . . . , c�k } (L� ⊂ L, 1 ≤
k < m) to be deleted, the auxiliary information ac, the accumulated value v

and the parameter P , choose c�k+1
R←− C, and compute

x�
i = F ((c�i )γσ−1

mod n2) mod n (i = 1, . . . , k + 1),

v′ = v − σ

k∑

i=1

x�
i + σx�

k+1 mod n,

y�
i = (c�i )γβ−1

mod n2 (i = 1, . . . , k + 1), and
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au = y�
k+1

k∏

j=1

(y�
j )−1 mod n2.

Set ac = acau mod n2 and V = V ∪ {au}.
Then output the new accumulated value v′ corresponding to the set L\L�

and the auxiliary information au and ac.
UpdWit(Wi, au, Pu): Given the witness Wi, the auxiliary information au and

the public key Pu, compute w′
i = wiau mod n2, then output the new witness

W ′
i = (w′

i, ti) for the element ci.

Notice that the second part ti of the element ci’s witness Wi is generated in the
first execution of the algorithm WitGen or AddEle, after that, no matter how
many times the algorithms AddEle and DelEle are run, the value of ti never
changes, only the first part wi does. So, ti can also be treated as an alternative
identifier of ci in the accumulator. In addition, as we mentioned in Section 2.2,
it is recommended for practical applications that T ′ = {216 + 1, · · · , n2}.

5 Batch Update

Each element in the set V created by the algorithm KeyGen and updated by the
algorithms AddEle and DelEle is related to a time when the element was added
to V , and all element are arranged chronologically. When an element wants to
use the accumulator after he missed N times update of witness, he can contact
the accumulator and tell her the time of his last update, then the accumulator
checks the set V , collects all data items {vi1 , . . . , viN } ⊂ V that the element did
not use, computes the update information au = vi1 . . . viN mod n2, and returns
au to the element. On receiving au, the element computes w′

i = wiau mod n2 to
obtain the new witness W ′ = (w′

i, ti).
Observe that, the element does not know the number of changes and the types

of the changes, and makes batch update at unit cost (1 multiplication) without
requiring knowledge of any sensitive information, and the accumulator takes N
modular multiplications for the batch update. As mentioned above, the existing
accumulators do not allow for batch updates so any collection of updates must be
done sequentially. The sequential update is very inefficient if it is compared with
our batch update. Consider the update operations for the dynamic accumulator
from [4]. If one addition operation happens, then the witness wi is updated as
follows: w′

i = (wi)
vij mod n, where vij (j ∈ [N ]) is the update information

for the addition. If one deletion operation happens, on receiving the update
information vij for the deletion, an element computes a pair (a, b) of integers
such that aci + bvij = 1, and then updates her witness w′

i = (wi)b(v′)a mod n,
where v′ is the new accumulated value. Therefore, to make a batch update, an
element first needs to know the type of every change (addition or deletion),
chooses different algorithms for different types of the change, and then, updates
her witness one change by one change in the time sequence. In particular, for a
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deleting operation, an element must use the new accumulated value to update
her witness.

To the best of our knowledge, our scheme is the first one to do batch update
efficiently and give an answer in the affirmative to Fazio and Nicolosi’s open
problem [7].

6 Correctness

First we show the output of the algorithm Verify is correct for a regular accu-
mulator. According to the properties of the Paillier cryptosystem, for ciphertexts
{cγβ−1

1 , . . . , cγβ−1

m+1 } and their plaintexts {z1, . . . , zm+1}, we have

σ(z1 + . . . + zm+1) ≡ F ((cγβ−1
1 ...cγβ−1

m+1 )σλ mod n2)
F (gλ mod n2) (mod n).

It follows that,

σ
∑m+1

j=1 zjF (gλ mod n2) ≡ F (
∏m+1

j=1 (cγβ−1

j )β mod n2) (mod n).

Since zjF (gλ mod n2) ≡ F ((cγβ−1

j )λ mod n2) (mod n), i.e.,

zjF (gλ mod n2) ≡ F (cγσ−1

j mod n2) (mod n),

and yj = cγβ−1

j mod n2, i.e., cγ
j = (y

γ−tj
γ

j )β(y
tj
γ

j )β mod n2,
for any i ∈ [m], we have

σ
∑m+1

j=1 F (cγσ−1

j mod n2) ≡ F ((y
γ−ti

γ

i

∏
j∈[m+1]\{i} yj)β(y

ti
γ

i )β mod n2) (mod n).

From the construction of accumulator, we know that

xj = F (cγσ−1

j mod n2) mod n, (y
ti
γ

i )β = cti

i mod n2 and

wi = y
γ−ti

γ

i

∏
j∈[m+1]\{i} yj mod n2.

Therefore,

σ
∑m+1

j=1 xj ≡ F (wβ
i cti

i mod n2) (mod n).

That is,

F (wβ
i cti

i mod n2) ≡ v (mod n).

The congruence shows that, in a regular accumulator, if an element ci (i ∈ [m])
is accumulated in the value v, the witness Wi = (wi, ti) can give ci a valid proof.

When some elements are added, for the new added elements c⊕i (i = 1, . . . , k),
it is easy to verify the correctness in the same way; for the old elements (previously
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accumulated) ci (i = 1, . . . , m) whose witness Wi = (wi, ti) is updated to be W ′
i =

(w′
i, ti), we show the correctness as follows.

F ((w′
i)

βcti

i mod n2)

≡ F ((wiau)βcti

i mod n2) (mod n)

≡ F (((y
γ−tj

γ

j )β
∏

j∈[m+1]\{i} yβ
j )(

∏
i∈[k+1](y

⊕
i )β(y

ti
γ )β) mod n2) (mod n)

≡ F ((
∏

j∈[m+1]\{i} cγ
i )cγ

i (
∏

i∈[k+1]((c
⊕
i )γβ−1

)β) mod n2) (mod n)

≡ F ((
∏

j∈[m+1] c
γβ−1

i )σλ(
∏

i∈[k+1]((c
⊕
i )γβ−1

)σλ) mod n2) (mod n)

≡ σ(
∑m+1

i=1 F (cγσ−1

i mod n2) +
∑k+1

i=1 F ((c⊕i )γσ−1
mod n2)) (mod n)

≡ σ(
∑m+1

i=1 xi +
∑k+1

i=1 x⊕
i ) (mod n)

≡ v + σ
∑k+1

i=1 x⊕
i (mod n)

≡ v′ (mod n)

When some elements are deleted, for the left elements (which has been ac-
cumulated and is still accumulated currently) ci with updated witnesses W ′

i =
(w′

i, ti), the correctness can be verified in the same way.
It is also easy to verify the correctness for batch update in the same way.

7 Security

The following theorem states that any PPT adversary can not find membership
proofs for those elements that are not in the accumulated set.

Theorem 1. If the es-RSA Assumption holds, then the proposed dynamic ac-
cumulator is secure under CEA.

Proof. Suppose that there exists a PPT adversary ADV who wins in the CEA
game with non-negligible advantage, that means, on input (n, β), ADV finds
with non-negligible advantage m elements {c1, . . . , cm} ⊂ C with their witnesses
{W1, . . . , Wm} and an element c′ ∈ C \ {c1, . . . , cm} with W ′ = (w′, t′) such
that F (w′βc′t

′
mod n2) ≡ v (mod n), where v is the accumulation value of

(c1, . . . , cm). We construct an algorithm B that breaks es-RSA Assumption with
non-negligible advantage. B simulates CHA as follows:

Setup. B runs the algorithm KeyGen(k, M) to get the element domain C =
Z∗

n2 \ {1} and setup the system parameters. ADV requests the accumulated
values and corresponding witnesses for a polynomial number of sets L∗ ⊂ C
from B.

Queries. ADV adaptively modifies the sets L∗ and asks B to add a set of
elements L⊕ (L⊕ ⊂ C) to some accumulated values and/or remove a set of
elements L� (L� ⊂ L∗) from some accumulated values as he wishes; B runs
the algorithm AddEle(L⊕, ac, v, P) and/or DelEle(L�, ac, v, P) to reply
ADV . Then ADV runs the algorithm UpdWit(Wi, au, Pu) to update the
witness for related elements.
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Challenge. After making a polynomial number of queries, ADV decides on
challenge by picking a set of elements L = {c1, . . . , cm} (1 < m ≤ M) from
C and querying B for the corresponding accumulated values v and witnesses
{W1, . . . , Wm}. On receiving them, ADV produces an element c′ (c′ ∈ C \L)
with a witness W ′ = (w′, t′), and sends them to B.

Response. B runs the Verify algorithm to test if c′ is accumulated in v. If
Verify outputs Yes with non-negligible advantage, then we say B, without
n’s integer factorization, has non-negligible advantage to breaks the es-RSA
assumption; otherwise, nothing.

Let’s analyze that how B breaks the es-RSA assumption.
Because the scheme appends a random element to compute the accumulated

value v every time in running the algorithm AccVal, AddEle and DelEle,
and ti is chosen at random, the probability distributions of v, wi, ti and au are
uniform. Observing the outputs of queries for the keyword lists in the stage of
Queries and their changes cannot help ADV to forge anything. So, let’s only
consider the challenge set L = {c1, . . . , cm}.

With n’s integer factorization, B computes the v and {W1, . . . , Wm} for the
set L = {c1, . . . , cm}, so B has m congruences F (wβ

i cti

i mod n2) ≡ v (mod n)
(i = 1, . . . , m), which means that ∃k ∈ Z such that

wβ
i c

ti
i mod n2 −1

n = kn + v.

It follows that,

wβ
i cti

i ≡ vn + 1 (mod n2).

This congruence can also be expressed in the following two ways:

wβ
i ≡ (vn + 1)c−ti

i (mod n2).

cti

i ≡ (vn + 1)w−β
i (mod n2).

Therefore, B has m triples (ci, wi, ti) such that ci, wi and ti are the ti-th
root of (vn + 1)w−β

i (mod n2), the β-th root of (vn + 1)c−ti

i (mod n2) and the
logarithmic value of (vn + 1)w−β

i (mod n2) based on ci, respectively.
If ADV wins in the CEA game with non-negligible advantage, the Verify

outputs Yes with non-negligible advantage. That means, without n’s integer
factorization, B has non-negligible advantage to get a congruence

F (w′βc′t
′
mod n2) ≡ v (mod n),

thus, B has non-negligible advantage to get a distinct triple (c′, w′, t′) such that
c′, w′ and t′ are the t′-th root of (vn + 1)w′−β (mod n2), the β-th root of
(vn+1)c′−t′

(mod n2) and the logarithmic value of (vn+1)w′−β (mod n2) based
on c′, respectively.

We know that c′ /∈ L, that means c′ �= ci for any i ∈ 1, . . . , m, so let’s identify
four cases, depending on whether w′ = wi or t′ = ti (or not) for some i ∈ [m].
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Case 1: w′ �= wi for any i ∈ [m].
We have w′β �= wβ

i (mod n2), so (vn + 1)w′−β �= (vn + 1)w−β
i (mod n2).

That means, (vn + 1)w′−β (mod n2) is a distinct number from {(vn +
1)w−β

i (mod n2)}i=1,...,m, and B has its t′-th root c′ or the logarithmic value
t′ based on c′. Thus, B breaks the es-RSA assumption.

Case 2: w′ = wi for some i ∈ [m].
We have c′t

′
= (vn + 1)w′−β = (vn + 1)w−β

i = cti

i (mod n2), so t′ �= ti. That
means, B has c′ as the t′-th root of (vn + 1)w′−β (mod n2) and t′ as the
logarithmic value of (vn + 1)w′−β (mod n2) based on c′. Thus, B breaks the
es-RSA assumption.

Case 3: t′ = ti for some i ∈ [m].
We have c′t

′ �= cti

i (mod n2). It is convenient to split this case into two
subcases:
Case 3a: c′t

′
= c

tj

j (mod n2) for some j ∈ [m] \ {i}. This case is the same
as in Case 2.

Case 3b: c′t
′ �= c

tj

j (mod n2) for any j ∈ [m]\{i}. So, (vn+1)c′−t′
(mod n2)

is a distinct number from {(vn+1)c−ti

i (mod n2)}i=1,...,m, and B has its
β-th root w′. This means, B breaks the es-RSA assumption.

Case 4: When t′ �= ti for any i ∈ [m].
We also split this case into two subcases:
Case 4a: c′t

′
= c

tj

j (mod n2) for some j ∈ [m]. This case is the same as in
Case 2.

Case 4b: c′t
′ �= c

tj

j (mod n2) for any j ∈ [m]. This case is the same as in
Case 3b.

Consequently, the theorem is proved.

8 Conclusions and Future Direction

We have considered the problem of design of the dynamic accumulators, and
introduced formal generic definitions of accumulators and a new security model
called CEA. We constructed a new dynamic accumulator that allows an efficient
batch update. The scheme is based on the Paillier public-key cryptosystem, and
is sound and secure under the es-RSA assumption.

The computation complexity of our approach is reasonable, but the length of
witnesses is 4 logn bits and the scheme needs to compute at least (216 + 1)-th
roots. So designing more space-efficient and time-efficient accumulators remains
a challenging open problem.
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