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Abstract. In a secret handshake protocol, an honest member in the
group will never reveal his group affiliation unless the other party is a
valid member of the same group. However, most prior work of secret
handshake are for 2-party secret handshakes. Tsudik and Xu extended
the notion of secret handshake to a multi-party setting in 2005. Unfor-
tunately, this seminal work is rather inefficient, since they consider a
generic construction of such a scheme. Following this work, Jarecki et al.
proposed an efficient solution to multi-party secret handshake. The aim
of this paper is twofold. Firstly, we show that Jarecki et al.’s scheme has
some drawbacks and therefore the scheme does not fulfill the security
requirements of secret handshake. Secondly, we present a new construc-
tion of the group secret handshake scheme. In a group secret handshake
protocol, a valid member in the group should never reveals his group affil-
iation unless all the other parties are valid members of the same group.
In other words, if a handshake among this group of parties fails, the
identities of every involved parties will not be disclosed. We then show
that our scheme is secure under the bilinear Diffie-Hellman assumption
and decisional bilinear Diffie-Hellman assumption in the random oracle
model.

Keywords: Secret Handshake, Credential System, pairings, random
oracle.

1 Introduction

The secret handshake (SH), introduced recently by Balfanz et al. [1], is a protocol
whereby participants establish a secure, anonymous and unobservable commu-
nication channel only if they are valid members of the same group. In an SH
protocol, two members of the same group can identify each other secretly. If one
party does not belong to the group, he will learn nothing about the group affilia-
tion of the other party. In other words, if the handshake protocol fails, the group
affiliation of the participant will not be revealed. Another important property of
the SH is that even if a third party observes the exchange in the protocol, he can
learn nothing about the process including whether two participants belong to
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the same group or not. Nonetheless, the original motivation of SH only captures
the two-party setting.

Recently, Tsudik and Xu extended the notion of SH to a multi-party setting,
called Group Secret Handshake (GSH), which allows two or more members of
the same group authenticate each other secretly. In a GSH protocol, an honest
member in the group will never reveal his group affiliation unless all the other
parties are valid members of the same group. If the handshake protocol fails, a
valid party will never leak his group affiliation, even to other valid parties. The
GSH also requires that it is indistinguishable to an invalid user who does not par-
ticipate in a handshake protocol that a handshake is successful or unsuccessful.
Jarecki, Kim and Tsudik [10] then proposed an efficient multi-party SH scheme
based on an un-authenticated group key agreement protocol. However, we found
a problem in their scheme. Following the definition of SH in [1], a valid party will
never leak his group affiliation to other parties, if the group handshake protocol
fails. In contrast to this requirement, in Jarecki et al.’s scheme, an invalid mem-
ber has the ability to make other honest parties share a common group session
key in a failed protocol. Hence he can learn that these parties belong to a same
group, which violates the security requirements of SH defined in [1]. We shall
show this problem in Appendix A. In addition to this drawback, their scheme
does not include a key comparison stage. Therefore, before participants can de-
cide whether the protocol is completed successfully or not, the scheme may need
additional rounds to compare the common key among every participants.

Our Contributions
In this paper, we propose a two-round group secret handshake scheme by using
pairing. We also prove that our scheme is secure under the bilinear Diffie-Hellman
assumption and decisional bilinear Diffie-Hellman assumption in the Random
Oracle Model (ROM). Our scheme is motivated by the multi-receiver identity-
based encryption scheme in [12], which suits the situation that a single party
encrypts messages and sends to multi-parties who cannot decrypt the messages
unless they have the credential based on their identities. However, their scheme
cannot ensure the validity of the senders.

2 Related Work

The seminal work on SH was proposed in [1] which uses pairings, and several SH
schemes have been proposed following this work. These schemes use different dig-
ital signatures as credentials of the member in the group. Firstly, an SH scheme
based on CA-Oblivious Encryption was introduced in [3], where it combines
ElGamal encryption and Schnorr signature to construct a CA-oblivious PKI-
enabled encryption scheme which is secure under the CDH assumption. Based
on this primitive, they proposed a new SH scheme. The term “CA-Oblivious”
implies that a credential which is not issued by a Certification Authority (CA)
will not enable a user to guess whether another user he/she interacts with has
the credential issued by the CA or not. Xu and Yung [14] also presented an SH
scheme with reusable credentials, and the security does not rely on the random
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oracle model. Their scheme achieves unlinkability, and an invalid user can only
infer that a participant is one out of a certain number k users in the worst
case, so called k-anonymity. Another RSA-based SH scheme [5] was proposed
by Vergnaud, which uses RSA signature as the credential and is proven secure
against active impersonator and detector adversaries that rely on the difficulty of
solving the RSA problem. Finally, two SH schemes based on ElGamal signature
and DSA signature were proposed in [6].

We note that all the above solutions are only able to support 2-party secret
handshakes. Recently, a framework of multi-party secret handshakes has been
introduced by Tsudik and Xu [8], which is essentially a compiler that transforms
three main ingredients, including a group signature scheme, a centralized group
key distribution scheme, and a distributed group key agreement scheme, into a
secure secret handshake scheme. They also constructed two instantiations based
on the framework. However, the authors mentioned that they only aimed to
construct a framework of multi-party secret handshake, and never optimize the
efficiency of the framework. Subsequently, Jarecki, Kim and Tsudik [10] provided
an efficient solution to multi-party SH, which is constructed based on an un-
authenticated group key agreement protocol.

3 Background and Preliminaries

In this section, we first review some cryptographic assumptions that will be used
throughout the paper.

3.1 The Bilinear Maps and Complexity Assumption

Let G1 be a cyclic additive group of prime order q. Let G2 be a cyclic multi-
plicative group of same order q. We assume that the discrete logarithm problem
(DLP) in both G1 and G2 are hard to solve.

BDH Parameter Generator: Let Bilinear Diffie-Hellman (BDH) parameter
generator IGDBH be a probabilistic polynomial time (PPT) algorithm. When
running in polynomial time, IGDBH outputs two groups G1 and G2 of the same
order q and a bilinear map ê : G1 × G1 → G2 which satisfies the following
properties:

– Bilinear: for all P, Q ∈ G1 and a, b ∈ Z∗
q we have ê(aP, bQ) = ê(P, Q)ab.

– Non-degenerate: if for P ∈ G1 we have ê(P, Q) = 1 for all Q ∈ G1, then
Q = O.

– Computable: for all P, Q ∈ G1, the pairing ê(P, Q) is computable in polyno-
mial time.

3.2 The Bilinear Assumptions

Bilinear Diffie − Hellman (BDH) Problem
The BDH problem is as follows: Given a cyclic group G1, G2 of the order q
together with a bilinear map ê : G1 × G1 → G2 , P is a generator of group G1,
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the Bilinear Diffie-Hellman problem is (t, ε)-hard if for all t-time adversaries A
we have

AdvBDH
A = |Pr[A(P, aP, bP, cP) = ê(P, P)abc]| < ε

BDH Assumption: We say that if there exists a polynomial time algorithm
which can solve BDH problem, the probability is negligible. In other words, no
efficient algorithm can solve BDH problem with non-negligible advantage.

Decisional Bilinear Diffie − Hellman (DBDH) Problem
The decisional BDH problem is to distinguish between tuples of the form (P, aP,
bP, cP, ê(P, P )abc) and (P, aP, bP, cP, γ) for random P ∈ G1, and a, b, c ∈ Z∗

q .
the Decisional Bilinear Diffie-Hellman problem is (t, ε)-hard if for all t-time ad-
versaries A we have

AdvDBDH
A = |Pr[A(P , aP, bP, cP, ê(P, P )abc) = 1]

− Pr[A(P, aP, bP, cP, ê(P, P )d) = 1]| < ε

DBDH Assumption: We assume that the probability of a polynomial time
algorithm to solve DBDH problem is negligible.

The above mentioned assumptions are widely believed to be computational
hard. The BDH is used in [2,11], and the DBDH is needed for construction in
[13,12].

4 Model and Security Requirements of GSH

4.1 Definition

The GSH model consists of a set U of possible users, and a set G of groups,
where each group is a set of members managed by a group administrator GA.
We define a group secret handshake scheme GSH by the following algorithms:

– GSH.CreateGroup: a key generation algorithm executed by the group admin-
istrator GA to establish a group G. It takes as input security parameters,
and outputs the group public key pG, the GA’s private key sG, and a revoked
user list RUL, which is originally set to empty. The RUL is made known
only to current group members.

– GSH.AddUser: an algorithm executed between GA and a group member on
GA’s private key sG and shared inputs: params, pG, and the identity of the
group member which is bit string ID of size regulated by params. After
performing the algorithm, the group member will be issued a secret credential
produced by GA for the member’s identity ID.

– GSH.HandShake: an authentication protocol, executed by a set Δ of n users
purporting to be members of a group G, where Δ = {U1, . . . , Un} and n ≥ 2.
The protocol takes as public input the identities IDU1 , . . . , IDUn of all the
users in Δ, and params, and the private input is their secret credentials. The
output of the protocol for each party is either reject or accept.

– GSH.RemoveUser: an algorithm executed by GA on input an identity of the
user U and the RUL, inserts U into the RUL and sends the updated RUL to
the existing group members through the authenticated anonymous channel.
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4.2 Security Properties

A GSH scheme must satisfy the properties of completeness, impersonation resis-
tant, and detection resistant. In our security model, an adversary A is allowed to
run the protocols several times and be able to make additional queries after each
attempt, before he announces that he is ready for the true challenges. A can see
all exchanged messages, delete, modify, inject and redirect messages, communi-
cate with other party, and even reuse messages from past communications.

We denote the set of users involved in the GSH as Δ. {U1, . . . , Un} each
denotes a user U ∈ Δ. Consider that an adversary A may join the set Δ, and
perform a GSH protocol with the valid users in G. G denotes the group of all
the valid users.

Completeness. If all the participants {U1, . . . , Un} involved in the group secret
handshakes are honest members of the same group with valid certificates
from the group administrator. Then both parties output “accept”, otherwise
output “reject”.

Impersonation Resistance. If an adversary A /∈ G does not corrupt any
member of its target group G, it has only a negligible probability in imper-
sonating as an honest member of G.
Let B denote a challenger. Consider the following game in which A interacts
with B:
Phase 1: A outputs target multiple identities Δ = (ID∗

1, . . . , ID
∗
n), where

IDA = ID∗
i and i ∈ [1, n].

Phase 2: B runs a key generation algorithm to generate the group public
key pG, the GA’s private key sG, and sends pG to A while keeping sG

secret from A.
Phase 3: A makes a number of credential extraction queries. To answer each

query made by A, B runs the GSH.AddUser algorithm, and outputs SID

which is the group credential for identity ID, where ID /∈ Δ.
Phase 4: A triggers a handshake protocol. B acts as honest parties in the

protocol, who have valid credentials for their identities.
Phase 5: B answers A’s credential extraction / random oracle queries as in

Phase 2 and 3.
Phase 6: A returns the messages 〈XA, YA〉, which can make other parties

output “accept” after running the protocol.
We define the probability that attacker A impersonates successfully in the
handshake protocol as AdvImpersonate

A , which is identical to the probability
that A outputs the valid pair 〈XA, YA〉.

Detection Resistance. If an adversary A /∈ G, who does not corrupt any
member of its target group G, is involved in the group secret handshakes,
each participant in handshakes has only a negligible probability in distin-
guishing an interaction with an honest user Uv ∈ G from the one with a
simulator.

Let A denote an attacker, and B denote a challenger. Phases 2, 3, 5 of
the attack game are identical to those for impersonation resistant. We only
describe Phase 1, 4, 6 in the following:
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Phase 1: A outputs two target multiple identities Δ = (ID∗
1, . . . , ID

∗
i−1,

ID∗
i+1, ID

∗
n) and ID0

i , ID
1
i , where IDA �= ID∗

i , i ∈ [1, n]. ID0
i = IDv is a

member, who holds an valid credential. ID1
i is a unqualified member,

who does not have the valid group credential.
Phase 4: A triggers a handshake protocol. B randomly chooses a β ∈ {0, 1},

and set ID∗
i = IDβ

i . Then B simulates the handshake protocol with A.
Phase 6: A outputs its guess β′.

We denote the probability that the attacker A can distinguish an interaction
with an honest user Uv ∈ G from the one with a simulator in the handshake
protocol as AdvDetect

A = |Pr[β′ = β]− 1
2 |. In other words, an attacker involved

in the handshake protocol has a probability of AdvDetect
A to know the group

affiliation of other participants.
Indistinguishability to eavesdropper. An adversary A, who does not par-

ticipate in a handshake protocol, has only a negligible probability in learn-
ing any knowledge about whether the handshake is successful or not, even if
A ∈ G.

Let A denote an attacker, and B denote a challenger. Phases 2, 3, 5 of
the attack game are identical to those for impersonation resistant. We only
describe Phase 1, 4, 6 in the following:
Phase 1: A outputs two target multiple identities Δ0 = (ID∗

1, . . . , ID
∗
n) and

Δ1 = (ID1, . . . , IDn), where IDA �= ID∗
i and IDA �= IDi, i ∈ [1, n]. Δ0 is

a group, in which each user holds an valid credential. Δ1 is a group, in
which one or some users do not have the valid group credential.

Phase 4: B randomly chooses a β ∈ {0, 1}, and simulates a handshake
protocol among the group Δβ . An additional copy will be sent to A
every time B simulates an interaction in GSH protocol.

Phase 6: A outputs its guess β′ ∈ {0, 1}.
We denote the probability that the attacker A can distinguish an successful
protocol from an unsuccessful one as AdvDistinguish

A = |Pr[β′ = β]− 1
2 |. If an

attacker does not take part in a handshake protocol, he has a probability of
AdvDistinguish

A to know whether the handshake protocol is successful or not.
Unlinkability. No adversary A is able to associate two handshakes involving

a same honest user or a same set of honest users, even if A ∈ G and A
participated in both executions.

5 Group Secret-Handshake Scheme from Pairings

In this section, we present our group secret handshake scheme called GSH. The
protocol involves a group administrator GA. In the following description H1 :
{0, 1}∗ → G1 and H2 : G2 → {0, 1}n are cryptographic hash functions. H1 and
H2 are considered as random oracles in the security analysis.

GSH.CreateGroup. GA runs BDH parameter generator to generate a prime q,
two groups G1, G2 of order q, and an bilinear map ê : G1 ×G1 → G2. Choose
three random generators P, Q, N ∈ G1. Then GA picks a random s ∈ Z∗

q ,
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sets Ppub = sP and Qpub = sQ. GA keeps s secret as the master secret key
and publishes system parameters

params = {G1, G2, ê, q, Ppub, P, Qpub, Q, N, H1, H2}

GSH.AddUser. When a user Ui with identity IDi wishes to obtain a secret cre-
dential for his identity, GA computes the corresponding credential SIDi =
sH1(IDi), and returns SIDi

to the user Ui.
GSH.HandShake Let U1, . . . , Un be the n users who want to conduct a group

secret handshake. The protocol runs as follows:

– Each user Ui picks ki
R← G2 and ri

R← Z∗
q . Then Ui computes T j

i =
riH1(IDj) + riN , where 1 ≤ j ≤ n and j �= i. Ui then computes

Ci = 〈riH1(IDi), T 1
i , . . . , T n

i , riP, riQ, L〉,

where L is a label that contains information about how “T j
i ” is associated

with each receiver. Then Ui broadcasts Ci to all others.
– Let Cj = 〈Rj , T

1
j , . . . , T n

j , Vj , Wj , L〉. Upon receiving Cj , each responder
Ui computes Ki = ki · ê(SIDi

, −H1(ID1) − · · · − H1(IDi−1)+ H1(IDi+1)+
· · ·+H1(IDn)) and K ′

i = ki · ê(riSIDi
, −R1−· · ·−Ri−1 +Ri+1+ · · ·+Rn).

Ui then computes

Di = 〈ê(N, Ppub)ri · Ki, ê(N, Qpub)ri · K ′
i〉,

and broadcasts Di to all others.
Let Dj = 〈Xj , Yj〉. Now each user Ui, using L, finds appropriate T i

j and
computes

K1K2 · · · Kn =
ê(SIDi

, V1 + · · · + Vn)
ê(T i

1 + · · · + T i
n, Ppub)

· (X1X2 · · · Xn)

K ′
1K

′
2 · · ·K ′

n =
ê(SIDi

, W1 + · · · + Wn)
ê(T i

1 + · · · + T i
n, Qpub)

· (Y1Y2 · · · Yn)

It is easy to see that the above equations are consistent. If Ci, Di are valid
messages,

ê(SIDi
,
∑n

j=1 Vj) ·
∏n

j=1 Xj

ê(
∑n

j=1 T i
j , Ppub)

=
ê(sH1(IDi),

∑n
j=1 rjP ) ·

∏n
j=1 Xj

ê(
∑n

j=1(rjH1(IDi) + rjN), sP )

=
ê(

∑n
j=1 rjH1(IDi), sP ) ·

∏n
j=1 Xj

ê(
∑n

j=1(rjH1(IDi) + rjN), sP )
=

∏n
i=1 ê(N, Ppub)ri · Ki

ê(
∑n

i=1 riN, sP )
=

n∏

i=1

Ki

The same as above, we can also obtain

ê(SIDi
,
∑n

j=1 Wj) ·
∏n

j=1 Yj

ê(
∑n

j=1 T i
j , Qpub)

=
n∏

i=1

K ′
i
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Then each user Ui verifies and accepts only if the following equation holds

K1K2 · · · Kn
?= K ′

1K
′
2 · · · K ′

n (1)

If the above verification succeed, then U1, . . . , Un finish all the steps of the
GSH, and the handshake has been successful.
Each Ui can also create a shared secret key for future communication as
follows:

K = H2(K1K2 · · ·Kn)

GSH.RemoveUser. To remove a user U from the group G, the administrator can
simply add the identity of the user to the RUL, and encrypts the update
information by using an Identity-Based Encryption scheme. Then GA dis-
tributes the information to the members of the group, alerting them to abort
any handshake should they find themselves performing the handshake with
a user using any identity on the RUL.

The correctness of the scheme is obvious and therefore it is omitted.

6 Security Proof

Theorem 1. The above GSH scheme is impersonation resistant under the Bi-
linear Diffie-Hellman assumption in the Random Oracle Model.

Proof. Assume that an adversary A violates the impersonation resistant property.
Now we show how to construct an attacker B for solving the BDH problem.
Suppose that B is given (q, G1, G2, P, aP, bP, cP ) as an instance of the BDH
problem. Attacker B interacts with A as follows:

Phase 1: Suppose that A outputs target multiple identities Δ = (ID∗
1, . . . , ID

∗
n),

where IDA = ID∗
i and i ∈ [1, n].

Phase 2: B sets Ppub = cP , and gives {G1, G2, ê, q, Ppub, P, Qpub, Q, N, H1} to
A as the system parameters, where H1 is a random oracle controlled by B
as follows:
Upon receiving a random oracle query IDj to H1:

- If there exists (IDj , lj, Lj) in H1List, return Lj. Otherwise, do the follow-
ing:

* If IDj = IDA, where IDA is the identity of the adversary A, set
Lj = aP .

* Else if IDj �= ID∗
n, choose lj ∈ Z∗

q uniformly at random and compute
Lj = ljP .

* If IDj = ID∗
n, search H1List to get lj that corresponds to ID∗

i for
i ∈ [1, n), and compute Lj = (

∑i−1
j=1 lj −

∑n−1
j=i+1 lj)P + bP .

* Put (IDj , lj , Lj) in H1List and return Lj as answer.
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Phase 3: B answers A’s private key extraction queries as follows: Upon receiving
a private key extraction query on IDj :

- If there exists (IDj , lj, Lj) in H1List, compute SIDj
= ljPpub. Otherwise,

do the following:
* Choose lj ∈ Z∗

q uniformly at random and compute SIDj
= ljPpub.

* Put (IDj , lj , Lj) in H1List and return SIDj
as answer.

Phase 4: B acts as honest parties and broadcasts messages as follows:
- Choose rj ∈ Z∗

q , where j ∈ [1, n).
- Compute Rj = rjP , and Rn = (

∑i−1
j=1 rj −

∑n−1
j=i+1 rj)P .

- Randomly choose T 1
j , . . . , T n

j , Vj , Wj for j ∈ [1, n] and j �= i.
- Return Cj = (Rj , T

1
j , . . . , T n

j , Vj , Wj) to A.
Phase 5: B answers A’s random oracle/private key extraction queries as in

Phase 2 and 3.
Phase 6: A returns the messages 〈XA, YA〉.
Analysis: Note that if 〈XA, YA〉 is the valid response, ID∗

j , where j ∈ [1, n),
can extract the (KA, K ′

A). Then KA · K ′−1
A should be identical to (kA ·

ê(SIDA , −
∑i−1

j=1 H1(ID∗
j ) +

∑n−1
j=i+1 H1(ID∗

j ) + H1(ID∗
n)) · (kA · ê(rASIDA ,

−
∑i−1

j=1 Rj +
∑n−1

j=i+1 Rj + Rn))−1 = ê(SIDA , bP ). Since SIDA = caP , B now
gets ê(P, P )abc = ê(caP, bP ). Consequently, we obtain

AdvImpersonate
A < |Pr[B(P, aP, bP, cP ) = ê(P, P )abc]| = AdvBDH

A 
�

Theorem 2. The above GSH scheme is Detection Resistant under the Deci-
sional Bilinear Diffie-Hellman assumption in the Random Oracle Model.

Proof. Assume that one party Uv identified by IDv is involved in a failure hand-
shake protocol. An attacker A, who also participates the handshake, can know
whether Uv is an honest party or not.

Now we show how to construct an attacker B for solving the DBDH problem.
Suppose that B is given (q, G1, G2, P, aP, bP, cP, γ) as an instance of the DBDH
problem. Attacker B interacts with A as follows:

Phase 1: Suppose that A outputs two target multiple identities Δ = (ID∗
1, . . . ,

ID∗
i−1, ID∗

i+1, ID
∗
n) and ID0

i , ID
1
i , where IDA �= ID∗

i , i ∈ [1, n]. ID0
i is a member,

who holds an valid credential. ID1
i is a unqualified member, who does not

have the valid group credential.
Phase 2: B sets Ppub = cP , and gives {G1, G2, ê, q, Ppub, P, Qpub, Q, N, H1} to

A as the system parameters, where H1 is a random oracle controlled by B
as follows:
Upon receiving a random oracle query IDj to H1:

- If there exists (IDj , lj, Lj) in H1List, return Lj. Otherwise, do the follow-
ing:

* If IDj = IDv, set Lj = aP .
* Else if IDj �= ID∗

n, choose lj ∈ Z∗
q uniformly at random and compute

Lj = ljP .
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* If IDj = ID∗
n, search H1List to get lj that corresponds to ID∗

j for
j ∈ [1, n), and compute Lj = (

∑i−1
j=1 lj −

∑n−1
j=i+1 lj)P + bP .

* Put (IDj , lj , Lj) in H1List and return Lj as answer.
Phase 3: B answers A’s private key extraction queries as follows: Upon receiving

a private key extraction query on IDj :
- If there exists (IDj , lj, Lj) in H1List, compute SIDj

= ljPpub. Otherwise,
do the following:

* Choose lj ∈ Z
∗
q uniformly at random and compute SIDj = ljPpub.

* Put (IDj , lj , Lj) in H1List and return SIDj
as answer.

Phase 4: B now simulates the handshake protocol as follows: B choose (k0
v , k1

v, kv),
where k0

v = kv and k1
v �= kv.

- Choose β ∈ {0, 1} at random.
- Choose tj , rj ∈ Z∗

q , where j ∈ [1, n), j �= i.

- Compute Rj = tjP , and Rn = (
∑i−1

j=1 tj −
∑n−1

j=i+1 tj)P .
- Compute T k

j = rj lkP + rjN, Vj = rjP, Wj = rjQ, for j, k ∈ [1, n].
- Return Cj = (Rj , T

1
j , . . . , T n

j , Vj , Wj) to A.
- Return Dj following the valid scheme for j �= i.
- Return Di = (ê(N, Ppub)rv · γkβ

v , ê(N, Qpub)rv · kv).
Phase 5: B answers A’s random oracle/private key extraction queries as in

Phase 2 and 3.
Phase 6: A outputs its guess β′. If β′ = β, B outputs 1. Otherwise, it outputs 0.
Analysis: Let ε denote the probability AdvDetect

A . We note that if γ = ê(P, P )abc,

γkβ
v = ê(acP, bP )kβ

v = ê(SIDv , bP )kβ
v

= kβ
v · ê(SIDv

, −
i−1∑

j=1

H1(ID∗
j ) +

n∑

j=i+1

H1(ID∗
j )) ·

ê(rvSIDv
, −

i−1∑

j=1

Rj +
n∑

j=i+1

Rj)−1

It is clear that from the construction above, B simulates the random ora-
cle H1 and the private key extraction in Phase 3 and 5. Hence, we obtain
Pr[B(P, aP, bP, cP, ê(P, P )abc) = 1] = Pr[β = β′], where |Pr[β′ = β] − 1

2 | >
ε, and then Pr[B(P, aP, bP, cP, γ) = 1] = Pr[β = β′] = 1

2 , where γ is
uniform. Consequently, we get

AdvDBDH
A = |Pr[B(P, aP, bP, cP, ê(P, P )abc) = 1] −

Pr[B(P, aP, bP, cP, γ) = 1]|

> |(1
2

± ε) − 1
2
| = AdvDetect

A 
�

Theorem 3. The above GSH scheme is Indistinguishable to eavesdropper under
the Decisional Bilinear Diffie-Hellman assumption in the Random Oracle Model.
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Proof. Assume that if an adversary A is able to eavesdrop all the transcripts in
a secret handshake protocol, A can distinguish between a successful handshake
and an unsuccessful one.

Now we show how to construct an attacker B for solving the DBDH problem.
Suppose that B is given (q, G1, G2, P, aP, bP, cP, γ) as an instance of the DBDH
problem. Attacker B interacts with A as follows:

Phase 1: Suppose that A outputs two target multiple identities Δ0 = (ID∗
1, . . . ,

ID∗
n) and Δ1 =(ID1, . . . , IDn), where IDA �= ID∗

i and IDA �= IDi, i ∈ [1, n]. Δ0
is a group, in which each user holds an valid credential. Δ1 is a group, in which
one or some users does not have the valid group credential.

Phase 2: B sets N = bP, Ppub = cP + Qpub, and gives {G1, G2, ê, q, Ppub, P,
Qpub, Q, N, H1} to A as the system parameters, where H1 is a random oracle
controlled by B as follows:
Upon receiving a random oracle query IDj to H1:

- If there exists (IDj , lj , rj , Lj) in H1List, return Lj . Otherwise, do the
following:

* If IDj = ID∗
i for some i ∈ [1, n], compute Lj = ljP − N .

* Else choose lj , rj ∈ Z∗
q uniformly at random and compute Lj = ljP .

* Put (IDj , lj , rj , Lj) in H1List and return Lj as answer.
Phase 3: B answers A’s private key extraction queries as follows: Upon receiving

a private key extraction query on IDj :
- If there exists (IDj , lj , rj , Lj) in H1List, compute SIDj = ljPpub. Other-

wise, do the following:
* Choose lj , rj ∈ Z∗

q uniformly at random and compute SIDj = ljPpub.
* Put (IDj , lj , rj , Lj) in H1List and return SIDj

as answer.
Phase 4: B now simulates the handshake protocol as follows: B constructs three

sequences (K0
1 , K0

2 , . . . , K0
n), (K1

1 , K1
2 , . . . , K1

n) and (K1, K2, . . . , Kn), where
K0

1K0
2 · · · K0

n = K1K2 · · ·Kn, K1
1K1

2 · · · K1
n �= K1 K2 · · · Kn and K0

i �= K1
i �=

Ki.
- Choose β ∈ {0, 1} at random.
- Search H1List to get lj, rj that corresponds to ID∗

j for j ∈ [1, n].
- Compute ljriP for i ∈ [1, n), j ∈ [1, n].
- Compute lj(aP −

∑n−1
i=1 riP ), γKβ

i for i = n, j ∈ [1, n], and choose
e ∈ Z∗

q at random.
- Return Ci = (liriP, l1riP, . . . , lnriP, aP +eP, eP ) and Di = (Kβ

i , Ki) for
i ∈ [1, n) as transcripts in handshake protocol.

- Return Cn = (lnrnP, l1(aP −
∑n−1

i=1 riP ), . . . , ln(aP −
∑n−1

i=1 riP ), aP +
eP, eP ) and Dn = (γKβ

n , Kn) as transcripts in handshake protocol.
Phase 5: B answers A’s random oracle/private key extraction queries as in

Phase 2/3.
Phase 6: A outputs its guess β′. If β′ = β, B outputs 1. Otherwise, it outputs 0.
Analysis: Let ε denote the probability AdvDistinguish

A . We note that if γ =
ê(P, P )abc,

γ

n∏

i=1

Kβ
i = ê(bP, cP )a

n∏

i=1

Kβ
i = ê(

n∑

i=1

riN, Ppub − Qpub)
n∏

i=1

Kβ
i
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Note also that

liriP = liriP − riN + riN = ri(liP − N) + riN = riH1(ID∗
i ) + riN

for i ∈ [1, n) and

ln(aP −
n−1∑

i=1

riP )

= ln(aP −
n−1∑

i=1

riP ) − (aN −
n−1∑

i=1

riN) + (aN −
n−1∑

i=1

riN)

= (a −
n−1∑

i=1

ri)(lnP − N) + (a −
n−1∑

i=1

ri)N

= (a −
n−1∑

i=1

ri)H1(ID∗
n) + (a −

n−1∑

i=1

ri)N

Hence Ci, Di are valid messages. It is clear that from the construction above,
B simulates the random oracle H1 and the private key extraction in Phase
3 and 5. Hence, we get Pr[B(P, aP, bP, cP, ê(P, P )abc) = 1] = Pr[β = β′],
where |Pr[β′ = β] − 1

2 | > ε, and Pr[B(P, aP, bP, cP, γ) = 1] = Pr[β = β′] =
1
2 , where γ is uniform. Consequently, we obtain

AdvDBDH
A = |Pr[B(P, aP, bP, cP, ê(P, P )abc) = 1] −

Pr[B(P, aP, bP, cP, γ) = 1]|

> |(1
2

± ε) − 1
2
| = AdvDistinguish

A 
�

7 Conclusion

A group secret handshake is an extension of the secret handshake model which
allows members of the same group to authenticate each other secretly, and the
group affiliation of each member will never be disclosed if the handshake pro-
tocol fails. In this paper, we defined the security requirements of group secret
handshake scheme, and proposed an efficient group secret handshake scheme.
We also proved that our scheme is secure under the bilinear Diffie-Hellman and
decisional bilinear Diffie-Hellman assumption in the Random Oracle Model.
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A Security Drawbacks of Jarecki-Kim-Tsudik’s Group
Secret Handshakes Scheme

A construction of group secret handshake scheme was proposed by Jarecki, Kim
and Tsudik [10], which extends the secret handshake protocol to a multi-party
setting based on an un-authenticated group key agreement scheme. The defi-
nition of secret handshake requires that if a handshake among all participants
fails, the group affiliation of each party will not be disclosed. In this section, we
show an attack to the scheme in [10], which makes the honest parties involved
in the protocol share a same session key, even if there is an adversary in the
protocol.

http://eprint.iacr.org/
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Firstly, we review the group secret handshake scheme in [10].

CreateGroup. The administrator GA runs key generation algorithm, which takes
as input a security parameter k, to generate the discrete logarithm parame-
ters (p, q, g). g is a generator of a subgroup in Zp of order q. Then GA picks

a random s
R← Z∗

q , sets it the group secret, and computes the public key
y = gs mod p.

AddUser. To add a user U to the group, the administrator GA first allocates a list
of random “pseudonyms” IDU1 , . . . , IDUt ∈ {0, 1}∗ for U , where t is chosen to
be larger than the number of handshakes U will execute before receiving new
user secret. The GA then computes a corresponding list of Schnorr signature
(α1, β1), . . . , (αt, βt), where αk = grk (mod p), and βk = rk + sH(αk, IDUk

)

(mod p), for random rk
R← Zq.

Handshake. Let Δ = {U1, . . . , Un) be n users who would like to conduct an secret
handshake. Each user Ui chooses an unused pseudonym IDi ∈ {ID1, . . . , IDt},
together with the corresponding secret 〈αi, βi〉. Then the group of users run
the handshake protocol as follows:
Round 1: Each user Ui broadcasts (IDi, αi)

– When a user Ui finds a collision in the group of IDs, or finds a ID
in the revoked user list, the protocol terminates.

– If there are no collision or revoked ID, Ui determines the order of
each user based on their identities. Assume that the order of users
in the group is (U1, U2, . . . , Un), and Un+1 = U1.

Round 2: Ui computes
zi+1 = αi+1y

H(αi+1, IDi+1) = gβi+1 (mod p)
zi−1 = αi−1y

H(αi−1, IDi−1) = gβi−1 (mod p)
Xi = H ′(zβi

i+1)/H ′(zβi

i−1) (mod p)
Each Ui broadcasts Xi. Ui computes Ki = H ′(zβi

i−1)
n ·Xn−1

i ·Xn−2
i+1 · · ·Xi−2

(mod p).
Then each user Ui in the group outputs “accept” if they hold a common
shared key. All the steps of the SH are finished, and the handshake has been
successful.

To see that this scheme is sound, let:

Ci−1 = H ′(zβi

i−1) = H ′(gβi−1βi) (mod p)

Ci = H ′(zβi

i−1) · Xi = H ′(gβiβi+1) (mod p)

Ci+1 = H ′(zβi

i−1) · Xi · Xi+1 = H ′(gβi+1βi+2) (mod p)
· · ·

Ci−2 = H ′(zβi

i−1) · Xi · Xi+1 · · · Xi−2 = H ′(gβi−2βi−1) (mod p)

It is obvious that

Ki = Ci−1CiCi+1 · · ·Ci−2 = H ′(zβi

i−1)
n · Xn−1

i · Xn−2
i+1 · · · Xi−2

= H ′(gβ1β2) · H ′(gβ2β3) · · ·H ′(gβnβ1) (mod p)
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Then if all the users involved in the protocol are valid, they will share the
same symmetric key.

RemoveUser. To remove a user U from the group G, the administrator GA looks
up the user pseudonyms (IDU1 , . . . , IDUt) it has issued to U and publishes
them on the revoked user list.

Note that if Ui is not a valid member of the group, the group secret handshake
will not succeed, because Ui cannot produce a valid Xi without having the
knowledge of βi, which corresponds to the αi broadcasted at the beginning of
the protocol.

However, we observe that Ui can wait till he receives all the Xj , where j �= i,
before he broadcasts Xi in Round 2. Then Ui computes

X ′
i = (

j �=i∏

j∈[1,n]

Xj)−1 = (
j �=i∏

j∈[1,n]

(H ′(zβj

j+1)/H ′(zβj

j−1)))
−1

= (
j �=i∏

j∈[1,n]

(H ′(gβj+1βj )/H ′(gβj−1βj )))−1 = (H ′(gβi−1βi)/H ′(gβi+1βi))−1

= H ′(gβi+1βi)/H ′(gβi−1βi) = H ′(zβi

i+1)/H ′(zβi

i−1)

From the discussion above, we can see that Ui computes the valid value X ′
i

and broadcasts it to other parties. Without knowing βi, Ui cannot calculate the
common group key Ki, but we note that other valid members still can share the
same symmetric key. Then Ui may know that these parties belong to a same
group, which makes the honest parties leak their group affiliation even if the
handshake fails. 
�
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