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Abstract. Replayable adaptively chosen ciphertext attack (RCCA) se-
curity is a relaxation of popular adaptively chosen ciphertext attack
(CCA) security for public key encryption system. Unlike CCA security,
RCCA security allows modifying a ciphertext into a new ciphertext of
the same message. One of the open questions is that if there exists a
perfectly rerandomizable RCCA secure encryption [4]. Prabhakaran and
Rosulek recently answered this question affirmatively [14]. The scheme
they proposed (PR scheme for short) is composed of a double-strands
Cramer-Shoup schemes that involves as many as 56 exponents in en-
cryption and 65 exponents in decryption, and 55 exponents operations
during rerandomization.

We present a practical perfectly rerandomizable RCCA secure en-
cryption system in this paper. The system constitutes of two layers of
encryptions. One layer carries message, the other layer carries a random
quantity used to hiding the message in previous layer. This random quan-
tity in the encryption also works as correlation between the two parts of
encryption such that they are formed in a prescribed way. The proposed
construction dramatically reduces the complexities, compared with PR
scheme, to 15 exponents in encryption, 6 exponents decryption as well
as 16 exponents operations in rerandomization.

Besides the practical feature, our scheme is also the first receiver
anonymous, perfectly rerandomizable RCCA secure encryption, which
settles an open question in [14]. The scheme is secure under DDH as-
sumption.

1 Introduction

The popular standard for public key encryption security is the security against
adaptive chosen ciphertext attack (CCA). Doleve, Dwork and Naor constructed
the first scheme secure against CCA based on standard primitive [9]. Cramer and
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Shoup gave the first practical CCA secure system based on ElGamal cryptosys-
tem [5]. It is then intensively investigated afterwards [15,6,13]. Although CCA
security is preferred in most of cryptographic applications, it is, however, also
viewed too strong in some scenarios. For example, rerandomizable encryption
is used in mixnets [10] with applications to voting anonymization. The nonmal-
leability of CCA secure system prevents such kind of system being adopted in
these applications. A relaxed but strong enough security in this case is desired.

The relaxed security definitions for encryption system appeared in Krawczyk
[12], Shoup [16] andAnet al. [1]. The notions are called, loose cipher-unforgeability,
benign malleability, and generalized CCA security respectively. Later, Canetti et
al. [4] systematically developed the relaxed notion about CCA security. All notions
mentioned above are proved being equivalent to the notion of publicly detectable
RCCA in [4]. Many properties and schemes are setting up or constructed in that pa-
per. One of the open questions remaining solved is the existence of so called “(per-
fectly) rerandomizable replayable CCA schemes”.

The replayable CCA (RCCA in short) security is the same as CCA security,
except no guarantees are given against adversaries that just try to modify a
ciphertext into a new one with the same plaintext. This relaxation allows modi-
fying a ciphertext into a new ciphertext provided that the later is decrypted into
the same plaintext as the former. The (perfectly) rerandomizable RCCA security
augments an encryption system with an algorithm to alter a ciphertext c of a
message m into a new ciphertext c′ that is computationally indistinguishable
from the fresh ciphertext of m.

Groth [11] investigated the rerandomization of RCCA secure cryptosystem.
Groth’s scheme is proved only to be generic RCCA secure. Prabhakaran and
Rosulek [14] constructed the first perfectly rerandomizable replayable CCA se-
cure encryption system (briefly, PR scheme). The PR scheme is an extension
of Cramer-Shoup encryption called Double-Strands Cramer-Shoup scheme. One
strand of a variant of Cramer-Shoup encryption is used for carrying the message,
the other one for helping rerandomization. The two strands of ciphertexts are
correlated with shared random masks. In order to prevent the two strands being
combined in abnormal ways, some perturbation of the exponents of the message-
carrying strand is performed. As a result, the encryption system needs as many
as 28 elements for the public key and 30 elements for the private key. The encryp-
tion alone involves more than 50 exponentiation operations (see Table1 in Section
3.3 for detailed complexity). The system is secure under the DDH assumption.
The notion of key-privacy [3] is modified to denote receiver anonymous property.
The PR scheme is not an anonymous rerandomizable RCCA secure scheme. The
existence of perfectly rerandomizable RCCA secure encryption is posed as an
open question.

Since rerandomizable RCCA security is weaker than CCA security in require-
ment, it is intuitively plausible and desirable to construct a rerandomizable
RCCA scheme that is at least as efficient as CCA secure one (if not more ef-
ficient). The main contribution in this paper is a practical receiver anonymous
rerandomizable RCCA secure encryption.
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The scheme in this paper bears some similarity with PR scheme in that it
constitutes of two layers of encryptions. However, ours is not double-strands
of Cramer-Shoup like encryptions. One layer is a variant of Cramer-Shoup en-
cryption. But the other is just an ElGamal encryption. The first layer has the
functionality of carrying the message like in PR scheme but in a completely
different way. The second layer instead is used only to carry a random quantity
that is used to hide the message in the other layer. The quantity is also the
correlation string between the two layers. The rerandomization of the ciphertext
makes use of the rerandomizability of ElGamal encryption. Since two layers in
our scheme are both ElGamal type of encryptions, the scheme is also receiver
anonymous according to the result by Bellare et al. in [3]. Thus, our construction
is not only a practically, perfectly rerandomizable but also receiver anonymous
RCCA secure encryption scheme, which settle an open question in [14].

The organization of the paper : After giving out notations and definitions in
Section 2, we present a publicly rerandomizable scheme and its secretly reran-
domizable version in Section 3. The receiver anonymity and perfectly rerandom-
ization of them are also indicated in Section 3. Section 4 is devoted to the proof
of RCCA security of the basic scheme. The last section is our conclusion and
future works.

2 Preliminaries

2.1 Some Notations

A function f(k) is a negligible function in k if it always holds that f(k) < 1/kc

for any 0 < c ∈ Z for sufficiently large k. We use negl(k) to denote a negligible
function in k, or just negl if k is obvious from contexts. If F is finite set, then
the notation “x

R← F” denotes the act of choosing x uniformly from F . Notation
“u ← f(x)” denotes the act of assigning the value f(x) to u. The notation
Pr[x1

R← S1; x2
R← S2; . . . ; xm

R← Sm : p(x1, . . . , xm)] denotes the probability
that p(x1, . . . , xm) will be true after the ordered execution of the probabilistic
assignments x1

R← S1; x2
R← S2; . . . ; xm

R← Sm.

2.2 Security of Public Key Encryption

We model all algorithms including adversaries as probabilistic polynomial time
(PPT) Turing machines. The public-key cryptosystem is defined as usual with
three algorithms (K, E, D). Where K is key generation algorithm, E the encryp-
tion algorithm, and D the decryption algorithm. The rerandomizable encryption
system is a public-key encryption system augmented with an additional reran-
domization algorithm Rand.

The security of a public key encryption system against CCA and its variants
is defined as follows.
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Definition 1. Let (K, E, D) be an encryption system. For any PPT algorithm
A if the following probability is negligibly close to 1/2:

Pr
[
(pk, sk) ← K(1k); (m0,m1) ← AO1 ; b R← {0, 1}; c∗ ← E(mb) : AO2(pk, c∗) = b

]
.

where O1 runs exactly as decryption algorithm D, and O2 run exactly as decryp-
tion algorithm D except in the following cases:

1. When a query to O2 is c∗, O2 will return ⊥. Then, the cryptosystem is said
secure against chosen ciphertext attack (CCA).

2. When a query to O2 has plaintext in {m0, m1}, O2 will return test. Then,
the cryptosystem is said secure against replayable chosen ciphertext attack
(RCCA).

3. When a query to O2 has plaintext in {m0, m1}, O2 will return ⊥. Then, the
cryptosystem is said secure against weak replayable chosen ciphertext attack
(WRCCA).

2.3 Rerandomizable Encryption

There are two kinds of randomization algorithms defined in [4]: a public reran-
domization algorithm PRand takes a ciphertext c and public key in system as
input and turns out a well-formed new ciphertext c′ with identical distribution
to that of c such that both are decrypted as the same plaintext. A secret random-
ization algorithm Srand is the same as public randomization algorithm except
taking only a ciphertext as input. A public-key encryption system augmented
with a public (secret) randomization algorithm is called a publicly (secretly)
rerandomizable encryption system. We some times call secretly rerandomizable
encryption just as rerandomizable encryption as in [14].

For a rerandomizable encryption scheme (K, E, D, Rand), any PPT adver-
sary A, following experiment is called perfect rerandomization attack experiment
(PRA) in [14].

Stage 1. Pick (pk, sk) ← K(1k). The public keys pk is given to A.
Stage 2. Adversary A gets access to decryption oracle and rerandomization

oracle Dsk(·), Rand(·).
Stage 3. Adversary submits a message m to encryption oracles. Challenger

picks b
R← {0, 1} at random and

If b = 0 then pick r1, r2 at random, c1 ← E(pk, r1) and c2 ← Rand(c1, r2)
else c1 ← E(pk, r1) and c2 ← E(m, r2)
return (c1, c2)
Where random strings r1, r2 are chosen uniformly from defined ranges in
encryption scheme, and E(m, r1) indicates the ciphertext of m encrypted
using random string r1.

Stage 4. Adversary A continues to get access to decryption and randomization
oracles Dsk(·), Rand(·).

Stage 5. Adversary A outputs a bit b′.

The advantage of adversary A in PRA experiment is Pr[b′ = b] − 1
2 .
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Definition 2 (Perfectly Rerandomizable Encryption). A rerandomizable
encryption system (K, E, D, Rand) is said perfectly rerandomizable if for any
PPT algorithm A, the advantage of any PPT algorithm A in PRA experiment
is negligible in security parameter k.

Loosely speaking, a (perfectly) rerandomizable encryption guarantees the reran-
domization to a ciphertext c will return a new ciphertext c′ of the same message
that is indistinguishable from any fresh encryption of original message.

Let E = (K, E, D, Rand) be a rerandomizable encryption system. Let R be the
range of random strings used in encryption. The following is a direct conclusion
from the definition above.

Lemma 1. If for any r1, r2 ∈ R, we have Rand(E(m, r1), r2) = E(m, f(r1, r2)),
where f(r1, r2) is a random variable in R. The cryptosystem E is a perfectly
rerandomizable encryption system, if for any two independent strings r1, r2 cho-
sen uniformly from R, f(r1, r2) is uniformly distributed on R.

2.4 Decisional Diffie-Hellman Assumption

The security of scheme in this paper depends on the hardness of Decisional Diffie-
Hellman (DDH) problem. For any group G of prime order q, a tuple (g1, g2, g3, g4)
in G4 is a Diffie-Hellman (DH) tuple if there is a r ∈ Zq such that (g1, g2, g3, g4) =
(g1, g2, g

r
1, g

r
2). The decisional Diffie-Hellman assumption holds in G if any PPT

algorithm cannot tell DH tuples from uniformly chosen tuples from G4 except
with negligible probability. Let Rand is the event that the tuple (g1, g2, g3, g4)
is chosen from distribution of random tuples, and DH the event that the tuple
is chosen from distribution of Diffie-Hellman tuples. The advantage AdvDDH

A of
PPT algorithm A telling the DH tuples from random tuples is

AdvDDH
A = |Pr[A(g1, g2, g3, g4) = 1 | DH] − Pr[A(g1, g2, g3, g4) = 1 | Rand]|

The probability is over the coin toss of A and the randomness of the chosen of
(g1, g2, g3, g4).

As in [14], the scheme in this paper employs two groups G, Ĝ with special
relationship: G is with order q, and Ĝ order p. Where group Ĝ is a subgroup in
Z
∗
q . This is exemplified by the following groups: Let p, 2p + 1, 4p + 3 (first kind

Cunningham chain of length 3 [2]) be a primes chain. Group QRp denotes the
quadratic residue modulo p. Then Ĝ = QR2p+1 and G = QR4p+3 are desired
groups. It is widely believed that DDH assumption holds in quadratic residue
modulo a safe prime. It is conjectured there are infinite many Cunningham chain
(see Prabhakaran and Mike Rosulek [14] for details).

3 Rerandomizable Encryption Schemes

We present three randomizable encryption schemes in this section. The first two
are publicly randomizable encryption systems, and the last one is a secretly
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randomizable. The first publicly rerandomizable system is our basic scheme. We
will only give out the security proof for the first scheme in next section. The
proof for the variants are essentially the same, which are omitted.

3.1 Publicly Rerandomizable Encryption System (PRE)

The publicly rerandomizable encryption system consists of four algorithms
(KeyGen, Enc, Dec, PRand):

Key Generation. Taking security parameter k as input, algorithm KeyGen
chooses a cyclic group G of prime order q and a subgroup Ĝ ⊆ Z

∗
q of order

p (see the last paragraph of Section 2.4) such that DDH problem is hard in G
and Ĝ. Where the length of p is k. It then chooses g1, g2 ← G, ĝ ← Ĝ and
x, y, a, b, a′, b′ ← Zq, λ ← Zp at random. To choose a collision resistant Hash
function H : Ĝ × G → Zq. The public key pk and secret key sk are defined as

pk := (ĝ, ê = ĝλ; g1, g2, h = gx
1gy

2 , c = ga
1gb

2, d = ga′

1 gb′

2 , H),
sk := (λ; x, y, a, b, a′, b′)

Encryption. Given a message m ∈ G\{1G}, the encryption algorithm Enc runs
as follows. First it chooses r, s ← Zq, t ← Ĝ, γ ← Zp at random. It then
computes

u0 ← ĝγ , w0 ← êγt, α ← H(m),

u1 ← gr
1, v1 ← gr

2, w1 ← hrmt,

u2 ← gs
1, v2 ← gs

2, w2 ← (cαtdt)s.

The ciphertext is C = (u0, w0; u1, v1, w1, u2, v2, w2).
Decryption. Given a ciphertext C = (u0, w0; u1, v1, w1, u2, v2, w2) and sk , the

decryption algorithm Dec first computes

t ← w0/uλ
0 , m ← w1/(ux

1vy
1 ), m ← m1/t, α ← H(m)

To check if m �= 1G ∧ w2
?= u

(aα+a′)t
2 v

(bα+b′)t
2 . If it holds, then the algorithm

outputs m; otherwise it outputs ⊥.
Rerandomization. Given ciphertext C = (u0, w0; u1, v1, w1, u2, v2, w2) and

public key pk. The public rerandomization algorithm PRand selects
r′, s′, t′ R← Zq, γ

′ R← Zp at random and then computes

C′ = (u0ĝ
γ′

, w0ê
γ′

t′; ut′

1 gr′

1 , vt′

1 gr′

2 , wt′

1 hr′
, us′

2 , vs′

2 , ws′t′

2 )

It outputs C′ as replayed ciphertext.

This completes the description of the cryptosystem. We first verify that de-
cryption of honestly constructed ciphertext C will yield correct value. Since
u1 = gr

1 , v1 = gr
2, we have

v1 = uw
1 , ux

1vy
1 = grx

1 gry
2 = (gx

1gy
2 )r = hr and m = w1/hr = w1/(ux

1vy
1 ).
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Similarly, let t = w3/uλ
3 , m = m1/t and α = H(m),

u
(aα+a′)t
2 v

(bα+b′)t
2 = g

(aα+a′)ts
1 g

(bα+b′)ts
2 = (gaαts

1 gbαts
2 )(ga′ts

1 gb′ts
2 )

= ctsαdts = (cαtdt)s = w2.

If m �= 1G, the decryption test will pass, and the output will be m.
Next, the rerandomized ciphertext is

C′ = (u0ĝ
γ′

, w0ê
γ′

t′; ut′

1 gr′

1 , vt′

1 gr′

2 , wt′

1 hr′
, us′

2 , vs′

2 , ws′t′

2 )

= (ĝγ+γ′
, êγ+γ′

t t′; grt′+r′

1 , grt′+r′

2 , hrt′+r′
mt t′

, gss′

1 , gss′

2 , (cαtdt)ss′t′
)

= (ĝγ , êγt; gr
1, gr

2, hrmt, gs
1, gs

2, (cαtdt)s)

Where

γ ≡ γ + γ′ mod p r ≡ rt′ + r′ mod q (1)
s ≡ ss′ mod q t ≡ t t′ mod q

It is again a well formed ciphertext for message m that can be decrypted
successfully. Here is the right place to indicate the perfect rerandomizability and
anonymity of our scheme:

Proposition 1. The rerandomizable encryption (KeyGen, Enc, Dec, PRand) is a
perfectly reranzomizable encryption.

Proof. It is easy to see that for any given γ, random variable γ ≡ γ + γ′ mod p
is uniformly distributed on Zp if γ′ is uniformly distributed. Similarly to see from
(1) that r, s and t are all uniformly distributed in Zq, whenever r′, t′, s′ are inde-
pendently and uniformly chosen from Zq. This shows the perfect rerandomness
according to Lemma 1. ✦

Since the encryption constructed above is two layers of ElGamal type of encryp-
tion, it is a conclusion in [3] that ElGamal encryption is key-privacy and hence
receiver anonymity in our sense.

Proposition 2.The encryption (KeyGen, Enc, Dec, PRand) is receiver anonymous.

3.2 Secretly Rerandomizable Encryption System

Publicly rerandomizable encryption system in last subsection needs public key
for randomization algorithm to make a randomization to the purported cipher-
text. This is not desired in some applications like universal mixnets [10]. Where
each mixing server will permute many ciphertexts from different sources to differ-
ent receivers. The public keys are either unavailable to mix servers or unintended
to mix servers.

We expand the publicly rerandomizable encryption systems in last subsec-
tion to obtain a secretly rerandomizable encryption system (briefly SRE) (or
rerandomizable RCCA encryption system [14]). SRE system consists of four
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algorithms (SKeyGen, SEnc, SDec, SRand). The algorithms SKeyGen and SDec be-
have in the same way respectively as KeyGen and Dec in last subsection. The
other two are as follows.

Encryption. Given a message m ∈ G, the encryption algorithm SEnc runs
as follows. First it chooses r, s ← Zq, t ← Ĝ, γ ← Zp at random. It then
computes

u0 ← ĝγ′
, w0 ← êγ′

, u0 ← ĝγ , w0 ← êγt,

u1 ← gr′

1 , v1 ← gr′

2 , w1 ← hr′
, u1 ← gr

1 , v1 ← gr
2 , w1 ← hrmt,

α ← H(m), u2 ← gs
1, v2 ← gs

2, w2 ← (cαd)ts.

The ciphertext is C = (u0, w0, u0, w0; u1, v1, w1, u1, v1, w1, u2, v2, w2).
Rerandomization. Given ciphertext C denoted as above. The secretly reran-

domization algorithm SRand selects r1, r
′
1, s2, t

′ ← Zq, γ0, γ
′
0 ← Zp at random

and then computes C′ as

(uγ′
0

0 , w
γ′
0

0 , u0u
γ0
0 , w0w

γ0
0 t′; u

r′
1

1 , v
r′
1

1 , w
r′
1

1 , ut′

1 ur1
1 , vt′

1 vr1
1 , wt′

1 wr1
1 , us2

2 , vs2
2 , wt′s2

2 )

It outputs C′ as the replayed ciphertext.

The rerandomization of C does not take public key pk as input, rather, only the
information from C is used. This shows that it is indeed a secretly randomizable
encryption.

3.3 Complexity

There are two secretly rerandomizable schemes in the literature and they ap-
peared in [11] and [14] respectively. We compare the efficiency of our scheme in
Section 3.2 with them in the following:

Groth [11] proposed the first secretly rerandomizable encryption system with
weak RCCA security. The scheme there used O(k) group elements to encode a
k-bit message. The public key and secret key is of length O(k).

The scheme proposed by Prabhakaran and Rosulek in [14] as a first secretly
rerandomizable system with RCCA security used 40 elements from Ĝ and 14
elements from G in their ciphertext. Public key there uses 13 group elements,
and secret key uses 20 group elements.

The secretly rerandomizable encryption scheme in this paper uses 4 elements
from Ĝ and 9 elements from G in a ciphertext. The public key here uses 7 group
elements, and secret key uses 5 group elements.

The number of operations in the group performed by our scheme is summa-
rized and compared to Groth’s scheme and PR’s scheme in Table 1. It is easy to
see that ours is the most practical scheme and much more efficient in the length
of ciphertext and operations needed during encryption and decryption as well
as rerandomization.
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Table 1. The comparison of the number of group operations performed by our scheme
with those by existing RCCA schemes. Where k is the number of bits in plaintext.

Schemes Functions Exponentiations Multiplications

Enc O(k) O(k)
Groth’s Scheme Dec O(k) O(k)

Rand O(k) 0

Enc 56 18
PR’s Scheme Dec 65 62

Rand 55 47

Enc 15 4
Our Scheme Dec 6 4

Rand 16 6

4 Proof of RCCA Security

In this section we will prove the publicly rerandomizable RCCA security for
scheme in Section 3.1. The system is a combination of two cryptosystems: one is
an expansion of Cramer-Shoup encryption system, another is ElGamal encryp-
tion system with public key pk1 = (ĝ, ê) and secret key sk1 = λ. To denote it as
Γ . The RCCA attack to the system forms an attack to the ElGamal encryption
Γ . This attack is called indirect RCCA attack to Γ . We show that under indi-
rect RCCA attack, ElGamal system Γ remains secure. To be more faithful to
the proof of our main theorem, we formalize the following indirect attack game:

Stage 1. Adversary queries a key generation oracle. The key generation oracle
computes pk = (ĝ, ê = ĝλ), sk = λ and responds with pk.

Stage 2. The adversary makes a sequence of indirect decryption oracle.
For each indirect decryption query, the adversary will submits a pair of
messages (m, c). Where m ∈ G\{1G} and c a cipher encrypted with pk.
Here c could be any ill formed ciphertext without using pk. The decryption
oracle decrypt c to get t ∈ Ĝ and responds with m1/t.

Stage 3. The adversary submits a message m0 ∈ G\{1G}, and the encryption
oracle chooses t0 ∈ Ĝ and γ ← Zp at random, and responds with ψ∗ =
(mt0

0 , (ĝγ , êγt0))
Stage 4. The adversary continues to make calls to indirect decryption oracle,

subject only to the restriction that the submitted should not the same as
the target message ψ∗.

Stage 5. The adversary outputs a value t̂ ∈ Ĝ.

We say the adversary succeeded in indirect attack game if t̂ = t0.
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Lemma 2. Under the assumption of DDH problem is hard in G and Ĝ, the
encryption system Γ is secure with respect to the indirect attack. Specifically, for
any PPT algorithm A, adversary A’s has negligible success probability in indirect
attack game.

The proof is followed from definition and omitted due to lack of spaces.
We now show the RCCA security of the scheme.

Theorem 1 (RCCA security). Under the assumption of DDH problem is
hard in the group G and that the hash H is a collision resistant hash function,
the system is a rerandomized RCCA secure encryption system.

Proof. The rerandomization of the system is straightforward to see. The proof
for RCCA security share the similarity to that for original Cramer-Shoup cryp-
tosystem [5,7] but with different arguments in details. We reduce the security of
system to the security of DDH problem assuming the collision resistance of hash
function H .

For any PPT algorithm A with success probability PrA[Succ] during RCCA
attack to the real cryptosystem, we construct an algorithm Â to distinguish
DDH tuples from random tuples as follow.

The input for Â is a tuple (g1, g2, g3, g4) that is either a random tuple meaning
that each entry gi is independently chosen from G uniformly, or a DH tuple
meaning that there is a random r ∈ Zq such that g3 = gr

1 , g4 = gr
2. The algorithm

Â runs the following experiment

Â(g1, g2, g3, g4)

x, y, a, b, a′, b′ ← Zq, ĝ ← Ĝ, λ ← Zp

ê = ĝλ; h = gx
1gy

2 , c = ga
1gb

2, d = ga′

1 gb′

2

pk = (ĝ, ê; g1, g2, h, c, d, H), sk = (λ; x, y, a, b, a′, b′)

(m0, m1, σ) ← AO1(pk), where 1G �= m0 �= m1 �= 1G

b ← {0, 1}, s ← Zq, t∗ ← Ĝ, γ ← Zp, α∗ := H(mb)

C∗ = (ĝγ , êγt∗; g3, g4, g
x
3 gy

4mt∗

b , gs
3, g

s
4, (g

aα∗+a′

3 gbα∗+b′

4 )t∗s)

b′ ← AO2(pk, C, σ)
If b = b′ then output 1
otherwise output 0

Where H is the collision resistant hash function used in the cryptosystem and
the string σ is state information of A that will be transformed to the second
decryption enquiry phase.

The two oracles are decryption oracles. The oracle O1, whenever recieve a
query, behaves exactly the same as in the cryptosystem using knowledge of sk
to decrypt the query. The oracle O2 runs just same as the decryption algorithm
except when the query has plaintext in {m0, m1}. When the plain text for the
query to oracle O2 is in {m0, m1} then oracle O2 will outputs test.
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Firstly, we have the following result:

Lemma 3. If the adversary Â gets DH tuple, A’s view of the experiment is the
same as that in an attack execution to the real encryption scheme.

Proof of Lemma 3. When the input tuple (g1, g2, g3, g4) to Â is random DH tuple,
there exists a r ∈ Zq such that g2 = gδ

1, g3 = gr
1, g4 = gδr

1 = gr
2. The challenging

ciphertext in the experiment is

C∗ = (ĝγ , êγt∗; g3, g4, g
x
3gy

4mt∗

b , gs
3, g

s
4, (g

aα∗+a′

3 gbα∗+b′

4 )t∗s)

= (ĝγ , êγt∗; gr
1 , g

r
2, (g

x
1gy

2 )rmt
b, grs

1 , grs
2 , (gaα∗+a′

1 gbα∗+b′

2 )t∗rs).

Where α∗ = H(mb). Which is a well formed ciphertext for message mb en-
crypted with public key pk. The oracles in the experiment run exact in the same
way as in the real attacking executions. This shows the view of adversary A in
this case is the same as that in attacking in the real system. This ends the proof
of Lemma. ✧

Let Rand be the event that the tuple (g1, g2, g3, g4) is chosen from distribution
of random tuples, and DH the event that the tuple is chosen from distribution of
Diffie-Hellman tuples.

Lemma 3 implies that conditioned the input is DH tuples, the success proba-
bility PrA[Succ] of adversary A attacking the encryption system in RCCA game
is same as the probability of algorithm Â outputs 1. That is,

Pr
A

[Succ] = Pr[Â = 1 | DH] (2)

However, the DDH intractability assumption implies

| Pr[Â = 1 | DH] − Pr[Â | Rand]| = negl(k) (3)

where k is the security parameter. This is the case since algorithm Â is a PPT
algorithm as A is.

The advantage of adversary attacking real system is, using equation (2) and (3),
∣∣∣∣Pr
A

[Succ] − 1
2

∣∣∣∣ =
∣∣∣∣Pr[Â = 1 | DH] − 1

2

∣∣∣∣
≤

∣∣∣Pr[Â = 1 | DH] − Pr[Â = 1 | Rand]
∣∣∣ +

∣∣∣∣Pr[Â = 1 | Rand] − 1
2

∣∣∣∣
=

∣∣∣∣Pr[Â = 1 | Rand] − 1
2

∣∣∣∣ + negl(k) (4)

This, together with the conclusion (5) in following Lemma 4, will show that the
advantage of A attacking real system is negligible. Since A is any such adversary,
that will complete the proof of the theorem. It remains to prove the following:

Lemma 4. If algorithm Â gets random tuple as input, algorithm A has no in-
formation about the bit b chosen by Â except with negligible probability. That is,



250 R. Xue and D. Feng

the probability that adversary A correctly guesses bit b chosen by Â is negligibly
close to 1/2. Hence,

∣∣∣∣Pr[Â = 1 | Rand] − 1
2

∣∣∣∣ = negl(k) (5)

Proof of Lemma4. For a random tuple (g1, g2, g3, g4) ∈ G4, there exists δ, r, γ
uniformly in Zq such that

(g1, g2, g3, g4) = (g1, g
δ
1, g

r
1, g

η
1 )

It is with overwhelming probability that η �= rδ (mod q) and δ �= 0 (mod q)
except with negligible probability. We suppose η �= rδ in the following proof. Let
r′ ∈ Zq satisfy g4 = gr′

2 , then r′ �= r.
We call a ciphertext C = (u0, w0; u1, v1, w1, u2, v2, w2) valid if and only if

logg1
u1 = logg2

v1. The following claim says, adversary A might be able to get
useful information about b only if A queries with invalid ciphertext.

Claim 1. If the oracles O1, O2 reject all the invalid queries by A, then the dis-
tribution of b independent on the view of adversary A during the attack.

Proof of the Claim 1. We show this by showing that any valid ciphertext query
will not be able to give A further information about (x, y).

Before attack, A’s view about x, y is from pk. To be exactly from h. Even A
might solve discrete logarithm, A can only know that

logg1
h = x + δy . (6)

A linear combination about x, y.
We will see that adversary cannot get any information about x, y from the

challenge ciphertext C∗ = (u∗
0, w

∗
0 ; u∗

1, v
∗
1 , w∗

1 , u
∗
2, v

∗
2 , w∗

2). From which A gets

logg1
(w∗

1/mt∗

b ) = rx + r′δy (7)

Where δ = logg1
g2, u∗

1 = gr
1 and v∗1 = gr′

2 . By Lemma 2 and randomness of
(g1, g2, g3, g4), w∗

1/mt
b is uniformly distributed in G in the view of adversary.

Equation systems (6) and (7) will give out a uniformly distributed point (x, y)
on the line (6). Thus adversary A cannot obtain any further information about
(x, y).

If, however, adversary queries only valid ciphertext (u0, w0; u1, v1, w1, u2, v2,

w2). Then logg1
u1 = logg2

v1 = r, and ux
1vy

1 = grx
1 gry

2 = hr. Hence, r log h = rx+
rδy. This is a linear dependent relations of equation (6). No further information
about x, y can be obtained. This ends the proof of Claim 1. ✧

Claim 2. The oracles O1, O2 will output ⊥ for all invalid queries that is not a
rerandomization of challenge meassage C∗, except with negligible probability.

Proof of the Claim 2. Consider the first invalid query ciphertext

C = (u0, w0; u1, v1, w1, u2, v2, w2)
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to oracles. If it comes from the rerandomization of the challenge ciphertext C∗,
adversary will get reply test. We will only consider invalid queries that is not a
rerandomization of C∗ in the following.

Let m = w1/(ux
1vy

1 ), t = w0/uλ
0 . As the first invalid query, by the result shown

in the proof of last claim, adversary cannot get the value m except with negligible
possibility. This is because (x, y) is now a random point (on line (6)). This
further implies that A cannot generate correct value α′ such that α′ = H(m1/t)
except with negligible probability due to the collision resistance property of H .
If logg1

u2 = logg2
v2 = s′, the ciphertext C cannot pass the decryption test

w
(ts′)−1

2 = cH(m1/t)d except with negligible probability.
Now we are in the case that adversary queries C with r̂ = logg1

u2 �= logg2
v2 =

r̂′. Let m := m1/t and α = H(m). Lemma 2 ensures that adversary will choose
t such that mt �= mt∗

b with overwhelming probability (here comes the restriction
of mb �= 1G). This shows α∗ = H(mb) �= α except with negligible probability.

We investigate the probability of C passing the test

u
(aα+a′)t
2 v

(bα+b′)t
2 = w2. (8)

We consider the distribution of (a, b, a′, b′) conditioned the view of adversary
A. Before attacking, from public key pk, adversary knows at most (even if A can
solve discrete logarithms) that

logg1
c = a + δb (9)

logg1
d = a′ + δb′ (10)

The further information might be obtained from the challenge ciphertext C∗,
where

logg1
w∗

2 = r1(α∗a + a′)t∗ + r′1δ(α
∗b + b′)t∗. (11)

Where r1 = rs (mod q) and r′1 = r′s (mod q). We have r1 �= r′1 since r �= r′.
Adversary queries the invalid ciphertext C and passes the test (8) if and only

if it satisfies

logg1
w2 = r̂(αa + a′)t + r̂′δ(αb + b′)t. (12)

Recall that we have now δ �= 0, α′ �= α∗, r1 �= r′1, and r̂ �= r̂′ except with
negligible probability. Rewriting of equations (9), (10), (11), and (12) gives

⎛
⎜⎜⎝

logg1
c

logg1
d

logg1
w∗

2
logg1

w2

⎞
⎟⎟⎠ =

⎛
⎜⎜⎝

1 δ 0 0
0 0 1 δ

r1t
∗α∗ r′1t

∗α∗δ r1t
∗ r′1t

∗δ
r̂tα r̂′tαδ r̂t r̂′tδ

⎞
⎟⎟⎠

︸ ︷︷ ︸
:=M

⎛
⎜⎜⎝

a
b
a′

b′

⎞
⎟⎟⎠ (13)

The matrix M is with determinant det M = t t∗δ2(α−α∗)(r1 −r′1)(r̂− r̂′) �= 0
with all but negligible probability. For each guess value of w2, there will be a
unique tuple (a, b, a′, b′) satisfying the equations. Since w2 could be any element
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in group G, the first invalid query that is able to pass decryption test with
negligible probability.

The reject of an invalid decryption query will rule out one possibility of tuple
(a, b, a′, b′). The n’th invalid decryption query will pass the test with probability
only at most 1/(q − n − 1). Suppose there are totally n many invalid decryption
query, one of them will pass the test with probability at most n/(q − n − 1).
Since algorithm A is a PPT algorithm, the number of invalid queries n will be
bounded up by a polynomial, while |q| ≥ k and q is exponential in k. Therefore,
n/(q − n − 1) is negligible in k.

In other words, the decryption oracles will reject all invalid queries except with
negligible probability. This accomplishes the proof of Claim 2 and Lemma 4. ✧

This also finishes the proof of Theorem 1.

To combine the conclusions in Proposition 1, Proposition 2, and Theorem 1, we
have

Theorem 2. The encryption system in Section 3.1 is an anonymous, perfectly
rerandomizable RCCA secure system. And the encryption system in Section 3.2
is a secretly anonymous, perfectly rerandomizable RCCA secure system.

5 Conclusion

While the PR scheme is the first perfectly rerandomizable RCCA secure scheme,
their construction is not receiver anonymous as stated by its authors in [14]. We
present the first receiver anonymous, perfectly rerandomizable RCCA secure en-
cryptions. The constructions inherit the double-strands feature from PR scheme
in Prabhakaran and Rosulek [14]. It constitutes of two layers of encryptions: one
layer to carry message, the other layer to carry a random quantity to hiding the
message in previous layer. New constructions dramatically reduce the complexi-
ties compared with PR scheme. They are plausible to be applied in the scenarios
like mix-nets [10,8], where the rerandomization of encryption are required and
the encryption with weaker re-encryption are not enough.

Our final aim is to construct an efficient perfectly rerandomizable RCCA
secure encryption. Though the constructions in this paper are much efficient
than PR scheme, they are far from efficient than desired. Some other properties
like universal composability of proposed constructions need further investigation
and we plan to do it as a part of our future work.
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