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Abstract. GCD algorithm is a well known algorithm for computing modular 
division and inversion which is widely used in Elliptic Curve Cryptography 
(ECC). Also division is the most time-consuming operation in Elliptic and 
Hyperelliptic Curve Cryptography. The conventional radix-2 GCD algorithm, is 
performed modular division over GF(2m) in approximately 2m iterations (or 
clock cycles). These algorithms consist of at least four comparisons at each 
iteration. In this paper the conventional algorithm is extended to radix-4. To 
increase the efficiency of algorithm the number of comparisons is reduced. So 
the algorithm enables very fast computation of division over GF(2m). The 
proposed algorithm described in such a way that its hardware realization is 
straightforward. The implemented results show reducing the division time to m 
clock cycles. Also the proposed architecture is compared with other reported 
dividers and it has been shown that the proposed architecture only occupies 
%14 more LUT (over GF(2163)) while the computation time is decreased to half. 

Keywords: GCD algorithm, Radix four, ECC, Finite Field. 

1   Introduction 

Arithmetic operations (i.e. addition, multiplication and inversion or division) over 
finite fields are widely used in data communication systems, coding and particularly 
in cryptography. By developing Elliptic Curve Cryptography, which requires division, 
many attempts have been made to increase the efficiency of this operation [1-18]. 

Different approaches and architectures have been proposed for division. These 
approaches are usually listed as three categories. 1) Dividers which are based on 
Fermat’s theorem; 2) Divider which are based on binary GCD (greatest common 
divisor) algorithm and 3) Dividers which include solving a system of linear equations 
and the almost inverse algorithm. Among them, GCD based dividers offer most 
efficient approaches in terms of time and area [19]. In this paper we propose a new 
high speed algorithm and architecture for division which is based on GCD algorithm. 
We called the proposed algorithm as extended radix-4 GCD algorithm. The Extended 
radix-4 GCD algorithm is twice faster than conventional GCD algorithms. 

The rest of this paper is organized as follow: in section 2 a brief introduction to 
GCD algorithm and a review to previous works are presented. In section 3 the 
extended radix 4 GCD algorithm is proposed. In section 4 the proposed architecture 
and its implementation is presented and compared with the former reported 
implementations. Section 5 concludes the paper. 
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2   Preliminaries  

2.1   GCD Algorithm 

The GCD algorithm is an efficient way of calculating modular division and inversion 
which can be used over both GF(P) and GF(2m). Consider the residue class field of 
integers with an odd prime modules P(x). Let A and B( ≠ 0) be elements of the field 
and S(x)=P(x).  
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The coefficients of each polynomial are binary digits 0 or 1.  
The algorithm calculates V, where V=A/B mod P(x). The algorithm performs 

modular division by intertwining the procedure for finding the modular quotient with 
that for calculating GCD(S,A). The following properties are applied iteratively to 
calculate GCD(A,S).  

1- if A and S both are even then  ( ) =SAGCD ,  ( )2,22 SAGCD×  

2- if A is even and P is odd then  ( ) =SAGCD ,  ( )SAGCD ,2
 

3- if A and P both are odd   then ( ) =SAGCD ,  ( ) ⎟
⎠
⎞⎜

⎝
⎛ + SSAGCD ,2

 

Let 0a  and 0s be the least significant bit (LSB) of A and S respectively then these 

properties could be listed as table1. 
The GCD divider algorithm reduces the problem of finding the greatest common 

divisor (GCD) by repeatedly applying these identities. 

Table 1. Assumptions of Radix 2 GCD algorithm 

0a
 0s  GCD(A,S) is equal to 

0 0 ( )2,22 SAGCD×  

1 0 ( )SAGCD ,2
 

1 1 ( ) ⎟
⎠
⎞⎜

⎝
⎛ + SSAGCD ,2

 

2.2   Previous Works 

The classical algorithm which is based on GCD algorithm, computes inversion i.e. 

)(1 xB −  mod P(x) where P(x) is the irreducible polynomial of polynomial 
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representation over GF(2m). Thus to do division i.e. A(x)/B(x) mod P(x), an extra 
multiplication was required. Based on classical GCD algorithm N.Takagi proposed an 
algorithm to compute division )()( xBxA  mod P(x) [14-15]. The proposed algorithm 

in [14-15] employed a while loop where while loop is not appropriate for hardware 
realization [4,5,7]. Also unfixed (and unknown) number of iterations or computation 
time makes the use of this algorithm difficult in crypto-processors. 

To solve this problem a new algorithm has been proposed in [4,5] which was based 
on extended Euclid’s algorithm. Replacing while loop by for loop, lets the algorithm 
to be more efficient for hardware implementing. This algorithm needs exactly 2m 
iterations to perform the division [5]. Wu et.al [17] and Brunner et.al [18] proposed 
similar serial binary shift-right algorithms exploring the counter idea for division [7]. 

A faster algorithm has been proposed in [7] to compute division. The proposed 
algorithm in [7] was extended of N.Takagi algorithm which performs division with 
while loop. This algorithm performs division serially in radix-4. Although it had a 
higher speed but it still suffered from a while loop and unfixed number of iterations.  

Another high speed algorithm has been used and implemented for inversion which 
executes in m clock cycles in [20]. The implemented algorithm in [20] is based on 
serial implementation exist which is based on conventional GCD algorithm. The 
drawback of this implementation is that this architecture required an extra 
multiplication time and unit to convert inversion results to division.  

3   High Speed Rdix-4 GCD Algorithm  

The proposed algorithm in [5] to compute modular division, using for loop, is shown  
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Algorithm 1. GCD based algorithm proposed in [5] in which replacing  while with for in 
algorithm1. As shown in Eq.3 S is m+1 bit length and other variables are m bit length.  
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In algorithm1, by keeping S odd, some comparisons of classical N.Takagi 
algorithm has been omitted. To accelerate the proposed GCD algorithm two iterations 
of this algorithm should be performed in one clock cycle. This method has been used 
in [21].  

Table 2. Assumptions of GCD algorithm in radix 4 
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Since each iteration of algorithm1 includes 4 comparisons, employed algorithm in 
[21] has 16 comparisons at each iteration. The great number of comparisons makes 
implement difficult. To decrease the number of comparisons algorithm2 is presented in 
this paper. This algorithm is extended of GCD algorithm proposed in [5], in which the 
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Algorithm 2. Radix 4 GCD algorithm with 12 comparisons 

comparisons and operations performed in radix-4. To extend the GCD algorithm to 
radix 4, the applied properties should be extended to radix 4. The extended properties 
are listed in table2. In table2 01aa and 01ss are denoted as two LSB bits of A(x) and S(x). 
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In algorithm2 the required iterations to execute division are m (for GF(2m)) while 
each iteration includes 12 comparisons. As it can be seen, the number of iterations has 
break to half in compare to algorithm1 and the number of comparisons are also 
reduced from 16 to 12 compare to employed algorithm in [21].  

Similar to algorithm1 in algorithm2, two variables state and cnt are provided. The 
variable cnt is used for tracking the difference of degree between R and S, and the 
variable state is used for identifying which one has the larger degree. Due to the 
values of state, R and S, 12 different conditions may be applied to find the GCD(R,S). 
Since the initial value of S is equaled to P(x) (irreducible polynomial), the LSB of S is 

always remained at 1. Hence we have just to check the two last bits of R and 1s (i.e. 

second LSB bit of S). 
Increasing the value of cnt, decreases the degree of S and R by two in algorithm2 

and by one in algorithm1. At the end of algorithm, state and cnt will be zero and R 
and S will be equal to 1. The final value of V will be as the division’s result. 

In algorithm2 U ,V , R  and S  are variables which are initialized at the beginning of 
the algorithm by A(x), zero, B(x) and P(x) respectively; where P(x) is the irreducible 
polynomial used to generate the field.  

In the algorithm2 at each iteration (before U and R  divided 4 or 2x ), the variable R 
is replaced by one of the R , S , SR + , SR 2+ , SR 3+  or SR +3  terms (i.e. one of these 
terms should be stored back into the R). The corresponding U  which is another 
internal variable of the algorithm2 is replaced by one of 
theU ,V , VU + , VU 3+ , VU 2+ or UV 3+  terms. Table3 lists the extension of R , S 
and U, V in the algorithm2. 

Table 3. Replacements table for R, S and U, V 

variable Possible 
conversions 

variable Possible 
conversions 

R  U  

S  V  

2/R  2/U  

SR +  VU +  

SR 3+  VU 3+  

SR +3  VU +3  

 
 
 
 

SR,  

SR 2+  

 
 
 
 

VU ,  

VU 2+  

 
The valid term to store back into the R, among the possible terms (shown in table3 

as possible conversions), depends on the last two bits of the terms. Two LSB of the 
term which should be stored back into R is always zero.  

Using table3 a new algorithm is proposed to compute modular division in m clock 
cycles. In the new algorithm which is shown in algorithm3, the number of 
comparisons is reduced to 10. In proposed algorithm the structure and format of  
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Algorithm 3. The proposed Extended GCD  radix 4 algorithm whit 10 conditions at each 
iteration 

comparisons are changed in such a way that its hardware realization is more 
straightforward. Fewer comparisons make the algorithm more efficient and simple for 
hardware implementation while the great number of comparisons makes the algorithm 
complex for hardware implementation. 

In algorithm3 the LSB of possible terms to assign R and U (which are mentioned in 
table3) are considered to choose the valid term for replacing them. The role of cnt, 
state, and other variables in algorithm3 are same as algorithm2 and algorithm1.  
As seen in algorithm3 (line 2-1), the new value for R is selected according to the 
values of R (current value) , S, R+S, R+S+2S, or R+S+2R which were mentioned in 
table3. The value which has two zero LSB is candidate to assign R. The last bit of 
S is always one. So among all cases of S and R which were mentioned in table3, at 
least one term in has two zero bit in LSB. In one case, two specific terms of table3 

have two zero in LSB, at the same time. When 0101 =rr  and 1101 =ss both U+3V 
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and 3U+V are zero in two LSB. To identify the valid one to assign to R, state bit 
should be used. U+3V should be assigned if state is equal to1 and 3U+V should be 
assigned if state is equal to 0. So in algorithm3, state and cnt should be considered as 
variables which are contributed in comparisons. 

Furthermore the denoted lines in algorithm3 by 2-1 and 2-2 are completely 
independent; so they could be executed simultaneously and in parallel.  

The novelty of the proposed algorithm (i.e. algorithm3) is in fewer number of 
comparisons which leads to implement division more efficiently in less area. Table4 
is presented to compare the number of conditions and comparisons for each iterations 
in different algorithms.  

Table 4. Number of conditions for different GCD algorithms 

Algorithm Number 
of iterations 

Number 
of conditions 

in each 
iteration 

Radix-2 GCD algorithm in [5] 
(Algorithm1) 

m2  4 

Algorithm[21] m  16 
Algorithm2 m  12 
Algorithm3 m  10 

4   Implementation of Extended Radix-4 GCD Algorithm 

In this section an architecture is presented to implement algorithm3. In algorithm3, R 
and S should be filled by the values of R, S, R/2, R+3S, 3R+S or R+2S. Also U and V 
should be filled by U, V, U/2, U+V, U+3V, 3U+V or U+2V, depends on the 
algorithms conditions. To fill R and S registers with their new values (at the end of 
each iteration or clock) a component which called as RS_adder is implemented. 
Another similar component is implemented to compute the possible values of U and V 
which is called as UV_adder. The inputs of RS_adder component are old values of R 
and S and UV_adder is U and V and their outputs are possible values for R, S, U and V 
respectively. 

The two last bits of RS_adder that should be assigned to R, are always zero. Thus 
division of the valid output of RS_adder to x or 2 can be performed by one bit shift to 
right so implementing the other term 2R  can be ignored and approached by wiring. 

But because the last bit of the valid output of UV_adder component that should be 
assigned to U is not always zero then U/2 can not be approached from U by wiring 
and should be computed. 

Then implementation of U/x is not so costly (as shown in [5]) and depends on 
irreducible polynomial of the finite field. The whole proposed architecture for 
extended radix-4 GCD is shown in figure1. 

RR, SS, UU, and VV registers are temporary registers to store the final values at the 
end of each iteration for R, S, U and V respectively. In the proposed architecture, four 
multiplexers are implemented to choose the valid output for RR, SS, UU and VV  
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Fig. 1. Full architecture for Extended radix 4 GCD algorithm 

registers (MUX1, MUX2, MUX3 and MUX4). By each iteration the values of RR and 
UU registers (after dividing to 4 and x2) are stored in R and U registers. Also the 
values of SS and VV registers are stored in S and V registers. 

Because last two bits (LSB) of RR are always equal to zero, the division of RR to 
x2 can be performed by shifting two bits to the right (equal to 4R ). Since the last two 

bits of UU are not always zero this technique can not be used for U and UU. Then a 
simple component to divide to x2 is required before UU register connected to U 
register. 

By first clock cycle initialization will be done. During the initialization, VV should 
be filled with zero and SS filled with S(x). But RR and UU should be filled with 
4×B(x) and 4×A(x). Because at the first iteration they are divided to x2, thus they 
should be multiplied by four. To avoid losing the data, 2 extra bits should be 
implemented for all registers so after the division by x2 at the first iteration, the R, S, V 
and U registers filled with exact values of B, S, A and zero. So for the GCD divider 
over GF(2m), registers should be implemented with the length of m+2 bits. 

A counter as cnt and a register for the state bit are required which is not shown in 
figure1. Also a clock counter which called clkcounter is employed to determine the 
finishing time (or last clock) of division. When the clkcounter is set to zero, RR, SS, 
UU and VV will be initialized by primary values (B(x), S(x), A(x) and zero). 

The above architecture is implemented on FPGA Xilinx series Vertex2 XC2V250-5 
using Xilinx ISE software. The chosen fields for implementation are which 
recommended by NIST for Elliptic Curve Cryptography (ECC). Table5 summarized 
implementation in terms of slices, 4 input LUTs and flip flops to evaluate the required 
area on chip besides the maximum allowed frequency for comparing the required time 
of computation. 

A GCD radix-2 divider over GF(2163) for an ECC core has been implemented in 
[22,23]. Other inversion architectures has been proposed in [11,13]; It notes that in 
order to divide two operands, after inversion a multiplication should be performed so 
the multiplication time should be added to the time of inversion to find comparable  
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Table 5. Number of conditions for different GCD algorithms 

 Slice Flip 
Flop 

4 
input 
LUT 

Max 
frequency 

(MHz) 
GF(2163) 2240 684 3039 171 
GF(2233) 3206 962 4337 165 

 
values for division based on inversion of [11,13]. The results of proposed 
architectures are summarized in table6. As it can be seen the proposed architecture 
when implemented over GF(2163) reduces computation time by half but requires %14 
more LUT  implementation compare to the radix-2 architecture which employed in 
[22,23]. 

Table 6. Implementation result for GCD radix -2 divider implemented 

 Device Area Cycles GF  
Division
[22,23]

XCV2000E 1316 FF 
2678 LUT 

2m GF(2163) Employed the algorithm 
proposed in [5] 

Inversion [13] XCV3200E 
12 BRAMs 

10065 CLB 27(1.33us) GF(2193)  (Multiplicative inversion) 

Inversion [11] XC2VP125 14800 CLB 586 256 bit Classical and Montgomery   

5   Conclusion 

In this paper a new algorithm, based on GCD algorithm for modular division over 
finite fields was proposed. This algorithm executes modular division in radix-4. It is 
two times faster than the conventional radix-2 GCD dividers. In the proposed 
algorithm the number of conditions has been reduced so it has lower implementation 
complexity. For the proposed algorithm an architecture has been suggested. The 
proposed architecture has been implemented on FPGA over GF(2163), GF(2233). The 
frequency and required resources has been reported for the implementations. It was 
shown that the time performance is improved by %50 while its occupied area 
increased just %14, compare to the former reported algorithm in radix-2. So it can be 
used to accelerate the cryptography particularly in high speed ECC crypto-processors.  
Future work can be concentrated on extending the algorithm to radix 2n and 
discussing about speed and area according to n. The other area for future study could 
be employing the proposed divider in an ECC crypto-processor and evaluating its 
performance. 
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