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Abstract. Supporting Quality of Service properties in BPEL processes
is essential to enable Web Service based production workflows. In fact,
when implementing a Web Service composition with a BPEL process,
appropriate means are needed to express and enforce various QoS prop-
erties such as security, reliable messaging, and transactions.

In this paper, we present a generic and non-proprietary approach to
express QoS properties in BPEL processes using policies. This approach
uses XPath, WS-Policy, and the external policy attachment mechanism
of WS-PolicyAttachment to enable a separate and non-intrusive specifi-
cation of both the messaging-level and process-level QoS requirements in
BPEL processes. We also present a prototype implementation on top of
the Colombo BPEL engine, which supports the enforcement of policies
that are attached to BPEL activities.

1 Introduction

Several Quality of Service requirements arise when defining a Web Service com-
position in BPEL such as security, reliable messaging, and transactions. In
[5], these requirements were presented and classified into messaging-level and
process-level requirements. For instance, message encryption is a QoS property
that may be required for an interaction with a partner via an invoke activity.
Message delivery with exactly-once semantics is another example of messaging-
level requirements. Moreover, a set of activities that are nested in a sequence
activity may require transactional execution either as an atomic transaction or
as a business activity [18]. Supporting all these requirements is essential to enable
Web Service based production workflows [14].

With respect to the expression of QoS requirements, the BPEL specification
leaves out QoS issues for several good reasons such as keeping language simplic-
ity, separation of concerns, and interoperability. Moreover, it is widely assumed
that QoS concerns are deployment issues that the BPEL engine should deal
somehow with. However, most state of the art BPEL engines lack appropriate
means for the expression and the enforcement of many important QoS proper-
ties. A few engines support the expression of certain requirements either at the
partner link level as in [7] and [17] or by introducing specific language extensions
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as in [12]. Both approaches suffer from problems. In the first one, granularity
is an issue as it is not possible to define different QoS properties for different
interactions with the same partner. In the second approach, concern-specific lan-
guage extensions are needed for each concern, which increases the complexity of
the BPEL language and breaks its portability.

With respect to the enforcement of QoS requirements, current BPEL en-
gines rely on implementations of WS-* specifications such as WS-Security and
WS-ReliableMessaging, which are provided through some message handlers or
through an Enterprise Service Bus. That is, the enforcement of the QoS require-
ments is done outside and independently of the BPEL interpreter. Consequently,
process-level requirements such as the transactional execution of a sequence ac-
tivity cannot be supported because they require knowledge about the process
structure, BPEL semantics, and the process execution state. Moreover, such an
approach does not allow to distinguish different messaging activities that call
the same operation on the same partner.

Some work has been done by the authors on the expression of QoS require-
ments in BPEL. In [18], policies were used to specify the transactional behavior
of BPEL processes by attaching policies to scopes. The policy attachments are
inlined within the BPEL file, i.e., the specification of QoS requirements is not
separated from the specification of the process business logic. In [5], a proprietary
deployment descriptor was introduced to express QoS properties of BPEL activ-
ities such as security and reliable messaging separately from the BPEL process.
However, matching the requirements expressed in that descriptor with the real
policies of the live partner Web Services (generally published using WS-Policy)
is quite difficult.

To support a generic, fine-grained, non-intrusive, and non-proprietary expres-
sion of QoS properties in BPEL, we introduce a novel approach that leverages
our previous works. This approach is based on XPath, WS-Policy, and WS-
PolicyAttachment [4]. It introduces external policy attachment files that use
XPath based selectors to refer to the activities to which a certain policy must be
attached. Our approach is generic as it works for various QoS concerns (e.g., se-
curity, reliable messaging, transactions) by using the respective policy assertion
languages. Moreover, it uses the widely accepted WS-Policy specification rather
than introducing proprietary and engine-specific deployment descriptors.

In addition, we will show how our approach was implemented by extending the
Colombo [9] BPEL engine. To enforce the requirements of the process activities,
that engine was modified in an event-driven manner so that the policy handling
component is notified about different events in the execution of process activities.
Such a design can be easily incorporated in other BPEL engines that would adopt
our approach.

The remainder of this paper is organized as follows: Section 2 gives some
background knowledge and motivates the need for policy attachment to BPEL.
Section 3 presents the proposed policy attachment syntax and Section 4 describes
our prototype implementation within the Colombo framework. Section 5 reports
on related work and Section 6 concludes the paper.
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2 Motivation

This section provides some background knowledge. Then, it motivates the need
for the external attachment of policies to BPEL.

2.1 Background

BPEL [10] is a workflow-based Web Service composition language, i.e., a work-
flow process specifies the Web Services that participate in the composition, the
ordering of their interactions, and the flow of data between them. The main
building blocks of BPEL processes are called activities, which can be primitive
such as invoke or structured such as sequence.

WS-Policy [13] is a specification that provides a generic model and an XML-
based syntax for Web Services to publish their policies, i.e., their requirements,
capabilities, and preferences. A policy is a collection of policy assertions that can
be combined using several operators. There are many domain-specific assertion
languages for different purposes such as WS-SecurityPolicy [3], which defines
typical security assertions such as message confidentiality and message integrity.
Listing 1 shows an example policy that defines a security assertion requiring
message encryption using the triple DES algorithm and a reliable messaging
assertion requiring ordered message delivery with the at-most-once semantics.

<wsp:Policy xmlns:wsp=”http://schemas.xmlsoap.org/ws/2002/12/policy/”
xmlns=”http://schemas.xmlsoap.org/ws/2002/12/policy/”
Name=”RMConfidentialityPolicy”
TargetNamespace=”http://www.research.ibm.com/colombo/”>

<wsp:All xmlns:wsrm=”http://schemas.xmlsoap.org/ws/2004/03/rm/”
xmlns:wsse=”http://schemas.xmlsoap.org/ws/2002/04/secext/”>

<wsse:Confidentiality wsp:Usage=”Required”>
<wsse:Algorithm Type=”wsse:AlgEncryption”
URI=”http://www.w3.org/2001/04/xmlenc#tripledes−cbc”/>

</wsse:Confidentiality>
<wsrm:IsReliable assurance=”wsrm:AtMostOnce” inOrder=”true”

wsp:usage=”Required”/>
</wsp:All>

</wsp:Policy>

Listing 1. An example of WS-Policy

Web Service Policies are typically attached to elements of WSDL bindings
e.g., to an interface as a whole or to a particular binding operation. Attachments
to other WSDL structures such as interface or message definitions, though not
typical, are also possible. WS-PolicyAttachement [4] defines a general-purpose
mechanism for associating policy expressions with subjects such as WSDL doc-
uments, UDDI entries, or any other resources. It provides two association ap-
proaches: internal attachment where the policy is defined as part of the definition
of the subject and external attachment where the policy is defined independently
of the subject and associated to it through an external binding.
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2.2 Quality of Service Requirements in BPEL

In [5], QoS requirements in BPEL are classified into messaging-level require-
ments, which are associated with messaging activities and process-level require-
ments, which are associated with higher-level language constructs such as the
composite activities sequence and scope. In the following, we illustrate QoS re-
quirements in BPEL processes using the loan approval process that is presented
in the BPEL 1.1 specification [10]. Then, we motivate the need for a new ap-
proach to expressing QoS requirements in Web Service compositions.

The loan approval process composes two partner Web Services: a risk assessor,
which decides on the risk level of the loan application and a loan approver, which
approves or rejects the loan request in risky cases. If the requested loan amount is
small (below a certain value) then the loan is approved directly without invoking
the loan approver. Interactions of the loan approval process with the risk assessor
and the loan approver via messaging activities go through the Internet, which
poses several risks w.r.t security and reliable messaging.

For example, a malicious third-party could see the exchanged messages and
even modify them or claim to be the loan approver Web Service and resend client
messages to the BPEL process (replay attacks), etc. In addition, the messages
exchanged during the execution of the BPEL process could be lost, delivered
several times, or in the wrong order.

As an example of a process-level requirement, consider a sequence activity
that constrains the order in which three invocations of partner Web Services
are performed. If these invocations represent an atomic unit of work, it may be
necessary to execute the sequence using a distributed atomic transaction [18].

Moreover, if these invocations are asynchronous one-way interactions, it may
be necessary to guarantee that the corresponding messages are received by the
partners without any reordering. This requirement of ordered multi-party mes-
sage delivery [5] is not guaranteed even if the invocations are performed in order.

2.3 Why Should Policies Be Used to Define QoS Properties?

In a previous work, we introduced an XML-based deployment descriptor to define
QoS properties in BPEL processes as part of the process container framework
[5], in which an aspect-based process container is generated automatically from
the deployment descriptor to enforce QoS requirements.

A major advantage of that deployment descriptor over the usage of policies
is that it provides means to define the necessary parameters to enforce a certain
requirement. Policies are too declarative (focus on what) and they do not provide
any means to pass parameters. That is another way to pass parameters should be
found. On the other hand, the requirements specified in the deployment descrip-
tor may conflict with the real policies of the partner Web Services, which can
be defined using WS-Policy and policy attachment to WSDL. For instance, the
deployment descriptor may specify that authentication with username tokens is
required for certain messaging activities that interact with a certain partner Web
Service whilst the published policy of that Web Service states that only binary
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tokens are supported. This example shows that using policies to define the QoS
properties of the BPEL process would allow a combined policy to be calculated
out of the required policies (defined at the composition side) at the real partner
policy (defined at the partner service side). Moreover, conflicts between the QoS
requirements of the process and the policy of the partners will be detected easily.

2.4 Why Is Policy Attachment to WSDL Not Sufficient?

Colombo is a light-weight platform for service-oriented applications. Several
messaging-level requirements are supported by attaching policies to the WSDL
of the composition or its partner Web Services (i.e., the association of policies to
elements of the WSDL document such as operations, messages, and port types).
However, this approach does not allow two different messaging activities with the
same attributes to have different policies. For example, consider a process with
two receive activities that run sequentially. Clients of this Web Service should
call a certain operation twice and then cause some business logic to be executed.
Policy attachment to WSDL does not allow to differentiate the two receive to ex-
press, e.g., that the first receive requires authentication and the second requires
encryption because they match one same WSDL operation. A finer attachment
granularity in the case of BPEL processes is needed.

Moreover, process-level requirements cannot be supported with policy attach-
ment to WSDL because these requirements arise from higher-level language con-
structs such as composite activities and variables.

Composite activities in BPEL such as sequence and scope can be used to
group a set of interactions. WSDL merely defines the service interface, making
it impossible to specify a QoS requirement that spans multiple interactions.
For example, one cannot use policy attachment to WSDL to express that three
invocations of partner Web Services have a shared coordination context. WSDL
does not provide means to specify the transaction boundaries across different
operations. Moreover, the two operations that are called by the BPEL process
may be defined in different WSDL files.

2.5 Why Should Policies Be Separated from Process Definitions?

The idea of using policies with BPEL was first presented in [18], where policies
are used to specify transactional behavior for BPEL processes. In that work,
transaction policies are attached to scopes and policy attachments are inlined
within the BPEL file, which is quite intrusive. To enforce these policies, an
implementation of WS-AtomicTransaction and WS-BusinessActivity is used.

As QoS policies address concerns often orthogonal to the business logic of a
BPEL process such as security and reliable messaging, we advocate an even more
loosely coupled approach to specifying them: the business logic of the process
and the technical details about QoS policies should be defined in separate files,
which would bring several benefits:

– It supports the principle of Separation of Concerns as the specification of the
process business logic is separated from the specification of technical QoS
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properties. Thus, the policies and the BPEL file can be modified indepen-
dently of each other and the policies can be even modified at runtime.

– It reduces the complexity of the resulting process definition and makes it
easier to understand, to maintain, and to evolve.

– It increases reuse as the process can be deployed with various QoS settings
in different environments. Rather than several versions of the process, one
would have one process (bpel file) and different policy configuration files.

– More flexible attachments schemes can be enabled: one could select a set of
activities first (e.g., all invoke activities on a partner foo) and then attach a
policy to the whole selection (quantification). One could also attach a policy
to specific process instances. Without this separation, one would have to find
all the invoke activities and then attach the policies to them manually.

3 Policy Attachment to BPEL

In this section, we present our assumptions and the proposed syntax for policy
attachment to BPEL. Then, we illustrate our approach using an example.

3.1 Assumptions About the BPEL Design and Runtime System

At development time, we assume that the developer is working with a set of
Web service definitions (described using WSDL) that are being composed using
BPEL. Note at this time that the composition is abstract, i.e. no live services need
to exist in order for the composition to be created. Once the BPEL definition
of the composition is complete, the developer can begin to meet non-functional
requirements by adding policies. Policies may be specified by annotating WSDL
definitions, which is the standard practice. However, our system additionally
allows those non-functional requirements associated with the composition itself
to be specified along with the BPEL definition.

At deployment time, the set of WSDL definitions, BPEL definition and poli-
cies is mapped into a live service composition, with an endpoint for accessing the
BPEL process and live partner Web services. During deployment, actual service
endpoints are chosen for the Web Services being composed. The policies specified
at development time may not match with those required by the selected services.
In that case, deployment fails. Our system does not perform matchmaking of any
kind; it only computes required policies for the services that are expected to be
met by the chosen endpoints.

At runtime, message exchanges and process state may trigger policy handling,
i.e. some action by the system middleware to support a QoS requirement such as
atomicity or reliable messaging. Here again our system differs from traditional
approaches where message exchanges are the only trigger to such actions.

3.2 Syntax of Policy Attachment to BPEL

In WS-PolicyAttachement [4], a syntax is presented for external policy attach-
ment to arbitrary resources. We use that syntax to associate externally defined
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policies to BPEL activities and to partner links. In the last case, the semantics
is that the policy applies to all interactions of the process with the partner [18].

We introduce policy attachment files (.pat files for short), which are XML files
that contain an appliesTo element with a nested selector element. The content
of the latter is an XPath expression for selecting a set of activities. In addition,
the .pat file contains either a policy or a policy reference.

Inspired by the quantification concept [11] that is introduced by Aspect-
Oriented Programming, the usage of XPath expressions in the activity selectors
enables a flexible and advanced attachment mechanism. In fact, a set of activi-
ties that may be defined in different processes can be selected based on certain
attribute values (e.g., all interactions with a certain partner or all calls to oper-
ations of a given port type) and the policy will be attached to the whole set in
one go.

If some policy should be applied only to the request message or response
messages of an invoke activity then the inputVariable attribute (respectively
the outputVariable attribute) should be used in the XPath expression.

<wsp:PolicyAttachment
xmlns:wsp=”http://schemas.xmlsoap.org/ws/2002/12/policy/”
xmlns:bpat=”http://www.research.ibm.com/bpel−attachment/”
xmlns:bpel=”http://schemas.xmlsoap.org/ws/2003/03/business−process/”>

<wsp:AppliesTo>
<bpat:selector>
//bpel:process[@name=”loanapproval”]//bpel:reply[@operation=”approve”]

</bpat:selector>
</wsp:AppliesTo>
<wsp:PolicyReference
URI=”http://www.research.ibm.com/colombo/RMConfidentialityPolicy”/>

</wsp:PolicyAttachment>

Listing 2. Syntax of policy attachment to BPEL

Listing 2 shows an example .pat file that associates a confidentiality policy
to the reply activity contained in the BPEL process loan approval by using a
policy reference. This .pat file contains a reference to the policy that was shown
in Listing 1.

3.3 Policy Enforcement

In the following, we explain in a generic way how policies attached to BPEL ac-
tivities are enforced. To support QoS policies defined in this manner, the system
needs to first read and load the policy attachment files and the attached policies.
The system may choose to load the .pat file, interpret the context and configure
the middleware at deployment time (i.e. when the BPEL process is deployed
to the system with associated policy attachment files), or even at runtime by
checking dynamically for new policy attachments.

Then, the system needs to identify the processes to which the policy is at-
tached and establish a mapping between the activities selected by the AppliesTo
element and the respective policies. For example, for the policy attachment file
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shown in Listing 2, the system will locate all instances of the business process
named loanapproval and load the policy referenced by the policyReference ele-
ment in the .pat file (shown in Listing 1). Next the system establishes a mapping
between the selected reply activity and that policy.

Consider a BPEL system with a policy handler mechanism for Web services,
which supports policy attachment to WSDL. If one aims to add support for poli-
cies attached to BPEL constructs in such as system, then the BPEL engine and
the policy handlers need to interact to exchange state information relevant to the
BPEL activities being executed. For example, if a process has some transaction
policy attachments to a sequence activity then the transaction policy handlers
need to be notified about relevant events in the execution of that activity such
as start, completion, and the execution of nested messaging activities.

Figure 1 shows how various reliable messaging and security policies are at-
tached to the activities of the loan approval process. In this figure, three different
policies are used for interacting with each partner of the process (via the activ-
ities receive, reply, and invoke.

Fig. 1. A secure and reliable loan approval process

4 Implementation

Colombo [9] is a light-weight platform for developing, deploying, and executing
service-oriented applications. It offers native and optimized runtime support for
the service-oriented computing model, as opposed to approaches layering service-
oriented applications on a legacy runtime.

Colombo provides a multi-language service programming model supporting
Java and BPEL. The deployment and discovery models of Colombo are based
on declarative service descriptions in WSDL and WS-Policy. The unit of de-
velopment and deployment is called servicelet. The Colombo platform consists
basically of a SOAP message processing engine: messages flow into the system
via channels and are examined and dispatched to the intended recipient accord-
ing to a set of predefined rules to the respective servicelet manager (one for
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BPEL and one for Java). The latter provides the connective layer between the
servicelet implementation and the system’s infrastructure. Colombo also comes
with a set of middleware services such as security, transaction, persistence, etc.
In addition, there is a policy framework responsible for collecting, interpreting,
and enforcing policies.

The deployment of BPEL servicelets in Colombo looks for .car files that
contain the servicelet definition files and the WSDLs of the partner Web Services.
If some policies are attached, e.g., to some operations in the WSDL of the partner
Web Services, these policies are parsed and a mapping is established between
the SOAP message corresponding to these operations and the respective policies.
To support policy attachment to BPEL, the deployment process also looks for
.pat files in the car file. Once those files are found, the BPEL activities that are
matched by the XPath selectors are computed, the attached policies are parsed,
and a mapping is established between the activities and the respective policies.

Colombo’s policy enforcement model is based on a set of triggering events
that result in policy handlers being executed. A policy handler is responsible
for the enforcement of a specific policy, for example supporting confidentiality
by performing the encryption of a message. The triggering events supported by
Colombo were limited to message exchanges, so for example a policy handler can
be made to execute based on a request message for an external service leaving
the Colombo system, or based on a response message from a service entering
the system. Using this infrastructure, Colombo provides support for security,
reliable messaging, and transactions for policies defined at the WSDL level.

To support the enforcement of policies attached to both messaging and non-
messaging activities, we extended the triggering model of Colombo with activity
trigger events. Moreover, we modified the BPEL interpreter of Colombo to fire
appropriate events during the execution of the process activities. For instance,
messaging activities notify the policy handlers when they are about to consume
an incoming message (as it is done when interpreting receive and invoke ac-
tivities), or they have generated an outgoing message (in the case of reply and
invoke). Structured activities such as scopes notify the policy handlers when
they are entered, exited, and when the lifecycle of their child activities changes.
When the policy handlers receive such events, they check the list of activity-to-
policy mappings that was established at deployment time. If the source activity
of the events is found in one of those mappings, the respective policy is enforced
by the appropriate policy handler.

The version of Colombo modified in this manner is now able to support ac-
tivity triggers in addition to message triggers. Moreover, policies are applied
on SOAP messages (e.g., encryption), on activities (e.g., creation of a sequence
when a scope with reliable messaging policy is entered), or on a combination of
both (e.g., creation of a transaction context at the beginning of a scope).

If a certain policy p1 is defined for a messaging activity via policy attachment
to BPEL and a policy p2 is defined via policy attachment to WSDL, both policies
are combined into an effective required policy that is calculated as described
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in [15]. When the partners are matched with real Web Services, the effective
required policy should be matched with the policy of the real Web Service.

5 Related Work

In [6], Charfi and Mezini presented AO4BPEL, which extends BPEL with aspect-
oriented concepts. Unlike other aspect-oriented extensions to BPEL, which allow
only the modularization of process-level concerns such as [8] and [2], AO4BPEL
aspects support also middleware-related QoS concerns [5] because AO4BPEL
provides suitable language concepts for that such as internal join points, cross-
layer pointcuts, and appropriate context collection constructs that the advice
can use to access the SOAP messaging layer.

Based on AO4BPEL, Charfi et al. presented a process container framework
that also addresses QoS requirements in BPEL processes in [5]. Unlike the
current proposal, the process container framework introduces a declarative XML-
based deployment descriptor to express QoS requirements. To enforce QoS re-
quirements, a set of AO4BPEL container aspects is generated automatically from
the deployment descriptor using XSLT. These aspects intercept the execution of
the process activities and call dedicated middleware Web Services to enforce the
requirements. The current paper uses WS-Policy to define QoS requirements,
which allows an easier matching of the QoS requirements of the BPEL process
with the real policies of partner Web Services. Another important difference is
that the logic for enforcing requirements is part of the policy handler in Colombo
(i.e., how policies are enforced is hidden) whilst that logic is part of the container
aspects in AO4BPEL (i.e., it is visible to the user).

The work presented in this paper is also aspect-oriented to some extent. The
XPath expressions used in the policy attachment file are similar to the pointcut
concept in AO4BPEL. The attached policy is similar to the advice but it is
more declarative as it specifies what should be done but not how it should be
done. Note however, that policies and aspects can complement each other as it
is possible for example to use AO4BPEL aspects to enforce certain policies.

The idea of using aspects to enforce policies is also mentioned in [16]. In that
work, Ortiz and Leymann use WS-Policy [13] to describe the requirements of
Web Services and propose generating AspectJ aspects to enforce the policies.
The use of aspects in that proposal allows for a more modular and reusable
implementation of the Java based Web Service. However, no implementation is
provided on how aspects can be generated. Moreover, Web Service compositions
that are implemented in BPEL are not supported as the approach is specific to
Java-based Web Services.

In [12], the authors defined transactions support to BPEL in a way that is
extremely tightly coupled with the process definition: They directly extended the
BPEL language by new constructs and proposed adding the extensions to the
specification. This approach breaks the portability of BPEL and makes it very
complex. Moreover, with such an approach, one would have a specific language
extension for transactions, for security, for reliable messaging, and so on. We
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choose to attach policies in a non-intrusive manner that distinguishes our work
from this and other works.

The idea of using policies with BPEL was first presented in [18], where
policies are used for specifying transactional behavior for BPEL processes by
attaching them to scopes and partner links. That work focuses on the issues
of supporting specifically transactions in BPEL (policy syntax, programming
model, middleware implications). That is, how one can combine coordination
(WS-Coordination) and composition (BPEL). It does not delve into policy at-
tachment mechanisms and granularities for general non-coordination related
QoS. As a result, that work itself is not concerned with how one attaches these
policies. In the current paper, our focus is on the issues of a generic, flexible,
external attachment mechanism of policies to BPEL processes and constructs,
e.g., to an invoke, a sequence, etc. We enable one to use quantification for policy
attachment and our approach can be used for all BPEL constructs.

The design of Colombo’s policy framework is described in [9] and [15]. One of
the design goals is to support policy attachment and enforcement independently
of the service implementation. This goal is consistent with the Web Services
middleware layer being viewed as a veneer to facilitate interaction with the
business logic as a service. However, as we have seen, this goal causes problems
when the business logic and QoS properties are related to each other so that it
is impossible to specify QoS as a wrapper to a black box implementation.

6 Conclusion

In this paper, we used policies to specify the QoS properties of BPEL processes.
We introduced a syntax for attaching policies to BPEL activities using WS-
PolicyAttachment and XPath activity selectors. We also explained how policies
that are attached in that way can be enforced by the BPEL runtime. Moreover,
we presented a prototype implementation based on the Colombo framework.

As future research, one could extend the AppliesTo element for policy attach-
ment with an endpoint reference (EPR) [1]. This would allow the attachment of
a policy to a specific process instance. In the current implementation, the policy
is attached to the selected activities in all instances of the process. Second, one
could develop a command line tool for the dynamic modification of policies. This
tool will take a .pat file as parameter and support attaching policies to running
BPEL processes.
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