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Abstract. There has been a diversification of the social risks to information-
based society leading to complex social issues, and risk communication is nec-
essary in order to solve the complicated social problems that arise concerning 
stakeholders with various levels of knowledge and differing standards regarding 
risks. In this paper, we introduce a portal system that assists participants to 
achieve an optimal combination of countermeasures. The characteristics of the 
proposed method are: first, to classify the stage when participants acquire in-
formation; second, to enable smooth transitions during the information acquisi-
tion stage; and third, to support information acquisition by offering information 
portals. 

Keywords: information exploration, information search, information retrieval, 
risk communication. 

1   Introduction 

With the growth and development of information technology there has been a diversi-
fication of the social risks to information-based society leading to complex social is-
sues. Both businesses and individuals have been made victims of, for example, the 
leaking of personal information by computer viruses, or breaches of authors’ copy-
rights due to unauthorized duplication. These social issues involve a complex assort-
ment of risks regarding security, loss of privacy, erosion of user-friendliness, and 
management. In order to solve these issues, it is essential to consider how to reduce 
these various risks, and how to resolve the opposing interests of decision-makers, par-
ticipants and stakeholders.  

Solving these complex social issues does not merely require an analysis of the risks 
involved. An exchange of information and opinions—information-sharing and com-
munication—among people either directly or indirectly related to the risks is also im-
portant so as to prevent misunderstandings or insufficient understanding among par-
ticipants. A risk-communication process is therefore essential to build a consensus 
among participants with differing standpoints and perspectives, such as decision-
makers, stakeholders and specialists [1]. 
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However, there many are cases when it is difficult for participants with sparse spe-
cialist knowledge to grasp the structure of the risks, trade-offs among various risks, and 
solution space. This means that risk communication cannot proceed smoothly. Summa-
rizing these problematic points from the perspective of participants, the following three 
points may be stated: (1) it is not known what kind of perspectives are required for in-
formation gathering, (2) it is not known what the techniques are for revealing the kind 
of information necessary to understand the risks, and (3) it is not known how the ob-
tained information stands when regarded from different perspectives.  

In order to solve these problems, it is necessary to consider systems that support 
the determination of the combination of risk countermeasures and individual desires, 
and enable participants to gather essential information smoothly based on incomplete 
initial information. We are therefore currently developing a Multiplex Risk Commu-
nicator (MRC) as a risk-communication support tool in order to resolve the issues of 
social risk and social consensus building in an information-based society [1]. 

In this paper, we present a support system for participants to smoothly obtain the 
information needed to identify and evaluate their optimal combination of countermea-
sures using the portal system of the MRC’s participant-support component. The char-
acteristic features of the proposed system include the pattern-based breakdown of the 
steps in information gathering, the efficient gathering of information that participants 
require by means of a smooth migration between each of the information gathering 
methods, and the facilitation of planning in order to support the identification and 
evaluation of an individual’s optimal combination of risk countermeasures. The utility 
of the system was validated experimentally.  

2   The Risk-Communication Problem 

2.1   Characteristics of Risk Communication 

Risk communication is an interactive process whereby decision makers, participants, 
specialists and facilitators exchange opinions and information regarding risks, and 
communicate their intentions mutually. The objective in this paper is to present an in-
teractive process for planning solutions using the MRC [1] [2][3]as a means of risk 
communication.   

2.2   Outline of the Multiplex Risk Communicator 

Until now, risk has been thought of as a single entity, but in fact there is a multiplicity 
of risks, and in order to establish risk countermeasures it is also necessary to obtain a 
consensus among the interested parties. The MRC is currently being developed as a 
tool for supporting the acquisition of an optimal combination of countermeasures 
while considering the various risks against this background, and planning communi-
cation between multiple participants.  

The MRC supports the following four basic processes: (1) analyzing the risks  
according to a consideration of the tradeoffs among multiple risks, (2) selecting an op-
timal combination of countermeasures from multiple possible combinations, (3) iden-
tifying both the information needed for each of the participants’ desired combination 
of countermeasures, and corresponding information gathering methods, and (4) build-
ing a consensus among the participants, decision makers, interested parties and  
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specialists. The MRC specialist input/output component supports the basic processes 
numbered (1) and (2), and the MRC participant-support component supports those 
numbered (3) and (4). This paper deals with the MRC participant-support component 
and is focused on process (3). 

2.3   Outline of Risk Communication in the MRC Participant-Support 
Component 

The MRC participant-support component conducts risk communication over the  
following three steps [4][5]. 

1st risk communication 
Information is gathered in order for each participant to clarify their opinion. 

2nd risk communication 
Mutual understanding among each of the participants is developed. 

3rd risk communication 
A consensus is established among all of the participants. 

This paper deals with the portal-based information-gathering support system for 
the 1st risk communication occurring in the MRC’s participant-support component.  

2.4   Problems Regarding Participants with Insufficient Information 

Many participants have only sparse specialist knowledge. This makes it difficult for 
them to comprehend the structure of the risks in their desired solution, the tradeoffs 
among the risks, and what kind of position the solution occupies in the space of pos-
sible solutions. It is thus also difficult for them to compare and evaluate their desired 
solution with respect to an optimal solution recommended by specialists. 

In such a context, participants will find it difficult to understand and interpret the 
issues upon which the specialists based their optimal solution. The causes may be 
summarized as the following three problems. 

Problem 1 It is common for participants with only sparse specialist knowledge to 
know neither what kinds of perspective are appropriate for information 
gathering, nor the structure formed by the risk space. 

Problem 2 It is common for participants with only sparse specialist knowledge to 
be unable to conduct information gathering activities fulfilling the in-
formation gathering aims and objectives. 

Problem 3 Participants with only sparse specialist knowledge cannot grasp the po-
sition of the information obtained when regarded from alternative per-
spectives and how it relates to peripheral information. 

3   Basic Principles of Problem Solving 

3.1   Aims 

Aim 1: To provide multiple structured perspectives constituting the basic points 
needed to conduct information gathering in information space. 



198 H. Yajima, T. Watanabe, and R. Sasaki 

Aim 2: By categorizing the state transitions of the participants’ information 
gathering process, to present the information gathering objectives 
and to offer information appropriate to the state so as to support 
comparatively specific information gathering (convergent activity) 
rather than abstract information gathering, and also to support 
comparatively abstract information gathering (divergent activity) 
rather than specific information gathering. 

Aim 3: To provide support in order to grasp an understanding of what kind of 
position the information obtained occupies when regarded from al-
ternative perspectives, and how it relates to peripheral information. 

3.2   Basic Principles 

Basic principle 1: Provide a portal for the structured information constituting the 
basic points of information gathering in order to fulfill Aim 1.  

Basic principle 2: In order to fulfill Aim 2, participants’ information gathering is 
categorized into three steps, and information appropriate to each 
information gathering state is offered. Smooth transitions between 
different information gathering methods are also supported. 

It is common for participants with sparse specialist knowledge not to have a clear 
knowledge of the aims and objectives of the information gathering needed to clarify 
their own opinions. Information gathering for this kind of participant must involve the 
smoothly facilitation of three information gathering activities: making clear what kind 
of aims and objectives are appropriate (exploration activity), making clear what kind 
of structure is represented by obtained information according to a given perspective 
and what kind of peripheral information exists (search activity), and investigating ob-
tained information through further detailed information (retrieval activity).  

Basic principle 3: In order for fulfill Aim 3, visualizations are presented showing 
the position of the obtained information according to multiple 
differing perspectives within the structure of risk information, 
and showing peripheral information. The changing of perspec-
tives is made possible.  

The positional relationships within the information obtained from the multiple 
structured information portals, and the peripheral information relating to alternative 
perspectives are therefore represented visually. The promotion of convergent and di-
vergent information gathering activities is also supported, by facilitating the changing 
of perspectives.  

3.3   Definition of the Information Gathering Steps (Basic principle 1) 

The following three information gathering steps are defined. The content of the in-
formation presented at each step is also shown. 

1. Information exploration: objective-setting step 
2. Information search: search step, for information related to the objectives 
3. Information retrieval: examination step 
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Information is presented as appropriate, according to each of the three information 
gathering steps mentioned above. 

3.4   Overview of the Information Portals (Basic principles 2 & 3) 

The information portals described below which gather relevant information in a single 
place, are used as tools to support participants’ understanding of information sources 
from various perspectives. 

 a. Portals effective for grasping risk structure 

• Risk-analysis structure portal (Fault Tree Analysis (FTA), Event Tree Analy-
sis (ETA), etc.) 

 b. Portals effective for grasping the tradeoffs among risks and the solution space 

• Solution space structure portal 
• Solution space search process portal (archive history) 

c. Portals effective for studying risk 

• Document structure portal (countermeasures, assumed risks, etc.) 

The information portals are not used in isolation, but rather the following advan-
tages may be achieved by combining a number of information portals and shifting be-
tween them. 

1. An understanding of the risks is helped by visually establishing the relation-
ships within the information obtained from a variety of perspectives, based on a 
grasp of the risk structure, the tradeoffs among multiple risks, and the solution 
space. 

2. Convergence and divergence of information gathering activities may be freely 
conducted according to participants’ concerns and interests, by using multiple 
information portals, and without being limited to a single information gathering 
step. 

By using multiple structured information portals, participants may deepen their  
understanding of information obtained for the purpose of grasping the positional rela-
tionships of the obtained information within the structure of a portal, and the positional 
relationships of the obtained information according to different perspectives (portals). 
Thus, by using the information portals and conducting each information gathering step, 
participants may grasp an understanding of the related information they require, the 
risk structure, the solution space, and the tradeoffs among multiple risks. 

4   The Specific Support Procedure Occurring in the 1st Risk 
Communication 

The risk communication in the MRC’s participant-support component is conducted 
using the participants’ desired solutions and compromise constraint conditions  
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obtained in the 1st risk communication. In this 1st risk communication, desired solu-
tions and compromise constraint conditions that reflect the participants’ opinions are 
established by gathering information for participants to clarify their own opinions. 
The support process for participants’ information gathering in the 1st risk communica-
tion is proposed.[4]. 

According to the support process, participants make use of information portals in 
order to clarify their own opinions, and make state transitions through the steps in-
volved in gathering information appropriate for the information-gathering aims and 
objectives. 

The following steps are conducted during the exploration phase: (1) presenting 
what kind of information can be obtained from each portal facilitates the gathering of 
information involved in the objective setting steps, and (2) presenting keywords for 
relevant portals facilitates the gathering of information involved in the objective set-
ting steps.  

Following the exploration phase, the input for the search phase is based on the por-
tals used for exploration. The gathering of information related to the objectives is thus 
conducted in the search phase by presenting structured information from the portals, 
and information related to the area under focus as required using overlays.  

Following the search phase, the input for the retrieval phase is generated by select-
ing refining keys and determining the area under focus. By presenting detailed infor-
mation related to the refining keys and area under focus during the retrieval phase, in-
formation is gathered for the steps of the investigation. Participants conduct 
information gathering activities in the three phases described above, while repeating 
the state transitions of each information gathering step based on their own queries. 
Also, while refining the information required, participants evaluate their desired solu-
tions and validate their applicability. As a result, the desired solution and compromise 
constraint conditions constituting each participant’s own opinions are established. 

5   Empirical Validation 

5.1   Experimental Objectives 

The experimental objectives were to validate whether or not participants could estab-
lish the following points (in their own opinions) by conducting the 1st risk communi-
cation in the MRC’s participant-support component portal system.  

(1) Determining the objective function and items in the constraint conditions [2] 
[3] 

Objective function:  
Minimum total cost of the “sum of the cost of the countermeasures and the 

risk of personal information leaks” 
Constraint conditions: 

(a) cost of countermeasures (Japanese Yen) 
(b) privacy burden for employees (%) 

(c) user-friendliness burden for employees (%) 

(d) personal information leak rate (% = cases per year) 
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(2) Election of the set of countermeasures [2][3] 
 8 countermeasures were elected for the set 

< 

1. Could the desired solution be established? 
2. Could the compromise constraint conditions be established? 

5.2   Preconditions 

The issue of personal information leaks was treated as an object of the risk communi-
cation. The subjects were 10 male university students in their early twenties, and were 
assigned roles as managers or employees.  

5.2.1   Establishing the Assumed Target Enterprise 
The target business was assumed to be a service provider company with 1,000,000 
personal information retained. 

5.2.2   Preconditions of the Risk-Analysis Background 
The risk analysis procedure regarding personal information leaks was conducted as 
follows . 

5.2.3   Establishing the information portals 
The information portals comprise a set of four portals: the countermeasures portal, the 
assumed-risk portal, the scatter-plot portal, and the FTA portal.  

5.3   Experimental Results  

Managers’ query: Given the security revolution, what cost of countermeasures should 
be accommodated in response to risks? Managers followed an information gathering 
process in order to resolve their query. It reveals that after going through the informa-
tion gathering process, managers ultimately selected the solution endorsed by special-
ists as their desired solution. Also, they selected a leak rate of at most 20%, and a cost 
of at most 80 million yen for countermeasures as constraint conditions.  

An example information search shows that by using the scatter-plot portal, partici-
pants were able to investigate what kind of structure the whole solution space takes 
when defined according to two constraint-condition axes, where the optimal and de-
sired solutions exist in solution space, and what kind of solutions exist in the sur-
rounding area of solution space. 

Example overlay of information portals shows that by using a superposition of 
multiple information portals, participants were able to grasp an understanding of what 
other sets of countermeasures exist, what kind of detailed information is available re-
garding other sets of countermeasures, and where in solution space the sets of coun-
termeasures incorporating the desired countermeasures exist. 
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6   Discussion of Experimental Results 

Among the various results of the information gathering process, managers mainly 
centered their information gathering activities on the scatter-plot portal. They devel-
oped an understanding of the risk structure through gathering a quantitative perspec-
tive on the solution space by searching it using the scatter-plot portal. In addition, by 
way of auxiliary information gathering, they used the FTA portal to search for infor-
mation from a qualitative perspective regarding the causes of risks and positional rela-
tionships among the countermeasures. They also used the countermeasures portal and 
assumed-risk portal to retrieve information about the risks and countermeasures, mak-
ing transitions among each of the portals to solve problems 1, 2 and 3.  

It was possible to conduct smooth transitions during information gathering accord-
ing to the process described above using basic principles 1, 2 and 3. Managers were 
able to resolve their initial queries, and establish their desired solution and compro-
mise constraint conditions. 

7   Conclusion 

In this paper we proposed a support process for smooth information gathering aimed 
at allowing participants with sparse specialist knowledge to grasp the risk structure, 
the tradeoffs among multiple risks, and the solution space itself in the context of the 
multiplex risk communicator. 

A characteristic of the proposed method is the pattern-based categorization of par-
ticipants’ information gathering process. In addition, the smooth transitions among 
each of the information gathering steps were planned in order to make the gathering 
of information that participants regard as essential, smoother and more efficient.  

The utility of the proposed method was validated empirically by conducting ex-
periments using the issue of personal information leaks as the object of an example 
risk communication.  
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