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Abstract. The expansion of the internet has brought with it a huge increase in 
the number of instances of personal information sent by businesses and 
governments from one jurisdiction to another. Concern arising out of Europe, in 
particular, over the adequacy of data protection measures in many jurisdictions 
around the world has resulted in increasing international pressure being applied 
to those countries not meeting adequacy requirements. This paper examines the 
nature and effect of this pressure particularly on Australian business and 
government. 
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1   Introduction 

This paper examines how Australian government and business is reacting to the data 
protection standards being set by the European Union (EU). It explains what 
legislative and other regulatory and contractual approaches are being taken in order to 
comply with the EU standards, examines the attitudes of business to the regulatory 
changes and the extent to which they are complying with the EU data protection 
standards.  

The international data protection regulatory background is described, including the 
central role that Europe has had in setting the standard for trans-border data 
protection. The paper then discusses data protection regulation in Australia and how 
Australian government and businesses are reacting to the EU Data Directive in 
relation to personal data sent outside its national borders. Given growing international 
privacy concerns over its huge outsourcing industry, the response of India, which has 
little data protection regulation, to international pressure, is also briefly discussed. 
Whilst the aim of the paper is to explicate the legal developments in relation to 
transborder data protection, an examination of the social and cultural forces behind 
these developments is beyond the scope of this paper. 
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2   International Data Protection Initiatives 

Strong European data protection regulation is setting the international standard in 
transborder data protection. Indeed Europe has been the leader in protecting 
individual privacy throughout the digital age. This protection began in Europe in 1949 
with the formation of the Council of Europe by ten European countries to strengthen 
democracy, human rights and the rule of law throughout the member states. In 1968, 
the Council of Europe concluded that national and international law was not 
adequately protecting privacy [17]. 

By 1974, the Council had adopted non-binding recommendations following the 
basic format of ‘fair information principles’: Information should be accurate, timely 
and relevant; confidentiality and security should be protected; individuals should have 
rights of access, notice, consent, and correction. The Convention for the Protection of 
Individuals with Regard to Automatic Processing of Personal Data (The Convention), 
adopted in 1980 was binding on the countries that signed it and required that national 
laws be consistent with it. The Convention set out basic data protection principles and 
provided a template for countries without data protection legislation. These principles 
required that automatic processed personal data be [24]:  

1. obtained and processed fairly and lawfully; 
2. stored for specific and legitimate purposes; 
3. not used in a way that is incompatible with these purposes; 
4. adequate, relevant and not excessive in relation to the purposes for which they are 

stored; 
5. accurate, and where necessary, kept up to date; 
6. preserved in a form that permits identification of data subjects for no longer than is 

required for the purpose for which the data are stored; 
7. protected by appropriate security measures, and 
8. accessible to individuals to enable checking the veracity of the information and 

enabling correction if necessary. 

These principles have been one of the bases for subsequent privacy regulation in 
Europe, and between the EU and other jurisdictions. The other important influence 
has been the Organization of Economic Co-operation and Development (OECD) 
which adopted Guidelines Governing the Protection of Personal Privacy and Trans-
border Flows of Personal Data adopted in 1980 [3]. This was the first trans-Atlantic 
agreement in relation to privacy protection. The guidelines were intended to 
harmonize national privacy legislation and to provide a framework to facilitate the 
international flow of data. They adopted data protection principles similar to those 
established by the European Convention, and based on the fair information principles 
developed in the US in 1972 by an advisory committee to the Secretary of Health, 
Education and Welfare. Although the OECD Guidelines are recognised by all 
member countries, they are not legally binding and are therefore implemented 
differently in different countries.  

In 1995, the EU adopted the Directive on the Protection of Individuals with Regard 
to the Processing of Personal Data and the Free Movement of Such Data. (The 
Directive) [9] The Directive was not only intended to increase protection of privacy in 
the EU but also to promote free trade and ensure a single integrated market. It was 
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based on the Council of Europe Convention. Under the Directive, data controllers are 
required to inform the data subject of the purpose of the processing and the recipients 
of the data. The data can be processed and used only for the purposes specified [10]. 
‘Sensitive’ personal data cannot be collected and individuals must be informed before 
personal data is disclosed to third parties for direct marketing and must be offered the 
right to object to such uses. Individuals may challenge any decision significantly 
affecting them that is based on an automatic processing of data, including decisions 
involving credit worthiness or employment [11]. Individuals have the right to access 
and correct their personal data, to receive conformation of the purposes of processing 
the data, and to obtain the identities of third party recipients [12]. Member states are 
required to provide a judicial remedy for infringements of rights and an independent 
public authority must be designated to monitor the application of the Privacy 
Directive within each member state [13]. The Directive has been incorporated since 
1998 into the laws of every EU member state.   

Article 25 of the Directive requires EU member states to only allow transfers of 
personal data to third countries that have an adequate level of data protection, 
determined with reference to the nature of the data, the purpose of the data 
processing, the country of origin, the destination country, the law and professional 
rules and security measures in force in the third country. Articles 25 (4) and (6) 
enable the EU to determine whether a third country provides an adequate level of 
protection. The EU has declared that Canada, Argentina and the US Safe Harbor 
agreement provide adequate data protection [14]. 

Article 26 of the Directive allows transfers to third countries with inadequate 
levels of data protection on the condition that: 

• the data subject consents to the transfer; 
• the transfer is necessary for the performance of a contract with the data subject or 

for the data subject’s benefit; 
• the transfer is necessary or legally required on important public interest grounds or 

in exercise or defence of legal claims; 
• the transfer is necessary to protect the vital interests of the data subject, or 
• the transfer is made from a register which by law is intended to provide 

information to the public. 

The member state’s privacy authority may authorise transfers which do not comply 
with the above definition of adequacy, but which, in the authority’s opinion, have 
adequate privacy safeguards. This discretion given to member state privacy 
authorities is aimed at allowing transfers made under appropriate contractual clauses. 
The European Commission may also approve standard contractual clauses for use 
when contracting with recipients that ensure adequate levels of data protection [15].  

International privacy instruments such as the OECD Guidelines and the EU Data 
Directive provide frameworks through which consistent privacy standards can be 
implemented across national borders. In addition, recently additional international 
instruments have been drafted that have potential impact on improving and 
harmonizing data protection standards throughout the Asia Pacific region. Two 
examples are the APEC Privacy Framework and the Asia Pacific Privacy Charter. 

The APEC Privacy Framework is the most significant international privacy 
instrument since the EU Directive. It attempts to promote privacy policy compatibility 
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in a region that includes the US, Australia, China and Russia. It provides a relatively 
low set of privacy standards, at best equivalent to the OECD standards. One 
commentator believes it to be the weakest international privacy standard yet 
developed [18]. However, if it becomes a minimum standard to which Asia Pacific 
countries which are only starting to develop privacy laws can aspire to, it may be 
valuable. 

The Asia Pacific Privacy Charter Council, a regional non governmental 
organisation formed by more than 30 privacy experts from APEC countries, has 
worked on providing higher independent privacy standards than the Privacy 
Framework provides for the Asia Pacific region. The Asia Pacific Privacy Charter is 
intended to be a ‘high watermark’ draft reflecting all the significant privacy principles 
from relevant international instruments [19].  

In addition to international privacy standards, there are bilateral agreements on 
privacy. For instance, Australia and New Zealand have recently signed a new 
agreement creating formal guidelines for co-operation between privacy offices and for 
the sharing of resources. The agreement, based on the APEC Privacy Framework and 
OECD Guidelines, will govern the sharing of information in areas such as: 

−  surveys 
−  research projects; 
−  promotional campaigns; 
−  complaints information; 
−  education and training programs and initiatives; and 
−  investigative techniques relating to privacy violations and regulatory      strategies. 

It is believed that the agreement will be used to set an example for other APEC and 
OECD nations to implement similar cross-border initiatives [26]. 

3   Australia 

3.1   Data Transfers Out of Australia 

In Australia, the federal public sector is covered by the Information Privacy Principles 
(IPPs) contained in the Privacy Act 1988 (Cth). Private sector organisations with an 
annual turnover of more than three million dollars must comply with the legal 
obligations in relation to handling personal data set out in the National Privacy 
Principles (NPPs) in the Privacy Act. The IPPs and NPPs are substantially the same 
but there are differences, one of which is that the IPPs do not apply to the transfer of 
personal data out of Australia. Section B of the Privacy Act, on the other hand, does 
apply to acts done, or practices engaged in outside Australia by a private sector 
organisation. Its purpose is to prevent organisations avoiding their obligations under 
the Act by transferring the handling of personal information to countries with lower 
data protection standards [5]. NPP 9 dictates the circumstances in which an 
organisation can transfer personal data to a foreign country. NPP 9 is largely 
modelled on Articles 25 and 26 of the EU Directive which aims to ensure continued 
protection of personal data sent across national borders [27]. 
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According to NPP 9, Australian private sector organisations, excluding small 
businesses, may only transfer personal data to a foreign country if [34]: 

1. the organisation reasonably believes that the law in the country of the recipient of 
the information upholds principles of fair handling of the information that are 
substantially similar to the National Privacy Principles, or 

2. the data subject consents to the transfer, or 
3. the transfer is necessary for the performance or conclusion of a contract between 

the individual and the organisation, or for the implementation of pre contractual 
measures taken at the individual’s request, or 

4. the transfer is for the benefit of the individual, it is impractical to obtain the 
consent of the individual to that transfer, and it is likely that the consent would be 
forthcoming if it had been possible to obtain it, or 

5. the organisation has taken reasonable steps to ensure that the information will be 
held, used or disclosed by the recipient of the information in accordance with the 
National Privacy Principles. 

In relation to NPP 9(1), it is not easy for organisations to find out whether or not a 
country has privacy rules that are consistent with the Privacy Act. The Office of the 
Federal Privacy Commissioner does not maintain a list of countries with acceptable 
legislation and refers visitors to its website, to the EU website, to the websites of 
individual data protection regulators around the world, or suggests seeking legal 
advice [25]. Many businesses, have pointed out that they do not have the resources or 
expertise to determine whether data transferred out of Australia to other countries will 
be adequately protected, particularly where data is sent on to many jurisdictions [38]. 
The Privacy Commissioner has suggested that establishing which countries have 
privacy protections consistent with the Privacy Act is too complex a task even for it to 
carry out [29]. 

In relation to NPP 9(2), one way of obtaining the consent of the data subject is to 
use standard contractual clauses. The European Commission has suggested standard 
contractual clauses when transferring data to an entity outside the EU. The importer is 
required to comply with the nine standard privacy principles and the decisions of the 
European Commission concerning the standard of protection in the relevant third 
country [7]. The privacy principles form part of the terms. Standard contractual data 
protection clauses are rare in Australia, however, the Victorian Privacy Commissioner 
has recently taken the lead in providing model guidelines [39] similar to those that are 
available in the EU [16]. The Federal Office of the Privacy Commissioner, although 
not providing a standard clause contract, has indicated that it will release an 
information sheet outlining the issues that should be addressed as part of a contractual 
agreement concerning transborder data transfers, although it has not yet done so [28]. 

Australian organisations are generally fulfilling their NPP 9 obligations of ensuring 
that personal data is protected through contractual arrangements when it is sent to 
jurisdictions without privacy regimes through contractual arrangements [37] but, as 
noted above, there are concerns amongst business about the practical difficulties and 
costs associated with monitoring the compliance of their trading partners [30]. For 
instance, currently the Australian Federal Privacy Commissioner is investigating 
claims of certain financial institutions, including Australia’s four largest banks, 
passing on financial information of their customers to the US without protecting that 
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information as required under the Privacy Act. Eleven banks and 88 financial 
institutions in Australia use SWIFT (Society for Worldwide Financial 
Telecommunication), which has been in breach of EU data protection law [23]. These 
financial institutions may have been in breach of the Privacy Act in allowing personal 
data to be handed to US officials to track terrorist paper trails. This example illustrates 
that ensuring trading partners’ compliance with Australian privacy law is not only a 
potentially difficult and costly task, it may be an impossible one in countries such as 
the US where privacy laws are weaker than in Australia and subordinate to national 
security interests. 

3.2   Data Transfers into Australia 

Article 25 of the EU Directive states: 

Member States shall provide that the transfer to a third country of 
personal data which are undergoing processing or are intended for 
processing may take place only if…the third country in question 
ensures an adequate level of protection. 

Australia’s Privacy Act has been assessed in its application to the private sector as 
providing inadequate protection of personal data transferred from EU countries to 
Australia [6]. A European Commission working party concluded that the Privacy Act 
provided inadequate data protection for various reasons, including the fact that small 
businesses were exempt from the Act and its associated NPPs. 

Two solutions were proposed by the Working Party to address the inadequacy of 
Australia’s data protection laws. The first was the use of industry self regulation, and 
the second was the use of contractual provisions. The objective of these provisions is 
to ensure that they result in the Australian data recipient having a legal obligation to 
apply the data protection principles of the EU Directive to the receipt, use, disclosure 
and storage of the transferred data [31]. The applicable law for the contract would be 
that of the EU member country from which the data was transferred to Australia. 

The European Commission has adopted a number of standard contractual clauses 
that impose certain obligations on the data recipient [8]. The Council of Europe, the 
International Chamber of Commerce, and the Hong Kong Privacy Commissioner 
have also provided model contracts covering transfers of data to countries with 
inadequate data protection legislation [22]. Of course, non standard agreements are 
also possible, but they require approval from the relevant data subject’s governing 
authority [20]. 

These self regulatory and contractual solutions to the inadequacy of Australia’s 
data protection laws as determined by the EU appear to work, and business and trade 
with European organisations has not been impaired to any great extent [36]. Despite 
this, some industry groups including the Australian Banking Association are calling 
on the Privacy Commissioner to push for EU adequacy and the Privacy 
Commissioner has recognised that there may be long term benefits in achieving EU 
adequacy as well as implementing the APEC Privacy Framework [32].  
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4   International Pressure for Data Protection Regulation 

India is currently the largest host of outsourced data processing in the world. Some 
estimates claim that India hosts 44 percent of the global market of outsourced 
software and ‘back office’ services [4]. Like many countries, India has been slow to 
enact comprehensive data protection legislation but it is facing increasing pressure 
internationally to do so. It had initially been proposed that legislation modelled on the 
EU Directive would be implemented; however, the Indian Government’s position was 
revised in favour of a model more like the US Safe Harbor Agreement [1]. The Indian 
Government announced that data protection measures would be on the agenda for 
2005, however, no legislation was drafted [2]. In October 2006, the Indian 
Government proposed amendments to the Information Technology Act (2000). Under 
the new amendments, fines may be imposed on businesses and individuals for failing 
to prevent data theft and leaking of personal information. They also aim to prevent 
phishing and identity theft.  The amendments are expected to be passed in early 2007. 

There has recently been a number of ‘sting operations’ exposing data theft in the 
Indian outsourcing industry. For example, the Information Commissioner in the 
United Kingdom is currently investigating claims of data leaks from outsourced call 
centres in India. A UK TV station ran footage of Indian call centre employees 
disclosing the financial data of 200 thousand UK citizens. Other Indian outsourcing 
frauds include Citibank accounts being stolen and a call centre employee in Bangalore 
selling credit card information to fraudsters who stole US$398 000 from British bank 
accounts [33]. 

Despite these examples of outsourcing fraud in India, one commentator has 
suggested that India has the lowest rates of data theft in the world and that there are 
more data security breaches in the UK and US than in India [35]. Another claims that 
many outsourcing businesses believe that data is safer in Indian hands than in the 
originating jurisdiction [21]. Whatever the real rates of data theft in India, confidence 
in Indian personal data security has been undermined due to the negative publicity 
mentioned above. As a result, the new legislation may be an attempt to improve the 
perception of data protection in India as much as it is an attempt to protect against 
privacy breaches.  

5   Conclusion 

International legal instruments such as the OECD Guidelines, the EU Data Directive 
and the APEC Privacy Framework have had an impact on national data protection 
regulation in countries such as the US and Australia, leading to some international 
consistency. The Privacy Act and associated NPPs in Australia, along with the Safe 
Harbor agreement and state privacy guidelines in the US are examples of this. 
International data protection initiatives have had less impact on India. But neither 
Australian nor US data protection laws are adequate when judged by the high EU 
standards so that, like India, standard and non standard form contracts must be agreed 
to when data is being sent between these jurisdictions and the EU.  

In the US, many businesses believe contractual provisions required by the EU to be 
an unnecessary burden and there has been a relatively slow response to the Safe 
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Harbour initiative. In Australia, many businesses are beginning to accept that they 
have an interest in adopting a strong European style legislative approach to data 
protection with some industry groups pushing for stricter data protection laws that 
comply with the EU Directive and the APEC Framework. It appears that the Indian 
Government too realises the economic importance of taking steps to tighten data 
protection laws, although the response to date is unlikely to satisfy critics pushing for 
comprehensive data protection legislation. 
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