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Abstract. Information filtering can be used to reduce cognitive load.  However 
the expertise level of the user will greatly affect the effectiveness of information 
filtering.  Any attempt to use neurophysiological measures of cognitive load for 
information filtering should take these effects into account in the design of the 
information filtering system. Combining information filtering, neurophysiological 
measurements of cognitive load and user modeling of expertise can improve 
performance. An integrated architecture for combining these techniques is 
described along with its application to routing information within a crisis 
management team. 
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1   Introduction 

Many computer applications have an excess of information that could be presented to 
their users.  Trying to make sense of too much information presented at once can lead 
to cognitive overload for users.  One technique for ameliorating such cognitive 
overload is filtering the information that it presents to its users.  Such information 
filtering can be based on the requirements of the specific user task and/or based on 
user preferences, either explicitly provided by the user or implicitly inferred by the 
application and possibly stored in the application’s user model.  For example, 
applications can filter Usenet news [9] and websites [11] based on inferred user 
interests. 

Even if applications filter information, there is still a question of how much 
filtering to do. Too little information filtering can lead to missing important 
information that is hidden by too much information and reduce user efficiency due to 
cognitive overload.  Too much filtering can lead to loss of important information that 
isn’t presented and can even reduce user performance due to inattention or boredom.  
Different users vary in information processing capabilities and the same user can vary 
in capability from moment to moment due to inebriation, tiredness, and/or 
distractions.  Ideally, the application should adapt its degree of filtering to the user’s 
actual cognitive load as roughly estimated with neurophysiological sensors [6, 7]. 

However, even a strong feedback loop that varies the degree of information 
filtering to maintain a reasonable cognitive load must take into account the expertise 
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of the user in processing information.  For example, if the application wants to 
increase the cognitive load to prevent boredom, how much more information to 
present depends on the user’s ability to process that information.  That is, the 
expertise of the user in the information domain and the application should determine 
how much information to present.  Expertise level can be inferred from user 
interactions with the application, represented as expertise stereotypes and used to 
adapt the application to the user’s level of expertise such as in the domain of giving 
advice about how to use UNIX [2, 3]. 

Combining the three techniques of information filtering, neurophysiological 
estimation of cognitive load and user modeling of expertise can improve the 
performance of applications beyond the capability of any individual or pair of 
techniques. 

2   Information Filtering 

Information filtering can be viewed as the inverse of information retrieval [1], so 
many information retrieval techniques can be used to rate information relevance for 
filtering purposes. Techniques for personalized filtering include collaborative filtering 
[9], Bayesian classifiers [11], and others.  However, in many applications the user is 
engaged in performing a specific task, so knowledge about the requirements of the 
task can be used to select information relevant for the current task.  For example, 
Julier et al. filtered information presented in an augmented reality (AR) display based 
on factors such as task relevance and user location [8]. Julier et al.’s AR system used 
a detailed analysis of task structure for information filtering. Grootjen et al. have 
looked at task effort and their effects on operators [4]. However a much simpler 
analysis of user roles and the information requirements of common tasks performed 
by those roles would suffice for simple information filtering. 

Also useful for information filtering is knowledge about the role of the user within 
a team. Information that might not be very relevant for a user’s current task(s) may 
still be useful background information for that user’s role. For example, a lieutenant 
who is in the midst of planning a perimeter defense would not need to know for the 
perimeter defense task that fuel reserves are running low, but would still benefit form 
the knowledge in future tasks. Likewise, a professor specializing in AI would not 
need to know about a breakthrough in chip design, but would still benefit from the 
knowledge in his/her role as a teacher of computer science. 

A common problem in organizations is information routing: getting the right 
information to the right people in a timely fashion.  Information routing can be 
viewed as the flip side of information filtering where information that is not routed to 
a user is in effect filtered out.  For example, we (members of my lab and I) observed 
both the 2004 State of Delaware Division of Public Health “Operation Diamond 
Shield” and the 2004 State of Hawaii Department of Health “Bioterrorism 
Preparedness Exercise.”  Both exercises simulated a bioterrorism attack requiring 
activation of the Strategic National Stockpile (SNS).  In both cases, the State health 
departments simulated loss of offices and their disaster response teams gathered in 
one location with portable office equipment to handle the simulated emergency.  
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Personnel were divided up into small teams to handle specific aspects of the disaster.  
We observed that a key problem in both exercises was information routing.  During 
the exercises, people would often take down information and act upon it.  However 
they would often forget to inform others, especially those in other teams, because they 
became caught up in handling their own responsibilities. 

A computerized information routing system could easily be created to handle the 
needs of either health department.  Such a system would require only a simple 
analysis of the roles and tasks of each member of the health teams combined with 
simple high-level ontology of information types.  As information flowed into the 
disaster response team mostly by phone and sometimes by fax, email or web access, 
the receiving team member would typically jot down the information on a pad along 
with meta-data such as the source, date and time.  Because each team member needed 
to immediately handle their own vital tasks, other people that might benefit from the 
received information would sometimes not be informed or informed late.   By 
switching to an electronic pad such as a tablet PC and adding a checkbox for 
information type based on the ontology, an information routing system could easily 
forward the incoming information to the right people based on the information needs 
for their roles and tasks and/or based on their interests. 

3   Neurophysiological Measurement of Cognitive Load 

When too much information is presented at once to users, they experience information 
overload.  On the other hand, too little information can lead to lower performance due 
to boredom or inattention.  Ideally an application should adapt the information flow to 
maintain the user’s cognitive load within some optimal range.  The only way to do 
this is for the application to measure the user’s actual cognitive load.  Without 
measurements, it is very difficult to predict the cognitive load of information 
processing for a user.  Not only do different users have different information 
processing capacities that vary with the type and difficulty of information, but also the 
same user can vary in capacity when tired, in pain, under the influence of 
psychoactive substances, or simply distracted by the environment or even his/her own 
thoughts. 

One of the key research areas of Augmented Cognition [12] is the measurement of 
cognitive load.  Although there is no single measurement technique that will work for 
all users across all tasks, certain techniques will work well for specific tasks.  For 
example, the Warship Commander task in the DARPA Augmented Cognition 
Technical Integration Experiment [14] simulates a typical Navy air warfare task.  Our 
Perceptual/Motor Load and Cognitive Difficulty measures were computed from eight 
pressure sensors on our Pressure Mouse [6, 7].  These measures correlated with two 
measures of task difficulty (number of airplane tracks and difficulty of plan tracks) at 
better than 95% consistently across experiment participants. 

With the right neurophysiological measure for an appropriate task, an application 
can potentially adapt the information flow to a user.  In the example application of 
routing information to disaster management team members, the application could vary 
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the degree of information filtering to maintain the cognitive load of the user within a 
desired range (neither too much information at once, nor too little).  As new 
information comes in, the application can consider the relevance of the information to 
the user’s current task and role, the user’s current cognitive load and the priority of 
the information (which can be determined by another check box when the information 
is first entered). Based on these factors, the application can decide whether the new 
information should be presented to the user immediately (thereby potentially 
increasing the user’s cognitive load), delayed until the user is less loaded, or discarded 
as irrelevant to this user. 

Another consideration is the interests of the user.  Information that is not relevant 
to a particular user’s tasks or role may still be of general interest to the user.  Such 
lower priority information can be delayed until the user’s measured cognitive load is 
low enough to warrant presentation of the interesting but irrelevant information. 

4   User Model of Expertise 

An important consideration for how much new information to present is an 
assessment of the difficulty of processing the new material for the specific user. That 
is, how much will the new information increase the cognitive load for this user?  A 
new piece of information in the user’s domain of expertise may only increase 
cognitive load slightly for the user. However another user without the domain 
expertise may find it very difficult to process the same information.  Therefore a 
model of expertise that helps predict the difficulty of information processing is 
needed to properly decide how much information filtering should be done. 

Our previous work in modeling expertise in UC (the UNIX Consultant system) 
used stereotypes for levels of expertise (novice to expert) in the UNIX domain [2, 3].  
UC also had stereotype levels of difficulty for UNIX information (simple to 
complex). UC was able to infer the user’s stereotype level from the user’s interaction 
with the system.  For example, if the user asked a question about something very 
simple like how to delete a file, then UC was able to rule out higher levels of 
expertise like intermediate or expert since it is almost a contradiction in terms to say 
that an expert or even an intermediate in the UNIX domain would not know how to 
delete a file in UNIX. Likewise, if a user demonstrates knowledge about something 
complex like file inodes (in UNIX, each file has a unique integer identifier called an 
inode), then UC could rule out lower levels of expertise like novice and beginner 
because such lower level users would not normally know such difficult UNIX 
concepts. 

In the example application of routing information to disaster management team 
members, a user model of expertise similar to the stereotypes in UC could be created 
for each expertise area in disaster management. For example, one could have 
expertise stereotype levels for infectious diseases, hospital management, and crisis 
communication public relations.  

Somewhat more problematic is determining the difficulty levels for incoming 
information. The problem is that the information taker may not be very 
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knowledgeable in the domain, in which case the application cannot expect a non-
expert to reliably judge the difficulty level of the incoming information. Fortunately, 
our observations of the actual information flow during both the Delaware and Hawaii 
SNS exercises showed that most of the time it was experts in the area that took down 
the information.  This was partly due to the fact that about half of the time, it was the 
experts that were making phone calls or sending email or searching the web for 
information that they needed for their current task.  The other half of the time, 
outsiders would call in or email information (called “injections” in the exercises) and 
if the wrong person answered the phone, the right person would usually be called over 
to handle it. So if this pattern is continued for an automated system, the great majority 
of the time the information entry will be by an expert in the domain who can easily 
judge the difficulty of processing the information. 

In cases where the information taker is not an expert in the domain of the incoming 
information, the application could find a less cognitively loaded expert to quickly 
evaluate the difficulty of the information. Most likely, the evaluating expert would 
also find the information useful for his/her own purposes. 

Another undetermined problem that will require investigation is whether expert 
judgments of difficulty really correlate well with the actual increase in cognitive load 
when an individual processes the information. Other potential problems include the 
degree of individual differences in processing efficiency.  If such differences tend to 
stay fairly constant for any single individual, then it may be possible to correct for 
individual differences in processing efficiency by learning the correction factor for 
each individual. 

5   An Integrated Architecture 

To perform information filtering based on user expertise, cognitive load, roles and 
tasks, we propose a new integrated architecture.  As shown in Fig. 1, key elements of 
the architecture include the Information Filterer, the Neurophysiological Sensor 
System, the User Model, the information ontology and a human Information Taker.  
The incoming information is processed first by the Information Taker who frequently 
will also be the one to enter the information into the application using a tablet PC or 
similar device. The Information Taker is asked to select the topic area of the incoming 
information from a high-level domain-specific ontology and rate the priority of the 
incoming information.  If the Information Taker is an intermediate or expert in the 
information type, then he/she is also asked to rate the difficulty level of the incoming 
information.  If the Information Taker does not have the expertise to rate the difficulty 
of the incoming information (based on the User Model’s assessment of the 
Information Taker’s expertise in the topic area of the incoming information), then 
another user with the right expertise is shown the incoming information and asked to 
rate its difficulty level. Which expert user to select and when to ask that user will 
depend on the measured cognitive loads of the available experts and the priority of the 
incoming information relative to the priority of their current tasks. 
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Fig. 1. An integrated architecture for information filtering based on neurophysiological sensors 
and a user model with expertise, role and task models 

The Information Filterer decides which other users should be shown the incoming 
information based on the Information Taker’s (or other expert’s) assessment of the 
information’s topic area, priority, and difficulty level. Note that the Information 
Filterer does not need to analyze the actual incoming information in any way and 
indeed the incoming information can remain in picture format exactly as scribbled on 
the tablet PC by the Information Taker. All required analysis is done by humans.  If 
the incoming information is relevant to a user’s tasks or role(s) or if it is of general 
interest to the user, then the incoming information becomes a candidate for display to 
the user. Otherwise, the information is filtered out for this particular user. 

Determining when to actually show the candidate information to a user depends on 
the priority of the information (P), the user’s current cognitive load (CL), the 
difficulty level of the information (D), the expertise level of the user in the topic area 
of the information (E), the user’s current task and the relevance of the information to 
the user’s current task (RT), the user’s role(s) and the relevance of the information to 
the user’s role (RR), and the user’s interest in the topic area (I).  First, the incremental 
cognitive load (ICL) of presenting the information is computed from D, E and CL.  
CL is required because ICL may not be linear with cognitive load. As a first 
approximation, ICL ∝ D / E. However more research is needed to determine the exact 
nature of the relationship between ICL, D, E and CL. 

Second, the relevance of the information to the user’s current task, RT, is looked 
up in a table of task and information needs for the task.  Relevance of the information 
to the user’s role(s), RR, is likewise looked up in a table of roles and their information 
needs. The user’s role is fixed at account setup and will change only as the user takes 
on new responsibilities or changes jobs. The user’s current task is more problematic 
to determine. Automated plan recognition techniques such as used in the Microsoft 
Office Assistant [5] could infer the user’s current task or the application could simply 
ask the user to select a task from a task hierarchy (users might be willing to do this if 
the information filtering works well enough to make it worth their while).  
Alternatively automated plan recognition could be combined with asking the user 
whenever the probability of the current task drops below a threshold. 
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Third, the relevance of the information to the user’s role(s), RR, is looked up in a 
table of roles and information needs for those roles. Alternatively, the application 
could look up the role(s) in a table of roles and typical tasks for those roles, then 
determine the relevance of information to a role by checking whether the information 
is relevant for any of the tasks performed by that role. Fourth, the user’s level of 
interest in the information, I, is computed using recommender techniques. 

After computing ICL, RT, RR and I, the Information Filterer is ready to decide 
whether to display the information and when to display it. Table 1 summarizes the 
decisions. If RT is false, RR is false and I is low, then the information is filtered out 
and will never be displayed to this user unless the user selects it while browsing for 
information. This represents the case where the information is not needed for the 
user’s current task nor for the user’s role(s) nor is the user interested in the topic area 
of the information. 

If RT is true and/or RR is true and CL + ICL <= the desired maximum cognitive 
load (MaxCL), then the candidate information is displayed to the user immediately.  
This represents the case where the information is needed by the user to do his/her 
current task and the user has the cognitive capacity to handle the information 
immediately.   

If RT is true and CL + ICL > MaxCL, then the information is displayed only if P is 
greater than the average priority of all currently displayed information. This 
represents the case where the user needs the information to do his/her current task and 
the new information is more important than the information the user is already 
considering. Otherwise the information is delayed until CL drops enough to allow 
display, which will likely be after the user has finished processing the already 
displayed information. Note that if ICL > MaxCL, then the information may never be 
displayed to this user (even if CL drops to 0). In such cases if the information is 
relevant to the user’s task, then a warning should be generated to let the supervisor 
know that this user does not have the expertise to handle some information required 
for his/her assigned task and perhaps a task reassignment is in order. 

Table 1. Decision table for displaying information by the Information Filterer. RT = Relevance 
to Task, RR = Relevance to Role, I = Interest level of information to the user, CL = current 
Cognitive Load, ICL = Incremental Cognitve Load predicted for the incoming information, P = 
information Priority. 

RT RR I Cognitive load P Display? 
False False Low any any No 
True any any CL + ICL <= MaxCL any Yes 
True any any CL + ICL > MaxCL P > displayed average Yes 
True any any CL + ICL > MaxCL P <= displayed average Delay 
False True any CL + ICL <= MaxCL any Yes 
False True any CL + ICL > MaxCL any Delay 
False False High CL < MinCL &

CL +ICL <= MaxCL 
any Yes 

False False High CL >= MinCL | 
CL + ICL > MaxCL 

any Delay 
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If RT is false but RR is true and CL + ICL > MaxCL, then the information is 
delayed. This represents the case where the information is not needed for the user’s 
current task but may be needed for future tasks, but the user does not have the 
cognitive capacity to process the information immediately. If both RT and RR are 
false, but I is high, then the information is displayed immediately only if CL < the 
desired minimum cognitive load (MinCL) and CL + ICL <= MaxCL. This represents 
the case where the information is not needed for the user’s current or future tasks, but 
the user is interested in the general topic area and the user is currently under 
stimulated and the user would not be over stimulated by the new information.  
Otherwise the information is delayed.  Note that if ICL > MaxCL, then the user does 
not have the expertise to process this information, but there is no cause for alarm 
because this information is irrelevant to this user’s job. 

6   Related Architectures 

Other augmented cognition systems have performed some types of information 
filtering. This review focuses only on their information filtering aspects and not on 
their many other related capabilities. One closed-loop system, the Boeing team’s 
UCAV (Uninhabited Combat Air Vehicle) simulator, used a fog layer to obscure 
unimportant map details and used chunking to group related information about 
UCAVs and their recommended targets [13]. Higher levels of filtering reduced the 
number of visible UCAV chunks. The Boeing augmented UCAV system’s 
information filtering can be modeled in the integrated architecture by assigning 
priorities to UCAVs by proximity to target. 

The Lockheed Martin Advanced Technology Laboratories’ simulated Tactical 
Tomahawk Weapons Control System (TTWCS) varied the pace of information 
presentation based on measured cognitive load using an architecture called PACE [10, 
15]. The PACE architecture’s information filtering components includes cognitive 
load and priority adaptation, but assumes all information is relevant and does not take 
into account the user’s expertise in computing the potential increase in cognitive load 
caused by the new information. 

7   Conclusions 

Although there are many research questions that still need to be answered before a 
system will be able to adapt information filtering to a user’s role, tasks, expertise and 
cognitive load, this integrated architecture represents an ideal that we should strive to 
attain. Such a system could potentially improve performance by ensuring that users 
gets the information that they need for their tasks and for their roles at a pace that they 
can handle. Such a system would likely improve user satisfaction because users would 
face fewer frustrations from missing vital information, would feel overwhelmed less 
often, and would experience fewer bouts of boredom. 
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