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Abstract. In PKC 2006, Chow, Boyd and González Neito introduced
the notion of security mediated certificateless (SMC) cryptography. SMC
cryptography equips certificateless cryptography with instantaneous re-
vocation. They presented a formal security model with two constructions
for SMC encryption. This paper studies SMC signatures. We first present
a security analysis of a previous attempt by Ju et al. in constructing a
SMC signature scheme. We then formalize the notion of SMC signatures
and propose the first concrete provable scheme without bilinear pairing.
Our scheme is existential unforgeable in the random oracle model based
on the intractability of the discrete logarithm problem, has a short pub-
lic key size, and achieves a trust level which is the same as that of a
traditional public key signature.
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1 Introduction

Efficient revocation of public key certificates has always been a critical issue in the
public key infrastructure (PKI). Several methods such as certificate revocation list
(CRL), online certificate status protocol (OCSP) [22] and Novomodo (a scalable
and small-bandwidth certificate validation scheme) [21] had been proposed to solve
the certificate management issue. However, the search for a satisfactory solution
continues. In USENIX 2001, Boneh et al. [5] first introduced a method for obtain-
ing instantaneous revocation in RSA-type cryptosystems (more details are given
in [4]). Rather than revoking the user’s certificate, this new approach revokes the
user’s ability to perform the cryptographic operations such as signing and decryp-
tion. They introduced a new entity, which is an online semi-trusted server called
as a security mediator (SEM). To sign or decrypt a message, a client must first ob-
tain a message-specific token from its SEM. Without this token, the client cannot
accomplish the intended task. To revoke the user’s ability to sign or decrypt, the
SEM is instructed to stop issuing tokens for the future request of that user.
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In 2003, Al-Riyami and Paterson [1] introduced an intermediate model be-
tween the traditional public key cryptography (TPKC) and the identity-based
cryptography (IBC), known as certificateless public key cryptography (CLPKC).
In CLPKC, both the partial private key and user secret key are necessary in
signing or decryption. On the other hand, the identity (ID) and the user pub-
lic key are both required in verification and encryption respectively. Without
using certificates that are essential in IBC, CLPKC achieves implicit certifica-
tion (through the partial private key) while does not suffer from the inherent
key escrow problem in IBC (through the user secret key). Thus, CLPKC still
maintains the advantages enjoyed in TPKC and IBC.

For the key revocation in CLPKC, a pragmatic way to deal with the revocation
problem is to concatenate a validity period to the ID. However, this involves the
need to re-issue the partial private key periodically for each validity period, thus
burdens the trusted key generation center (KGC), and requires users to store
different IDs that are concatenated with different validity dates. Besides, this
method does not fit an environment when immediate revocation is required.

Recently, Chow, Boyd and González Nieto initiated the study of SMC cryp-
tography from a formal point of view in [9]. SMC cryptography solves the in-
stantaneous key revocation problem in CLPKC while maintaining the merits in
CLPKC: implicit certification without key escrow. In short, SMC cryptography
achieves a set of features that no previous paradigms can satisfy simultaneously,
so it provided a new compromise between the various desirable features.

1.1 Related Work

Chow, Boyd and González Neito discussed various facets of SMC cryptography
and formalized the notion of SMC encryption in [9]. We note that Ju et al.
has also discussed the idea of SMC cryptography briefly in [17]. Based on the
Libert and Quisquater revocation mechanism [20] and Al-Riyami and Paterson
various certificateless schemes [1], Ju et al. introduced a signature scheme, an
encryption scheme and a hierarchical variant. Generally, [17] did not provide
the necessary details clearly compared with [9]. More details are given in the
Appendix. Ju et al.’s [17] signature scheme was derived from the Al-Riyami and
Paterson certificateless signature (CLS) scheme [1] (the key construction and
the Verify algorithms are just identical), although the authors did not cite it
clearly. Their scheme only achieves level 2.

There are a number of CLS scheme proposals after [1], which are based on ei-
ther bilinear pairing [8,13,16,18,19,27] or identity-based signatures (IBS) [15,26].
Huang et al.’s scheme [16] is the revised version of Al-Riyami and Paterson’s in-
secure scheme [1], and Cao et al.’s scheme [8] is revised from the insecure scheme
of Gorantla-Saxena [13]. Liu et al.’s scheme [18] is the only one proposed without
random oracles; however, it is also the least efficient.

1.2 Trust Levels

Trust levels referred to the three different levels of trust placed on the trusted
third party as defined by Girault [12], the higher level the more desirable.
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– Level 1: The authority knows (or can easily compute) the private keys and
is capable of impersonating any user without being detected.

– Level 2: The authority does not know the private keys, but it can impersonate
any user by generating false certificates without being detected.

– Level 3: The authority cannot compute the private keys and if it generates
false certificates for users, such generation can be detected.

Table 1 summarizes the comparison of various security mediated signature.

Table 1. Properties of Security Mediated Signatures

Schemes in Implicit Escrow Trust

Different Paradigms Certification Freeness Level

Security mediated (traditional) signature [4,5,20] ✘ ✘ 1
Security mediated identity-based signature [11] ✓ ✘ 1

Security mediated certificateless signature ✓ ✓ 3

While key escrow is inherent in IBC, the same problem is not necessary in-
herent in all security mediated traditional signatures (with trust level 1). The
above table considers the security mediated traditional signatures in [4,5,20], in
which the certification authority is the one who is responsible in generating the
user private key, they could only achieve trust level 1.

1.3 Our Contributions

We initiate the formal study of revocation in certificateless signatures paradigm.
Our contributions are three-fold.

Attack. We show that the previous attempt by Ju et al. in constructing SMC
signature scheme is flawed. More precisely, their scheme does not support revo-
cation at all since the user can get the SEM private key after interacting with
the SEM, i.e. after receiving a partial signature. Consequently, the user can sign
any subsequent messages thereafter without the assistance of the SEM. In short,
the complication involved the SEM is redundant and useless.

Recently, the Al-Riyami and Paterson CLS scheme was shown to be insecure
by a realistic key replacement attack by Huang et al. in [16]. We show that Ju
et al.’s SMC signature scheme is vulnerable to a similar attack as well.

Security Model. We formalize the security model of SMC signature. We
highlight the differences between our model and existing certificateless signature
model. We also discuss the subtleties in the definition of “public key” arose from
the probabilistic key generation, which introduces a public component selected
by the KGC instead of the user.
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Efficient Construction. We then present the first concrete provable secure
SMC signature scheme without bilinear pairing. Our scheme is existential un-
forgeable in the random oracle model based on the intractability of the discrete
logarithm problem and achieves a trust level which is the same as that of a tra-
ditional digital signature scheme. It is worth noting that our proposed scheme
can be transformed into an efficient CLS scheme without pairing.

Organization. Section 2 provides the framework and the security model of
SMC signatures. Section 3 presents both the insider and outsider attacks on
Ju et al.’s SMC signature. Section 4 shows the proposed construction of SMC
signature together with its security and performance analysis.

2 Security Mediated Certificateless Signatures

Here we present the framework and the security model of SMC signature scheme.
We adopt the compact but versatile model of [15] improved from [1,16,26].

2.1 Framework

Definition 1. A security mediated certificateless signature scheme consists of
five tuples of polynomial time algorithms as follows:

1. Setup is a probabilistic algorithm that takes as input a security parameter
in the form of 1k and returns a master key s and a parameter list params.

2. KeyGen is a probabilistic algorithm that takes as input a parameter list params.
It picks a secret value at random. The public key is computed based on the se-
lected value. It returns a pair of matching public and private keys (PID, xID).

3. Register is a probabilistic algorithm that takes as input a parameter list
params, the master key s, an user identity ID and a public key PID. It
returns the SEM private signing key DID.

4. Sign is an interactive probabilistic protocol between the user and the SEM.
Their common inputs include a parameter list params, a message m, and
an user identity ID. The SEM has an additional input of DID to run the
sub-algorithm SEM-Sign; while the user has an additional input of xID to run
the sub-algorithm User-Sign. The protocol finishes with either a signature
σ, or ⊥ when the SEM refuses to give a valid partial signature, for example
in the case where the user’s signing capability has been revoked.

5. Verify is a deterministic algorithm that takes as input a parameter lists
params, a message m, an user identity ID, an user public key PID and a
signature σ. It returns true or false.

More precisely, the scheme flows as follows. First, the KGC will take as input a
security parameter 1k to generate the params and the master key s by running
the Setup algorithm. Then, the user who holds identity ID runs the KeyGen al-
gorithm to generate the public key PID and the secret value xID. The public key
PID is registered with the KGC via authentication and the Register algorithm,
during which the KGC will use the master key s to generate the SEM private
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signing key DID. This key needs to be transmitted to the SEM authentically
and confidentially through a secure channel. The secrets held by the SEM and
the user are different. During the running of the Sign protocol, the SEM and the
user uses their corresponding secret to sign the message cooperatively. Finally, a
recipient needs both the public key and ID to verify the validity of the signature
by using the Verify algorithm.

We keep the following new features of the model introduced in [15]:

1. The SEM private key generation by the KGC is probabilistic.
2. The SEM private key generated and the user private key can be “mixed”

together in some randomized way each time during signature generation.
3. A single probabilistic algorithm is used for creating the public/private key

pair.

The first point worths more discussion. In most of the existing concrete CLS
schemes (i.e. excluding generic constructions using other signature schemes like
IBS as a building block), deterministic algorithm is used such that there is only
one partial private key (the SEM private key in our context) corresponding to
each identity. If a probabilistic algorithm is used, the randomness introduced may
give rise to a new “public component” that should be included in the signature.
This gives ambiguity in what is meant by “user public key”. No discussion has
been made on this subtle point so far. We defer our discussion on this issue to
Section 4.4, with the hope that the abstract concept can be better understood
based on a concrete scheme.

2.2 Security Model

We consider the security against existential forgery on adaptive chosen message
and identity attacks. The security model of SMC signature is a mixture of the
models in [9,15]. There are two types of adversary with different capabilities.
The Type I adversary AI acts as a dishonest user. The Type II adversary AII
acts as a malicious KGC (we do not consider a rogue SEM explicitly since it is
strictly weaker than the Type II adversary).

A SMC signature scheme is secure against the existential forgery on adap-
tive chosen message and identity attacks (EUF-CMIA) against adversary A =
〈AI , AII〉 if no polynomial time algorithm A has a non-negligible advantage
against a challenger C in the following game:

1. Setup: C takes as input 1k, runs the Setup algorithm, and gives A the
resulting params. The master key is given to A if it is a Type II adversary.

2. Attack: A issues a sequence of requests, each request being either a query
of Create, Replace, SEM-Extract, User-Extract, SEM-Sign, User-Sign or
Complete-Sign for a particular entity.
Create queries create users by either registering the user public key when
playing against AI , or executing the Key-Gen algorithm for AII . Replace
queries let AI to change user public key at its wish. Two Extract queries
return the SEM and user private key respectively. Sign queries are to be
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explained shortly. These queries may be asked adaptively, subjected to the
rules on adversary behaviors to be defined below.

3. Forgery: A outputs a signature σ on message m signed by user ID with pub-
lic key PID. The only restriction is that (m, ID) does not appear in the set
of previous Sign queries. A wins the game if Verify(params, σ, m, ID, PID)
is true. The advantage of A is defined as the probability that it wins.

Differences from the Existing Certificateless Signature Models: We
highlight the differences from the existing models on the following types of query.

1. SEM-Sign: On input a message m and an identity ID, the adversary is re-
turned with the partial signing result by using DID.

2. User-Sign: On input a message m and a public key PID, the adversary is
returned with the partial signing result by using xID, even if the public key
PID is previously replaced by the (Type I) adversary.

3. Complete-Sign: On input a message m and a public key PID, the adversary
is returned with the complete signing result by using xID and DID, even if
the user public key PID is previously replaced by the (Type I) adversary.

The first two queries capture the adversary’s capabilities to ask for partial
signing results, which are not considered in the traditional certificateless setting.
The last one appears in a weaker form in the existing certificateless signature
model [15,26], such that signing query for a replaced public key requires the
adversary to submit the corresponding private key. If an invalid one is submitted
(or no key is submitted at all), an invalid signature will be given. This restriction
makes the model weaker than its counterpart in encryption [1,9], where the
decryption oracle gives valid result even if the public key has been replaced.

It may seem unrealistic to entertain any signing query of the replaced public
key from the first glance. We try to give some intuition here. Suppose the ad-
versary has an access of a cryptographic device (e.g. giving standard signatures)
with some public/private key pair. It is not impossible that the combination
of this particular public key with a certain identity may enable the adversary
to forge. In this case, the signing query models some useful knowledge about
the replaced public key that the adversary may obtain outside our system. Our
security formulation guarantees unforgeability in this case.

Now we spell out some restrictions placed on the adversaries.

SMC Signatures Type I Adversary: Adversary AI does not have access to
the master key. On the other hand, AI may request and replace the public keys,
extract the SEM private key and the user private key and make the sign queries.
Here are several natural restrictions on such a Type I adversary:

1. AI cannot extract the SEM private key of the challenge identity ID∗.
2. AI has not issued any SEM-Sign query on the forged message m for the

challenged identity ID∗.
3. AI cannot make a Complete-Sign query on the forged message m for the

challenged identity ID∗.



Security Mediated Certificateless Signatures 465

SMC Signatures Type II Adversary: Adversary AII does have access to
the master key, but cannot replace the public keys of entities. Adversary AII
can compute the SEM private key itself, request the public keys, extract users’
private key and make the sign queries, all for the identities of its choice. The
restrictions on this type of adversary are:

1. AII cannot replace the public keys of the challenge identity ID∗.
2. AII cannot extract the user private key for ID∗ at any point.
3. AII cannot make an User-Sign query on the forged message m for the

challenged identity ID∗.
4. AII cannot make a Complete-Sign query on the forged message m for the

challenged identity ID∗.

Definition 2. A SMC signature scheme is secure against EUF-CMIA if there
is no efficient adversary in the above game with a non-negligible advantage in
the security parameter k for both types of adversary.

3 Critical Review on Ju et al.’s Scheme

First, we review the construction of Ju et al.’s scheme.

– Setup: Given a security parameter k, the KGC performs the steps below:
1. Run the Bilinear Diffie-Hellman parameter generator IG [6] with input

k in order to generate output 〈G1, G2, e〉 where G1 and G2 are groups of
some prime order q and a bilinear map ê : G1 × G1 → G2.

2. The system parameters are params= 〈G1, G2, ê(·, ·), P, P0, H1(·), H2(·)〉
where P is an arbitrary generator in G1, P0 = sP where s is picked uni-
formly at random from Z∗

q , H1 and H2 are cryptographic hash functions
where H1 : {0, 1}∗ → G1 and H2 : {0, 1}∗ × G2 → Z∗

q .
3. The master key is s.

– Key Generation: Given an user with identity IDA ∈ {0, 1}∗,
1. The KGC computes QA = H1(IDA) ∈ G1 and DIDA = sQA.
2. The KGC randomly chooses DU

IDA
∈ G1.

3. The KGC sends the SEM private key DU
IDA

to the user A and DS
IDA

=
DIDA − DU

IDA
to the SEM, over a confidential and authentic channel.

4. The user A selects xA ∈ Z∗
q as his private key and constructs his public

key as 〈XA, YA〉 = 〈xAP, xAP0〉.
– Sign: Now user A with identity IDA wants to get a signature on m ∈ {0, 1}∗.

1. A chooses a random element a ∈ Z∗
q , computes the following values:

r = ê(aP, P ) ∈ G2, υ = H2(m, r) ∈ Z∗
q , and T U = υDU

IDA
.

2. A sends υ to the SEM, who checks if A’s public key has been revoked.
3. If not, the SEM computes T S = υDS

IDA
and sends it to A.

4. Upon receiving T S, A computes T = xA(T S + T U ) + aP .
5. The final signature is 〈T, υ〉.

– Verify: When receiving 〈T, υ〉 on message m ∈ {0, 1}∗ for identity IDA and
public key 〈XA, YA〉, the verifier performs the following steps:
1. If ê(XA, P0) �= ê(YA, P ), return ⊥ and abort.
2. Compute r′ = ê(T, P ) · ê(QA, −YA)υ .
3. Accept the signature if and only if υ = H2(m, r′) holds.
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3.1 Insiders Attack Against Revocation

The whole point of introducing a SEM is for the instant revocation of the user’s
ability to sign. The user cannot issue signature without the cooperation of the
SEM since the SEM holds a SEM private key of each user, which is essential
to compute a signature. In other words, the user must seek help from the SEM
every time he/she wants to issue a new signature. It is thus natural to assume
that a malicious user may interact with the SEM in anyway to gain knowledge
about the partial private key and later produce a signature autonomously.

Now we show that it is easy for a malicious user to get his/her SEM private key
by only one interaction with the SEM. After getting hold of the partial private
key, the user can sign any subsequent messages thereafter at will without the
assistance of the SEM anymore. This flaw is very disastrous since the scheme is
no longer having the merit of security mediated cryptography, i.e. it does not
provide the instantaneous key revocation property as claimed.

The flaw is that in their Sign algorithm, the SEM computes T S = υDS
IDA

and sends it to the user A. The user A can easily compute the value of DS
IDA

by
using the equation DS

IDA
= υ−1 · T S as υ is a value to be included in the final

signature anyway. Then, the user A can generate signature on any message with
the complete knowledge of DS

IDA
, DU

IDA
and xA.

Here, we point out some considerations in proposing a provable secure SMC
signature scheme. Firstly, we should ensure that the adversary does not gain any
advantage from the above queries. The SEM private key and the user private
key must be protected when issuing a partial signature. Leaking either one part
of the private keys will result in an insecure scheme.

3.2 Key Replacement Attack by Any Malicious Outsider

Ju et al. scheme [17] follows the approach used in the Al-Riyami and Paterson
CLS scheme [1] while the latter was derived from the Hess IBS scheme [14]. The
Al-Riyami and Paterson scheme was proven insecure in the defined model of
[16]. The insecurity lies in that [1] adopted a similar approach as [14] without
considering the adversary’s ability in CLPKC. Caution must be taken consider-
ing the ability of the adversary in replacing any public key, as no certificate is
needed in authenticating the user public key.

Now we show that Ju et al.’s scheme [17] is vulnerable to the public key
replacement attack by Type I adversary, similar to the technique in [16]. As
defined in [1], Type I adversary represents a dishonest user who can replace user
public key at will (as there is no certificate to authenticate the public key).

Our break is a strong one, which is universal forgery against no message attack,
i.e. no signing oracle is required in the Type I adversarial model (the attack does
not need any help from the SEM and the user in signing any message for any
identity ID) and the forger can sign any message. Details are given below:

Sign: To sign a message m with identity IDi, where Qi = H1(IDi):

1. Select a random T ∈ G1, compute r = ê(T, P )ê(Qi, −P0) and υ = H2(m, r).
2. Set xi = υ−1 ∈ Z∗

q , compute X ′
i = xiP and Y ′

i = xiP0.
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3. Replace the user public key with 〈X ′
i, Y

′
i 〉, a clearly valid one.

4. Return 〈T, υ〉 as a signature of m.

The forged signature is valid since

r′ = ê(T, P ) · ê(Qi, −Y ′
i )υ = ê(T, P ) · ê(Qi, −xiP0)υ = ê(T, P ) · ê(Qi, −P0) = r.

Although it may be possible to fix the scheme by the countermeasures in [16],
it still fails to provide instantaneous revocation capability. Instead of fixing, we
propose a much more efficient provably secure scheme in the next section.

4 Our Proposed Construction

This section presents our proposed scheme derived from the Schnorr signature
scheme [24]. The similar partial private key construction was used in [2]. The
merit of this approach is that no pairing computation is needed at all.

– Setup. Given the security parameter k, the KGC performs the following.
1. Generate two primes p and q such that q|p − 1.
2. Pick a generator g of Z∗

p .
3. Pick s ∈ Z∗

q uniformly at random and compute Y = gs.
4. Choose hash functions H0 : {0, 1}∗ → {0, 1}�, H1 : {0, 1}∗ → Z∗

q and
H2 : {0, 1}∗ → Z∗

q .
5. Return params = (p, q, g, Y, H0, H1, H2) and master key is s.

– KeyGen: The user performs the following.
1. Randomly select xID ∈ Z∗

q as the user private key.
2. Compute PID = gxID ∈ Z∗

q as the user public key.
– Register: Now user ID wants to register a public key PID:

1. The KGC authenticates and registers (ID, PID), randomly picks w ∈ Z∗
q .

2. The KGC computes W = gw and d = w + sH1(ID||W ).
3. The KGC sends the SEM private key DID = 〈W, d〉 and the (ID, PID)

pair to the SEM over a confidential and authentic channel.
– Sign: Suppose the user ID wants to get the signature of message m, the SEM

checks whether ID is revoked; if not, the interaction between the signer and
the SEM is as follows (I denotes the first part and II denotes the second):

• SEM-Sign (I): randomly chooses rS ∈ Z∗
q , computes RS = grS , sends

c = H0(RS) to the user.
• User-Sign (I): randomly chooses rU ∈ Z∗

q , sends RU = grU to the SEM.
• SEM-Sign (II): computes

R = RS · RU , hS = H2(ID||W ||0||PID||R||m), t = rS + d · hS ;

and sends back 〈RS , t〉 to the user.
Note that the partial signing result generated by the SEM does not

need to transmit to the user through a secure channel since any party
other than the SEM and the user does not gain any advantage from it.

Depending on the scenarios, the user may want to verify the correct-
ness of the partial signature given by the SEM by checking whether the
equality RS = gt(W · Y H1(ID||W ))−hS holds.
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• User-Sign (II): checks if c = H0(Rs); if they are equal, computes

R = RS · RU , hU = H2(ID||PID||1||W ||R||m), v = rU + xID · hU + t.

The final signature is σ = 〈R, V, (ID||PID||W )〉.
– Verify: Given σ, accepts if and only if the following equality holds:

R = gV PID
−H2(ID||PID ||1||W ||R||m)(W · Y H1(ID||W ))−H2(ID||W ||0||PID||R||m).

The correctness of the proposed scheme can be easily verified as follows.

R′ = gV PID
−hU (W · Y H1(ID||W ))(−hS)

= grS+rU+d·hS+xID·hU g−xID·hU (gw · gsH1(ID||W ))(−hS)

= grS+rU+d·hSg(w+sH1(ID||W ))(−hS)

= grS+rU+d·hSg(d)(−hS)

= grS+rU = R

4.1 Generic Construction

One of the major characteristics of SMC signature is that the SEM private key
generated by the KGC and the user private key are required in different partial
signing algorithm; which is different with

1. the traditional CLS model [1,16,26], where the partial private key generated
by the KGC and the user private key are combined into a single private key,

2. the new CLS model [15], where the partial private key generated by the KGC
and the user private key are both inputs of the same signing algorithm.

The signing algorithm of the generic CLS construction in [15] can actually be
partitioned into two parts – the first part takes the partial private key (but not
the user private key) for partial signature generation, and the second part which
takes the user private key and the partial signature to give the final one.

Based on these observations, it is tempting to use the above partition to give
a generic construction of SMC signature scheme. Nevertheless, similar to the
weakness of the generic construction of SMC encryption in [9] (where decryp-
tion oracle may not work if the public key has been replaced), such approach
cannot give us signing oracles which still work after the public key has been
replaced.

4.2 Extension from CLS

Another possible approach to construct SMC signature scheme is to extend from
existing concrete CLS scheme. We note that Zhang et al.’s scheme [27] can be
partitioned in the way as described above, and the resulting scheme supports
partial signing queries even if the public key has been replaced. However, such
level of security is achieved at the expense of high computational complexity.



Security Mediated Certificateless Signatures 469

4.3 Efficiency Analysis

We denote “Exp” the exponentiation in Z∗
p , “MtP” the MapToPoint encoding

function in [6] and ê(·, ·) the pairing operation. The “n” letters appear in the
“MtP” columns denote n multiplications in Z∗

p are required in encoding an
identity or a message, where n denotes the bit-length of an identity or a message
to be signed. Generally speaking, the operations are listed according to their
efficiency in descending order.

Regarding our scheme’s performance, the SEM private key generation requires
only 1 Exp. To verify, 4 Exp’s are needed. For signing, each of the user and the
SEM compute 1 Exp. Table 2 compares the performance of our proposal with
existing CLS schemes. Note that we include the total computational requirement
of both the SEM and user in signing, and ignore the MapToPoint operation to de-
rive the public key during the signing and the verification. These considerations
are unfavorable to our proposal.

It is clear that our proposal outperforms all existing ones.

Table 2. Efficiency Analysis of Certificateless Signature Schemes

Key Generation Signing Verification

Exp MtP ê(·, ·) Exp MtP ê(·, ·) Exp MtP ê(·, ·)
Cao et al. [8] 1 1 0 3 0 1 1 0 4
Huang et al. [16] 1 1 0 3 0 1 1 0 4
Li et al. [19] 1 1 0 2 0 0 1 0 4
Zhang et al.[27] 1 1 0 3 2 0 0 2 4
Liu et al.[18] 2 n 0 4 n 0 0 n 6
Our Proposed Scheme 1 0 0 2 0 0 4 0 0

Generic constructions of certificateless signature are proposed in [26] and [15].
([26] is later shown to be insecure by [15]). Comparing our proposed scheme with
the construction in [15], our scheme produces signatures of shorter length, as the
signature in [15] is a concatenation of an IBS and a traditional signature.

4.4 Subtleties of the Public Component Selected by the KGC

In our scheme, there is a public component W = gw where w is randomly
chosen by the KGC. W is public since it is in the final signature. No existing
certificateless signature schemes have such component. Subtleties appear such
that whether this element can be considered as part of the public key.

This component W appears is in the generation and extraction of the SEM
key. It also appears in the SEM-Sign query to get signatures for some purported
public key as well as in the forgery returned by the adversary.

For the SEM key generation, W is generated together with the SEM private
key d = w + sH1(ID||W ), which both are sent to the KGC. The KGC only
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knows the correct value of d corresponding to the value of W given by the KGC.
Since the KGC is responsible for checking whether the user’s signing right has
been revoked anyway, it is actually natural to assume the KGC will not sign for
whatever purported W . In our security analysis, we also impose such restriction.

Similarly, no extraction of the SEM key according to an adversarially chosen
W , since (W, d) is considered as a SEM key as a whole. However, considering
the fact that the verifier does not hold a legitimate copy of W (that the SEM
is holding), i.e. any verifier can only use the W included in the signature during
the verification, then forgery with W replaced is considered as valid.

4.5 The Importance of the Key Binding

In order to achieve trust level 3, we can use the binding technique that ensures
only one public key, for which the user knows the corresponding private key can
be created. This technique was first employed in [1,26] in order to prevent the
KGC from issuing two valid partial private keys (in certificateless context, or
the SEM private keys in our terms) for a single user.

With the binding technique in place, the existence of two working public keys
for an ID can only result from the existence of the SEM private keys binding
that identity to two different public keys; only the KGC could have created these
two SEM private keys since only the KGC has the master key.

This technique is useful when higher security level is required, especially in
corporate and military environment. It is acceptable that only one permanent
public key is available for one identity. When the user private key found com-
promised or the user is removed from his/her duty, the ID will be revoked
permanently. Nevertheless, we note a drawback of the binding technique, which
makes the user who holds ID can no longer use a new public key P ′

ID.
If such permanent revocation is undesirable, when either the SEM private key

or the user private key is compromised, some “out-of-band” non-cryptographic
signature should be given by the party concerned, so no one can claim later that
something malicious is happening even there exist two “working” public keys.

4.6 Security

Before the security proof, we review the definition of discrete logarithm problem.

Definition 3. Discrete Logarithm Problem (DLP). The DLP is the prob-
lem of finding a given (p, q, g, ga) with uniformly random choices of a ∈ Z∗

q and
g ∈ Z∗

p . The DL assumption states that there is no polynomial time algorithm
with a non-negligible advantage in solving the DLP.

The security proofs below borrow some proof ideas from [7]. The first one is
to ensure certain random oracle responses to be the same in two executions of
the adversary, irrespective of when the corresponding queries are made by the
adversary. This is done by letting one oracle query to trigger the determination
of a number of related oracle responses. Another one is the use of commitment to
help the correct programming of the random oracle. This trick has been adopted
elsewhere, for example, in Nicolosi et al.’s proactive two-party signatures [23].
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Theorem 1. Our SMC signature scheme is existential unforgeable against the
Type I adversary in the random oracle model assuming the DLP in G is hard.

Proof. Let AI be a forger that breaks the proposed signature scheme under
adaptive chosen message and identity attack. We show that how B can use AI
to solve the DLP instance (p, q, g, ga).

B sets Y = ga and system parameters as (p, q, g, Y ). B then gives the system
parameters to AI . It also maintains a list of tuples (IDi, Wi, ei, di, Pi, xi) which
is denoted as H list

1 . Next, B randomly selects an index I such that 1 ≤ I ≤ qH1 ,
where qH1 denotes the maximum number of queries to the random oracle H1. B
also picks eI ∈ Z∗

q at random and sets WI = gaY −eI .
Adversary B interacts with AI in the Attack phase of the game as follows:

H0 Queries: When AI queries H0, B checks the corresponding H list
0 and outputs

ci if such query has already been made. Otherwise, B picks ci ∈ {0, 1}� at
random, updates the H list

0 and outputs ci as answer.

H1 Queries: When AI queries H1 on input (IDi||Wi), B checks the corre-
sponding H list

1 and outputs ei if such value is defined. Otherwise, B picks
ei ∈ Z∗

q at random and outputs ei as answer. H list
1 is also updated, such that

(IDi, Wi, ei, ⊥, Δ̃, Δ̃) is stored, where Δ̃ means the old value (if exists) is kept.

H2 Queries: When AI issues a query on these hash values, B parses the input as
(ID||μ||b||ν||Ri||mi). If the query cannot be parsed as this form, simply returns
a random value hi ∈ Z∗

q . If b = 0, B sets Wi = μ and Pi = ν. If b = 1, B sets
Wi = ν and Pi = μ. After that, B checks whether the value H1(ID||Wi) has
been defined. If no, B runs the simulation of H1 as usual to define it.

B then checks the corresponding H list
2 . If an entry for the query is found,

the same answer will be given to A. Otherwise, B randomly selects hi and h′
i

from Z∗
q , assigns hi = H2(ID||μ||0||ν||Ri||mi) and h′

i = H2(ID||ν||1||μ||Ri||mi).
By symmetry, H2(ID||ν||1||μ||Ri||mi) must have not been defined beforehand
if H2(ID||μ||0||ν||Ri||mi) has not. Finally, all queries and the corresponding
answer will be stored in the H list

2 .

SEM-Extract: Suppose the query is on IDi.

1. If i �= I, then B picks di, ei ∈ Z∗
q at random and computes Wi = gdiY −ei .

B updates the corresponding record in the H list
1 to (IDi, Wi, ei, di, Δ̃, Δ̃),

where Δ̃ means the old value is kept. (Wi, di) is returned as the answer.
2. Else if i = I, B aborts.

The above simulation is faithful since Wi · Y H1(IDi||Wi) = gdiY −eiY ei = gdi .

User-Extract: Suppose the query is on IDi. Assume the public key for IDi has
not been replaced (no such query is allowed otherwise), B responds as follow.

1. i �= I: If the public key does not exist, B picks xi ∈ Z∗
q at random and

updates the H list
1 (i.e. stores xi and gxi). Otherwise, returns the xi stored.

2. i = I: B aborts.
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Replace: Suppose the public key for IDi is replaced with value P ′
i , B just updates

H list
1 accordingly (i.e. stores (P ′

i , ⊥) for user public/private key).

SEM-Sign: Note that at any time during the simulation, equipped with those
SEM private keys for any IDi �= IDI , AI is able to generate partial signatures
on any message if the public key had not been replaced. We assume that the B
would not help the user to sign for any purported W value, instead, SEM uses
the stored one. For IDi = IDI , assume that AI issues a query (mi, PI) where
mi denotes a message and PI denotes a current public key chosen by AI that is
associated with IDI . Given WI = gaY −eI where eI = H1(IDI ||WI), B creates
a partial signature as follows:

1. Pick ti, hi ∈ Z∗
q at random and set RS = gtiga(−hi).

2. Execute H0 oracle simulation, get ci = H0(Rs) and send it to A.
3. After getting RU from A, set hi = H2(IDI ||WI ||0||PI ||RS · RU ||m).
4. Send 〈RS , ti〉 to A.

Embedding hi as the response of H2 is not possible if AI has queried the
H2 value of (IDI ||WI ||0||PI ||RS ·RU ||m) beforehand. We consider the case that
H0(RS) has previously queried and the case that it was not. In the first case,
AI probably knows RS and may have deliberately queried such value. However,
since ti is chosen randomly by B independent of AI ’s view, the probability that
AI made such H0 query is at most (qH + qS)/2k. In the second case, the view
of AI is completely independent of RS . The probability that RS · RU appeared
(by chance) in a previous H2 query is against at most (qH + qS)/2k.

User-Sign: Note that at any time during the simulation, if equipped with those
user private keys for any ID, AI is able to generate partial signatures on any
message. For replaced public key PI , the simulation is as follows.

1. An �-bit commitment cI is obtained from the adversary, which models the
first message that SEM should be sent to initiate the User-Sign process.

2. Pick υi, ξi ∈ Z∗
q at random and set RU = gυiPI

(−ξi).
3. Search for H list

0 to find R′
S such that H0(R′

S) = cI .
4. If found, set ξi = H2(IDI ||PI ||1||WI ||RU · RS ||m).
5. After obtained 〈RS , ti〉, check if H0(RS) = cI , stop User-Sign.
6. If R′

S is previously found, but R′
S �= RS , declare failure and abort.

7. If R′
S was not found, and H2(IDI ||PI ||1||WI ||RU · RS ||m) �= ξi, declare

failure and abort since H0(RS) = cI but B cannot program H2 accordingly.
8. If B is lucky enough to reach this step, send 〈RU , υi + ti〉 to A.

The above simulation fails if H0(RS) = cI , but no R′
S can be found or R′

S �=
RS . For the first case, the probability that AI can predict H0(RS) = cI without
asking the random oracle is at most 1/2�. For the second case, collision must have
occurred and the probability for this is at most ((qH + qS)(qH + qS +1)/2)/2� ≤
(qH + qS + 1)2/2�. We just assume A asked for H2(IDI ||PI ||1||WI ||RU · RS ||m)
if R′

S was not found since A knew the value of RS before B.
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Complete-Sign: If both the SEM private key and the user private key are avail-
able, signing is trivial. If either one of them is unavailable, this request can be
simulated faithfully as a combination of the above two simulation, but much
easier since we no longer need the technicality to solve the problem that either
one of the RS and RU is unknown.

Forgery: The next step of the simulation is to apply the general forking lemma
in [7]: Let 〈R∗, V ∗〉 be a forgery of a signature on message m∗ with respect to
〈ID∗, PID∗ , W ∗〉 that is output by AI at the end of the attack. If AI does not
output ID∗ = IDI as a part of the forgery then B aborts (the probability that
B does not abort the simulation is O(1/qH1)).

Consider the case that W ∗ has not been replaced, i.e. W ∗ = WI = gaY −eI

where eI = H1(IDI ||WI). B then replays AI with the same random tape but
different H2 after the point (ID∗||W ∗||0||PID∗ ||R∗||m∗). Suppose H2 outputs hS

and h′
S in the first round and the second round respectively, where hS �= h′

S . Note
the special step in the simulation of H2 ensures H2(ID∗||PID∗ ||1||W ∗||R∗||m∗)
remains the same after forking. Moreover, since eI = H1(ID∗||W ∗) is defined at
the very beginning of the game, it remains the same as well.

So we get another valid forgery 〈R∗, V ′〉, i.e.

R∗ = gV ∗
PID

−H2(ID∗||PID∗ ||1||W ∗||R∗||m∗)(W ∗ · Y H1(ID∗||W ∗))−hS

R∗ = gV ′
PID

−H2(ID∗||PID∗ ||1||W ∗||R∗||m∗)(W ∗ · Y H1(ID∗||W ∗))−h′
S

B thus gets V ∗ −ahS = V ′ −ah′
S. DLP’s solution is a = (V ∗ −V ′)/(hS −h′

S).
In the second case, W ∗ is replaced. We would like to apply forking lemma so

that H1(ID∗||W ∗) changes from h to h′ after forking, but H2 queries related to
W ∗ remain the same. Since W ∗ never appears in Sign query of any kind, it is
thus safe to rearrange all those H2 queries before the forking, without affecting
the adversary’s view. After forking, we get another valid forgery 〈R∗, V ′〉 where

R∗ = gV ∗
PID

−H2(ID∗||PID∗ ||1||W ∗||R∗||m∗)(W ∗ · Y h)−H2(ID∗||W ∗||0||PID∗ ||R∗||m∗)

R∗ = gV ′
PID

−H2(ID∗||PID∗ ||1||W ∗||R∗||m∗)(W ∗ · Y h′
)−H2(ID∗||W ∗||0||PID∗ ||R∗||m∗)

B solves the DLP by a = (V ∗ −V ′)/(H2(ID∗||W ∗||0||PID∗ ||R∗||m∗)(h−h′)).

Theorem 2. Our SMC signature scheme is existential unforgeable against the
Type II adversary in the random oracle model assuming the DLP in G is hard.

Proof. Let AII be a forger that breaks our scheme under adaptive chosen mes-
sage attack. We show how B can use AII to solve the DLP instance (p, q, g, ga).

B first randomly picks s ∈ Z∗
q , gives the system parameters as (p, q, g, Y = gs)

and the master key s to AII . It also maintains a list of tuples (IDi, Wi, ei, di,
Pi, xi) which is denoted as H list

1 . Next, B randomly selects an index I such that
1 ≤ I ≤ qH1 , where qH1 denotes the maximum number of queries to the random
oracle H1. B sets PI = ga, picks zI , eI ∈ Z∗

q at random and computes WI = gwI

and dI = zI + seI where eI = H1(IDI ||WI).
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Adversary B interacts with AII in the Attack phase of the game as follows:

H0 Queries: When AII queries H0, B checks the corresponding H list
0 and out-

puts ci if such query has already been made. Otherwise, B picks ci ∈ {0, 1}� at
random, updates the H list

0 and outputs ci as answer.

H1 Queries: When AII queries H1 on input (IDi||Wi), B checks the cor-
responding H list

1 and outputs ei if such value is defined. Otherwise, B picks
ei ∈ Z∗

q at random and outputs ei as answer. H list
1 is also updated, such that

(IDi, Wi, ei, ⊥, Δ̃, Δ̃) is stored, where Δ̃ means the old value (if exists) is kept.

H2 Queries: When AII issues a query on these hash values, B parses the input as
(ID||μ||b||ν||Ri||mi). If the query cannot be parsed as this form, simply returns
a random value hi ∈ Z∗

q . If b = 0, B sets Wi = μ and Pi = ν. If b = 1, B sets
Wi = ν and Pi = μ. After that, B checks whether the value H1(ID||Wi) has
been defined. If no, B runs the simulation of H1 as usual to define it.

B then checks the corresponding H list
2 . If an entry for the query is found,

the same answer will be given to AII . Otherwise, B randomly selects hi and h′
i

from Z∗
q , assigns hi = H2(ID||μ||0||ν||Ri||mi) and h′

i = H2(ID||ν||1||μ||Ri||mi).
By symmetry, H2(ID||ν||1||μ||Ri||mi) must have not been defined beforehand
if H2(ID||μ||0||ν||Ri||mi) has not. Finally, all queries and the corresponding
answer will be stored in the H list

2 .

SEM-Extract: Note that at any time during the simulation, equipped with the
master key s, AII is able to generate SEM private key for any ID.

User-Extract: Suppose the query is on IDi. B responds as follow.

1. i �= I: If the public key does not exist, B picks xi ∈ Z∗
q at random and

updates the H list
1 (i.e. stores xi and gxi). Otherwise, returns the xi stored.

2. i = I: B aborts.

SEM-Sign: Note that at any time during the simulation, equipped with the mas-
ter key s, AII is able to generate partial signatures 〈RS , ti〉 on any message.

User-Sign: Note that at any time during the simulation, equipped with those
user private keys for any IDi �= IDI , AII is able to generate partial signatures
on any message. For IDi = IDI , the simulation is as follows.

1. An �-bit commitment cI is obtained from the adversary, which models the
first message that SEM should be sent to initiate the User-Sign process.

2. Pick υi, ξi ∈ Z∗
q at random and set RU = gυiPI

(−ξi).
3. Search for H list

0 to find R′
S such that H0(R′

S) = cI .
4. If found, set ξi = H2(IDI ||PI ||1||WI ||RU · RS ||m).
5. After obtained 〈RS , ti〉, check if H0(RS) = cI , stop User-Sign.
6. If R′

S is previously found, but R′
S �= RS , declare failure and abort.

7. If R′
S was not found, and H2(IDI ||PI ||1||WI ||RU · RS ||m) �= ξi, declare

failure and abort since H0(RS) = cI but B cannot program H2 accordingly.
8. If B is lucky enough to reach this step, send 〈RU , υi + ti〉 to A.



Security Mediated Certificateless Signatures 475

The above simulation fails if H0(RS) = cI , but no R′
S can be found or R′

S �=
RS . For the first case, the probability that AI can predict H0(RS) = cI without
asking the random oracle is at most 1/2�. For the second case, collision must have
occurred and the probability for this is at most ((qH + qS)(qH + qS +1)/2)/2� ≤
(qH + qS + 1)2/2�. We just assume A asked for H2(IDI ||PI ||1||WI ||RU · RS ||m)
if R′

S was not found since A knew the value of RS before B.

Complete-Sign: If the user private key is available, signing is trivial. Other-
wise, this request can be simulated faithfully similar to above, but much eas-
ier since we no longer need the technicality to solve the problem that RS is
unknown.

Forgery: The next step of the simulation is to apply the general forking lemma
in [7]: Let 〈R∗, V ∗〉 be a forgery of a signature on message m∗ with respect to
〈ID∗, PID∗ , W ∗〉 that is output by AII at the end of the attack. If AII does
not output ID∗ = IDI as a part of the forgery then B aborts (the probability
that B does not abort the simulation is O(1/qH1)).

B then replays AII with the same random tape but different H2 after the point
(ID∗||PID∗ ||1||W ∗||R∗||m∗). Suppose H2 outputs hU and h′

U in the first round
and the second round respectively, where hU �= h′

U . Since eI = H1(ID∗||W ∗)
and H2(ID∗||W ∗||0||PID∗ ||R∗||m∗) are defined before H2(ID∗||PID∗

||1||W ∗||R∗||m∗) outputs hU and h′
U , they remain the same as well.

So we get another valid forgery 〈R∗, V ′〉, i.e.

R∗ = gV ∗
PID

−hU (W ∗ · Y H1(ID∗||W ∗))−H2(ID∗||W ∗||0||PID∗ ||R∗||m∗)

R∗ = gV ′
PID

−h′
U (W ∗ · Y H1(ID∗||W ∗))−H2(ID∗||W ∗||0||PID∗ ||R∗||m∗)

Since PID = ga, B thus gets V ∗ − ahU = V ′ − ah′
U . DLP’s solution is

a = (V ∗ − V ′)/(hU − h′
U ). It works even the discrete logarithm of W ∗ is

unknown.

5 Conclusion

We presented a formal study of security mediated certificateless signatures (SMC
signatures). We showed that Ju et al.’s construction [17] is insecure. We formal-
ize the security model of SMC signature, and discussed the subtleties arose from
a public component introduced by the probabilistic SEM private key genera-
tion. We then proposed the first provable secure SMC signature scheme. Our
scheme is efficient in the sense that no bilinear pairing is involved. It is provable
secure in the random oracle model based on the intractability of the discrete
logarithm problem. We also extended our scheme to achieve trust level 3 by
adopting the technique used in [1,26]. It is worth noting that our scheme can
be easily extended to be an efficient CLS scheme without pairing. Distributing
the power of the SEM by threshold signature technique [25] will be our future
work.
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A Chow et al. vs. Ju et al.

Chow et al. [9] provided two constructions of encryption schemes: a generic
construction in the standard model (which is earlier than [18]), with the restric-
tion that decryption may not work after public key replacement, and a concrete
scheme assuming random oracles, with the aforementioned restriction removed.

Ju et al.’s [17] security model for the encryption scheme does not allow the
adversary to ask for the private key of the target user (weak semantic security
against insider attacks in the term of [20]). Obviously, such assumption is too
strong. They suggested to strengthen their scheme by using the technique of [3],
but Chow et al.’s scheme [9] took a step further with a solution more elegant
and efficient than such modification. Moreover, it is easy to show the hierarchical
variant in [17] is insecure against chosen ciphertext attack.

B Errata of Chow et al.’s Generic SMC Encryption

Below give two errata of the generic SMC encryption in [9]. Both are about the
encryption algorithm. Decryption algorithms should be revised accordingly.

1. Instead of α = H(C1, C2, �), α should be H(C1, C2, �, s1); otherwise, a chosen
ciphertext attack is possible [10].

2. Instead of (C1, C2)=(IBE.Encparams(IDA, s1), C2 = PKE.Enc�
EK(s2)), it should

be (C1, C2) = (IBE.Encparams(IDA, s1||H(VK)), C2 = PKE.EncVK
EK(s2)), i.e. the

IBE encryption also encrypts the hash value of VK, and the label as the input
of the public key encryption should be VK instead of the label � of the SMC
encryption. This amendment has been made in the PKC ’06 presentation.
Without such change, a chosen ciphertext attack is possible.
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