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Abstract. ID-based public key cryptosystem can be a good alterna-
tive for certificate-based public key setting, especially when efficient key
management and moderate security are required. Certified e-mail pro-
tocols provide for fair exchange in which the intended recipient gets the
e-mail content if and only if the mail originator receives an irrefutable
receipt for the e-mail. In this paper we present an optimistic certified
e-mail protocol in an ID-based setting. The protocol makes use of ver-
ifiable encryption of ID-based digital signatures as building blocks. We
offer arguments for the fairness, efficiency, and provable security of our
new protocol.

Keywords: ID-based cryptography, certified e-mail protocols, verifiably
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1 Introduction

1.1 ID-Based Public Key Cryptography

ID-based public key cryptography (ID-PKC) is a paradigm proposed by Shamir
in 1984 [1] to simplify key management and remove the necessity of public key
certificates. In ID-PKC, an entity’s public key is directly derived from certain
aspects of its identity, such as an IP address belonging to a network host or
an e-mail address associated with a user. That is, the user’s public key can
be calculated directly from his/her identity rather than being extracted from a
certificate issued by a certificate authority. Private keys are generated for entities
by a trusted third party, which is called a private key generator (PKG). The
direct derivation of public keys in ID-PKC eliminates the need for certificates
and some of the problems associated with them.

In 2001, the first entire practical and secure ID-based public key encryption
scheme was presented in [2] by Boneh and Franklin, who took advantage of the
properties of suitable bilinear maps (the Weil or Tate pairing) over supersingular
elliptic curves. Since then, a rapid development of ID-PKC has taken place.
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Many other ID-based primitives based on pairings have been proposed: digital
signatures, authenticated key exchange, non-interactive key agreement, blind
and ring signatures, signcryption, and so on. ID-based public key cryptography
has become a good alternative for certificate-based public key setting, especially
when efficient key management and moderate security are required.

1.2 Certified E-Mail Protocols

Exchanging items over insecure networks is considered a difficult problem, called
the fair exchange problem. Fairness means that at no point during the execution
of the protocol can either of the entities participating in the exchange gain any
(significant) advantage over the other if the protocol is suddenly halted.

There have been two main approaches for achieving fair exchange. The first
approach is to ensure that the exchange occurs simultaneously. One way of pro-
viding simultaneous exchange is to have the participants exchange information
bit-by-bit in an interleaving manner [3].

The second approach is to ensure that the exchange will be completed even
though one of the entities participating in the exchange refuses to continue. Fair
exchange protocols which employ this approach require a trusted third party
(TTP) as arbitrator. The use of the on-line TTP greatly reduces the efficiency
of the protocol. With the assumption that the participators are honest in most
situations, more preferable solutions, called optimistic fair exchange protocols
based on off-line TTP, are proposed in [4,5]. In these protocols, the off-line TTP
does not participate in the actual exchange protocol in normal cases, and is
invoked only in abnormal cases to dispute the arguments.

Certified e-mail protocols are closely related to fair exchange protocols. In
a certified e-mail system, the intended recipient gets the e-mail content if and
only if the mail originator receives an irrefutable receipt for the e-mail from the
recipient. A certified e-mail protocol should minimally provide [6]:

– Fairness: No party should be able to interrupt or corrupt the protocol to
force an outcome to his/her advantage. That is, the protocol should ter-
minate with either party having obtained the desired information, or with
neither one acquiring anything. useful.

– Monotonicity: Each exchange of information during the protocol should
add validity to the final outcome. The protocol should not require any mes-
sages, certificates, or signatures to be revoked to guarantee a proper termi-
nation of the protocol.

– TTP invisibility: A TTP is visible if the end result of an exchange makes
it obvious that the TTP participated during the protocol.

– Timeliness: It guarantees that both parties will achieve their desired items
in the exchange within finite time.

– Confidentiality (optional): When confidentiality is needed, only the in-
tended receiver can obtain the message content. No other parties including
TTP can get it.

In recent years, fruitful achievements have been made in this field. On-line
certified e-mail protocols are presented in [7,8,9]. Micali registered in U.S patent
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off-line optimistic protocols for fair exchange [10] including a certified e-mail
protocol. Riordan and Schneier [11] present a protocol where the TTP acts as
a public publishing location (which might be implemented as a secure database
server). The authors describe both an on-line and an off-line version of the pro-
tocol. Ateniese et al. [12] suggested an off-line protocol which allows a stateless
recipient: when a fairness problem occurs, a sender should take action to resolve
the problem while the fairness on the recipients side is always guaranteed. Later,
Park et al. [13] proposed an off-line protocol suitable for mobile environments
which keeps the same properties including four passes as in Ateniese et al. [12]
except that it reduces the recipient computation load. However, all these above
works are in traditional certificate-based public key setting.

1.3 Contributions and Organization

In this paper, we present an optimistic certified e-mail protocol in ID-based
public key setting. The paper is organized as follows. In Section 2, we present
a verifiable encryption of ID-based signatures. In Section 3, we present an opti-
mistic certified e-mail protocol in ID-based setting. We provide protocol analysis
and comparisons in Section 4. Finally, we conclude in Section 5.

2 Cryptographic Blocks

2.1 Bilinear Maps

Let (G1, +) and (G2, ·) be two cyclic groups of order q, ê : G1 × G1 → G2 be a
map which satisfies the following properties.

1. Bilinear: ∀P, Q ∈ G1, ∀α, β ∈ Zq, ê(αP, βQ) = ê(P, Q)αβ ;
2. Non-degenerate: If P is a generator of G1, then ê(P, P ) is a generator of G2;
3. Computable: There is an efficient algorithm to compute ê(P, Q) for any

P, Q ∈ G1.

Such an bilinear map is called an admissible bilinear pairing. The Weil pairings
and the Tate pairings of elliptic curves can be used to construct efficient admis-
sible bilinear pairings. Let P be a generator of G1. The computational Diffie-
Hellman problem (CDHP) is to compute abP for any given P, aP, bP ∈ G1.
We assume through this paper that there is no polynomial time algorithm to
solve CDHP with non-negligible probability.

2.2 A Verifiable Encryption of ID-Based Signatures

In the design of optimistic fair exchange protocols, verifiably encrypted signa-
ture schemes (VESSs) are usually being used as the kernel building blocks. VESS
is a special extension of general signature primitive, which enables user Alice to
give user Bob a signature encrypted with an adjudicator ’s public key, and enables
Bob to verify that the encrypted signature indeed contains such a signature. The
adjudicator is an off-line TTP, who can reveal the signature when needed.
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Based on the ID-based signature scheme due to Cha and Cheon [14], we
provide an efficient ID-based VESS as following:

– Setup: Given a security parameter λ ∈ N , generate (G1, G2, q, ê, P ), pick a
random s ∈ Z∗

q and set Ppub = sP . Choose two hash functions H1 : {0, 1}∗ →
G∗

1, H2 : {0, 1}∗ × G1 → Zq. The system parameters Ω = (G1, G2, q, ê, P,
Ppub, H1, H2). The master key (PKG’s private key) is s.

– Extract : Given an identity IDX ∈ {0, 1}∗, compute QX = H1(IDX) ∈ G∗
1,

DX = sQX . PKG uses this algorithm to extract the user secret key DX , and
gives DX to the user by a secure channel.

– Sign : Given a private key DX and a message m, pick k ∈ Z∗
q at random,

compute U = k ·QX , h = H2(m, U), V = (k+h)DX , and output a signature
(U, V ).

– Verify : Given a signature (U, V ) of an identity IDX for a message m,
compute h = H2(m, U), and accept the signature if and only if ê(P, V ) =
ê(Ppub, U + h · QX).

– Adj KGen : Given an adjudicator’s private key DT , pick sT ∈ Z∗
q at ran-

dom, compute PT = sT ·P , and � = Sign(DT , PT ), output the adjudication
warrant (PT , �) and the adjudication key sT .

– VE Sign : Given a secret key DX , a message m ∈ {0, 1}∗ and an adjudica-
tion warrant (PT , �) of IDT ,
1. choose k1, k2 ∈ Z∗

q at random, and compute U = k1 · QX , Y = k2P ,
2. compute h = H2(m, U), V ′ = (k1 + h)DX + k2PT

3. output the verifiably encrypted signature (U, V ′, Y, PT , �).
– VE Verify : Given a verifiably encrypted signature (U, V ′, Y, PT , �) of IDX

for message m, compute h = H2(m, U), and accept the signature if and only
if V erify(IDT , PT , �) = 1 and ê(P, V ′) = ê(Ppub, U + h · QX) · ê(Y, PT ).

– Adjudication: Given the adjudication key sT , and a valid verifiably en-
crypted signature (U, V ′, Y, PT , �) of IDX for message m, compute V =
V ′ − sT Y , and output the original signature (U, V )

Validity requires that verifiably encrypted signatures and adjudicated verifi-
ably encrypted signatures verify as ordinary signatures, i.e., for ∀m ∈ {0, 1}∗,
IDX , IDT ∈ {0, 1}∗, DX = Extract(IDX , s), DT = Extract(IDT , s),
((PT , �), sT ) = Adj KGen(DT ), satisfying:

1. V E V erify(IDX , IDT , m, V E Sign(DX, m, (PT , �))) = 1;
2. V erify(IDX , m, Adjudication(sT , V E Sign(DX , m, (PT , �)))) = 1.

The correctness of our scheme is easily proved as follows. For a verifiably en-
crypted signature (U, V ′, Y, PT , �) of an identity IDX for a message m,
V erify(IDT , PT , �) = V erify(IDT , PT , Sign(DT , PT )) = 1, and

ê(P, V ′) = ê(P, (k1 + h)DX + k2PT ))
= ê(Ppub, (k1 + h) · QX) · ê(k2 · P, PT )
= ê(Ppub, U + h · QX) · ê(Y, PT )

That is V E V erify(IDX , IDT , m, V E Sign(DX, m, (PT , �))) = 1.



344 C. Gu Y. Zhu, and Y. Zheng

On the other hand, V = V ′ − sT Y = (k1 + h)DX + k2PT − sT k2P = (k1 +
h)DX . So we have ê(P, V ) = ê(P, (k1 + h)DX) = ê(Ppub, U + h · QX). Hence,
V erify(IDX , m, Adjudication(sT , V E Sign(DX , m, (PT , �)))) = 1.

Readers can see that (Setup, Extract , Sign , Verify) in the above scheme
constitute the Cha-Cheon’s ID-based signature scheme [14]. In fact, the above
way of constructing ID-based VESS can be applied to a kind of ID-based signa-
ture schemes with the following property:

– Given input an identity IDX and a message m, the signing algorithm gen-
erates a signature (σ1, σ2), and the verification equation can be described
as ê(P, σ2) = f(IDX , m, σ1), where f(.) is a determinable polynomial-time
function.

The Construction
– ID-based signature scheme IBS={Setup,Extract,Sign,Verify}.
– Adj KGen : the same as that in the above scheme.
– VE Sign : Given a secret key DX , a message m and a warrant (PT , �),

1. compute (σ1, σ2) = Sign(m, DX).
2. choose k2 ∈ Z∗

q at random, and compute Y = k2P , γ = σ2 + k2PT ;
3. output the verifiably encrypted signature (σ1, γ, Y, PT , �).

– VE Verify : Given a (σ1, γ, Y, PT , �) of IDX for message m, compute h =
H2(m, U), and accept the signature if and only if V erify(IDT , PT , �) = 1
and ê(P, γ) = f(IDX , m, σ1) · ê(Y, PT ).

– Adjudication: Given the adjudication key sT , and a (U, V ′, Y, PT , �) of
IDX for message m, compute σ2 = γ − sT Y and output (σ1, σ2)

The construction can be applied to many existing ID-based signature schemes,
such as Paterson’s scheme [15], Hess’s scheme [16], Cheon-Kim-Yoon’s scheme
[17], and so on.

Some general performance enhancements can be applied to our scheme. Pair-
ings are usually been constructed with the Weil pairings or the Tate pairings of
(hyper)elliptic curves. For a fixed R ∈ G1, there are efficient algorithms [18] to
compute kR by pre-computation. We may assume that such a computation is
at most 1/5 an ordinary scalar multiplication in (G1, +). In our scheme, P, Ppub

are fixed. The signer’s private key and public key are fixed for himself. In most
instances, PT is also fixed and the verifier need not re-verify (PT , �) every time.
We compare our ID-based VESS with the schemes in [19,20] (not ID-based) in
the following table. (Denote by M a scalar multiplication in (G1, +), by E an
Exp. operation in (G2, .), and by ê a computation of the pairing. For RSA-based
scheme [20], denote by Exp an Exp. operation.)

VE Sign VE Verify Adjudication certificate
Boneh [19] 1.4M 3ê 1M needed

Nenadic [20] 6Exp 2Exp 1Exp needed
Proposed 0.8M 3ê + 1M(or 5ê + 2M) 1ê + 1M not needed
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In fact, the basic idea of the encryption is similar to the work of Zhang et.al.
[21] and the work of Gu et.al. [22]. However, in their works, there is only one
TTP (i.e. adjudicator) in the system, and his key pair is not ID-based.

3 An Efficient ID-Based Optimistic Protocol

In a certified e-mail protocol, the sender Alice sends an e-mail m to Bob and
wants to obtain a receipt for it. The recipient Bob should not obtain m without
issuing the receipt.

Using the ID-based VESS described in Section 2 as building block, we present
an ID-based optimistic certified e-mail protocol. We will assume that the com-
munication is carried over private and authenticated channels.

Let Alice be the sender with identity IDA and secret key DA. Bob is the
recipient whose identity is IDB and secret key is DB. The identity of TTP
is IDT and the corresponding secret key is DT . TTP runs Adj KGen(DT ) to
generate adjudication warrant (PT , �) and adjudication key sT . H(.) is a suitable
hash function. Our new ID-based optimistic certified e-mail protocol works as
following (shown in Figure 1):

Alice Bob
Token,H(m,Token)−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→

V E Sign(DB ,H(m,Token),(PT ,�))←−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−
m,Token−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→

Sign(DB,H(m,Token))←−−−−−−−−−−−−−−−−−−−−−−−−−−−−−

Fig. 1. ID-based optimistic certified e-mail protocol

- Step1: Alice makes a Token which contains relevant information such as IDA,
IDB and IDT and other pertinent information the protocol, and sends
(Token, H(m, Token)) to Bob.

- Step2: Bob computes a verifiably encrypted signature

πB = V E Sign(DB, H(m, Token), (PT , �)),

and sends πB to Alice.
- Step3: Alice sends (m, Token) to Bob if

V E V erify(IDB, IDT , H(m, Token), πB) = 1.

Otherwise, Alice aborts or ask Bob to re-send.
- Step4: Bob computes an ordinary signature δB = Sign(DB, H(m, Token)) as

receipt, and sends δB to Alice.
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If Bob does not send the receipt δB in Step 4, then Alice can contact the TTP
for adjudication by running the following Dispute protocol:

- Step1: Alice sends πB and (m, Token) to TTP.
- Step2: TTP reads the Token and verifies the validity of πB. Then, he computes

δB = Adjudication(sT , πB), and sends δB to Alice and (m, Token) to Bob.

In case of dispute, Alice has to reveal the message m to the TTP. If message
privacy has to be preserved, it is sufficient to substitute m with EnB(m) in the
protocol, where EnB() represents the ID-based encryption under Bob’s identity.
To improve the efficiency, EnB(m) can be implemented with (Ek(m), IBEB(k)),
where IBEB(.) is an ID-based encryption, such as Boneh-Franklin scheme [2],
and Ek(.) is a symmetric-key encryption algorithm, such as AES.

In the protocol, TTP works in an optimistic way. That is, TTP does not par-
ticipate in the actual exchange protocol in normal cases (no argument appears),
and is invoked only in abnormal cases to dispute the arguments for fairness. If
no dispute occurs, only Alice and Bob need to participate in the exchange.

4 Analysis and Comparisons

It is easy to show that the protocol above is a certified e-mail protocol which
provides TTP invisibility, monotonicity and timeliness. Moreover, the protocol
optionally provides confidentiality of the message.

– TTP invisibility: Clearly our protocol provides TTP invisibility since the
structure of the receipt does not indicate whether the TTP was involved or
not in dispute resolutions.

– Monotonicity: The protocol provides also monotonicity since any signature
(including the receipt) will not be revoked in order to guarantee a proper
termination of the protocol.

– Confidentiality: Confidentiality is achieved by encrypting the actual mes-
sage content in such a way that only the recipient can open it and this is
achieved through standard encryption technology.

– Timeliness: We assume only resilient channels. A resilient channel will even-
tually deliver a message sent through it within a time lapse which may be ar-
bitrarily long, yet finite. Moreover, the recipient does not need to include any
time limit into the signature SB and the sender A has the ability to decide
to abort the protocol and adopt a scheme for protocol resolution that can be
executed in a finite period of time. Therefore, our protocol provides timeliness.

4.1 Fairness

The protocol’s fairness is built around the assumption that the sender Alice
can verify that the verifiable encryption indeed contains a valid receipt. Only
the TTP can recover the receipt from the verifiable encryption. That is, the
ID-based VESS is secure.
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Besides the ordinary notion of signature security in the signature component,
Boneh et.al. [19] proposed two security properties of verifiably encrypted signa-
tures: Unforgeability and Opacity. Informally, Unforgeability requires that
it is difficult to forge a valid verifiably encrypted signature for a new message,
while Opacity means it is difficult, given a verifiably encrypted signature, to
extract an ordinary signature on the same message. In this section, we extend
these security notions to ID-based VESS.

We consider an adversary F which is assumed to be a polynomial time prob-
abilistic Turing machine which takes as input the global scheme parameters and
a random tape. To aid the adversary we allow it to query the following oracles:

– Extract oracle E(.): For input an identity IDX , this oracle outputs the
corresponding secret key DX

– Adj KGen oracle AK(.): For input an adjudicator’s identity IDT , this oracle
computes and outputs an adjudication warrant (PT , �) of IDT .

– VE Sign oracle V S(.): For input (IDX , m, (PT , �)), this oracle computes
and outputs a verifiably encrypted signature π.

– Adjudication oracle A(.): For input IDX , m and a valid verifiable encrypted
signature π of IDX for m with an adjudication warrant (PT , �) of IDT , this
oracle computes and outputs the corresponding ordinary signature δ.

Note: An ordinary signing oracle is not provided, because it can be simulated by
a call to V S(.) followed by a call to A(.). In the random oracle model, F also has
the ability to issue queries to the hash function oracles H1(.), H2(.) adaptively.

Definition 1. The advantage in existentially forging a verifiably encrypted
signature of an adversary F is defined as

AdvEUF
F (k)=Pr

⎡
⎢⎢⎣

Ω ← Setup(1λ),
(IDX , IDT , m, π) ← FH1(.),H2(.),E(.),AK(.),V S(.),A(.)(Ω) :

V E V erify(IDX , IDT , m, π) = 1,
(IDX , .) /∈ El, (IDX , m, .) /∈ Ol,

⎤
⎥⎥⎦

where El is the query and answer list coming from E(.), and Ol is the query
and answer lists of AK(.), V S(.) and A(.) during the attack. The probability is
taken over the coin tosses of the algorithms, of the oracles, and of the forger. An
ID-based VESS is said to be existential unforgeable, if for any adversary F ,
AdvEUF

F (k) is negligible.

Definition 2. The advantage in opacity attack of an algorithm F is defined as

AdvOPA
F (k)=Pr

⎡
⎢⎢⎢⎢⎣

Ω ← Setup(1λ),
(IDX , IDT , m, π, δ) ← FH1(.),H2(.),E(.),AK(.),V S(.),A(.)(Ω) :
V E V erify(IDX , IDT , m, π) = 1, V erify(IDX , m, δ) = 1,

A(IDX , m, π) = δ, (IDX , .) /∈ El,
(IDX , m, .) /∈ Al, (IDX , m, .) /∈ AKl

⎤
⎥⎥⎥⎥⎦
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where Al and AKl are the query and answer lists coming from A(.) and AK(.)
during the attack (We note that F can request V S(.) with input (IDX , m, .)).
The probability is taken over the coin tosses of the algorithms, of the oracles,
and of the forger. An ID-based VESS is said to be opaque, if for any adversary
F , AdvOPA

F (k) is negligible.

Theorem 1. In the random oracle model, if there is an adversary F0 which per-
forms, within a time bound T , an existential forgery against our ID-based VESS
with probability ε, then there is an adversary F1 which performs an existential
forgery against Cha-Cheon’s scheme with probability no less than ε, within a
time bound T +(3nAK +2nV S +nA)M , where nV S, nA and nAK are the number
of queries that F0 can ask to V S(.), A(.) and AK(.) respectively, M denotes a
scalar multiplication in G1.

Proof. see the appendix A.

Theorem 2. In the random oracle mode, let F0 be an adversary which has
running time T and success probability ε in opaque attack. We denote by nh1 ,
nE, nAK , nA and nV S the number of queries that F0 can ask to the oracles
H1(.), E(.), AK(.), A(.) and V S(.) respectively. Then there is a polynomial-time
Turing machine F1 who can solve the computational Diffie-Hellman problem
within expected time T + (nh1 + nE + 3nAK + nA + 5nV S)M with probability
ε/(nh1 · nAK · nV S).

Proof. see the appendix B.

Now, let’s discuss the fairness of our protocol. At the end of Step 2, if Al-
ice aborts after receiving πB = V E Sign(DB, H(m, Token), (PT , �)), Alice
can’t get the receipt δB = Sign(DB, H(m, Token)) by himself. If Alice re-
quests to TTP for dispute with valid πB and (m, Token), TTP computes δB =
Adjudication(sT , πB), sends (m, Token) to Bob and sends δB to Alice. That is,
either party gets what he wants, or neither party does. At the end of Step3,
if Alice has send Bob with (m, Token) while hasn’t received the receipt δB,
Alice can request to TTP for dispute with valid πB and (m, Token). As a re-
sult, Alice will receive a receipt on (m, Token) and Bob will get the message
(m, Token).

4.2 Comparison

We compare now our protocol with some previously proposed protocols.
On-line certified e-mail protocols, such as [7,8,9], require TTP participates in

all the transactions. The use of the on-line TTP greatly reduces the efficiency of
such protocols.

Some of the off-line protocols are not monotonic, for instance, the protocol
in [23] requires signatures to be revoked in order to guarantee fairness. Some
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solutions, such as [11], require a visible TTP, since the form of the receipt changes
depending on whether the trusted entity was invoked or not. The work of Micali
[10] shows that it is possible to achieve a simple certified e-mail protocol with
only three messages. However, the protocol needs to transmit data with an actual
message size more than two times, and a time limit has to be incorporated into
the message by the sender to force the recipient to send the receipt within a
specified period of time. Furthermore, for each message received, the recipient
is forced to communicate with the trusted intermediary in case of dispute and
such a communication has to happen before the time limit expires. Asokan et.al.
[24] present a fair-exchange protocol which is provably secure in the random
oracle model. However, the scheme seems expensive in terms of communication
complexity, performance, and amount of data transmitted. This is mainly due to
the cut-and-choose interactive proof technique employed to achieve a verifiable
escrow.

Recently, Ateniese et al. [6] suggested an off-line protocol with four passes
which allows a stateless recipient. In fact, our protocol keeps almost the same
properties as that in [6]. Comparatively, our protocol works in ID-based setting,
and is more efficient in performance. What more, ID-based cryptography can
bring us simple key management and remove the necessity of public key certifi-
cates in our certified e-mail systems. However, our protocol also have the key
escrow problem which is a inherent property of ID-based cryptography. This can
be solved to a certain extent by the introduction of multiple PKGs and the use
of threshold techniques.

5 Conclusion

In this paper we present an optimistic certified e-mail protocol in ID-based set-
ting. In the protocol, the trusted third party (TTP) works in an optimistic
way. That is, TTP does not participates in the actual exchange protocol in
normal cases (no argument appears), and is invoked only in abnormal cases to
dispute the arguments for fairness. The protocol provides fairness, TTP invisi-
bility, monotonicity, timeliness and confidentiality (optionally). What’s more, we
believe it is easy to amend the protocol to be used in exchanging other digital
items and the corresponding digital signatures in the e-commerce with fairness
and efficiency in ID-based setting.
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A Proof of Theorem 1

Proof. Without any loss of generality, we may assume that F0 queries V S(.)
with (IDX , m, PT , �) or queries A(.) with (IDX , m, π = (U, Y, V ′, PT , �)) only
if F0 has queried AK(.) with some identity IDT and got reply (PT , �). From
F0, we can construct an adversary F1 of Cha-Cheon’s scheme as follows:

1. A challenger C runs Setup(1λ) of Cha-Cheon’s scheme and gives the system
parameters Ω = (G1, G2, q, ê, P, Ppub, H1, H2) to F1.

2. F1 runs F0 with input Ω. During the execution, F1 emulates F0’s oracles as
follows:
– H1(.), H2(.), E(.): F1 replaces these oracleswith his own H1(.), H2(.), E(.)

oracles respectively. That is , F1 asks his H1(.), H2(.), E(.) oracles with
the inputs of F0, and lets the outputs be the replies to F0, respectively.

– AK(.): For input IDT , F1 randomly selects sT ∈ Z∗
q , computes PT =

sT P , requests to his signing oracle Sign(.) with (IDT , PT ) and gets reply
�. F1 outputs (PT , �) as the reply.

– V S(.): For input (IDX , m, (PT , �)), F1 requests to his own signing or-
acle Sign(.) with input (IDX , m) and gets reply (U, V ), then he picks
randomly r ∈ Z∗

q , and outputs (U, V + rPT , rP, (PT , �)) as the reply.
– A(.): For input (IDX , m, π = (U, V ′, Y, PT , �)), F1 computes V = V ′ −

sT Y , (with assumption, (PT , �) is the reply of some request to AK(.),
so F1 knows sT .) and replies with (U, V ).

3. If F0 outputs (ID∗, m∗, (U, V ′, Y, PT , �)), then F1 outputs (ID∗, m∗, (U, V )),
where V = V ′ − sT Y .

If F0’s has not queried oracles E(.) with ID∗, and has not queried oracles
AK(.), A(.) and V S(.) with input (or part of input) (ID∗, m∗), then F1 has not
queried oracles E(.) and Sign(.) with input ID∗ and (ID∗, m∗) respectively. If
(U, V ′, Y, PT , �) is a valid verifiably encrypted signature of ID∗ for m∗, then
(U, V ′ − sT Y ) is a valid signature of ID∗ for m∗. That is , F1 succeeds in
existential forgery against Cha-Cheon’s scheme with probability no less than
that of F0 succeeds in his game.

F1’s running time is roughly the same as F0’s running time plus the time
taken to respond to F0’s oracle queries. Neglect operations other than the pairing
ê(∗, ∗) and the scalar multiplication in (G1, +), the total running time is T +
(3nAK + 2nV S + nA)M as required.
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B Proof of Theorem 2

Proof. We may assume that for any ID, F0 queries H1(.) with ID before ID
is used as (part of) an input of any query to E(.), AK(.), V S(.), or A(.). From
the adversary F0, we construct a Turing machine F1 which can solve the CDHP
as follows:

1. A challenger C generates (G1, G2, q, ê) and selects randomly P, aP, bP ∈ G1.
C gives (G1, G2, q, ê, P, aP, bP ) to F1 as inputs.

2. F1 selects hash functions H1 : {0, 1}∗ → G∗
1, H2 : {0, 1}∗ × G1 → Zq, selects

randomly μ ∈ Z∗
q and sets Ppub = μbP .

3. F1 sets variables v = 1, j = 1, r = 1 and list Vl = Φ (Φ denotes NULL).
4. F1 picks randomly t, γ and ι satisfying 1 ≤ t ≤ nh1 , 1 ≤ γ ≤ nAK , 1 ≤ ι ≤

nV S , and picks randomly xi ∈ Zq, i = 1, 2, ...nh1.
5. F1 gives Ω = (G1, G2, q, ê, P, Ppub, H1, H2) to F0 as input and lets F0 run

on. During the execution, F1 simulates F0’s oracles as follows:
– H1(.): For input ID, F1 checks if H1(ID) is defined. If not, he defines

H1(ID) = xvP and sets IDv ← ID, v ← v + 1. F1 returns H1(ID) to
F0.

– H2(.): For input (m, U), F1 checks if H2(m, U) is defined. If not, he picks
a random h ∈ Zq, and sets H2(m, U) = h. F1 returns H2(m, U) to F0.

– E(.): For input IDi, F1 lets di = xiPpub be the reply to F0.
– AK(.): For input IDT , if r = γ, F1 lets PT = bP ; otherwise, F1 selects

randomly sT ∈ Z∗
q , PT = sT P . F1 computes � = Sign(DT , PT ), sets

r ← r + 1 and replies with (PT , �).
– V S(.): For input IDi, message m and warrant (PT , �), F1 emulates the

oracle as follows:
• If j = ι, i = t and PT = bP ,

a. Pick randomly k2, h ∈ Z∗
q ;

b. U = aP − h(H1(IDi)), Y = μ(k2P − aP ), V ′ = μk2(bP );
c. If H2(m, U) has been defined, F1 aborts (a collision appears).
Otherwise, set H2(m, U) = h.
d. Add (i, j, ., U, V ′, Y, PT , �) to Vl.

• Otherwise,
a. Pick randomly r2, zj , h ∈ Z∗

q ;
b. Compute U = zjP − h(H1(IDi)), Y = k2P , V ′ = zjPpub + k2PT ;
c. If H2(m, U) has been defined, F1 aborts (a collision appears).
Otherwise, set H2(m, U) = h.
d. Add (i, j, k2, U, V ′, Y, PT , �) to Vl.

Set j ← j + 1 and let (U, V ′, Y, PT , �) be the reply to F0.
– A(.): For input IDi, m and valid verifiably encrypted signature π =

(U, V ′, Y, PT , �), F1 obtains the corresponding item (i, j, k2, π)
(or (i, j, ., π)) from the Vl. If i = t, j = ι and PT = bP , F1 declares
failure and aborts. Otherwise, F1 computes V = V ′ − k2PT , and replies
to F0 with (U, V ).
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6. If F0’s output is (IDi, m
∗, π∗ = (U, V ′, Y, PT , �), δ∗ = (U, V )), then F1

obtains the corresponding item (i, j, k2, π
∗) (or (i, j, ., π∗)) on the Vl. If i = t,

j = ι and PT = bP , F1 computes and successfully outputs abP = μ−1V .
Otherwise, F1 declares failure and aborts.

This completes the description of F1.
Because of the randomness of U , the probability of F1 aborts as a result

of collision of H2(m, U) is negligible. If F0 succeeds in his attack with output
(IDi, m

∗, π∗ = (U, V ′, Y, PT , �), δ∗ = (U, V )), and the corresponding item in Vl

is (t, ι, ., π∗) and PT = bP , then μ−1V = μ−1aμbP = abP . F0 succeed in his
attack, so F0 has not query A(.) with (IDt, m

∗, .). Hence, F1’s simulations are
indistinguishable form F0’s real oracles. Because t is chosen randomly in 1 and
nh1 , γ is chosen randomly in 1 and nAK , and ι is chosen randomly in 1 and nV S ,
F1 can output abP with probability ε/(nh1nAKnV S). It is easy to see that F1’s
running time is roughly T + (nh1 + nE + 3nAK + nA + 5nV S)M as required.
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