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Abstract. In order to protect communication security among sensor nodes, a 
cryptographic method are needed by ad hoc sensor networks. According to that 
most ad hoc sensor networks are deployed in groups, a group-based multicast 
key management scheme is proposed to extend RPS scheme in this paper. 
Compared with RPS, our scheme improves the probability that a shared key 
exists between two sensor nodes, and reduce the probability that the shared key 
is decrypted.  
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1   Introduction 

The open architectures of ASNs (ad hoc sensor networks) make potential intruder 
easy to intercept, eavesdrop and fake messages. Therefore, they need strong security 
services. Most security methods can be realized by message encryption. Therefore, 
some kinds of cryptographic keys that need to be shared between the communicating 
parties are needed.  

The pre-loaded key management of ad hoc sensor network, proposed by Blom 
[1]， efficiently solves the key management for broadcast and multicast [2-5] of ad 
hoc sensor network. N-security r-conference key management scheme [6~10] is a 
typical pre-loaded key management scheme.  

Since ad hoc sensor networks are mostly deployed in groups, the communications 
among nodes are mostly happened among nodes of same group. Therefore, a group-
based multicast key management scheme is proposed in this paper to improve the 
probability that two nodes share at least one key.  

The rest of the paper is organized as follow. First, an overview of n-secure r-
conference key management scheme is given in section 2. Secondly, a group-based 
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key management for multicast of ad hoc sensor network is proposed in section 3. 
Thirdly, the performance of group-based scheme is analyzed by mathematical method 
and simulations in section 4. Finally, we draw a conclusion in section 5. 

2   RPS Key Management Scheme 

RPS [10] (Random Preloaded Subset key distribution) scheme is proposed as an n-
security r-conference key management. RPS determines the public key of each node 
by a public one way function ()1F , which is defined as follow: 

           )(11 AFII k =                                                   (1) 

In the above formula, PII k ≤≤ 11   is a random permutation of numbers between 

1 and P . For instance, it could be obtained by choosing the first k elements of a 
random permutation of numbers between 1 and P . 

kII1
 is the index of the keys 

preloaded in node A . By exchanging their IDs, two nodes can immediately determine 
their shared indices, and use their shared keys to derive their pair key. For an r-user 
conference, the r nodes can independently calculate their conference key based on the 
keys shared by all r nodes. 

3   Group-Based n-Security r-Conference Key Management 
Scheme 

In this section, GBKM (Group-Based Key Management) is proposed to extend 
RPS. In GBKM, keys preloaded in a node are not only tied to its public ID but also to 
its group ID. Therefore, GBKM not only has a one way public function ()1F  but also 

has a public one way group function )(iFm , which is defined as follow: 

                                                )(z1 iFmII =                                           (2) 

In the above formula, PII Z ≤≤ 11  is a random permutation of numbers between 1 

and P , and it is a subset 
iA  of A. When a node acquires its pre-loaded keys, it first 

calculates out the subset for its group by its group function ()mF  with its group ID, 

and then it calculates out its key from the key subset of group by function ()1F .  
Therefore, in GBKM, any r nodes of same group can determine whether there 

exists at least a shared key among them after they exchange their group ID and their 
public ID. Although, the probability that two nodes of same group share at least one 
key is improved by the method above, the probability that two nodes of different 
groups share at least one key is still low. In order to improve the probability that two 
nodes of different groups share at least one key, they broadcast its received group ID 
and node ID in its group when two nodes of different groups want to setup a session 
and do not have any shared key. If one node of its group has shared keys, then it 
forwards the shared key to the node. Therefore, the probability that two nodes of 
different groups share at least one key is improved and is equal to that two groups 
share keys. 



52 S. Cai et al. 

4   Analysis 

4.1   The Probability That Two Nodes Share at Least One Keys 

Let p  be the probability that two nodes of same group share at least one key. The 

probability that two key rings share at least one keys is equal to 1 – Pr [two nodes do 
not share any key]. Therefore, we first compute the number of the possible key rings. 
Since each key of a key ring is drawn out of a pool of P  keys without replacement, 
the number of possible key rings is 

)!(!
!

kPk

P

−
. 

After picking out the first key ring, the total number of possible key rings that do 
not share a key with the first key ring is the number of key rings that can be drawn out 
of the remaining P - k  unused key in the pool, namely
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−
−  .  

Therefore, the probability that no key is shared between the two rings is the ratio of 
the number of rings without a match by the total number of rings. Thus, the 
probability that there is at least a shared key between two key rings is 
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Since P  is very large, Stirling's approximation n! ≈ π2 2

1+n
n ne−  is used to 

simplify the expression of p , and obtain:
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. Since the size of sub-

pool is much smaller than that of pool, the probability that a shared key exists 
between two sensor nodes of the same group is improved by our scheme. 

Figure 1 describes the relationship between the size of ring and the probability that 
two nodes share at least one key. When pool has 10,000 keys and key ring has 75 
keys, the probability of Laurent’s scheme that two node share at least one key is only 
about 0.5. However, the probability of our scheme that two nodes share at least one 
key is almost about 1 when each sub-pool of our scheme has 1,000 keys. 

p′  is used to present the probability that a shared key exists between two nodes of 

different groups, whose sub-pools have P′  keys. Each group can draw 
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sub-pools from its main pool. Therefore, probability that a shared key exists between 
two nodes of different groups is 
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From the results showed in fig. 1, we can know that the probability, which two 
nodes of different groups have at least one key, is almost 100% when sub-pool has 
more than 200 keys. Therefore, GBKM can be improved further by reduce the scope 
of exchanging group ID and node ID when two nodes belong to different groups. In  
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Fig. 1. The relationship between the size of ring and the probability that two nodes share a key 

the improved GBMK, the node only exchange group ID and node ID with its 
neighbors of the same group.  

Now, the probability that r nodes share at least one key is calculated. If there is at 
least a shared key among r  nodes, then the intersection r

kk AA ∩∩1  is not empty. 

Therefore, }Pr{ r
k

1
k

r mAAPSm =∩∩=  is first calculated for the probability 

that ∅≠∩∩ r
kk AA1 . Therefore, 1r )( −≤ rpPS  and r nodes hardly have shared keys 

when p  is small. Therefore, it is necessary to improve the probability that two nodes 

share at least one key.   

4.2   Security  

In this section, the security of GBKM is analyzed. The communications among r 
nodes are safe only when r

kk AAa ∩∩∈∃ 1  and nR
k

r
k AAa ++ ∪∪∉ 1 . Therefore, 

),,,( rnkPPER
is used to present the probability that r-node communications can be 

eavesdropped by n nodes, and r
mPS  is calculated first to calculate ),,,( rnkPPER

.  

The calculation complexity of r
mPS  increases when r increases and it can not be 

calculated when r is much larger. Therefore, rφ  is used here to present expected m, 

namely  
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=
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Therefore, the larger the 
P

k  is, the higher probability that r nodes share at least one 

key.  Fig.2 descries the relationship between )5(r =rφ  and the size of ring. In fig.2, 

when 
P

k  is larger, smaller key ring can guarantee r nodes share at least one key;  

when 
P

k  is smaller, larger key ring is even can not guarantee r nodes share at least 

one key. Therefore, it is necessary to improve probability that r nodes share at least  
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Fig. 2. The relationship between )5(r =rφ  and the size of ring 

one key by the improvement of
P

k , which is resulted from group-based key 

management. 
Secondly, }Pr{ n

k
1
k

q
, qAAPC kn =∪∪=  is used here to present the probability that 

n
kk AA ∪∪1  has q keys, where ),min(max Pnkqqk =≤≤ .  

The calculation complexity of r
mPS  also increases when r increases, and 

r
mPS cannot be calculated when r is much larger. ∑ =

== max

,n ][
q

kq

q
knqPCqEθ  is used here to 

present expected q.  The value of nθ  can be calculated by recursion, and nθ is 

defined as follow: 
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P
n is used here to present expected

P

q
. Fig.3 descries the 

relationship between 
′

nθ  and the number of nodes captured by the adversaries. The 

larger 
P

k  is, the lower the security of r nodes communications is, and the easier the 

adversity can acquire all keys by capturing few nodes. The smaller 
P

k  is, the higher 

the security of r nodes communications is, and the more difficult the adversities 
acquire all keys by capturing few nodes.  

However, from the analysis results in fig3, we know that a higher 
P

k  is needed by 

a key management scheme to guarantee that there is at least one shared keys among r 
nodes. When adversity does not know the adscription of the nodes, 

gUP = ( 
gU  

presents the sub-pool )in equation (5) mostly，and
P

k  is larger; 
pUP =  in equation  
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Fig. 3. The relationship between 
′

nθ  and the number of nodes acquired by adversity 

(7),  and 
P

k  is smaller. Therefore, group-based key management not only improves 

the probability that r nodes share at least one key, but also reduces the probability that 
the shared keys are decrypted.  

Thirdly, }Pr{q
m qm AAPE ⊂=  is used here to present the probability that

qm AA ⊂ , 

where 
pm UA ⊂ ( mAm =|| ) and pq UA ⊂  ( qAq =|| ). Therefore,  
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}Pr{),,,( BGrnkPPER ⊂= is used here to present the probability that BG ⊂ , 

where r
kk AAG ∩∩= 1 and rn

k
r
k AAB ++ ∩∩= 1 . Therefore, ),,,( rnkPPER  can be 

expressed further as follow 
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 is hardly calculated when 3≥n . Hence, an approximation of 

),,,( rnkPPER
 should be calculated, and equitation (8) can be defined further as 

follow:  
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By the method that the approximation of ),,,( rnkPPER
 is calculated when 3≥n , 

the approximation of ),,,( rnkPPER
 can be acquired when r is larger. Therefore, 

),,,( rnkPPER
 can be defined as follow: 
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i=rφ , and ),,,( rnkPPEi
R is used to present the probability that the r node 

communications are eavesdropped. Therefore,
mR rnkPPE θ′=),,,(1 , 
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θθ . Hence, the probability that r nodes communications are 

eavesdropped decreases exponentially when rφ increases because of 
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mm θθ .  

From the analysis above, a larger rφ  and a smaller mθ  is needed to improve the 

session security among r nodes.  When 
P

k  is larger, rφ is larger and 
mθ  is smaller. 

When 
P

k  is smaller, rφ  is smaller and 
mθ  is bigger. Therefore, a key management 

scheme needs a reasonable
P

k  . 

When adversity does not know the adscription of the nodes, 
gUP = in equation (5) 

mostly，and
P

k  is larger; 
pUP =  in equation (7),  and 

P

k  is smaller. Therefore, group-

based key management not only improves the probability that r nodes share at least 
one key, but also reduces the probability that the shared keys are decrypted.  

5   Conclusions 

According to that most ad hoc sensor networks are deployed for assigned missions, a 
group-based key management scheme is proposed in the paper. GBKM divides key 
pool into some sub-pool according to the relativities of missions, and the numbers of 
shared keys among missions are determined by the relativities among missions. In ad 
hoc sensor network, most communications are happened among nodes of same 
missions. Therefore, the group-based key management not only improves the 
probability that communicating nodes share at least one key but also reduce the 
probability that the shared key is decrypted.  
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