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Abstract. We propose a light-weight protocol for authentication of low-
power devices. Our construction PUF-HB merges the positive qualities of
two families of authentication functions. PUF represents physically
unclonable functions and fulfills the purpose of providing low-cost tamper-
resilient challenge-response authentication. On the other hand, the Hop-
per Blum (HB) function provides provable cryptographic strength against
passive adversaries. By building on an earlier proof of the security of HB+

by Katz et al. [1], we rigorously prove the security of the proposed scheme
against active adversaries. While the active adversary model does not in-
clude man-in-the-middle attacks, we show that a previously successful
man-in-the-middle attack proposed for HB+, does not carry to PUF-HB.

Keywords: HB+, PUF, tamper resilience, provable security.

1 Introduction

Low cost and power efficient devices are essential for the next generation ubiq-
uitous networks. By utilizing devices ranging from wireless sensor nodes to RF
identification devices (RFIDs) and smartcards, these networks are envisioned to
support a large number of applications carrying out diverse tasks. It is clear
that low-cost and lightweight security schemes are absolutely essential for the
adoption of ubiquitous networks. To further highlight the security requirements
of these networks, we observe that despite their diversity, the deployed devices
have three things in common: they store sensitive information, they transmit
data through unprotected wireless networks, and typically an adversary will have
physical access to the device due to the nature of the applications. It is essential
that sensitive information is safely stored and communicated. However, since
most of the pervasive devices are passive devices with limited power sources
and with stringent constraints imposed on their computational resources, im-
plementing protection measures on these low-cost devices becomes a challenge.
Furthermore, attacks that circumvent the data channel and instead exploit the so
called side-channels [4,3] are posing a major threat to constrained devices. These
attacks are classified into two groups. Passive attacks solely observe side-channels
(e.g. computation time, power consumption, electromagnetic emanation, temper-
ature attacks etc.) to deduce internal secrets from leaked side-channel profiles.
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In contrast, in active attacks the attacker may also inject faults during the com-
putation [5]. Not surprisingly, active attacks are more powerful and are more
difficult to prevent. Furthermore, active attacks have also been demonstrated to
be useful in circumventing countermeasure against side-channel leakage. Thus,
building tamper-proof hardware is crucial for securing devices against passive
and active side-channel attacks.

The recently proposed Physically Unclonable Functions (PUFs) provide a
promising alternative approach for achieving tamper-resilience [6]. A PUF is a
physical pseudo-random function which may be implemented by exploiting the
small variances of the wire and gate delays that are unique for every single inte-
grated circuit (IC), even if they are logically identical. These variances depend
on highly unpredictable factors, which are mainly caused by the inter-chip man-
ufacturing variations. Hence, given the same input, the PUF circuit will return
a different output on different ICs. Additionally, if the PUFs are manufactured
with high precision, any major external physical influence will change the PUF
function and render the device non-functional. These features are indeed very
attractive for any low-cost authentication scheme hoping to achieve tamper-
resilience. However, all PUF based authentication schemes proposed so far rely
on collecting challenge-response pairs which are unique for every PUF. These
challenge-response pairs have to be stored in a database [6], so that the data
can be retrieved and used to authenticate any given PUF. It is not hard to see
that this solution becomes less practical when the number of devices deployed
increases. Another major problem faced by the delay-based PUF design is that
unless augmented by traditional cryptographic schemes (e.g. hash functions) or
non-linearization techniques [7,8,12] it will not be secure against simple modeling
attacks.

In complement to PUFs the HB-based authentication schemes provide a se-
curity reduction. In [13] Hopper and Blum (HB) proposed the first HB authenti-
cation scheme. The HB protocol is indeed promising for simplifying the authen-
tication process and significantly reducing the power consumption of pervasive
networks. An additional major advantage of the HB protocol is that its security
is based on the hardness of the learning parity with noise (LPN) problem. The
LPN problem is known to be NP-hard [25]. Unfortunately, as pointed out in [13]
the HB scheme is weak against active adversaries. In [14], Juels and Weis pro-
posed a hardened version of the HB protocol labeled HB+ which resists active
attacks in the detection based model.1 HB+ was shown to be secure [14,1] in the
detection based model. In [18], the authors demonstrated a man-in-the-middle
attack for breaking HB+.

In this paper we merge the PUF authentication scheme along with the HB
based authentication protocol to produce a hybrid protocol which enjoys the
advantages of both schemes while improving the level of security. We propose an
authentication scheme which is tamper resilient, and at the same time provably
secure against active attacks in the detection based model. In addition, the

1 In this model, a flag is raised whenever a tag fails to authenticate for a large number
of times.
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presented protocol resists the man-in-the-middle attacks proposed so far for the
HB+ scheme. From the PUF perspective, our protocol is the first PUF based
authentication scheme which is provably secure. For our security proof we closely
follow the proof presented in [1].

The remainder of the paper is organized as follows. In the next section we
introduce PUFs and present a mathematical model. In Section 3 we give a review
of the previously proposed HB based authentication protocols. In Section 4 we
define our notation and describe our protocol. The security reduction is presented
in Section 5. In Section 6 we describe the man-in-the-middle attack and show that
the proposed protocol resists it. In Section 7 we discuss hardware implementation
and tamper resilience properties of the proposed scheme. Finally, we present the
conclusions in Section 8.

2 Physically Unclonable Functions

A PUF is a challenge-response circuit which takes advantage of interchip varia-
tions to achieve tamper-resilience. The idea behind a PUF is to have the same
logical circuit produce a different output depending on the actual implementa-
tion parameters of the circuit. The variations from one circuit implementation
to another are not controllable and are directly related to the physical aspects of
the environment. These aspects include temperature, pressure levels, electromag-
netic waves and quantum fluctuations. Therefore, two identical logical circuits
sitting right next to each other on the same die might still have quite different
input-output behavior due to the nature of a PUF.

The reason one might seek to explore this property is to prevent an attacker
from cloning the function. Additionally, because of the high level of sensitivity
of these physical functions it becomes virtually impossible for an attacker to
accurately reproduce the hardware. Another major advantage of the sensitivity
of the PUF is to prevent physical attacks on the system. Trying to tap into
the circuit will cause a capacitance change and therefore change the output of
the PUF. Removing the outer layer of the chip will have a permanent effect on
these circuit parameters and again, will change the output of the PUF circuit.
Roughly summarized, we can say that a well-built PUF device will be physically
tamper-resilient up to its sensitivity level. We would like to note here that one of
the major advantages of PUF circuits is their lightweight nature. Using a recent
proposal which utilizes tri-state buffers to construct PUF circuits [11], one can
show that for an n bit PUF about 2n gates is sufficient.

A delay-based PUF [6] is a {0, 1}k → {0, 1} mapping, that takes a k-bit
challenge a and produces a single output bit r. As shown in Figure 1 the delay-
based PUF circuit consists of k stages of switches. Each switch has two input and
two output bits in addition to a control bit. If the control bit of the switch is 0,
the two inputs are directly passed to the outputs through a straight path. If on
the other hand, the control bit to the switch is 1, the two input bits are switched
before being passed as output bits. Therefore, the control bit of each switch will
decide the path taken by the input signals. The k switches are serially connected
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Fig. 1. A basic delay-based PUF circuit

so that the output of each switch is connected to the input of the following
switch. The two outputs of the last switch are connected to a flip-flop, which is
called the arbiter. The two inputs to the first switch are connected to each other,
and then connected to a pulse generator.

We briefly describe the operation of PUFs as follows. When a challenge a is
received each of its k bits is used as the control bit to one of the PUF switches.
Next, a pulse is generated and sent to the first switch. The pulse will break into
two pulses entering the upper and lower inputs of the first switch. Depending on
the control bit of the first switch the two signals will either travel in a straight path
or they will switch locations. Although the paths taken by the signals have been
designed to have the same length, due to physical variations the two paths will
have a small mismatch. This mismatch will have a different value for each of the
two possible paths of the two signals. Therefore, the two pulses will acquire a time
delay between them which is dependent on the control bit of the first switch. The
same argument applies for the rest of the k switches. Each challenge a will impose a
different path on the k switches. Consequently, the total delay mismatch between
the two signals will be a function of a. The job of the arbiter at the end of the
switch chain is to indicate which signal arrives first. Recall that a flip-flop has two
inputs, the data input and the clock input. When the clock input observes a rising
edge the data input is captured at the output of the flip-flop. In a PUF setting,
if the signal connected to the data input of the arbiter arrives first, the output of
the arbiter will be 1. Otherwise, the output will be 0.

In [6] the authors derive a linear delay model for the delay-based PUF. The
model is represented by an equation which gives the total delay difference be-
tween the two pulses in terms of the challenge bits and the parameters of the
PUF circuit. Let DH represent the total delay of the pulse that enters the data
input of the arbiter and DL be the delay of the pulse that enters the clock input.
The mathematical model derived in [6] shows that the difference between the
two propagation paths DH and DL can be expressed algebraically as

δ = DL − DH =
k∑

i=1

(−1)piyi + yk+1
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where pi = ai ⊕ ai+1 ⊕ . . . ⊕ ak such that ai is the ith bit of a. This relation can
also be described using (P = Ua) where P = [p1, . . . , pk] and a are represented
as column vectors. U is the upper triangular matrix with all non-zero entries
equal to 1 and the matrix multiplication is performed modulo 2. Here the yi

parameter denotes the imbalance in the signal propagation paths in ith stage of
the PUF circuit.2 The condition for the output bit of the arbiter circuit, r, can
be written as δ + Ts > 0 → r = 1 and δ + Ts < 0 → r = 0, where Ts denotes the
setup time for the arbiter flip-flop. Now, let Y = [y1, . . . , yk+1] we can compute
the output of the PUF using the following function,

r = PUFY (a) = sign

(
k∑

i=1

(−1)piyi + yk+1

)
.3 (1)

Where sign(x) = 1 if x > 0, and 0 if x < 0. When the argument in sign(x) is zero
the output becomes a random bit. In fact, the random output bit will in practice
be observed for a slightly larger window of mismatch values. In these cases the
PUF is said to be metastable. We will shortly address this issue by introducing
the noise parameter ε. It is important to note that the delay variations yi will
depend on the fabrication process of the PUF circuit. Therefore, one would
expect these parameters to follow a normal distribution [10]. In particular, the
yi values will follow a Gaussian distribution of mean zero, and a fixed variance.
Without loss of generality, we can normalize these values and assume they belong
to a normal distribution of mean 0 and variance 1.

The fact that the PUF function can be represented using a linear inequality
means that given a sufficient number of challenge-response pairs (a(i), r(i)) for a
single PUF,4 an attacker will be able to model the system using linear program-
ming [27,28,12] or machine learning [29,6] algorithms. This observation seems
to completely undermine the idea behind a device labeled unclonable. Although
the delay parameters yi are not measurable, a simple PUF circuit will leak infor-
mation about these values through its challenge-response pairs. For theoretical
and experimental results on PUF modeling, the reader is referred to [8,12,11].
As proposed in [12], in this paper we take advantage of the modelability of the
simple PUF circuit. We provide an overall scheme which prevents an attacker
from calculating the delay parameters, while at the same time allowing the owner
of the circuit to take advantage of this property. We further elaborate on this
point in Section 7. For the remainder of the paper we will utilize the PUF model
and assume that the yi parameters fully characterize the operation of the PUF
circuit.

It should be noted that even if the best techniques are used to model a PUF
circuit, there will always be a level of error in the developed model. This is

2 The delay model derived here is slightly different from that given in [6], particularly
the yi parameters differ with a factor of two.

3 For brevity the setup time Ts can be merged with the last delay parameter yk+1.
4 In this paper we use subscripts with parenthesis to denote different strings, e.g. a(i),

and we use subscripts without parenthesis to denote bits of the same string, e.g. ai.
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due to multiple reasons. First, the thermal noise will cause slight fluctuations in
the internal delay parameters yi. Second, although the system is modeled with
a linear equation, there will always be some source of non-linearity which will
affect the system. Moreover, the two signals propagating inside a PUF circuit
will sometimes enter a race condition such that the decision made by the arbiter
will be random [9]. This will typically happen when the total delay difference
between the two signals is less than the resolution of the arbiter. When the PUF
enters such a state the circuit is said to be metastable. As a result, any PUF
device can only be modeled up to a certain level of accuracy, i.e. the model will
always mispredict some response bits. The best modeling schemes tested so far
were shown to reduce the misprediction rate to as low as 3% [8]. Note that the
3% misprediction rate is obtained by implementing error reduction techniques
such as majority voting. For the construction in this paper we utilize the built-
in noise to secure the HB component. In our notation we denote the amount of
error that exists in a PUF circuit model by ε.

Before we conclude this section, we introduce the following notation. For any
bit v,

PUFY,v(a) =

⎧
⎨

⎩
sign
(∑k

i=1(−1)piyi + yk+1

)
, v = 0

sign
(∑k

i=1(−1)piyi + yk+1

)
, v = 1

⎫
⎬

⎭ , (2)

where pi is the complement of pi.5 This notation will simplify the derivations in
the following sections.

3 The HB Family

The HB authentication schemes base their security on the hardness of the LPN
problem. In this section we give a quick review of the LPN problem and the
different HB authentication schemes, focusing on HB and HB+. For a certain
ε ∈
(
0, 1

2

)
the LPN problem is denoted by LPNε, and defined as follows.

Definition 1 ([1]). Given n random binary k-bit strings a(j) and the bits z(j) =
a(j) · x ⊕ ν for some x ∈ {0, 1}k, where a · b denotes the binary inner product
between a and b, ν = 1 with probability ε and 0 with probability 1 − ε, then find
the binary string x.

The LPN problem is known to be NP-hard [25]. In [13], the authors show that
the LPN problem is log-uniform and even hard to approximate within a ratio of
2. Kearns proved in [26] that the LPN problem is hard in the statistical query
model. The best known algorithm to solve the LPN problem is the BKW algo-
rithm [20]. However, there has been a number of improvements on the algorithm
with the best running time of 2O(k/ log k) [21,22,23].

5 The complement may be realized by simply XOR-ing the most-significant bit of a
with v.
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In the HB protocol [13], the tag and the reader share a k-bit secret string
x. To authenticate the tag, the reader starts sending randomly generated k-bit
challenge strings a(j). The tag responds with the bit z(j) = a(j) ·x⊕ ν where the
variables are as defined in the LPN problem. The tag and the reader repeat the
same step for multiple challenges. Finally, the reader checks to see if the number
of errors in the tag’s response matches the noise level, and decides to accept or
reject accordingly. Note that if the tag’s response did not contain noise, then a
passive attacker would easily be able to deduce x after collecting k challenge-
response pairs using Gaussian elimination. In [13], the authors prove that given
an algorithm that predicts z(j) for a random a(j) with some advantage, then this
algorithm can be used to solve the LPNε problem. However, HB is only secure
against passive attacks. An active attacker can easily repeat the same challenge
multiple times, effectively eliminating the noise and reducing the problem to
Gaussian elimination.

To secure the HB protocol against an active attacker the HB+ protocol was
proposed in [14]. In HB+ the tag and the reader share two k-bit strings x and y.
The tag starts the authentication session by sending a random k-bit string b(j).
The reader then responds with a(j) just like the HB protocol. Finally the tag
responds with z(j) = a(j) ·x⊕b(j) ·y⊕ν, where ν is defined as above. The protocol
is proven to be secure against an active attack on the tag (excluding man-in-
the-middle attacks). In such an adversary model an attacker is not allowed to
obtain final decisions from the reader on whether this authentication session was
successful or not. In [14] and [1] the authors show that in this adversary model
breaking the HB+ protocol is equivalent to solving the LPN problem. However,
as we pointed out earlier, a simple man-in-the-middle attack was demonstrated
on the HB+ protocol in [18]. Note that in a detection based model this attack
will not be successful.

In addition to HB and HB+, there has been a number of other variations such
as HB++ [16], HB-MP [15] and HB∗ [24]. All these proposals attempt to prevent
man-in-the-middle attacks. In a more recently proposed scheme, i.e. HB# [19],
the authors propose a modified version of HB+ which uses Toeplitz matrices
rather than vectors for a shared secret. Under a strong conjecture the scheme
is proven secure against a class of man-in-the-middle attacks. In this adversary
model which is referred to as GRS-MIM-model, the attacker can only modify
data transmission from the reader to the tag but not the other way around. This
model will protect against the previously mentioned attack.

4 The PUF-HB Authentication Protocol

We start by defining basic notation. In the remainder of the paper we reserve
k to denote the security variable. T(n,x,Y,s,ε) denotes the tag used in the PUF-
HB protocol, where x ∈ {0, 1}k, s ∈ {0, 1}2×n. We treat sj as a 2-bit vector.
and Y = [y1, y2, . . . , yk+1] such that yi ∈ N(0, 1) and N(μ, σ2) is the normal
distribution with mean μ and variance σ2. The noise parameter is ε ∈

(
0, 1

2

)

and n denotes the number of rounds required for authentication. We denote the
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reader by R(n,x,Y,s,ε,l,u), where all the variables are as defined for the tag except
l and u which are integers in the range [0, n] such that l ≤ ε · n ≤ u.

With this notation we describe the basic authentication step. In the jth round
of the protocol, T(n,x,Y,s,ε) outputs a randomly generated vector b(j) ∈ {0, 1}k

and sends it to R(n,x,Y,s,ε,l,u). The reader responds with the vector a(j) ∈ {0, 1}k

and e(j) ∈ {0, 1}2. Finally the tag computes z(j) = b(j) ·x⊕PUFY,e(j) ·sj (a(j))⊕ν,
where · is the binary inner product, sj are the jth two bit vector of s and ν = 1
with probability ε and ν = 0 with probability 1− ε. For authentication, this step
is repeated n times. In each round the reader checks to see if the tag’s response
is equal to b(j) · x ⊕ PUFY,e(j)·sj (a(j)). If not, the reader marks the response as
wrong. At the end of the nth round, the reader authenticates the tag if and only
if the number of wrong responses is in the range [l, u].

In general, any entity can interact with the reader and try to impersonate an
honest tag. To capture such interaction, let E be any entity trying to authenticate
itself to the reader R(n,x,Y,s,ε,l,u). Then PUF-HB

(
E , R(n,x,Y,s,ε,l,u)

)
= 1 iff E is

authenticated by the reader, and is equal to 0 otherwise. The following protocol
formalizes this interaction:

Protocol 1: PUF-HB
(
E , R(n,x,Y,s,ε,l,u)

)

1. R(n,x,Y,s,ε,l,u) sets c = 0 and j = 1.
2. E sends b(j) ∈ {0, 1}k to R(n,x,Y,s,ε,l,u).
3. R(n,x,Y,s,ε,l,u) choses a(j) ∈ {0, 1}k and e(j) ∈ {0, 1}2 uniformly at

random and sends it to E .
4. E sends z(j) to R(n,x,Y,s,ε,l,u).
5. If z(j) �= b(j) · x ⊕ PUFY,e(j)·sj (a(j)) then c = c + 1.
6. R(n,x,Y,s,ε,l,u) increments j and repeats steps 2 through 5 until j = n.
7. If l ≤ c ≤ u then PUF-HB

(
E , R(n,x,Y,s,ε,l,u)

)
= 1, otherwise it equals 0.

Provided that E has no information about x, s or Y , the best probability of be-
ing authenticated by the reader will be εs = 2−n

∑u
i=l

(
n
i

)
. This probability rep-

resents the soundness error in the algorithm. As for an honest tag T(n,x,Y,s,ε) one
can see that with a very high probability PUF-HB

(
T(n,x,Y,s,ε), R(n,x,Y,s,ε,l,u)

)
=

1. However, the tag’s choice to set ν = 1 with probability ε is independent in
each round of the authentication. Therefore, it will be possible for the tag to
introduce a number of errors which is outside the range [l, u]. This will result in
a failed authentication session. We denote the probability of this incident by εc,
i.e. the completeness error. If we set l = 0 then using the Chernoff bound we can
produce the following bound, εc < e−(εn)(u/εn−1)2/4.

Protocol (1) would work identically if we run it in a parallel fashion. In this
case, the n different b(j) vectors sent in Step 2 would be sent in a single step and
similarly all the a(j) vectors and e(j) bits sent in Step 3 would also be sent in a
single step. Finally all the z(j) bits returned in Step 4 would be sent in a single
step. In general, the PUF-HB protocol is almost identical to the HB+ protocol.
The main difference introduced in the PUF-HB protocol is to substitute the inner
product a · y where y ∈ {0, 1}k with PUFY,s(a). As we will see in the proof of
Theorem 1 this substitution will not affect the security features introduced by the
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HB+ protocol. However, as indicated in the previous sections this substitution
will make the tag tamper-resilient, and will simultaneously help resist the known
man-in-the-middle attack on the HB+ protocol [18].

5 Security Against Active Attacks

In this section, we reduce the security of the PUF-HB protocol in the active
attacker model (which does not include man-in-the-middle attacks) to solving
the LPN problem. Note that as we pointed out earlier, the proof here closely
follows the proof of Katz et al. on the security of the HB+ protocol [1]. However,
due to the nature of the PUF circuit, a very simple part of the original proof in
[1], becomes much more complex in our protocol. Such a difference is a reflection
of the change from a simple binary inner product to a PUF operation. For a more
elaborate explanation of the proof see [1] where the authors prove security for
the parallel execution case with ε < 1/4. Also see [17] for a similar proof when
ε < 1/2. Moreover, in the original paper where the HB+ protocol was proposed
[14] the authors provide an elegant proof of security against active attacks. The
proof in [14] can easily be modified to prove the security of the PUF-HB protocol.
However, for simplicity and completeness we use the proof in [1].

We start by quoting the following definitions directly from [1]. Let Ax,ε denote
an LPNε oracle which outputs a k + 1 bit string such that x is chosen uniformly
at random from {0, 1}k and ε ∈

(
0, 1

2

)
. The output of the oracle is the string

(a, a · x ⊕ ν) .

Where a is chosen uniformly at random from {0, 1}k, and ν = 1 with probability
ε and ν = 0 with probability 1 − ε. We also define Uk+1 to be the uniform
oracle with outputs from the uniform distribution over {0, 1}k+1. We say that
an algorithm M can (t, q, δ) solve the LPNε problem if

Pr
[
MAx,ε(1k) = x

]
≥ δ ,

provided that M runs in time t and uses q queries to the oracle Ax,ε. The main
theorem of this paper relies on the following lemma originally due to Regev [30]
and reproven in [1].

Lemma 1. ([1]) If there exists an algorithm D making q oracle queries, and
running in time t, such that

∣∣Pr
[
DAx,ε(1k) = 1

]
− Pr

[
DUk+1(1k) = 1

]∣∣ ≥ δ ,

then there exist an algorithm M making q′ = O(q · δ−2 log k) oracle queries and
running in time t′ = O(t · kδ−2 log k), such that

Pr
[
MAx,ε(1k) = x

]
≥ δ/4 .
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Before we prove the main theorem of the paper we try to give some intuition
on why the proof in [1] can be applied to prove the security of the PUF-HB
protocol. In addition, we state two technical lemmas which are needed for the
proof of the main theorem.

First, note that the function computed in the HB+ protocol is z = b · x ⊕ a · y
whereas the function computed in the PUF-HB protocol is z = b ·x⊕PUFY,s(a).
Moreover, Theorem 1 states that if there exists an algorithm A which starts by
impersonating a reader to interact with an honest tag T(n,x,Y,s,ε) (learning phase),
and then impersonates a tag to interact with an honest reader (impersonation
phase) therefore achieving PUF-HB

(
A, R(n,x,Y,s,ε,l,u)

)
= 1 with high probability,

then algorithm A can also be used to distinguish between an LPN oracle and a
uniform oracle. As implied by Lemma 1, then algorithm A can be used to solve
the LPN problem.

In the learning phase, the algorithm A will expect to interact with an honest
tag. In the proof, we impersonate such a tag, and use the oracle outputs to
substitute the b · x part of a tag’s response. Note that this part of the response
is in common between the HB+ protocol and the PUF-HB protocol. Now since
we will use an oracle for part of the response, this means that we will have no
control over x which will be determined by the oracle. At the same time we will
have full control over Y, s (y in the HB+ protocol).

In the impersonation phase A will take the role of a tag interacting with an
honest reader, and will therefore attempt to correctly compute the responses
z(i). However, the responses of A will depend on the interaction that took place
in the learning phase. If we were successful in providing outputs which were
consistent with some x, then A will be able to provide correct responses in the
impersonation phase. This will be the case if the used oracle was an LPN oracle.
On the other hand, if the oracle was the uniform oracle, then we will have failed
in providing consistent outputs to A. Consequently, the responses z(i) produced
by A in the impersonating phase will be random. While this presents a technique
to distinguish between an LPN oracle and a uniform oracle, nevertheless, we do
not have a way to know if the responses z(i) were correct or not. Primarily
because we have no knowledge of x. To resolve this issue we run the algorithm
and acquire the responses for a set of challenges {a1

(i)} along with the {e1
(i)} bits,

then we rewind the algorithm and acquire a second set of responses for a different
set of challenges {a2

(i)} and the {e2
(i)} bits. Adding the two responses cancels

out the effect of x and retains the effect of PUFY,e1
(i)·si

(a1
(i)) ⊕ PUFY,e2

(i)·si
(a2

(i))

(this would be a1
(i) · y ⊕ a2

(i) · y for the HB+ protocol). With this trick we will
have complete knowledge over the remaining variables. Therefore, we can check
whether the responses retuned by A were correct or not.

What remains to be shown is that given the inputs a1
(i) and a2

(i) and no
other information, the algorithm A will not be able to predict the output bits
PUFY,e1

(i)·si
(a1

(i)) and PUFY,e2
(i)·si

(a2
(i)). This is akin to asking the question: How

much can be inferred about the output, by only knowing the input. In the HB+

protocol this becomes a question of linear independence. However, in the case
of PUF-HB the answer becomes much more complicated. This question will be
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addressed in Lemma 2 and 3. In general, one can see that the function PUFY,s(a)
(compared to a · y) only becomes relevant toward the end of the proof of The-
orem 1. In fact, it should be clear that there is a large family of functions that
could be used in place of PUFY,s(a) or a · y while maintaining the security of
the protocol. However, our choice of PUFY,s(a) was mainly motivated by hard-
ware simplicity and tamper resilience. The following Lemma characterizes the
correlation between two PUF outputs obtained from different input challenges.

Lemma 2. Given two k-bit strings a(1) and a(2) chosen independently and uni-
formly at random from {0, 1}k, and Y0 = [y1, . . . , yk+1] where yi ∈ N(0, 1) for
i = 1, . . . , k and yk+1 = 0, then for z(1) = PUFY0(a(1)) and z(2) = PUFY0(a(2))
the probability that z(1) and z(2) are equal is

Pr[z(1) = z(2)] = Fk(d) = 1 − 2
π

arctan

(√
d

k − d

)
. (3)

Where d is the Hamming distance between P(1) and P(2) and (P(i) = Ua(i)). The
strings a(i) are represented as column vectors, U is the upper triangular matrix
with all non-zero entries equal to 1 and the matrix multiplication is performed
modulo 2.

The proof of Lemma 2 can be found in Appendix A. The next lemma, connects
Lemma 2 to the main theorem.

Lemma 3. Let A be an adversary who is given n strings {a(i)}n
i=1, where a(i)

is chosen independently and uniformly at random from {0, 1}k. A also knows
that s is chosen uniformly at random form {0, 1}n and that Y0 = [y1, . . . , yk+1]
where yi ∈ N(0, 1) for i = 1, . . . , k and yk+1 = 0. Let z(i) = PUFY0,si(a(i)) then
the bits z(i) will be uniform and independent (from the point of view of A).

The proof of Lemma 3 is also moved to Appendix A. We are now ready to prove
the main theorem.

Theorem 1 (Compare to Theorem 3 in [1]). If there exists an adversary A
interacting with a tag T(n,x,Y,s,ε) in at most q executions of the PUF-HB protocol
(possibly concurrently), running in time t such that

Pr
[
AT(n,x,Y,s,ε)(1k) : PUF-HB

(
A, R(n,x,Y,s,ε,l,u)

)
= 1
]

≥ δ ,

then these exist an algorithm D making q · n oracle queries, running in time
O(t), and such that

∣∣Pr
[
DAx,ε(1k) = 1

]
− Pr

[
DUk+1(1k) = 1

]∣∣ ≥ δ2 − 2−n/2
2u∑

i=0

(
n/2
i

)
− e−

n
8

Therefore, for any ε < 1
8 there is an appropriate choice of n, u such that the last

two terms become negligible, and thus we can conclude that the PUF-HB protocol
is secure assuming the hardness of the LPNε problem.6

6 Note that by parametering the length � of the strings si ∈ {0, 1}� and e(i) ∈ {0, 1}�

we may achieve some flexibility in the parameters, i.e. ε < 0.25 − 2−(�+1).
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Proof. To prove the theorem we show a construction of the algorithm D. As
stated by the theorem, D is given access to an oracle returning (k+1)-bit strings
which can be broken to (b̄, z̄), where b̄ ∈ {0, 1}k and z̄ ∈ {0, 1}. D proceeds as
follows:

1. D starts by choosing vectors Y0 and s such that yk+1 is set to 0, and then
the k remaining yi values are chosen from N(0, 1). The bitstring s is chosen
uniformly at random from {0, 1}2×n. D runs the algorithm A which will
expect to interact with a PUF-HB tag. In order to impersonate a real tag,
D does the following to simulate a basic authentication step: D starts by
obtaining a k + 1 bit string (b̄(i), z̄(i)) from the oracle, and then sends b̄(i)
to A as the initial b in Protocol 1. A will reply with a challenge ā(i) and
the bits ē(i). Next, D computes z(i) = z̄(i) ⊕PUFY0,ē(i)·si(ā(i)) and sends z(i)
back to A. D repeats this step q · n times.

2. In the second phase of the algorithm, A tries to impersonate an honest
tag. Looking at the parallel execution of PUF-HB, A starts by sending
b(1), . . . , b(n) ∈ {0, 1}k to a reader. Next, D randomly choses a1

(1), . . . , a
1
(n) ∈

{0, 1}k and e1
(1), . . . , e

1
(n) ∈ {0, 1}2 and send them back to A, which will

in turn respond with the bits z1
(1), . . . , z

1
(n). D then rewinds A and sends

randomly chosen a2
(1), . . . a

2
(n) ∈ {0, 1}k and e2

(1), . . . , e
2
(n) ∈ {0, 1}2. A will

respond with z2
(1), . . . , z

2
(n). Note that since the algorithm was rewound the

same b values will be sent by A.
3. D calculates z⊕(i) = z1

(i) ⊕z2
(i) and lets Z⊕ = (z⊕(1), . . . , z

⊕
(n)). D also computes

ẑ(i) = PUFY0,e1
(i)·si

(a1
(i)) ⊕ PUFY0,e2

(i)·si
(a2

(i)) and lets Ẑ = (ẑ(1), . . . , ẑ(n)). D

outputs 1 iff Z⊕ and Ẑ differ in at most 2u positions.

Now we analyze D:

Case 1: If the oracle used by D was the uniform oracle Uk+1, then the outputs z̄
given to D in step 1 were uniformly distributed and independent of everything.
This means that the bits z(i) which D sent back to A in step 1 were also uniformly
distributed and independent of everything. Therefore, by the end of step 1 A has
no information about either Y0 or s. All A receives in the second step are the in-
puts {a1

(i)}n
i=1, {e1

(i)}n
i=1 and {a2

(i)}n
i=1, {e2

(i)}n
i=1. All of these inputs are uniformly

and independently distributed. As shown in Lemma 3 each of the two calculated
output strings {PUFY0,e1

(i)·si
(a1

(i))}n
i=1 and {PUFY0,e2

(i)·si
(a2

(i))}n
i=1 will be uni-

form over {0, 1}n (from the point of view of A). However, when we add these
two variables and obtain Ẑ the individual bits of the output will not always be
independent. The affect of the si bits will actually cancel out from both terms
when e1

(i) = e2
(i) with probability 0.25. To simplify the proof, we assume in this

case that the outputs are completely dependent. Using the Chernoff approxima-
tion we bound the probability of observing more than n/2 dependent output bits
by e−

n
8 . The probability that Z⊕ and Ẑ differ in at most 2u positions is exactly

2−n/2∑u
i=0

(
n/2

i

)
. We conclude that D outputs 1 in this case with probability

at most 2−n/2∑2u
i=0

(
n/2

i

)
+ e−

n
8 .
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Case 2: If D is using the oracle Ax,ε for some random x, the simulation provided
by D in the first phase will be perfect and therefore A will be able to impersonate
an honest tag with probability at least δ. Let w be the randomness used in the
first phase of running A, then we denote the probability that A succeeds in
impersonating an honest tag for a fixed choice of w by δw. Now since we rewind
the algorithm, the probability that A succeeds in both rounds is δ2

w. Let E(δ2
w)

denote the expected value of δ2
w over all possible randomness w, then we have

E(δ2
w) ≥ E(δw)2 = δ2,

where the square is taken out of the expected value operator using Jensen’s
inequality. Now assuming that A succeeds in impersonating an honest tag for
both rounds, then we would expect each of the response strings z1

(1), . . . , z
1
(n) and

z2
(1), . . . , z

2
(n) to have at most u errors. Therefore Z⊕ will in turn have at most 2u

errors.7 When we add z1
(i) and z2

(i) to generate z⊕i we are canceling the effect of
b · x and therefore we are left with z⊕(i) = PUFY0,e1

(i)·si
(a1

(i)) ⊕ PUFY0,e2
(i)·si

(a2
(i)).

With the exception of the 2u errors in Z⊕, the strings Ẑ and Z⊕ are calculating
the same output. We conclude that D outputs 1 in this case with probability at
least δ2. �	

This concludes our security proof, and shows that the PUF-HB protocol is secure
against an active attacker provided that the LPN problem is hard to solve.

6 Man-in-the-Middle Attacks

The main weakness of the HB+ protocol is the man-in-the-middle attack pro-
posed in [18]. Briefly summarized, in this attack an adversary replaces all the
challenges {a(j)}n

j=1 sent from the reader in a single authentication session by
{a(j) ⊕w}n

j=1 where w ∈ {0, 1}k. The attacker knows that the challenges will in-
teract with the secret y through a(j) ·y. At the end of the n rounds, if the reader
authenticates the tag, the adversary can deduce with very high probability that
his changes did not affect the responses of the tag, and therefore w · y = 0. On
the other hand, if the reader rejects the tag, then the adversary will know with
a very high probability that w · y = 1. Repeating the same attack k times will
allow the adversary to collect k linear equations in y. The adversary can use
Gaussian elimination to recover the secret y. Similarly, the same attack can be
carried out to deduce the other secret string x.

In the PUF-HB scheme this particular man-in-the-middle attack will not suc-
ceed due to the non-linearity of the PUF function. From Lemma 2 we know that
the only type of correlations that the attacker can exploit are those related to
the Hamming distance between the different input strings a. However, we saw
in Lemma 3 that with the secret string s the Hamming distance information is

7 This worst case happens when the u errors in z1
(i) and z2

(i) affect completely different
bits.
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masked for a single authentication session. It is still possible that an adversary
can exploit Hamming distances between different sessions to launch an attack.
Another potential point of weakness is the linearity in the b · x portion of the
PUF-HB protocol. To protect against simple attacks exploiting this linearity, a
second PUF circuit can be used with the b vector as its input. We label such a
protocol PUF2-HB, since it will essentially be identical to Protocol 1, with the
only difference in the z bit calculated by the tag, which becomes

z(i) = b(i) · x ⊕ PUFY1,si(a(i)) ⊕ PUFY2(b(i)) ⊕ ν (4)

where the shared secret becomes (x, Y1, Y2, s).

7 Hardware Security

In the previous section we discussed the security of the proposed scheme under
abstract security models. However, in recent years we have seen numerous side-
channel attacks which directly target the hardware implementation. The PUF
paradigm was aimed at protecting against active side-channel attacks. In the
PUF-HB protocol there are only two strings that are to be stored by the tag: x
and s. The secret Y is not really stored since it is part of the characteristics of
the circuit itself. In Section 2 we discussed the resilience of PUF circuits against
hardware attacks. In particular the PUF prevents an attacker from measuring
the yi parameters directly via a physical measurement. Any major changes to
the surrounding temperatures or voltage levels, or any attempt to forcefully read
the value of these registers will induce a change to the PUF, therefore changing
the identity of the tag.

What is more impressive about the PUF circuit is that it even protects neigh-
boring components. This is achieved by placing all registers containing the secret
strings x and s sufficiently close to the PUF circuit. We have experimentally ver-
ified these claims on an FPGA hardware implementation of a PUF. Such a level
of security ensures that even when the tag itself is compromised, an attacker
cannot impersonate this tag by extracting the secrets from the hardware. Natu-
rally, one might be concerned about how that will affect the modelability of the
PUF in the pre-deployment phase. Before deployment of the tag, the registers
are initialized to their secret values. Afterward, with the knowledge of the se-
cret vectors the reader can develop an accurate model for the PUF circuit. Note
that modeling the PUF is even possible in the existence of noise [32]. Hence, the
sensitivity of the PUF does not prevent the owner from modeling it.

Finally we would like to underline that PUF-HB is not inherently protected
against passive attacks, e.g. Simple Power Analysis and Differential Power Analy-
sis. Although not trivial, side-channel profiles may be utilized to recover the se-
cret values. If passive side-channel attacks are a concern, standard IC level power
balancing techniques [33,34,35] must be employed. Although effective, these tech-
niques tend to incur significant area overhead. An alternative approach would
be to modify the implementation to balance the power consumption.



360 G. Hammouri and B. Sunar

8 Conclusion

In this paper we merged the PUF authentication scheme with the HB based
authentication protocol, with the goal of producing a hybrid protocol which
enjoys the advantages of both schemes while improving the level of security. The
main contribution of this paper is the proposed PUF-HB authentication scheme
which is tamper resilient, and at the same time provably secure against active
attacks in the detection based model. In addition, the proposed protocol resists
the known man-in-the-middle attacks against the HB+ scheme. From the PUF
perspective, the protocol is the first PUF based authentication scheme with a
security reduction. From the HB perspective, this is the first tamper-resilient HB-
based authentication protocol. From a more practical perspective, the proposed
scheme provides low-cost, tamper-resilient, and provably secure authentication.
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A Appendix 1

Proof of Lemma 2

Proof. First recall from Section 2 that for any string c = [c1, . . . cn] the PUF
response is

PUFY (c) = sign

(
k∑

i=1

(−1)piyi + yk+1

)
,

where pi = ci ⊕ . . . ⊕ ck and P = [p1, . . . , pk], as noted above (P = Uc). This
mapping is a linear bijection and will therefore preserve uniformity and inde-
pendence. Since a(1) and a(2) were chosen uniformly at random from {0, 1}k,
the same can be said about the distribution of the corresponding P vectors
P(1) = [p(1)

1 , . . . p
(1)
k ] and P(2) = [p(2)

1 , . . . p
(2)
k ]. Let Z(P(j), Y0) =

∑k
i=1(−1)p

(j)
i yi,

and let d be the Hamming distance between P(1) and P(2). Without loss of gen-
erality we may assume that the different bits of P(1) and P(2) are in the first d
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bit positions. Now we can write

Z(P(1), Y0) =
d∑

i=1

(−1)p
(1)
i yi +

k∑

i=d+1

(−1)p
(1)
i yi = Dd + Sk−d

Z(P(2), Y0) = −Dd + Sk−d ,

where Dd =
∑d

i=1(−1)p1
i yi and Sk−d =

∑k
i=d+1(−1)p1

i yi. Note that since z(j) =
sign(Z(P(j), Y0)), then for z(1) to be equal to z(2) we need Z(P(1), Y0) and
Z(P(2), Y0) to have the same sign. For this, Dd needs to have a smaller mag-
nitude than Sk−d which means |Dd| < |Sk−d|. Therefore

Pr[z(1) = z(2)] = Pr[|Sk−d| − |Dd| > 0] = Pr[Rd > 0],

where Rd = |Sk−d| + (−|Dd|). Let fR(Rd), fD(Dd) and fS(Sk−d) represent the
probability distribution function (PDF) for each of the random variables Rd, Dd

and Sk−d respectively. Each term in the summations making up Dd and Sk−d

involves one of the bits p
(1)
i and the real value yi. Since yi ∈ N(0, 1) has mean

zero and is symmetric around the y-axis, we can easily see that multiplying
with (−1)p

(1)
i will not affect the normal distribution and therefore (−1)p

(1)
i yi ∈

N(0, 1). Now each of the variables Dd and Sk−d is a summation of respectively d
and k−d normal distributions N(0, 1). Thus, fD(Dd) = N(0, d) and fS(Sk−d) =
N(0, k−d).8 We are interested in the PDF of −|Dd| and |Sk−d|. These can easily
be calculated as follows:

f|S|(x) =
{

2N(0, k − d) x > 0
0 x ≤ 0

}
=

⎧
⎨

⎩
2 e

−x2
2(k−d)√
2π(k−d)

x > 0

0 x ≤ 0
,

and

f−|D|(x) =
{

0 x > 0
2N(0, d) x ≤ 0

}
=

{
0 x > 0

2 e
−x2
2d√
2πd

x ≤ 0
.

Now we can calculate the desired probability

Pr[z(1) = z(2)] = Pr[Rd > 0]

=
∫ ∞

0
fR(w) dw =

∫ ∞

0
f−|D|(w) ∗ f|S|(w) dw

=
∫ ∞

0

4
2π
√

d(k − d)
·

[∫ ∞

−∞
e

−x2

2(k−d) · U(x) · e
−(w−x)2

2d · U(x − w) dx

]
dw

8 This is a straightforward application of the Central Limit Theorem. It is also very
easy to derive directly from the PDF of a normal random variable.
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where ∗ denotes the convolution operator and U(x) is the unit step function. By
rearranging the terms we obtain

Pr[z(1) = z(2)] =
4√

2π(k + 1)

∫ ∞

0

(
1√

2πσ2

∫ ∞

w

e
−(x−μ)2

2σ2 dx

)
e

−w2
2k dw

= 2
∫ ∞

0

1√
2πk

[1 − erf(αw)] e
−w2
2k dw

= 2

[∫ ∞

0

e
−w2
2k

√
2πk

dw −
∫ ∞

0

e
−w2
2k · erf(αw)√

2πk
dw

]

= 2
[
1
2

− 1
π

arctan
(
α
√

2k
)]

where σ2 = d(k−d)
k , μ = σ2w

d , erf(x) = 2√
π

∫ x

0 e−t2 dt and α =
√

d
2k(k−d) . The

first of the two integrations is just a Gaussian over half of the space. As for
the second integration this is a known definite integral [31]. Finally, substituting
back with the original variables k and d we obtain

Pr[z(1) = z(2)] = Fk(d) = 1 − 2
π

arctan

(√
d

k − d

)
.

�	

Proof of Lemma 3

Proof. To show that the bits {z(i)}n
i=1 are uniform and independent, we need

to show that the probability of z(i) = 0 for any i ∈ [1, n] is 0.5 and that the
probability of z(i) = z(j) for any i, j ∈ [1, n] is 0.5. It is clear that when yk+1 = 0
the output of a PUF will be balanced. Therefore, it is straightforward to see
that when {a(i)}n

i=1 are independent and chosen uniformly at random the bits
{z(i)}n

i=1 will also be uniformly distributed. What remains to show is that there
is no correlation between the bits {z(i)}n

i=1.
From Lemma 2 and as can be seen from Equation 3 the probability of any

two PUF outputs being equal (or not equal) depends on the Hamming distance
d between P(i) = Ua(i) and P(j) = Ua(j) and not the specific values of a(i) and
a(j). Furthermore, we can deduce from Equation 3 that

F k(d) = Pr[z(i) �= z(j)] = 1 − Fk(d) =
2
π

arctan

(√
d

k − d

)
.

The two probability distributions Fk(d) and F k(d) are reflections of each other
around d = k

2 . Therefore, F k(d) = Fk(k−d). This means that when the probabil-
ity distribution of the Hamming distance between P(i) and P(j) is symmetrized
around k

2 , then z(i) and z(j) will be uncorrelated. To prove the rest of the lemma,
we only need to show that the probability distribution of the Hamming distances
between the different P(i) strings will be symmetric around k

2 .



PUF-HB: A Tamper-Resilient HB Based Authentication Protocol 365

The n bit strings {a(i)}n
i=1 given to A will induce n(n−1)

2 different Hamming
distances between the corresponding P(i) strings. Recall from the lemma that
z(i) = PUFY0,si(a(i)). Therefore, as indicated by Equation 2 the PUF circuit
will invert the P(i) strings based on the value of the bit si. From A’s perspective
s is chosen uniformly at random from {0, 1}n. Therefore, each of the P(i) strings
will be inverted with probability 0.5. For any two strings P(i) and P(j), if both
of the strings or neither of them are inverted the Hamming distance d will not
be affected. On the other hand, if only one of the two strings is inverted then
the Hamming distance d will become k − d. Therefore, the Hamming distance
between any two strings P(i) and P(j) will be d with probability 0.5 and will be
k − d with probability 0.5. This distribution is symmetric around k

2 . �	
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