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Abstract. In the next generation mobile environment, which uses 4G
cellular and high-speed wireless LANs, novel group communication ser-
vices among mobile users are expected to grow up. Security technologies
for these group type services are challenging research area, especially,
decentralization of group key management is important for large users.
In this paper, we propose a fully decentralized key management scheme
FDLKH that provides a key updating mechanism for dynamic group
without any central server. This scheme inherits the key updating mech-
anism of the Logical Key Hierarchy scheme LKH, which is based on a
central server system, and extends the LKH not to expect any central
server but to use representative members of a group called captains. On
the FDLKH, the total variety of keys in a group is half of that of the
LKH. The costs for a member join or leave keep the logarithmic order of
the number of members.

1 Introduction

The Internet and wireless communications, such as 3G cellular and wireless LAN,
have infiltrated into daily life and next generation mobile environment using 4G
cellular and high-speed wireless LANs is expected to come up in the market. In
current mobile environment, there are many client-server type secure services,
such as mobile e-commerce[1]. These services maintain a central server for secure
communications with many users and expect high bandwidth communications
for serving users. The next generation mobile environment[2], on the other hand,
is said to be flat rated wireless access taking advantage of each wireless com-
munication and novel group communication services among mobile users are
expected to grow up in near future. In these group type services, mobile users
exchange information securely in a group, where the number of mobile devices is
large and many devices have less computational power comparing to computer
systems. These services expect dynamic and secure communications because of
member changes in a group. Security technologies to satisfy requirements for
these services are challenging research area. In particular, decentralization of
security management is important for large users. A mechanism for updating a
group key, which is shared among all members in a large and dynamic group, is
an important issue.
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The group key should be updated when there is a join or leave in a group
not to allow the new member (newcomer hereafter) to access past information
and not to allow the left member (seceder hereafter) to access future information
in the group, in other words, to provide backward and forward secrecy. There
are two types of strategies. One is to update keys in a central system and to re-
distribute from the system[3]-[11]. The other is to agree a key among all members
of a group by means of extended Diffie-Hellman (DH hereafter) key agreement
protocols[12]-[16].

The former centralized key management, which targets for large and dynamic
groups, concentrates tasks for updating the group key in a central server. There
are some issues, such as maintenance cost, service level resilience and key ex-
posure. Since the central server is required high computational resources and
bandwidth, the server maintenance costs high. When there is a failure at the
central server, services will not be available. When the server is compromised
and keys are wrongly distributed to non group members, all the information
among the group will be exposed to public. Furthermore, the centralized key
management system asks all members to trust the central server; this may allow
inspection of the system manager.

The latter extended DH based key management, which aims at relatively
small groups, does not need a central server, but imposes computationally in-
tensive modular exponentiations on all members for each join/leave procedure.
These expensive computations may not be feasible for a group consisting of
mobile devices with less computational power.

In this paper, we propose a fully decentralized key management scheme
(FDLKH hereafter) that provides a group key update mechanism for group com-
munications. Our scheme has two design principles: 1) No central server; 2) Some
mobile devices having high computation power capable of modular exponentia-
tions. The FDLKH inherits the group key update mechanism of the Logical Key
Hierarchy scheme (LKH hereafter), which has been developed as a key manage-
ment mechanism based on a central server system, and extends the LKH not to
expect any central server. The FDLKH proposes to use representative members
in a group, called captains, instead of a central server, with less network traf-
fics. Only captains perform the DH key agreements and each captain distributes
keys to adequate members. In this scheme, the costs of the DH key agreements
and symmetric key encryptions/decryptions keep the logarithmic order of the
number of members.

This paper is organized as follows. In Section 2, we describe the centralized
key management schemes. We explain the FDLKH scheme in Section 3, and
evaluate the scheme in Section 4. Lastly in Section 5, we provide our conclusion
and future works.

2 Centralized Key Management Scheme

The centralized key management scheme maintains a group key, a symmetric
key, shared among all members of a secure communication group at a server.
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When a new member joins or some member leaves the group, the key is updated
to provide the backward and forward secrecy. Here we explain two centralized
group key management schemes.

2.1 Basic Scheme

The basic scheme to update a group key is that a central server and each group
member share an individual key, which is used to encrypt/decrypt the group
key. When a newcomer joins a group, the server generates a new group key
and encrypts it by two keys, the old group key and an individual key of the
newcomer, separately. The server sends the encrypted new group key by using
the old group key to the existing members and to the newcomer by using the
individual key. When a member leaves the group, the server generates a new
group key and encrypts it by using the individual keys of all members except
the seceder and sends every encrypted group key to each member. It is obvious
that this scheme is not scalable, especially when a member leaves, because the
computation at the server for the group key encryption is proportional to the
number of remaining members.

2.2 Logical Key Hierarchy Scheme

The Logical Key Hierarchy scheme[5][6] provides a scalable mechanism to update
a group key with a central server. The LKH employs a hierarchical tree structure
that places each member of a group at each leaf. An intermediate node of the
tree is associated with a key that is used to encrypt another key, a key encryption
key. A leaf node is also associated with a key, which is an individual key of a
member. The key associated with the root node of the tree is the group key.
A member has all keys associated with all nodes from the parent node to the
root node, called ancestor nodes. Essentially, the LKH divides members into
subtrees that are rooted at each intermediate node and contain all descendants
of its root node. Members of a subtree share a key associated with the top
nodes of the subtree. When a newcomer joins or a seceder leaves a group, the
keys associated with the ancestor nodes of the newcomer/seceder are updated.
In case of a join, the central server encrypts new keys by using old keys of
the ancestor nodes and distributes the encrypted new keys to corresponding
subtrees. In case of a leave, the server encrypts new keys by using keys associated
with the siblings of the ancestor nodes; especially for sibling members of the
seceder, the server uses their individual keys to encrypt the new keys. Thereby
encryptions are lumped together for each subtree, as a result, cryptographic
rekeying computations becomes O(log n) instead of O(n), where n is the number
of members. Although the LKH provides a way to update the group key, a central
server is responsible for the key generation and distribution.
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3 FDLKH Scheme

In this section, we describe our scheme FDLKH: fully decentralized key manage-
ment scheme on a logical key hierarchy. The FDLKH inherits the key hierarchy of
the LKH and extends the key management not to expect any central server. The
LKH employs a tree with degree d as a hierarchical tree, whereas the FDLKH
uses a binary key tree that logically maps symmetric keys into intermediate
nodes in the tree and places each member at each leaf. Dissimilarly to mem-
bers on the LKH, members on the FDLKH have no individual keys, because the
FDLKH expects no keys to share with a central server. To allot some portion of
tasks of a central server, the FDLKH proposes a captain who is one of members
in a group that represents a subtree in a binary key tree. When there is a join
or a leave in a group, a captain is selected for each subtree. Then the captains
perform key agreements and key distributions. They use the DH key agreement
protocol for the key agreements and uses the LKH approach as mentioned in
section 2.2 for the key distributions. In other words, the FDLKH combines the
DH key agreement with the LKH to establish a rekeying mechanism without a
central server.

3.1 Notations

〈l, m〉 m-th node at level l in a tree, where 0 ≤ m ≤ 2l − 1
M〈l,m〉 Member who occupies the node 〈l, m〉
K〈l,m〉 Key associated with the node 〈l, m〉
K′〈l,m〉 New key to be associated with the node 〈l, m〉
T〈l,m〉 Subtree rooted at the node 〈l, m〉
C〈l,m〉 Member who represents the T〈l,m〉 (i.e., captain)

E(K, X) Encryption of data X using a symmetric key K
A ↔ B: K A and B agree a symmetric key K by the DH key agreement
A → B: X A sends data X to B by using multicast or unicast(s)

n Number of members in a group
i, j, k Integers i = 1, . . . , l, j = 2, . . . , l, k = 2, . . . , l − 1

p Prime number
g Generator of Z∗

p

In a binary key tree for the FDLKH, a node is identified by its level l (l =
0, 1, 2, . . . ) that the node belongs to and by the position m (0 ≤ m ≤ 2l − 1)
that is numbered from the leftmost grid in that level. Here a node is described
as 〈l, m〉. The node 〈0, 0〉 is the root of the tree. Members in a group occupy
the leaf nodes of the tree. We denote a member who occupies the node 〈l, m〉 as
M〈l,m〉. Every intermediate node in the tree, a node unoccupied by a member, is
associated with a symmetric key. A key mapped into the node 〈l, m〉 is K〈l,m〉.
The key is shared among all members who belong to the subtree rooted at the
node 〈l, m〉. The subtree is described as T〈l,m〉. The key K〈0,0〉, the group key, is
shared among all members.

In Fig. 1(a), two members, M〈5,8〉 and M〈5,9〉, belong to the subtree T〈4,4〉
and share the symmetric key K〈4,4〉. They also belong to subtrees T〈3,2〉, T〈2,1〉,
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T〈1,0〉, and T〈0,0〉. In total, the members have five keys: K〈4,4〉, K〈3,2〉, K〈2,1〉,
K〈1,0〉, and K〈0,0〉. A member knows all keys associated with its ancestor nodes
up to the root node.

When there is a join or a leave in a group, some members are selected as
representatives of subtrees to perform key agreements and key distributions. We
call the representative member as a captain. The captain of the subtree T〈l,m〉
is denoted as C〈l,m〉.

Fig. 1(b) is a generalized binary key tree of the FDLKH, which is illustrated
from the viewpoint of the member M〈l,m〉. The parent node of M〈l,m〉 is described
as 〈l−1, �m

2 �〉. The sibling member of M〈l,m〉 is M〈l,m+(−1)m〉. All ancestor nodes
of M〈l,m〉 are generalized as 〈l − i, �m

2i �〉, where i = 1, . . . , l. The subtrees that
M〈l,m〉 belongs to and the keys that M〈l,m〉 has are, therefore, generalized as
T〈l−i,� m

2i �〉 and K〈l−i,� m

2i �〉.
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(a) Example of binary key tree (b) Generalized binary key tree

Fig. 1. Binary key tree

3.2 Flow of Join and Leave Protocol

The operations of the join and leave protocol are as follows:

Join: 1) Tree update, 2) Captain selection, 3) DH key agreement,
4) Key distribution, 5) Key update

Leave: 1) Captain selection, 2) DH key agreement, 3) Key distribution,
4) Key update, 5) Tree update

3.3 Tree Update

When a newcomer joins or a seceder leaves a group, each member independently
updates the binary key tree of itself. At the first step of a join, the information
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of a binary key tree that expresses positions of all members in the tree is sent
to the newcomer by a captain who represents the subtree rooted at the parent
node of the newcomer. The reorganizations of a key tree resulting from a join
and a leave of a member are shown in Fig. 2 and Fig. 3.

A newcomer joins in a tree at the shallowest and leftmost leaf. In the case
of Fig. 2, a newcomer becomes the member M〈3,3〉. Owing to this join, M〈2,1〉
who once occupied the node 〈2, 1〉 moves to the deeper level in the tree, thereby
becomes the left child of the node 〈2, 1〉, namely M〈3,2〉. In the special case,
when the tree has a pyramidal shape, that is, the number of members before a
newcomer join is some power of 2, the tree forms a complete binary tree, the
root node 〈0, 0〉 is changed to 〈1, 0〉, the subtree T〈0,0〉 is moved to T〈1,0〉, and a
new root node is created. After this reorganization, the newcomer becomes the
right child of 〈0, 0〉, namely M〈1,1〉.

The join point of a newcomer in a tree is decided unambiguously, however,
a seceder leaves a tree at an arbitrary point. In the case of Fig. 3, the member
M〈3,0〉 leaves the tree. The member M〈3,1〉, who is the sibling of M〈3,0〉, moves
to a shallower level in the tree and becomes M〈2,0〉. Incidentally, in case where a
sibling node of a seceder is unoccupied by a member, the subtree rooted at the
sibling node moves to a lower level bodily and updates the name of its nodes
and also the name of associated keys. For example, if the member M〈2,3〉 in
Fig. 3 leaves the tree, the subtree T〈2,2〉 moves up and becomes T〈1,1〉.

Join
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M M M M M M
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3.4 Rekeying Node
Rekeying nodes, namely nodes having keys to be updated, are all ancestor nodes
of a newcomer or those of a seceder. The key generation, the key alternation, and
the key destruction are performed on the keys of the rekeying nodes to provide
the backward and forward secrecy.

In Fig. 2, the nodes 〈2, 1〉, 〈1, 0〉, and 〈0, 0〉 are the rekeying nodes, so that
the key associated with 〈2, 1〉 is newly generated and other keys are altered to
new ones. In Fig. 3, the nodes 〈2, 0〉, 〈1, 0〉, and 〈0, 0〉 are the rekeying nodes, so
that the key associated with 〈2, 0〉 is destructed and other keys are altered to
new ones. In general, when a member M〈l,m〉 joins a group, rekeying nodes are
denoted as 〈l− i, �m

2i �〉, where i = 1, . . . , l. Similarly, when M〈l,m〉 leaves a group,
rekeying nodes (excluding a destructed node) are expressed as 〈l−j, � m

2j �〉, where
j = 2, . . . , l.

3.5 Captain Selection

In a subtree that is rooted at a rekeying node, one of members of the subtree is
selected as a captain, a representative member, to perform a DH key agreement
and key distribution. In case of M〈l,m〉 joining or leaving a group, there are l
rekeying nodes; therefore l members who severally belong to the subtrees rooted
at the rekeying nodes become their captains. From the view of a root node of
a subtree, a captain of the subtree is selected from under the branch that does
not lead to M〈l,m〉, the opposite branch toward M〈l,m〉. In the case of Fig. 2,
the members M〈3,0〉, M〈3,2〉, and M〈3,4〉 become the captains C〈1,0〉, C〈2,1〉, and
C〈0,0〉, respectively. In the Fig. 3, the members M〈3,1〉, M〈3,3〉, and M〈2,3〉 become
the captains C〈2,0〉, C〈1,0〉, and C〈0,0〉.

The captain selection is performed by a deterministic algorithm, which is
shared among all members of a group, not by leader election algorithms expect-
ing strongly connected network[17]. When there is a join or a leave, each member
independently selects a captain by the algorithm. There are two directions for
constructing such algorithm: 1) The captaincy is taken over among all mem-
bers of a subtree in turn; 2) Some criteria, such as computational power and
bandwidth of each member, are used to decide a captain. The former is straight-
forward to make the load of rekeying flat, but the latter is effective when some
members are powerful in computation compared to other members.

3.6 DH Key Agreement

A captain performs the DH key agreement to create new keys to be associated
with the rekeying nodes. There are two strategies for the key agreement:

1. Dedicated Strategy: A single entity takes on the initiator roles of the protocol
2. Distributed Strategy: Several entities share the initiator roles of the protocol

The first strategy dedicates the initiator roles for the key agreements to a
newcomer in the join protocol and to a captain who represents a subtree rooted
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at the parent node of a seceder in the leave protocol. This strategy imposes
relatively high computations on a single entity. The second strategy allots tasks
of the key agreements on a newcomer and captains in the join protocol, and also
tasks on captains in the leave protocol. This strategy is more effective to flatten
the computations for the key agreements than the first one; however, it needs
additional procedures in the key distribution (Section 3.7). In the following of
this section, we explain our key agreement protocols along with the examples in
Fig. 2 and Fig. 3. It is important to note that, the following protocols do not
include any authentication process. To prevent the man-in-the-middle attack,
some authentication process should be combined into the protocols.

DH Protocol on Dedicated Strategy Join: In Fig. 2, the newcomer M〈3,3〉
and the captains M〈3,2〉, M〈3,0〉, M〈3,4〉 compute the following expression using
public parameters p and g, and their random secret XM〈l,m〉 ∈ Zp−1:

YM〈l,m〉 = g
XM〈l,m〉 mod p (1)

M〈3,3〉 sends a resultant value YM〈3,3〉 to the captains via unicast or multicast.
The captains send resultant values to M〈3,3〉 via unicast or multicast as follows:

M〈3,3〉 → {M〈3,2〉, M〈3,0〉, M〈3,4〉} : YM〈3,3〉
M〈3,2〉 → M〈3,3〉 : YM〈3,2〉
M〈3,0〉 → M〈3,3〉 : YM〈3,0〉
M〈3,4〉 → M〈3,3〉 : YM〈3,4〉

Here the one value YM〈3,3〉 is used for three agreement procedures. If using the
conventional DH protocol, the newcomer computes the expression (1) three times
and sends three resultant values to the captains severally. Owing to this omission,
loads of the newcomer can be reduced. As a result, M〈3,3〉 shares the following
new keys with M〈3,2〉, M〈3,0〉, and M〈3,4〉, respectively, where h() is a crypto-
graphically secure hash function for the key derivation:

K′〈2,1〉 = h(gXM〈3,3〉 XM〈3,2〉 mod p)
K′〈1,0〉 = h(gXM〈3,3〉 XM〈3,0〉 mod p)
K′〈0,0〉 = h(gXM〈3,3〉 XM〈3,4〉 mod p)

We denote the above key agreement procedures as follows:

M〈3,3〉 ↔ M〈3,2〉 : K′〈2,1〉
M〈3,3〉 ↔ M〈3,0〉 : K′〈1,0〉
M〈3,3〉 ↔ M〈3,4〉 : K′〈0,0〉

Leave: In Fig. 3, the captains compute the equation (1), and then the captain
M〈3,1〉 sends YM〈3,1〉 to the other captains. The other captains send each resultant
value to M〈3,1〉 as follows:

M〈3,1〉 → {M〈3,3〉, M〈2,3〉} : YM〈3,1〉
M〈3,3〉 → M〈3,1〉 : YM〈3,3〉
M〈2,3〉 → M〈3,1〉 : YM〈2,3〉
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M〈3,1〉 shares following new keys between M〈3,3〉 and M〈2,3〉, respectively:

K′〈1,0〉 = h(gXM〈3,1〉 XM〈3,3〉 mod p)
K′〈0,0〉 = h(gXM〈3,1〉 XM〈2,3〉 mod p)

We denote the above key agreement procedures as follows:

M〈3,1〉 ↔ M〈3,3〉 : K′〈1,0〉
M〈3,1〉 ↔ M〈2,3〉 : K′〈0,0〉

DH Protocol on Distributed Strategy Join: In Fig. 2, the newcomer M〈3,3〉
and the captain M〈3,2〉 perform the DH key agreement protocol with the key
derivation. M〈3,2〉 also performs it with M〈3,0〉. Lastly, M〈3,0〉 performs it with
M〈3,4〉 as follows:

M〈3,3〉 ↔ M〈3,2〉 : K′〈2,1〉
M〈3,2〉 ↔ M〈3,0〉 : K′〈1,0〉
M〈3,0〉 ↔ M〈3,4〉 : K′〈0,0〉

Leave: In Fig. 3, the captains M〈3,1〉 and M〈3,3〉 perform the DH key agreement
protocol with the key derivation. M〈3,3〉 also performs it with M〈2,3〉 as follows:

M〈3,1〉 ↔ M〈3,3〉 : K′〈1,0〉
M〈3,3〉 ↔ M〈2,3〉 : K′〈0,0〉

Note that a captain who performs the DH protocol twice, such as M〈3,2〉 and
M〈3,0〉 in Fig. 2 and M〈3,3〉 in Fig. 3, can merge the two values to be sent into
one value using the same idea of the dedicated strategy.

3.7 Key Distribution

A captain distributes a new key that is derived from a DH key agreement to
the subtree that it belongs to. A new key to be associated with a rekeying node
is encrypted with the node’s old key in a join protocol and is encrypted by
a key associated with a child node of the rekeying node in a leave protocol.
The encryptions on the FDLKH, however, are performed by captains not by a
central server. Our key distribution scheme has slightly different two types of
strategies, dedicated and distributed strategy. In the following, we explain our
key distribution protocols along with the examples in Fig. 2 and Fig. 3.

Key Distribution on Dedicated Strategy Join: In Fig. 2, the captains
M〈3,0〉 and M〈3,4〉 encrypt the new keys K′〈1,0〉 and K′〈0,0〉 by using the old keys
K〈1,0〉 and K〈0,0〉 respectively and then send the encryptions to the subtrees
T〈1,0〉 and T〈0,0〉 as follows:

M〈3,0〉 → T〈1,0〉 : E(K〈1,0〉, K′〈1,0〉)
M〈3,4〉 → T〈0,0〉 : E(K〈0,0〉, K′〈0,0〉)
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Leave: In Fig. 3, the captains M〈3,3〉 and M〈2,3〉 encrypt the new keys K′〈1,0〉
and K′〈0,0〉 by using the keys K〈2,1〉 and K〈1,1〉 respectively and then send the
encryptions to the subtrees T〈2,1〉 and T〈1,1〉 as follows:

M〈3,3〉 → T〈2,1〉 : E(K〈2,1〉, K′〈1,0〉)
M〈2,3〉 → T〈1,1〉 : E(K〈1,1〉, K′〈0,0〉)

After that, M〈3,1〉 who knows all new keys encrypts the new key K′〈0,0〉 by
using the new key K′〈1,0〉 that was sent on the previous step and performs a
supplementary sending to the subtree T〈1,0〉 as follows:

M〈3,1〉 → T〈1,0〉 : E(K′〈1,0〉, K′〈0,0〉)

Key Distribution on Distributed Strategy Join: In Fig. 2, the captains
M〈3,0〉 and M〈3,4〉 encrypt the new keys K′〈1,0〉 and K′〈0,0〉 by using the old keys
K〈1,0〉 and K〈0,0〉 respectively and send the encryptions to the subtrees T〈1,0〉
and T〈0,0〉 as follows:

M〈3,0〉 → T〈1,0〉 : E(K〈1,0〉, K′〈1,0〉)
M〈3,4〉 → T〈0,0〉 : E(K〈0,0〉, K′〈0,0〉)

At this moment, the newcomer M〈3,3〉 only knows the new key K′〈2,1〉; therefore,
M〈3,2〉 and M〈3,0〉 encrypt the new keys K′〈1,0〉 and K′〈0,0〉 by using K′〈2,1〉 and
K′〈1,0〉 respectively, and then send the encryptions to M〈3,3〉 as follows:

M〈3,2〉 → M〈3,3〉 : E(K′〈2,1〉, K′〈1,0〉)
M〈3,0〉 → M〈3,3〉 : E(K′〈1,0〉, K′〈0,0〉)

Leave: In Fig. 3, the captains M〈3,3〉 and M〈2,3〉 encrypt the new keys K′〈1,0〉 and
K′〈0,0〉 by using the keys K〈2,1〉 and K〈1,1〉 respectively and send the encryptions
to the subtrees T〈2,1〉 and T〈1,1〉 as follows:

M〈3,3〉 → T〈2,1〉 : E(K〈2,1〉, K′〈1,0〉)
M〈2,3〉 → T〈1,1〉 : E(K〈1,1〉, K′〈0,0〉)

After that, M〈3,3〉 encrypts the new key K′〈0,0〉 by using the new key K′〈1,0〉 and
performs a supplementary sending to the subtree T〈1,0〉 as follows:

M〈3,3〉 → T〈1,0〉 : E(K′〈1,0〉, K′〈0,0〉)

3.8 Key Update

After the key distributions, each member decrypts and obtains new keys. Finally
each member associates the new keys with the rekeying nodes in one’s own binary
key tree.

The above mentioned join/leave protocols are generalized in the appendix B
of this paper.
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4 Evaluations

We evaluate the FDLKH from two points of view, number of keys and costs for
a join and a leave. To make comparisons, we also apply the same criteria to the
two centralized schemes, the basic and the LKH scheme mentioned in Section 2.
For simplicity’s sake, we assume that the degree of a tree for the LKH is 2 (i.e., a
binary tree), the number of members before a leave or after a join is some power
of 2, a tree forms a complete binary tree on the LKH and the FDLKH. In the
situation, the equation l = log2 n is valid when M〈l,m〉 joins or leaves a group.

4.1 Number of Keys

Table 1 shows the total variety of keys in a group and the number of keys that
a member of a group holds. The number of keys per member on the FDLKH is
1 less than that on the LKH because a member on the LKH has an individual
key, whereas a member on the FDLKH does not have it. Owing to the individual
keys, the total variety of keys in a group on the FDLKH is approximately half
of that on the LKH.

Table 1. Number of keys

Total per Member
Basic n + 1 2
LKH 2n − 1 l + 1

FDLKH n − 1 l

4.2 Cost for a Join

Table 2 describes the costs for a join on the four schemes: basic, LKH, FDLKH
on dedicated and distributed strategy. Here the costs mean the number of times
of DH key agreement (DH), symmetric key encryption (Enc.) and decryption
(Dec.) on each entity. In the table, Key Server means a central key management
server; Regular Member indicates members of a group excepting captains and a
newcomer. The dedicated strategy needs a newcomer to perform l times of the
DH protocol1, instead of l decryptions with an individual key on the LKH. I.e.,
the newcomer on the dedicated strategy is required relatively high computational
power than the LKH2. In contrast, the distributed strategy needs a newcomer
to perform the DH protocol only once and l − 1 decryptions. On the LKH,
the average number of decryptions on a member asymptotically comes close to
1 As mentioned in Section 3.6, the FDLKH can omit a part of the DH protocol.

Therefore, in fact, the computational cost of the FDLKH is less than the same times
of the conventional two party DH protocol.

2 Note that a newcomer on the LKH is required additional cost to share an individual
key with the central server.
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2[6]. The FDLKH inherits this property, therefore, a regular member performs
approximately 2 decryptions (this property is also applied to the cost for a leave).
The way to derive this average is shown in the appendix A of this paper. The
load on the key server on the LKH, i.e., 2l encryptions, is distributed to the
captains on the FDLKH. Fig. 4(a) and Fig. 4(b) illustrate the cost of symmetric
key cryptosystem, which is the sum numbers of encryptions and decryptions,
for a join on the dedicated/distributed strategy of the FDLKH. The cost on the
regular member is derived from the equation (2) in the appendix A.

Table 2. Costs for a join

(a) Dedicated strategy (b) Distributed strategy
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Fig. 4. Cost of symmetric key cryptosystem for a join on FDLKH

4.3 Cost for a Leave

Table 3 describes the costs of DH key agreement, symmetric key encryption and
decryption for a leave on each scheme. In the table, Regular Member indicates
members of a group excepting captains and a seceder; Buddy Captain means a
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captain who represents a subtree rooted at the parent node of a seceder, that is,
the neighboring captain of the seceder. The dedicated strategy of the FDLKH
needs the Buddy Captain to conduct many tasks. In contrast, the distributed
strategy allots the tasks to all captains. Fig. 5(a) and Fig. 5(b) illustrate the cost
of symmetric key cryptosystem for a leave on the dedicated/distributed strategy
of the FDLKH.

Table 3. Costs for a leave

(a) Dedicated strategy (b) Distributed strategy
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Fig. 5. Cost of symmetric key cryptosystem for a leave on FDLKH

5 Conclusion and Future Works

In this paper, we proposed a fully decentralized key management scheme that
does not require any central server to update a group key. Our scheme FDLKH
is established with the help of captains who are ones of members of a group
and perform the key agreement and key distribution as the representatives of
subgroups in the group, instead of a central server. The FDLKH has two kinds of



352 D. Inoue and M. Kuroda

strategies, that is, the dedicated and distributed strategy. In the former strategy,
a single entity dedicates its computational power to the rekeying. In the latter
strategy, the computations for the rekeying are further distributed. Whether in
the dedicated strategy or in the distributed strategy, each member of the group
only knows the keys that it ought to know. We estimated the number of keys
on the FDLKH. Since the FDLKH does not need individual keys, the number of
keys per member was 1 less than that of the LKH. This reduction cut down the
total variety of keys on the FDLKH to approximately half of that of the LKH.
We also estimated the cost for a join and leave. Because the FDLKH inherits the
efficiency of the rekeying mechanism on the LKH, the cost was kept O(log n),
furthermore, it was highly distributed among the members in the group. The
algorithm of the captain selection is one of the important components of the
FDLKH. We described a couple of directions for designing the algorithm, that
is, taking over the captaincy in turn and deciding the captains by some criteria
(e.g., computational power). We will further discuss detailed algorithms for the
captain selection that does not need a central server.
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Appendix A: Number of Decryptions on a Regular
Member

Let n be the number of all members in a group, l be the number of captains. Since
there is a newcomer or a seceder, the number of regular members is n − l − 1.
Here we assume that n is some power of 2 and a key tree forms a complete
binary tree. The regular members in half of the tree, n

2 − 1 members, perform
one decryption; the regular members in further half of the remaining tree, n

22 −1
members, perform two decryptions. Continuing these calculations, the average
number of decryptions on a regular member derives as follows:

∑l−1
t=1(

n
2t − 1)t

n − l − 1
=

2 − ( l+1
2l−1 + l(l−1)

2 )
1 − l+1

n

(2)

<
2

1 − l+1
n

(3)

The expression (3) asymptotically comes close to 2 according to increasing n.

Appendix B: Generalized Protocols

In this appendix, we generalize the join and leave protocols of the FDLKH
on both the dedicated and distributed strategies. It is assumed that M〈l,m〉 is
the newcomer/seceder who passed some authentication process of a group and
sent a join/leave request to the group. Procedures including integers i, j, k are
the repetitive procedures that are repeated according to the integers. Some key
distribution procedures marked ‘∗’ are performed by a captain only when the
target subtree, i.e., destination of the key distribution, has one or more members
excluding the captain.
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Join Protocol on the Dedicated Strategy

(1) if (l = 1)
(2) Update T〈0,0〉;
(3) Select C〈0,0〉;
(4) M〈1,1〉 ↔ C〈0,0〉 : K′〈0,0〉;
(5)∗ C〈0,0〉 → T〈1,0〉 : E(K〈1,0〉,K′〈0,0〉);
(6) K〈0,0〉 := K′〈0,0〉;

(7) else if (l ≥ 2)
(8) Update T〈l−1,�m

2 �〉;
(9) Select C〈l−i,� m

2i �〉;
(10) M〈l,m〉 ↔ C〈l−i,� m

2i �〉 : K′〈l−i,� m

2i �〉;
(11) C〈l−j,� m

2j �〉 → T〈l−j,� m

2j �〉 :
E(K〈l−j,� m

2j �〉,K′〈l−j,� m

2j �〉);
(12)∗ C〈l−1,�m

2 �〉 → T〈l,m+(−1)m〉 :
E(K〈l,m+(−1)m〉,K′〈l−1,�m

2 �〉);
(13) K〈l−i,� m

2i �〉 := K′〈l−i,� m

2i �〉;

∗ if needed

Leave Protocol on the Dedicated Strategy

(1) if (l = 1)
(2) Remove 〈0, 0〉;
(3) Update T〈1,m+(−1)m〉;

(4) else if (l = 2)
(5) Select C〈1,�m

2 �〉 and C〈0,0〉;
(6) C〈1,�m

2 �〉 ↔ C〈0,0〉 : K′〈0,0〉;
(7)∗ C〈0,0〉 → T〈1,�m

2 �+(−1)�
m
2 �〉 :

E(K〈1,�m
2 �+(−1)�

m
2 �〉,K

′〈0,0〉);
(8)∗ C〈1,�m

2 �〉 → T〈2,m+(−1)m〉 :
E(K〈2,m+(−1)m〉,K′〈0,0〉);

(9) K〈0,0〉 := K′〈0,0〉;
(10) Update T〈1,�m

2 �〉;

(11) else if (l ≥ 3)
(12) Select C〈l−i,� m

2i �〉;
(13) C〈l−1,�m

2 �〉 ↔ C〈l−j,� m

2j �〉 : K′〈l−j,� m

2j �〉;
(14)∗ C〈l−j,� m

2j �〉 → T〈l−(j−1),� m

2j−1 �+(−1)
� m
2j−1 �〉 :

E(K〈l−(j−1),� m

2j−1 �+(−1)
� m
2j−1 �〉,K

′〈l−j,� m

2j �〉);

(15)∗ C〈l−1,�m
2 �〉 → T〈l,m+(−1)m〉 :

E(K〈l,m+(−1)m〉,K′〈l−2,� m
22

�〉);
(16) C〈l−1,�m

2 �〉 → T〈l−k,� m

2k �〉 :
E(K′〈l−k,� m

2k �〉,K′〈l−(k+1),� m

2k+1 �〉);
(17) K〈l−j,� m

2j �〉 := K′〈l−j,� m

2j �〉;
(18) Update T〈l−1,�m

2 �〉;

∗if needed

Join Protocol on the Distributed Strategy

(1) if (l = 1)
(2)-(6) Similar to the join protocol on

the dedicated strategy

(7) else if (l ≥ 2)
(8) Update T〈l−1,�m

2 �〉;
(9) Select C〈l−i,� m

2i �〉;
(10) M〈l,m〉 ↔ C〈l−1,�m

2 �〉 : K′〈l−1,�m
2 �〉;

(11) C〈l−(j−1),� m

2j−1 �〉 ↔ C〈l−j,� m

2j �〉 :
K′〈l−j,� m

2j �〉;
(12) C〈l−j,� m

2j �〉 → T〈l−j,� m

2j �〉 :
E(K〈l−j,� m

2j �〉,K′〈l−j,� m

2j �〉);
(13)∗ C〈l−1,�m

2 �〉 → T〈l,m+(−1)m〉 :
E(K〈l,m+(−1)m〉,K′〈l−1,�m

2 �〉);
(14) C〈l−(j−1),� m

2j−1 �〉 → M〈l,m〉 :
E(K′〈l−(j−1),� m

2j−1 �〉,K′〈l−j,� m

2j �〉);
(15) K〈l−i,� m

2i �〉 := K′〈l−i,� m

2i �〉;

∗ if needed

Leave Protocol on the Distributed Strategy

(1) if (l = 1)
(2)-(3) Similar to the leave protocol on

the dedicated strategy

(4) else if (l = 2)
(5)-(10) Similar to the leave protocol on

the dedicated strategy

(11) else if (l ≥ 3)
(12) Select C〈l−i,� m

2i �〉;
(13) C〈l−(j−1),� m

2j−1 �〉 ↔ C〈l−j,� m

2j �〉 : K′〈l−j,� m

2j �〉;
(14)∗ C〈l−j,� m

2j �〉 → T〈l−(j−1),� m

2j−1 �+(−1)
� m
2j−1 �〉 :

E(K〈l−(j−1),� m

2j−1 �+(−1)
� m
2j−1 �〉,K

′〈l−j,� m

2j �〉);

(15)∗ C〈l−1,�m
2 �〉 → T〈l,m+(−1)m〉 :

E(K〈l,m+(−1)m〉,K′〈l−2,� m
22

�〉);
(16) C〈l−k,� m

2k �〉 → T〈l−k,� m

2k �〉 :
E(K′〈l−k,� m

2k �〉,K′〈l−(k+1),� m

2k+1 �〉);
(17) K〈l−j,� m

2j �〉 := K′〈l−j,� m

2j �〉;
(18) Update T〈l−1,�m

2 �〉;

∗if needed
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