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Abstract. The existing certificate architecture has two problems in terms of se
curity and authentication. One is that there exists some possibility of certificate 
forgery by exploiting the collision problern associated with the hash algorithm 
used for signing. The other is that certification path complicates user authenti
cation because it increases according to the distance between communicating 
users. In this paper we propose a new digital signature scheme and certificate 
architecture that solve the problems. It is achieved by using two-public key 
cryptography and a new certificate architecture. The proposed approach can be 
used without reconstructing the structure of the existing PKI system and always 
allows a certification path whose length is I regardless of the distance between 
the users. This is because each user confirms only the digital signature of root 
CA in the combined hierarchical-network infrastructure. 

1 Introduction 

Recently, user authentication has become an important issue in communication and 
e-commerce. The present target in authentication is implementation in PKI (Public 
Key Infrastructure) environment so that illegal connection and information leak can 
be prevented. Here the public key certificate of user is a crucial part, while the main 
concems with the certificate are security and certification path. If a certificate is coun
terfeited by a malicious third party, catastrophic results may occur in the system. Also, 
the Ionger a certification path becomes, the larger authentication time and inconven
ience to users are [1-4]. 

A public key certificate is based on digital signature. A certificate is known to the 
public after signed by a certificate authority (CA). The existing certificate architecture 
has two problems in terms of security and authentication. One is that possibility of 
certificate forgery exists. The other is that certification path complicates user authen-
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tication. The reason why forgery of a certificate is possible is forgery of a digital 
signature of the certificate is possible. Digital signature algorithms have the collision 
problern of hash algorithm used for signing. Even though it is not easy for an adver
sary to attack a certificate by taking advantage of the hash collision prob lern, it is still 
possible that an adversary counterfeits the certificate. Here, an irnportant problern is 
that if a certificate is counterfeited, one cannot prove illegality of the counterfeited 
certificate except the CA published the certificate. This hash collision problern rnay 
cause a devastating result especially when the counterfeited certificate is used for 
sorne irnportant services. It is also a pivotal point to optirnize the certification path of 
a certificate in PKI. A certification path is decided according to the distance between 
communicating users and user authentication depends on it in the existing PKI archi
tecture; hierarchy, network, cornbined hierarchy-network. Therefore, the Ionger the 
certification path becornes, the rnore user authentication is cornplicated [1-1 0). 

In this paper we develop the rnethods solving these problerns by proposing a new 
digital signature scherne and certificate architecture using it. It is based on two-public 
key cryptography, and the proposed approach can be ernployed without reconstruct
ing the structure of the existing digital signature scherne. Therefore, we can flexibly 
select the new scherne or the existing one according to the required degree of security. 
The proposed certificate architecture always allows a certification path whose length 
is 1 regardless of the distance between the users because each user confirms only the 
digital signature of root CA in the cornbined hierarchical-network infrastructure. 
Therefore, user authentication can be finished quickly. W e provide detail of the pro
posed signature scherne and analyze its security. 

The rest of the paper is organized as follows. Section 2 presents a brief description 
of digital signature and PKI architecture. Section 3 investigates the vulnerability of 
digital signature due to collision problern of the hash algorithm and fragile certifica
tion path of current PKI architecture. Section 4 proposes a new digital signature 
scherne and certificate architecture, and security of the scherne is evaluated. Finally, 
we conclude the paper in Section 5. 

2 The PKI Architecture 

2.1 Digital Signatore 

A digital signature is a pair of large numbers represented as strings of binary digits. 
Digital signature is cornputed using a set of rules and pararneters with which identity 
of the signatory and integrity of the data can be verified. An algorithm is used to 
provide the way how to generate and verify the signature. The signature generation 
process rnakes use of a private key to generate a digital signature, while the signature 
verification process rnakes use of a public key corresponding to the private key. Each 
user possesses a private and public key pair. Public keys are known to the public 
using the certification of CA in general. Private keys are never shared. One can verify 
the signature of a user by using the user's public key. Only the possessor of a private 
key can generate signatures as long as the key has not been revealed [1]. 
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A hash algorithm is used in the signature generation process to obtain a condensed 
version of message, called a message digest. The message digest is then input to the 
digital signature algorithm to generate a digital signature. The digital signature is sent 
to the intended verifier along with the message. The verifier of the message and sig
nature verifies the signature using the sender's public key [1]. 

The same hash algorithm as the one used by the sender must be used in the verifi
cation process. The hash algorithm is specified in a separate standard, the Secure 
Hash Standard, FIPS 180-1 [2]. FIPS approved several digital signature algorithms 
implemented with the Secure Hash Standard. Similar procedures may be used to 
generate and verify signatures for stored as weil as transmitted data. 
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(a) X.509 Version 3 Certificate. (b) Certification Path. 

Fig. 1. Certificate architecture and certification path. 

2.2 PKI Architecture 

Figure 1(a) illustrates the X.509 v3 certificate. A certificate includes the issuer 
name, the subject name and the subject's pub1ic key, and is signed with the issuer's 
private key. For examp1e, if A1ice has Bob' s certificate and knows the issuing CA's 
public key, she can verify Bob's certificate and then use Bob's pub1ic key to verify 
Bob's signaturein any document. Certification path is a chain of certificates that use 
trust relationship between the CAs to determine if a certificate signed by a CA is 
trusted. This is illustrated in Figure l(b); Bob has been issued a certificate by CA-3, 
which has been issued a certificate by CA-2, which in turn has been issued a certifi
cate by CA-I. If Alice trusts CA-1 and knows its public key, she can verify each 
certificate in the certification path until she reaches Bob's certificate and verifies it. 
At that point, Alice knows Bob's public key and can verify his signature. CAs can 
certify each other in a systematic manner to form a PKI. A CA may be issued a cer
tificate by another CA. Two CAs may issue each other a certificate; this is known as 
cross-certification, and the pair tagether is a cross-certificate. 

PKI architectures fall into three configurations: hierarchy, network, combined hier
archy-network. Each configuration is characterized by the number of CAs, the trust 
relationship between the CAs, and where the PKI users place their trusts [1-4). 
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Fig. 2. PKI architecture. 

2.2.1 Hierarchical PKI 
PK.Is constructed with superior-subordinate CA relationships are called hierarchi
cal PK.Is. The foundation of such an architecture is the "root" CA, which issues cer
tificates to subordinate CAs but not to users. Subordinate CAs, in turn, issue certifi
cates to users or other subordinate CAs located below them in the hierarchy. In hier
archical PK.Is, the trust relationship is one-directional; Subordinate CAs do not issue 
certificates to their superior CAs. Figure 2(a) shows an example of a hierarchical PKI 
with the root CA numbered as 1. The superior CAs impose rules goveming the types 
of certificates their subordinates can issue; applications leverage these conditions to 
identify acceptable certificates. Since certificate suitability is implied by issuing the 
CA's identity, application-specific information can be omitted from the certificates. 
Every user knows the public key of the root CA, and any user's certifi.cate may be 
verified by verifying the certification path that Ieads back to the root CA. For exam
ple, Alice verifies Bob's certificate, issued by CA-5, then CA-5's certificate issued by 
CA-2, and then CA-2's certificate issued by CA-1, the root, whose public key she 
knows. 

The hierarchical PKI architecture has some advantages. The structure of many or
ganizations such as govemment is largely hierarchical and trust relationships are 
frequently aligned with the organizational structure. A hierarchical PKI may be 
aligned with hierarchical directory names, and the search strategy of certification path 
is straightforward. Each user has a certifi.cation path back to the root; the user can 
provide this path to other users and every user can verify the path since all users 
know the root's public key. 

Meanwhile, the hierarchical certification path architecture has some disadvantages. 
It is improbable that there will be a single root CA in the world, and therefore cross
certificates must exist at some Ievel. Also, certification path verifiers must be able to 
cope with the topologies that arenot entirely hierarchical. Moreover, compromise of 
the root private key is catastrophic because every certification path is compromised 
and recovery requires secure "out-of-band" distribution of the new public key to 
every user [ 1-4]. 
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2.2.2 Network PKI 
The traditional alternative to hierarchical PK.Is is to create a network PKI or web of 
trust to connect CAs via P2P relationships. A CA in a network PKI can be a trust 
anchor, although users generally consider the CA issued their certificates as their trust 
anchor. In this architecture, CAs issue certificates to each other, and a pair of certifi
cates describes a bi-directional trust relationship. Specific P2P CAs can specify any 
limitation of trust in the certificates they exchange between them. Figure 2(b) illus
trates a network PKI. A user knows the public key of a CA near itself, generally the 
local CA that issued its certificate, and verifies the certificates by verifying the certi
fication path leading back to the trusted CA. For example, Alice knows the public key 
of CA-5. There are several certification paths that lead from Bob to Alice, but the 
shortest path requires Alice to verify Bob's certificate issued by CA-2, then CA-2's 
certificate issued by CA-4, and finally CA-4's certificate issued by CA-5. CA-5 is 
Alice's CA, and she trusts CA-5 and knows its public key. 

The network PKI architecture has the advantages that it is flexible and facilitates 
adhoc associations and trust relationships, and readily reflects bilateral trust relation
ships. It is likely that a national or worldwide PKI will evolve in an adhoc fashion 
involving isolated CAs, and this can be more easily accommodated in a network than 
a hierarchy. The CAs widely spread out but supporting the users working tagether 
with a high degree of trust can be directly cross-certified under a high trust policy that 
is higher than would be practical through a long, hierarchical chain of certificates. 
The CAs whose users communicate frequently can cross-certify directly, which can 
reduce certification path processing. 

Perhaps the most compelling argument for a network PKI is that it is more conven
ient and natural for a certificate holder to place its trust in the local CA issued its 
certificate rather than a remote root CA, and make this the foundation of all trust 
relationships. Moreover, this simplifies the out-of-band secure distribution of the 
public key of CA. Also, recovery from the compromise of any CA's private key re
quires only that the new public key is securely distributed to the holders of the certifi
cates issued from that CA and new certificates are generated for them. The network 
PKI has at least two disadvantages though [ 1-4): 
• Search of efficient certification path is complex. 
• A user cannot provide a single certification path guaranteeing verification of its 

signatures by all other users of the PKI. 

2.2.3 Combined Hierarchicai-Network Federal PKI 
The hierarchical and network PKI architecture are not mutually exclusive. Figure 3 
illustrates a combined hierarchical-network federal PKI. There is a hierarchical path 
of certificates leading from the root CA to its subordinate CAs, and from each of 
these CAs to their subordinates, and so on, until every Federal end user is issued a 
certificate with a certification path from the root CA. Each Federal CA will have a 
single parent. There is one or more instances of the directory attribute certificate for 
the certificates issued by the parent. There is only one hierarchical path to the root 
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Aoot CA 

Fig. 3. Combined hierarchical-network architecture. 

CA based on the directory attribute certificate. Other certificates held by a CA, which 
was generated by another issuer, will be posted in the directory in a cross-certificate 
pair. In parallel to the certificates hierarchically linking CAs to the root cross
certificate pair attributes also link those CAs. These parallel cross-certificate pairs are 
shown in Figure 3 as solid double-headed arrows. This allows client applications to 
operate with any Federal CA that perform certification path verification frorn the 
verifier's parent CA using the cross-certificate pair directory attribute. Federal CAs 
rnay cross-certify each other along the paths not parallel in the hierarchy. Optional 
cross-certificate pairs are shown in Figure 3 as dotted double-headed arrows. If Alice 
wishes to verify Bob's signature, she can find either a certification path that relies on 
her trust in her parent CA, CA-3, or Bob's certification path back to the root. In gen
eral, Federal PKJ clients and applications rnay choose to follow either a certification 
path verification strategy that leads to the root CA, or back to their own CA. Because 
of the hierarchical cross-certificates, a certification path is guaranteed to exist frorn a 
client's own CA to every Federal certificate through the root CA, but there may also 
be rnuch shorter paths [2]. 

3 Vulnerabilities of PKI 

3.1 Digital Signatore 

As explained earlier, digital signature algorithms have two connoted hazardous fac
tors in terms of security. They are the inherent security Iimitation of a digital signa
ture algorithm and the collision problern of hash algorithm used for signing. The 
security of a digital signature algorithm depends on the security of public key cryp
tography. The collision problern of the hash algorithm, the second hazardous factor, is 
another factor lirniting the security of digital signature. 

A hash algorithm rnaps an arbitrary-length rnessage to a fixed-length hash value, 
which rnust be a fast operation. On the other band, the hash algorithm rnust be colli
sion-resistant, i.e. it rnust be cornputationally infeasible to find a collision, which is a 
pair of different rnessages with the sarne hash value. However, collision cannot be 
avoided. MD5, SHA, and RIPEMD-160 are representative hash algorithms [7-9]. 
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Many of the existing hash algorithrns follow a design principle of Merkle-Damgard 
[10] shown in Figure 4. Essentially, this model simplifies the management of large 
inputs and production of a fixed-length output by using a function F, which is usually 
called a compression function. Given a compression function, a hash algorithm can 
be defined as repeated applications of the function until the entire message has been 
processed. 

Initial 
Value 

Fig. 4. Merkle-Damgard model. 

Hash 

In this process a message of arbitrary length is broken into blocks whose length 
depends on the compression function, and padded so that the size of the message 
becomes a multiple of the block size. The blocks are then processed sequentially, 
taking the result of hashing so far and the current message block as input, with the 
final output being the hash value for the entire message. The hash function is repeat
edly applied to the message block and hash value of the previous blocks. The security 
of this scheme rests on the security of the F function. Note that the more the message 
size increases, the more the nurober of collisions per hash value increases exponen
tially. For example, we assume that one message block is 512 bits and the F function 
returns a 128-bit output. When a message needs 1 block, the nurober of collision is 

1 X 2 512 
---=2384 

i28 

When a message needs 2 blocks, the number of collision is 

When a message needs 3 blocks, it is 
2 128 X 2896 X 2512 
-----:-::::--- = i408 

i28 

In general, for a message of n blocks, 
i28 X 251ln-640 X 2512 
-----;-;:;;,------ = 2512n-128 

i 28 

Namely, 251 2n-128 messages per hash value have a same value. Because of this prop
erty, a third party can counterfeit a certificate signed by a CA. It is due to the collision 
problern of the hash algorithm, and many critical problems may occur in communica
tion and e-commerce if that happens. 

W e can classify the attacks taking advantage of the collision problern of a hash algo
rithm into three types. 

• An attacker researches the structural weakness of the hash algorithrn to identify 
collision. 
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• An attacker accumulates digital signatures corresponding to each hash value for 
the life time of a public key of a target. For counterfeits, the attacker fmds a digital 
signature from the database whose hash value is equal to that of the counterfeited 
message to a legitimate target message. 

• An attacker counterfeits the message by modifying the counterfeited message until 
the hash value of it becomes same as that of the target message. 

Among these types, the second case is the largest for counterfeiting a certificate. This 
is because a CA issues many certificates and an attacker can easily accumulate digital 
signatures of the CA. 

3. 2 Certification Path 

As explained in Section 2.2, the existing PKI architectures have a disadvantage in 
terms of certification path. It is that a certification path increases according to the 
distance between communicating users. This problern may complicate user authenti
cation and give vexation to the users. 

4 The Proposed Certificate Architecture 

W e have explained vulnerability of PKI. This section proposes a new digital signa
ture scheme and certificate architecture solving the problem. The new digital signa
ture scheme uses a cryptographic algorithm employing two different public keys. In 
this paper we call it "two-public key cryptography". The basic idea is to hide the hash 
value of a certificate an issuer signed using the two-public key cryptography. In the 
case of users the validity of the digital signature of a certificate is confirmed by the 
digital signature ofroot CA and public key ofroot CA. In the case ofCAs the validity 
of the digital signature of a certificate is confirmed by the semipublic key of the is
suer. First, we explain the two-public key cryptography. Then, we propose the new 
digital signature scheme. 

4. 1 New Digital Signatore Scheme 

4.1.1 The Two-Public Key Cryptography 
Figure 5 shows the structure of the proposed two-public key cryptography. Note 
that if the private key is used to encrypt something using Algorithm-B, only public 
key-2 can decrypt it. That is, the public key that can decrypt the message varies ac
cording to the algorithm used for encryption. 

We show an example of two-public key cryptography using the RSA and the El
Gamal scheme, the two representative public key cryptography algorithms. First, we 
review the two. 
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Public key-1 Publlc key-2 

.------r-------------t------. 

Private key 

Two different aigorithms of 
publlc key cryptography 

Fig. 5. The structure oftwo public key cryptography. 

The RSA cryptography, named after its inventors R. Rivest, A. Shamir, and L. 
Adleman, is the most widely used public-key cryptography. lt may be used to provide 
both secrecy and digital signatures, and its security is based on the intractability of the 
integer factorization prob lern. Each user creates an RSA public key and a correspond
ing private key. The users do the following [11): 

1. Generate two !arge random ( and distinct) primes p and q, each roughly the same 
size. 

2. Compute n=pq and <t>=(p-l)(q-1) 
3. Select a random integer e, 1 < e < 4>, such that gcd( e, <l> )= 1. 
4. Use the extended Euclidean algorithm to compute the unique integer d, 1 < d < 4>, 

suchthat ed= l(mod <l> ). 
5. The public key is (n, e); private key is d. 

The ElGamal public-key encryption scheme can be viewed as Diffie-Hellman key 
agreement in the key transfer mode. Its security is based on the intractability of the 
discrete logarithm problern and the Diffie-Hellman problem. Each user creates a pub
lic key and a corresponding private key. The users do the following [12]: 

1. Generate a !arge random prime p and a generator a of the multiplicative group Zp 
of the integers modulo p. 

2. Select a random integer a, l::S a ::Sp-2, and compute y= a.0 modp. 
3. The public key is (p, a,y) private key is a. 

In above, we can recognize that if the prime p of the ElGamal and the <l> of the 
RSA have a same value, the private key of the RSA and ElGamal are same. lf the a of 
the ElGamal is denoted by the d of the RSA, public key-1 is (n, e), and public key-2 
is (p, a, y), and the comrnon private key is d in the proposed two-public key cryptog
raphy. In this way, we can construct two-public key cryptography using the RSA and 
ElGamal scheme. Of course, we can easily construct various two-public key cryptog
raphy scheme using any two different public key cryptographies. 

4.1.2 The New Digital Signature Scheme with the New Certificate Architecture 

PA: a public key of algorithm-A; be known to all objects ofPKI 
PB: a semipublic key of algorithm-B; be known only to the CA's 
P AB-I: a private key of the two-public key cryptography 
{ } AP AB-I: encrypt or decrypt the private key using algorithm-A 
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C: a certificate including a digital signature of a CA 
H: a hash function that extends the input regardless of the value 
h: a hash function that reduces the input regardless of the extent 

The issue process of a certificate consists of two processes; signature generation 
process and certificate process. Signature generation process is executed by an issuer 
and certificate process is executed by root CA. 

The issue process of a certificate handled by a generat CA is as follows. First, the 
CA calculates a hash value of the random number (RN), H(RN). Here, the extent of 
the H(RN) has a fixed block size. The CA calculates a hash value where the H value 
is added to the certificate, h( {M} K, H(RN)). When h is calculated, the H value is put 
on a specific block of the certificate that the CA selected. The CA generates a digital 
signature by encrypting the h value, the block position, and the random number using 
algorithm-B and its own private key. Digital signature ofthe CA is as follows. 

Digital signature: {h( {M}K, H(RN))IIblock positioniiRN} BPcA-A-l 
Thereafter, the CA requests certificate signature from root CA by sending the certifi
cate to it. Figure 6(a) shows the signature generation process. 

The certificate process handled by root CA is as follows. The root CA searches a 
semipublic key of CA-A, P8 , from a database using the ID of CA-A, and then de
crypts the digital signature to obtain the block position and RN. Thereafter, the root 
CA calculates a hash value, h( {M} K, H(RN)), by using the block position and the RN, 
and then compares the hash value with the h({M}K, H(RN)) value which is part of 
the decrypted digital signature of CA-A. If the values are same, the root CA calcu
lates a hash value, h( { C} K). The root CA generates a digital signature by encrypting 
h( { C} K) by its own private key and algorithm-A for certifying the digital signature of 
CA-A. After the root CA calculates h(M), the value and digital signature of itself are 
attached to the certificate of CA-A. The root CA sends the certificate signed by itself 
to CA-A. As soon as CA-A receives the certificate from root CA, CA-A issues a 
certificate to the user. 

- I Version I 
Pr'lvat•~ I Se<lal number I Root CA's 

3 Private Key 

H(123···) k9 I Sub!ect uniQue ldentifier I 
I Extensions I 

{h({M}It Hlt23 .. • )!II I Signalure of lssuer L 
4 11 123···} src!~ I h(M) I Tho mossoao({M}Kl 

OIQICel •Jor~etw. I Signalure of root CA 1--

(a) (b) 

Fig. 6. The signature generation process and the new certificate architecture 

4.2 Optimal Certification Path 

The new certificate architecture that we propose is shown in Figure 6(b ). The new 
certificate architecture is obtained by adding h(M) and digital signature of root CA to 
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the existing certificate architecture. The system with the new certificate architecture 
needs additional certificate of the semipublic key of each CA. Certificates of semi
public keys are commonly used only between the CAs. We assume that all CAs share 
each certificate of semipublic key of all CAs. Then, all certificates have an optimal 
certification path regardless of the distance between the users in the combined hierar
chical-network infrastructure. For example, in Figure 3, the length of certification 
path between Tom and David based on the existing certificate architecture is 5 for CA 
6 and CA 7 building a cross certificate. If they have a cross certificate, the length of 
certification path is 2 with the existing certificate architecture. However, whether a 
cross certification exists or not between CA 6 and CA 7, the length of certification 
path is always 1 with the new certificate architecture. For all other cases the length is 
still 1 because each user in the PKI confirms only the hash value, h(M), and the digi
tal signature of root CA. Therefore, the length of certification path is always 1 with 
the new certificate architecture. In case a user doubts other's certificate, the user can 
request verification of the certificate to a CA near itself, generally the parent CA 
issued its certificate. Then, the CA confmns the certificate using the semipublic key 
of the issuer of the certificate. 

4.3 Security of the Proposed Certificate Architecture 

The new proposed certificate architecture solves the counterfeit problern presented 
in Section 3. That is, any user ofPKI cannot counterfeit a certificate by taking advan
tage of the collision problern of the hash algorithm in the new certificate architecture. 
Without the proposed scheme a malicious user can counterfeit a certificate using the 
collision problem. With our scheme, a malicious user cannot perfectly counterfeit a 
certificate since the user is not able to know the RN and block position of the signa
ture of the certificate. The part where forgery is possible in the new certificate archi
tecture by taking advantage of the collision problern of the hash algorithm is the digi
tal signature ofroot CA. Forthis reason, the hash value, h(M), is added to the certifi
cate. It is difficult to counterfeit the certificate suchthat h(M) and h(C) may be valid. 
However, because of the possibility of forgery, in case a user doubts a certificate, the 
user must request verification of the certificate to a CA near itself. 

We need to compare security of two-public key cryptography and earlier public 
key cryptography. Note that security of any cryptographic algorithm is influenced by 
many factors such as difficulty of the mathematical problern of the cryptographic 
algorithm, complexity of the cryptographic algorithm, and key length, etc. If the secu
rities of the two different cryptographic algorithms employed in the two-public key 
cryptography are similar, the security of the two-public key cryptography will be 
similar to the security of each of the two cryptographic algorithms since each of them 
is based on different problern of mathematics. Therefore, a system designer must 
design the two-public key cryptography using two different public key cryptographies 
of the same Ievel of security. 
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5 Conclusion 

In this paper we have proposed a new certificate architecture and digital signature 
scheme solving the collision problern of hashing required in the existing digital signa
ture algorithms. As a result, the security of the new certificate architecture is not lim
ited by the hash algorithm. The new digital signature scheme applied to the new cer
tificate architecture can use a hash algorithm, which allows fast operation while pro
vidinghigh security. The new digital signature scheme can also be used without re
constructing the structure of the existing digital signature scheme. 

The new certificate architecture allows an optimal certification path regardless of 
the distance between the users in the combined hierarchical-network infrastructure. If 
the e-commerce and communication system share certificates of the semipublic key 
of all CAs, user authentication can be done effectively with which illegal access is 
impossible. Therefore, we anticipate that the new certificate architecture can signifi
cantly activate e-commerce by increasing the security of transactions and effectively 
processing user authentication. In the future we plan to investigate the performance of 
the proposed scheme using various combinations of public key cryptographies. 
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