
Chapter 7
Conclusion

There are many challenges in the area of cyber attribution. It is easy and useful
for an actor to perform deception, hindering the decision making ability of standard
machine learning models to identify the actor as demonstrated in Chap. 2. Structured
argumentation-based frameworks like DeLP can help alleviate deception to some
extent by providing arguments for the selection of a particular actor/actors respon-
sible for the attack based on the evidence. In Chap. 5, we provided results showing
how such models afford significant performance improvements over approaches
based solely on machine learning techniques.

An important challenge in cyber attribution is to train and evaluate the proposed
models. This book presents a framework to collect data from hacking competitions,
i.e. capture-the-flag events. The framework encourages and monitors competitors as
they adopt deceptive behavior. In addition to just the network traffic, the framework
is also capable of capturing host data. Other practical challenges include making
attribution decisions in real time, and scaling the proposed models to larger datasets.
Though challenging, we believe that these issues will be resolved as the research
progresses.

We may be entering a golden age of threat intelligence. Modern security
operations’ practices and frameworks allow companies to gather more and more
data from their own computers and networks. Storage costs are decreasing, allowing
for more and more security monitoring data to be retained. Furthermore, the
infosec community is becoming more aware of machine learning and other types
of statistical analyses as mechanisms to gather new insights from existing data.
However, more data doesn’t automatically enable better analysis. In this book, we
aimed to define a path by which artificial intelligence tools can enable security
practitioners to make better sense of security data in order to make more reliable
attribution decisions.
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