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Definitions

Critical
Infrastructure

“Systems and assets, whether
physical or virtual, so vital to the
United States that the incapacity
or destruction of such systems
and assets would have a
debilitating impact on security,
national economic security,
national public health or safety,
or any combination of those
matters” (Uniting and
Strengthening America by
Providing Appropriate Tools
Required to Intercept and
Obstruct Terrorism [USA
PATRIOT] Act 2001).
The Emergency Services Sector
(ESS) provides services to all

Emergency
Services
Sector

five mission areas defined in the
National Preparedness Goal:
prevention, protection,
mitigation, response, and
recovery (U.S. Department of
Homeland Security [DHS]
2015c). The services are
provided by career and volunteer
first responders and associated
capabilities and resources across
the county at the federal, state,
and local levels as well as the
private sector (U.S. Department
of Homeland Security [DHS]
2015a).

Introduction

Each and every day, the Emergency Services
Sector (ESS) plays an important role in
safeguarding lives and property across the United
States. Although the ESS responds when assets in
other critical infrastructure sectors need assis-
tance, the sector itself faces challenges to security
and resilience. Some of the risks faced by the ESS
are similar to other infrastructure sectors, such as a
changing threat and hazard picture, climate
change, and cyber-attacks through increased
reliance on Internet-connected systems. These
high-level challenges are just the beginning as
the ESS faces a myriad of other risks related
to natural hazards, technological hazards, and
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human-caused incidents. This is in addition to
dependencies and interdependencies with other
infrastructure sectors, which can result in signifi-
cant cascading effects.

The remainder of this entry provides a general
overview of the ESS to enable a general under-
standing. Within the discussion, key operational
characteristics of the ESS are reviewed along with
a description of the current risk profile to include
critical cross-sector dependencies and interdepen-
dencies. This discussion will also include vision/
mission, goals, and priorities of the ESS along
with the partnership structure. Partnerships and
information sharing within the ESS have extreme
importance in order to address and respond
to human-caused incidents that can result in sig-
nificant casualties and damage to infrastructure
assets. Overall, this entry provides a basic under-
standing of the ESS to enable critical evaluation of
current policies, practices, and needed activities
to address gaps in security and resilience.

Sector Overview

The ESS has the primary protection responsibility
of other critical infrastructure sectors and assets.
The ESS is the first line of defense for all mission
areas (prevention, protection, response, recovery,
and mitigation) related to natural hazards, techno-
logical hazards, and human-caused incidents
that may affect infrastructure assets. To accom-
plish this task, the ESS consists of millions of
highly skilled first responders (human element)
along with physical and cyber assets/elements.
Consisting of both paid and volunteer forces, the
ESS is organized/structured at the federal, state,
local, tribal, and territorial levels of government.
Therefore, ESS agencies include the primary pub-
lic first responder agencies at each government
level. ESS assets also include personnel and asso-
ciated resources within the private sector such as
private security and fire/emergency medical ser-
vices at industrial sites. Due to the focus on
the protection of other infrastructure sectors and

assets, the ESS faces distinctive challenges in
security and resilience of ESS assets, such as
communications and data networks. The disrup-
tion of physical or virtual ESS assets can result in
significant consequences to public safety and
security.

Sector Components and Assets
The ESS has components related to the human,
physical, and cyber elements. For human, the ESS
is comprised of paid and volunteer individuals
within the primary response disciplines. For
physical, this realm includes ESS facilities from
which daily operations are administered as well as
facilities that support training and storage. Addi-
tional physical assets include equipment (e.g.,
personal protective [PPE], communications, and
surveillance equipment) and vehicles (e.g., ambu-
lances, patrol vehicles, fire apparatus, aircraft,
and watercraft) that are specialized for specific
disciplines and for capability. In regard to cyber,
this element includes operational communications
(e.g., two-way radio systems), databases (e.g.,
criminal record databases), management (e.g.,
incident decision support software), biometric
systems, security systems, and information net-
works (e.g., computer-aided dispatch [CAD]).
Aside from human, physical, and cyber realm,
the ESS is officially compartmentalized into five
distinct emergency responder disciplines or sub-
sectors as described below per the Emergency
Services Sector-Specific Plan (ES SSP).

Law Enforcement: Consists of police depart-
ments, sheriff’s offices, courts systems, correc-
tional institutions, and private security
agencies. Provides services such as enforcing
laws, conducting criminal investigations,
collecting evidence, apprehending suspects,
securing the judicial system, and ensuring cus-
tody and rehabilitation of offenders.

Fire and Rescue Services: Consists of both paid
and volunteer personnel. Provides services
such as fire suppression, fire prevention, haz-
ardous materials control, life and property
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safety operations (including technical rescue),
building code enforcement, and fire safety
education.

Emergency Medical Services: Provides services
at incidents such as triage, treatment, and trans-
port of injured and ill patients; taking appro-
priate steps to protect staff, patients, facilities,
and the environment; and helping to monitor
response teams while providing needed com-
prehensive medical care to patients.

Emergency Management: Provides incident
management and coordination (including pre-
and postevent activities) between ESS
disciplines, as well as with nonemergency ser-
vices entities. Emergency Operations Centers
(EOCs) provide emergency management
personnel with the capability for multiagency
coordination for incident management by
activating and operating for preplanned or
no-notice events. EOCs support the coordina-
tion of response and recovery activities among
neighboring jurisdictions at and all levels
of government if needed.

Public Works: Provides service such as assessing
and repairing damage to buildings, roads, and
bridges; clearing, removing, and disposing of
debris from public spaces; restoring utility ser-
vices; and managing emergency traffic. With
responsibility for hardening security enhance-
ments to critical facilities and monitoring the
safety of public water supplies, public works is
an integral component of a jurisdiction’s emer-
gency planning efforts. In addition, public
works departments supply heavy machinery,
raw materials, and emergency operators and
may also manage contracts for additional
labor, equipment, or services that may be
needed before, during, and after an incident
(U.S. Department of Homeland Security
[DHS] 2015a, p. 5).

In addition to the responder disciplines/subsec-
tors, the ESS also consists of specialized person-
nel and teams that provide additional emergency
response capability when appropriate. This spe-
cialized capability can be present in one or more
of the responder disciplines/subsectors and

can focus in areas such as special weapons and
tactics, hazardous materials, explosive ordinance
disposal, search and rescues (air, land, marine),
and National Guard Civil Support (DHS 2015a).

Key Sector Operating Characteristics
As previously stated, the ESS has the primary
protection responsibility of other critical infra-
structure sectors and assets and acts as the first
line of defense in relation to natural hazards, tech-
nological hazards, and human-caused incidents
that may affect infrastructure assets. This respon-
sibility is handled by more than 2.5 million first
responders that serve in all 56 US states and
territories (DHS 2015a). Decisions made by the
ESS in response to incidents can affect the level of
damage inflicted to infrastructure and how
quickly services are restored. Although the ESS
operations are required to be adaptable and flexi-
ble to address any incident, the sector does have
limitations when facing incidents and disasters –
or circumstances – which have not been training
for or previously experienced. Overall, the graph-
ically dispersed aspect of the ESS makes it diffi-
cult to completely disable nationwide, but this
aspect also creates challenges in across govern-
ment levels and responder disciplines. Further, the
ESS is driven by the human element, but is depen-
dent on the cyber element (e.g., communications,
information technology) and physical element
(e.g., response vehicles and equipment).

Another limitation of the ESS is limited
resources, especially in ESS agencies located in
small and rural communities. Not only have oper-
ational budgets within local and state ESS agen-
cies decreased over the past decade, but federal
grant funding for ESS agencies has also vastly
decreased over the same time period. Limited
financial budgets affect the operational capacity
of ESS agencies (e.g., less personnel, use of older/
outdated equipment) to address and respond to
current risks and adapt to changing risks.
Resource constraints are just one operational con-
sideration of the ESS, and others include the
following:

Rural and Frontier Resource Constraints: In
rural and frontier communities, limited
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populations and smaller tax bases create diffi-
culties and shortcomings for ESS agencies in
terms of staffing, equipment, and other
resources.

Geography: The ESS operates in density-
populated urban environments as well as in
vast and, oftentimes, sparsely populated
areas, both of which provide significant
challenges. For example, in rural and frontier
areas, greater distances traveled and difficult
on-road and off-road terrain (e.g., mountains,
marshlands, wilderness) may significantly
impact response planning and operations.

Infrastructure: Although urban ESS agencies
may benefit operationally from an increased
presence of infrastructure, it also creates more
infrastructure to protect. As for rural areas,
many segments of critical infrastructure, such
as hospitals and other healthcare facilities, are
less capable (e.g., have fewer physicians and
specialists per capita) than similar infrastruc-
ture in urban areas for various reasons. These
conditions may limit response to public health
hazards such as communicable diseases.

Modernization: Citizens of all communities con-
tinue to demand that ESS agencies modernize
systems despite resource shortages. Today,
approximately 88% of US adults own a cell
phone and 78% access the Internet. ESS agen-
cies must upgrade their own equipment as well
as 9-1-1 centers, warning systems, and online
resources for the benefit of their residents
(Simpkins 2015, p. 3).

All of the constraints above are intensified by
the fact that a majority of ESS personnel are
volunteers. For example, volunteers are often
assigned as county emergency managers and/or
required to fully staff rural fire departments
(U.S. Fire Administration 2007). This occurrence
does not happen in rare circumstances. Rather,
rural areas constitute 80% of the landmass and
20% of the population in the United States
(McGinnis 2004). Additionally, frontier areas are
classified as areas with an extremely low popula-
tion density (less than six persons per square mile)
and are characterized by isolation from population
centers (e.g., cities) and provision of services

(e.g., hospital, cell phone service), which com-
prise approximately 2% of the US population
and 46.7% of the land within the Unites States
(largely concentrated in the Western United States
and Alaska) (National Center for Frontier
Communities 2013).

Across the United States, ESS missions are
completed by approximately 2.6 million individ-
uals in the law enforcement, fire and rescue, emer-
gency medical services (EMS), emergency
management, and public works disciplines (DHS
2015a). This is in addition to ESS personnel
within the private sector that includes industrial
fire departments, corporate security operations,
and private EMS providers. As for the number
of rural first responders, there is no single source
for a specific number. However, descriptive infor-
mation can be gleaned from various sources. For
example, the National Institute of Justice (2004)
reports that approximately 90% (or ~14,500) of
the over 16,000 municipal and county law
enforcement agencies in the United States serve
populations under 25,000 and over half of all
agencies employ 10 or fewer officers. Further,
the US Fire Administration (2007) reports that
44% (or ~13,440) of the over 30,000 fire depart-
ments in the United States are located in rural
areas.

Similar to other critical infrastructure sectors,
the ESS is not heavily regulated, but specific
regulations govern or provide reference for
use in emergency response operations (e.g., haz-
ardous materials incidents), responder safety
(through the Occupational Safety and Health
Administration [OSHA], and professional codes
and standards for fire prevention and public safety
(through the National Fire Prevention Association
[NFPA]). Despite limited regulation, the agencies
across the ESS rely heavily on communications
and information technology networks during inci-
dent response. Protecting these networks is
essential for ESS agencies to support critical infra-
structure security and resilience as well as to
ensure the provision or quick restoration of essen-
tial public services and infrastructure assets.

Sector-Specific Agency
The US government by itself cannot create a
secure and resilient ESS. Rather, the end goal
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requires a dedicated whole-of-nation approach
involving public and private stakeholders. Lead-
ing this whole-of-nation approach is the desig-
nated Sector-Specific Agency (SSA) as defined
in Presidential Policy Directive (PPD) 21:
Critical Infrastructure Security and Resilience.
The designated SSA for the ESS is DHS. More
specifically, the Office of Infrastructure Protection
is the delegated responsible entity within DHS.

Sector Partnerships
Security and resilience of the ESS requires a broad
spectrum of partnerships to facilitate information
sharing and situational awareness to address
sector risks. Specific partnership structures are
defined within the ES SSP. However, the ESS
utilizes the National Infrastructure Protection
Plan (NIPP) partnership structure and additional
collaboration mechanisms based on Government
Coordinating Councils (GCC) and the Sector
Coordinating Councils (SCC). Beginning with
the SCCs, these councils are comprised of owners
and operators who utilize the council to directly
collaborate with one another. Typically organized
under subsectors within an overall infrastructure
sector, SCCs are self-organized, self-run, and self-
governed councils and serve as principal collabo-
ration points between the GCCs and the SSAs.
Conversely, the GCC focuses on collaboration
and information sharing between the SSA, or fed-
eral departments and agencies, and state, local,
tribal, and territory (SLTT) agencies. Members
of the GCC and the SCC utilize collaborative
mechanisms, such as the Critical Infrastructure
Partnership Advisory Council (CIPAC) to facili-
tate collaboration and information sharing across
the public and private sectors. These collaborative
partnerships and subsequent information sharing
are crucial to achieving infrastructure security and
resilience. This enables public and private entities
to freely share information to identify mutual risks
and potential solutions that benefit entire sectors.
Through the defined partnership structures of
the ESS, overall security and resilience posture
of the sector can be continuously improved.

Sector Risks

Despite the diverse collection of assets within the
ESS, common risks exist that the sector must
address. Climate change, extreme weather, terror-
ism, and malicious actors are persistent risks
across the ESS (DHS 2014). Further, cyber vul-
nerabilities continue to increase as reliance on
networked systems continues to rise in an effort
to increase efficiency and cost-effectiveness.
Some of these threats are more pronounced in
the ESS due to the need for open public access
and the responsibility to respond to any incident.
This illustrates the need to comprehensively
examine risks across the ESS through existing
partnership structures in an effort to ensure secu-
rity and resilience. Although numerous risks can
be discussed, the following sections focus on
those risks deemed significant. It is acknowledged
there are other significant risks to the ESS, such as
the loss of two-way communications. However,
these risks will not be discussed for the sake of
brevity. Expanded information on risks to the ESS
is accessible via the ES SSP.

Cyber Risks
The cyber threat is common throughout all critical
infrastructure sectors including the ESS. Informa-
tion networks and other technology resources are
vulnerable to various types of attacks, which con-
tinue to increase in occurrence and severity
thereby resulting in significant risk to the ESS
(DHS 2012, 2015b; U.S. Government Account-
ability Office [GAO] 2008, 2014; Green 2016).
In fact, the cyber threat is considered one of the
most serious threats to all critical infrastructure
sectors. Like other infrastructure sectors, the
ESS is heavily dependent on cyber infrastructure
and operates in a data-driven environment. Fur-
ther, much of the cyber infrastructure utilizes
commercial-off-the-shelf (COTS) products and
systems, which have inherent vulnerabilities to
malicious individuals. Individuals both inside
and outside of the United States attempt to exploit
the vulnerabilities, which puts current and future
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ESS capabilities at risk. In fact, the US
Department of Defense (2011) Strategy for
Operating in Cyberspace predicts the risk from
foreign entities and non-state actors attempting to
exploit cyber vulnerabilities will continue to
increase in the future.

Ultimately, cyber vulnerability also poses
a significant threat to the ESS sector and its ability
to fight crime and complete other essential
missions related to public safety and security.
Most importantly is the ability to communicate,
including the ability for citizens to reach ESS
agencies via 9-1-1 services. More than just call
centers, public-safety answering points (PSAPs)
utilize information technology systems that merge
phone numbers with geographic and other loca-
tion data. These systems are vulnerable due to
the increasing reliance on the Internet for opera-
tions, which makes 9-1-1 services susceptible to
cyber-attacks. It is expected that attacks on ESS
communication networks will become more fre-
quent in the future (DHS 2015b; Green 2016).
Between 2013 and 2016, over 600 critical gov-
ernment phone systems and 200 PSAPs nation-
wide were affected by telephony denial of service
attacks (Green 2016). In addition to communica-
tions, the ESS is increasingly reliant on other
cyber-based infrastructure for data and informa-
tion management (including cloud-based sys-
tems), biometric activities, electronic security
systems, and geospatial tools. Due to this connec-
tivity, ESS cyber infrastructure is vulnerable to
cyber-attacks (e.g., denial-of-service attacks,
phishing, passive wiretapping, Trojan horses,
viruses, worms) from individuals and group oper-
ating around the world (DHS 2015b; GAO 2014;
Green 2016).

Another common threat to all computers and
networks is ransomware, which encrypts or oth-
erwise disables access to information unless a
ransom is paid (a common form of payment
requested is Bitcoin). The ESS is vulnerable to
this threat as illustrated by multiple ESS agencies
being targets of ransomware attacks since 2014 in
states such as California, Nevada, Wisconsin, and
North Carolina. These attacks can disrupt initial
response by ESS agencies to an incident as well as
endanger first responders and members of the

general public. Ultimately, the ESS is increasingly
dependent upon information technology networks
for multiple operations, which greatly amplifies
vulnerability to cyber-related incidents.

Climate Change, Natural Hazards, and
Extreme Weather
As with other infrastructure sectors, the ESS is
impacted by climate change. Not only are climate
change risks present; their rate of occurrence and
level of severity are increasing including their
effects on natural hazards. Regardless of the nat-
ural hazard/disaster or extreme weather event, the
ESS is faced with sometimes unpredictable natu-
ral threats in a dynamic response environment.
Increased occurrence and severity of natural haz-
ards place increased demands on ESS assets and
threaten the provision of key services. These
events are increasing in terms of geographic mag-
nitude and severity thereby requiring a surge of
ESS assets for extended operational periods.
A recent example is the catastrophic flooding in
the Houston (TX) due to Hurricane Harvey in late
August 2017. In addition to ESS response person-
nel, natural hazards can also impact cyber infra-
structure. This impact can be significant as 9-1-1
communication networks can be disrupted. Fur-
ther, impacts from natural hazards can also impact
ESS operational communications networks, such
as two-ways radio communications.

Two events illustrate the risk from natural haz-
ards to 9-1-1 communication systems and opera-
tional communications networks. First, a major
storm during June 2012 resulted in a total disrup-
tion of telephone services supporting 9-1-1 ser-
vice across several cities and counties in Virginia
(GAO 2014). The service outage was a result of
loss of main commercial power and subsequent
failure of a backup generator in the telephone
service provider’s facilities (GAO 2014). The
lack of redundant measures and mitigation plan-
ning contributed to a significant disruption of
public service answering points (PSAP) opera-
tions during the outage (GAO 2014). Second,
Hurricane Katrina resulted in the destruction
or degradation of three million landlines, 2,000
cell towers, more than 30 public service answer-
ing points (PSAPs), 37 of 41 broadcast radio
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stations, and first responder land mobile radio
service across the region (Miller 2006; Select
Bipartisan Committee to Investigate the Prepara-
tion for and Response to Hurricane Katrina 2006).
Satellite phones were in short supply and unable
to be charged due to lack of electrical power and
fuel to run emergency generators (Miller 2006;
Select Bipartisan Committee to Investigate the
Preparation for and Response to Hurricane
Katrina 2006). The New Orleans (LA) Police
Department and the Mississippi National Guard
were unable to establish effective communica-
tions for several days (Miller 2006; Select Bipar-
tisan Committee to Investigate the Preparation for
and Response to Hurricane Katrina 2006). In
addition to operable communication, situational
awareness was nonexistent due to a lack of inter-
operability between federal, state, and local
communications systems (Miller 2006; Select
Bipartisan Committee to Investigate the Prepara-
tion for and Response to Hurricane Katrina 2006).
This illustrates that the continued increase in
the occurrence and severity of natural hazards
will place demands on the ESS to mitigate opera-
tional disruptions while addressing increased pub-
lic demand for service.

Epidemics and Pandemics
Evolving threats to the ESS include infectious
disease occurrences, which can include diseases
such as Ebola, smallpox, tuberculosis, severe
acute respiratory syndrome (SARS), and Middle
East respiratory syndrome (MERS) (National
Infrastructure Advisory Council 2007). Infectious
diseases can spread easily in today’s highly
mobile society and can easily morph into an epi-
demic (affecting a localized area) or pandemic
(affecting a large region) (National Infrastructure
Advisory Council 2007). A critical impact of an
epidemic or pandemic is the loss of ESS personnel
due to infections. Therefore, emerging and
re-emerging infectious diseases must be planned
for as ESS personnel would be important response
assets. However, variation is persistent across
the nation in terms of community fiscal health,
at-risk population levels, training competencies,
and countermeasure availability when addressing
infectious disease epidemics and pandemics.

These events can also have significant, long-term
impacts on communities, especially in relation to
high-risk and vulnerable populations. In fact, the
United States has a constant risk of an onset of a
severe influenza pandemic, and the influenza sea-
son of 2014 provides insight into the risk and how
a rapidly spreading infectious disease can impact
the ESS. A more concerning thought, however, is
the intentional release of a more dangerous infec-
tious disease such as smallpox and the cata-
strophic impacts on the nation if its spread is not
readily contained.

Terrorism, Violent Extremism, and Malicious
Actors
Due to the nature of their work, ESS personnel are
vulnerable to human-caused incidents to include
terrorism and actions by malicious actors to
include active shooters. This is especially true
for the ESS which perpetually faces the challenge
to prepare for current threats as well as evolving
threats that may require new or expanded capabil-
ities and competencies. Further, response person-
nel can become targets of (secondary) attacks
when responding to human-caused events in
which an attacker’s goal is to achieve a maximum
amount of casualties. This is especially true if
adversaries are targeting persons in specific
authority positions or are symbolic of a social
institution. Adversaries can include terrorists and
violent extremists, who often target ESS person-
nel and symbolic targets.

Improvised Explosive Devices
The use of improvised explosive devices (IEDs)
continues to be a common asymmetrical attack
method by terrorists and violent extremists. Not
only can IEDs damage infrastructure and cause
mass causalities; they can also be used to target
ESS personnel when responding to an initial inci-
dent through secondary devices. Another com-
mon practice is the simultaneous use of IEDs at
multiple locations, which is specifically designed
to affect ESS agency response efforts. Further,
active shooter events can incorporate IEDs in an
effort to increase causalities or hamper and
slow down response from ESS agencies. For
example, the perpetrators of the San Bernardino
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(CA) shooting on December 2, 2015 placed a pipe
bomb in the Inland Regional Center, but was not
detonated (Winton and Queally 2016). Overall,
the threat of IEDs is constant across many infra-
structure sectors, including the ESS.

Primary Sector Dependencies and
Interdependencies

Today, critical infrastructure sectors are highly
dependent and interdependent on one another
through physical and cyber linkages. After a nat-
ural disaster, man-made incident, or technological
accident, a significant failure in one sector – such
as in the Energy Sector or Water and Wastewater
Systems Sector – has the potential to cascade and
create significant impacts to other regions. Cur-
rently, the ESS has dependencies on the sectors of
Communications and Information Technology
and interdependencies with the sectors of Energy,
Transportation Systems, Water and Wastewater,
Government Facilities, and Healthcare and Public
Health (DHS 2014, 2015a). Descriptions of select
dependencies and interdependencies are provided
below.

Communications: Provide essential services to
ESS for daily operations and other activities.
Of particular importance is ESS response coor-
dination communications and public alert and
warning.

Energy: Fuel and electric power are essential for
operations within the ESS. This includes ESS
response activities and daily business opera-
tions, movement of resources, and response
coordination.

Information Technology: Provides essential ser-
vices to the ESS in support of a variety of
cyber-related assets and essential to operations
and fulfillment of mission responsibilities.
With increasing dependency on cyber-related
assets and systems, disruptions or degradation
of service would significantly impact the ESS,
including the capability to adequately protect
the public and safely and quickly respond to
emergencies.

Transportation Systems: Secure and effective
movement of personnel, resources, and ser-
vices over multiple modes is required for the
ESS. Specifically, response vehicles must be
able to transport people, resources, and ser-
vices to and from incident areas.

Water and Wastewater Systems: Critical for
sustaining communities and infrastructure
before, during, and after emergencies and is
a basic human need vital to human health.
For example, the ESS relies on water in
response to fires and natural disasters (e.g.,
bottle water distribution) (DHS 2014, p. 20;
2015a, p. 4, 9–10).

In addition to external dependencies and inter-
dependencies between sectors, the ESS also expe-
riences internal interdependencies similar to
other sectors. This is because each responder dis-
cipline within the ESS is interdependent on one
another for continued functioning. For example,
law enforcement secures emergency scenes for
fire services and EMS to provide needed services.
Additionally, public works ensures roadways are
clear of debris to facilitate emergency scene
access for other response disciplines. Today, the
continual operation of the ESS is dependent
and interdependent on other infrastructure sectors.
Greater dependences and interdependencies,
especially in the cyber realm related to communi-
cations and information technology, create the
potential that even a localized disruption will
have the ability to cascade to other sectors. This
is in addition to vulnerabilities within the global
and national supply chains that can pose signifi-
cant disruptions to public safety and security.

Sector Vision, Goals, and Priorities

In alignment with the NIPP, each SSA develops a
specific vision and/or mission for their respective
infrastructure sector, which is defined in individ-
ual SSPs. Listed below are the specific vision and
vision statements for the ESS.
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Vision Statement: An Emergency Services
Sector in which personnel and operational
capabilities are prepared for and resilient to
inherent and unforeseen risks; ensuring timely,
coordinated all-hazards emergency response
and public confidence in the sector.

Mission Statement: Save lives, protect property
and the environment, assist communities
impacted by disasters, and aid recovery during
emergencies (DHS 2015a, p. 26).

In addition to defining the vision and/or mis-
sion, the ES SSP identifies specific goals and
priorities aligned with the five overall national
goals defined in the NIPP, which are provided
below.

Sector Goals
1. Continuous growth and improvement of sector

partnerships to address risk mitigation and
resilience efforts (NIPP Goal #4).

2. Support an information sharing environment
for information, intelligence, and incident
reporting (NIPP Goals #4 and #5).

3. Employ a risk-based approach to improve the
preparedness and resilience (NIPP Goal #1).

4. Improve operational sustainability, resilience,
and recovery capacities following an incident
(NIPP Goals #2 and #3) (DHS 2015a, p. 27).

Sector Priorities
1. Utilize collaborative approaches to strengthen

critical infrastructure protective planning and
decision-making.

2. Develop and promote information sharing via
councils and new, innovative processes and
technologies to support protective programs;
share risk, capacity building, and model prac-
tices information; and improve resource shar-
ing systems and standards.

3. Identify and implement an approach/process to
assess and prioritize risk and capability gaps in
the ESS to enhance the resilience and recovery
capabilities following an incident.

4. Develop and report metrics to measure effec-
tiveness of efforts and gather a means to mea-
sure effectiveness (DHS 2015a, p. 27).

Conclusion

The ESS encompasses critical missions that
if significantly disrupted or degraded would result
in disastrous consequences to the safety and secu-
rity of US citizens, protection of critical infra-
structure, and overall public safety and security.
For example, successful intentional cyber or phys-
ical attacks on ESS assets could impact domestic
emergency response and the provision services to
individuals in need. This is in addition to the ever-
present risks from natural hazards, which is
increasing due to climate change. Therefore, the
risk profile of the ESS continues to evolve. These
risks include actions happening on the world stage
as well as actions within numerous dependent and
interdependent infrastructure sectors. Per the
NIPP, risks must be continuously evaluated and
addressed, especially in the ESS due to its role in
US domestic security.

Cross-References

▶Critical Infrastructure Protection
▶Critical Infrastructure: Communications Sector
▶Critical Infrastructure: Energy Sector
▶Critical Infrastructure: Government Facilities
Sector

▶Critical Infrastructure: Healthcare and Public
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▶Critical Infrastructure: Information Technology
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▶Critical Infrastructure: Transportations Systems
Sector

▶Critical Infrastructure: Water and Wastewater
Systems Sector

▶Department of Homeland Security
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