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14.1 Introduction

This chapter presents a real life case based on a case study from Atos which uses
the MODAClouds framework to manage the design, deployment and governance of
a telemedicine solution in a hybrid multi-Cloud environment.

The Atos eHealth telemedicine solution is a software application, based on the
state-of-the-art in ICT that aims at developing an innovative and integrated solution
for the general management of patients suffering from dementia. It provides an inte-
grated online clinical, educational, and social network to support dementia sufferers
and also their caregivers. Based on a set of monitoring parameters and measuring
scales, this solution aims to early detect symptoms that predict decline, avoid emer-
gencies and secondary effects and, ultimately, prolong the period that patients can
remain safely cared at home, no matter where it is located. There are various stake-
holders involved in this scenario that would benefit from the system capabilities
offered by the eHealth application:

Patients and their caregivers:

• Access to services, like videos or games, recommended by clinicians or experts.
• Collect and register data andmeasurements (blood pressure,weight, activity levels,
questionnaires, etc.).

• Management of warnings or requests sent to the clinicians.
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• Improve awareness on the use of their sensitive data, like the patients monitoring
parameters and the patients medication follow-up and drug adverse events.

Clinicians and Health System (organization of people, institutions and resources
to deliver health care)

• Continuous monitoring and follow-up of the patients
• Management and assignment of tasks and questionnaires
• Services to meet the health needs of target populations
• Improve workload of assistance teams:
• Institutions/specialists dynamically added and removed on demand
• Allocation/De-allocation of Cloud resources depending on the workload.
• Rapid elasticity, i.e., the network can respond rapidly and automatically to changes
in demand from particular doctor/specialist

• Improve access to and participation in the Knowledge and Information Society for
citizens

• help monitoring of risks like: data breaches/inappropriate access, disruption of
service and data)

Originally a monolithic web application, this new telemedicine solution has been
re-designed for a multi-Cloud environment. This software solution that consists of
two main software blocks: a multi-Cloud server-side block and a client-side block.
The server-side block consists of a database and two server applications. All of
them can be deployed in different multi-Cloud scenarios alternatives, like private
Clouds, public Clouds or hybrid scenarios. The client-side block consists of a desktop
application (used by the patients and their caregivers) that connects to one of the
server applications.

14.2 EHealth Cloud Solution: Why to Deploy
It in a Multi-Cloud Environment?

There are many real and potential benefits of a multi-Cloud based telemedicine
solution. This section describes these benefits (also the cons and risks associated to
this approach) from twodifferent points of view: the application (including designers,
developers, and administrators), and the final users (the patients and their caregivers,
and the doctors).

Because of the number of users of this application, the amount of database transac-
tions, and also the load and traffic conditions that can vary significantly, it is not trivial
to accurately estimate the resources required by this solution. To be able to scale the
resources on demand is one of the main advantages of a multi-Cloud approach. The
Cloud providers allow us to administer these challenges in an easyway, also reducing
costs and management times. This reduced technical maintenance (that also applies
to the deployment and the backup and recovery tasks) is also a feature that will be
very useful in this case study.Another important characteristic of the eHealth solution
is the capability of integrating and connecting multiple third party tools or services.
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This will allow us to scale the functionalities and features offered at a much lower
cost compared with an own development and a later deployment in a private / public
infrastructure. For example the eHealth GUI component could be deployed in a pub-
lic PaaS or IaaS, making use of third party services offered by these providers, like
email delivery services, monitoring services etc. This approach would safe us money
and time, and would also allow an easier growth of the application’s functionalities
and capabilities in the future. The developers wont need to create new applications
from scratch with the same functionalities offered by these third party services. A
multi-Cloud environment also offers us flexibility, for example it will allow us to
easily move components from one provider to another when needed. Also the final
users of this solution can benefit from it. The deployment of the eHealth solution
in a multi-Cloud environment will make it possible to access it from everywhere.
Patients and caregivers will connect from home with clinicians. This will facilitate
the home health monitoring and follow-up of these users by the clinicians. Patients
and their caregivers will send them different kind of measurements (activity, weight,
blood pressure, etc.) and tests results, so that doctors can make a diagnostic with
all these data. Also the eHealth solution will analyze these data in order to detect
early deterioration symptoms. Patients with dementia wont need to go to hospital
so frequently, and doctors can make a better and individualized follow up of them.
It is expected that this set of tools and features will reduce the workload of these
clinicians, and will also reduce the costs of the health system. And from the point of
view of the patients and caregivers, its also expected that with this direct and frequent
connection (and monitoring) with clinicians, their quality of life will be better.

14.3 Risks and Problems

There are some risks associated with this approach. The most important of these
risks may be the data and privacy protection and the different legislations of each
country associatedwith themanagement of this data. The preservation of thismedical
information and the confidentiality is a major challenge in all telemedicine systems.
Another very common risk in Cloud computing is the vendor lock-in. PaaS and IaaS
providers are heterogeneous and the provided features are often incompatible. This
can be a serious inconvenience in such a multi-Cloud approach. These providers
present another problem: which ones are the best for our case study? Not only may
the prices of the different providers vary, but also their availability and the offered
services. In order to deploy all the eHealth components in amulti-Cloud environment,
a great knowledge of the available Cloud providers will be needed. Other risks
associated to this kind of telemedicine solutions are the availability and reliability
of their services. In emergency cases, the access to these services can mean the
difference between life and death. In particular, in those emergencies where a fast
medical response time is needed, the availability of these services can be critical. The
database and other components of the eHealth solution shall be accessible without
interruption 24 × 7. This could become a problem because its very important to
continuemonitoring not only the health of these business-critical applications but also
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their performance. In order to monitor these properties and also the performance of
each of the components, it will be needed to use some kind of monitoring application
that could react to issues related to them.Moreover, to define a set of rules, constraints
or SLAs for the eHealth application components should be amandatory requirement.

14.4 EHealth and MODAClouds: The Story

At this point, Juan, the responsible (administrator, designer and developer) of the
eHealth solution,wants to use theMODAClouds platform tobe able to design, deploy,
monitor and manage this telemedicine application on a hybrid PaaS environment.
WhyMODAClouds? He expects to take advantage of all the Cloud environment ben-
efits described before and at the same time he expects to solve most of the problems
and risks of such approach. MODAClouds offers a set of tools for the design and run
time. On one hand the design-time tools offer the capability of designing a Cloud
agnostic model of the solution, the capability of defining the QoS/SLA rules that will
be used during the run-time, and also the capability of avoiding the vendor lock-in by
providing a list of all available Cloud providers, that match the eHealth technical and
business requirements, where this solution could be deployed. On the other hand the
run-time tools will monitor the different solution components and will react properly
to these monitoring values by scaling the components up or down, or by migrating
the components from one provider to another. This is the theory. Juan will prove it
soon. Juan will use two different PaaS providers accounts: one in Pivotal (a public
PaaS provider based on Cloud Foundry) and another in a private Cloud Foundry
server with few resources available. He thinks that hosting the database and the web
services application in this private PaaS will make it possible to handle some of the
data and privacy protection risks mentioned before. It will allow him to restrict and
control in an efficient way the access to the data that is stored there. Only the web
services application (the application that handles the connections with the database)
will be able to access the content of this database. But because he thinks that this is
not enough, the critical data will also be encrypted by this web service application.
This way the same application that handles the access to the database will be the
responsible of encrypting the data. This application is also responsible of managing
the roles and permissions of the users that want to access the content of the database
by accepting or refusing the requests depending on the users roles. He also thinks that
deploying the other eHealth component (Web GUI application) in the private server
could be the best option for a first moment, where only a limited set of users will
make use of the eHealth solution. Once the application starts to grow in number of
users and starts to have difficulties in handling the incoming traffic, he could migrate
some components from the private Cloud to a public Cloud. But instead of migrating
the components manually, Juan will use MODAClouds to define a set of rules and
SLAs so that the MODAClouds run-time components can do that in an automatic
way. In order to achieve all this, Juan will follow the steps described below.
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Cloud agnostic solution design and Cloud provider selection

First, Juan uses Creator4Clouds to do a Cloud agnostic model of the eHealth solu-
tion. This is the model of the components that will be deployed in the Cloud without
specifying where and how they will be deployed. These components are the follow-
ing: the main database, the web services application and the Web GUI application.
For each of these components he defines the provided and required interfaces, which
are needed to define the connections between each component and are also needed
to define the methods or components that will be monitored. After refining all these
models, the next step is to get a list of all available PaaS providers that match the
functional and business requirements. Juan wants to know which the best options
for this solution are. On one hand he needs to host in a private Cloud the database
and the web services application. This way he can preserve the data and privacy
protection. The other component, the web GUI application (called eHealth-gui in
the models), can be deployed either in a private or in a public Cloud. Juan uses the
Venues 4Clouds tool in order to get all the providers that match his business and
functional requirements. As a result of this he gets Pivotal / Cloud Foundry as the
best choice (in terms of costs, services offered, etc.).

Now Juan wants to define how the MODAClouds run-time tools will behave once
the application components are deployed in the selected provider.

Modelling of the QoS and SLAs

In order to do that, Juan continues using theCreator 4Clouds tool to define theQuality
of Service constraints and penalties that will be used by the MODAClouds run-time
tools. He wants to monitor the performance of the application components. To do
that he defines two constraints: Response Time (to check the response time of some
operations) and Throughput (to check requests per second). These two constraints
will be used to monitor the traffic and performance of the deployed web applications.

He uses the interfaces defined before to associate these constraints to the interface
or to some of its methods. He decides that if theres too much traffic (by specifying
a value in the Throughput constraint), the SLA tool should migrate the Web GUI
application to a public PaaS. To define this behavior, he associates this constraint
to a penalty (called Migrate Penalty). This way, once the number of users grows,
both applications will have more resources to be scaled up. Also the SLA tool would
send events (i.e. emails) to Juan if some other SLA violation occurs. This migration
penalty or behavior could also be defined by using otherMODAClouds tools. Creator
4Clouds will then transform these constraints and penalties models to generate the
monitoring rules and penalties used by the Tower 4Clouds and the SLA tool during
the run-time.

The data collector library

Juan will need to connect the deployed eHealth components with Tower 4Clouds,
the MODAClouds monitoring tool. First Juan imports the data collector library (a
remote component of the Tower 4Clouds tool) in the application, then he configures
it, and finally he generates the packed files that will be deployed (.war files). But
before deploying them, Juan needs to finish the models.
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Refining the models

Before deploying the eHealth application, Juan needs to do a few more things. On
one hand he associates the model components with the ‘physical’ applications. In
the case of the eHealth cloud components, the ‘physical’ applications are packed in
two .war files: one for each of the java web server applications. And on the other
hand he specifies the cloud providers where these components will be deployed. At
this point the eHealth application components are ready to be deployed.

EHealth deployment

Once Juan has modelled all the components, including all the QoS constraints and
SLAs, its time to deploy them in the private Cloud Foundry server. The Creator
4Clouds tool offers the option of generating different models for different providers.
But for now, Juan only creates one model for deploying the application compo-
nents in the private Cloud Foundry. To do that, Creator 4Clouds connects with
CloudML4Clouds, which is the responsible of deploying the application compo-
nents in the selected providers. Juan selects the deploy option and waits until the
application is deployed and ready. Then it starts the application execution and makes
it available to his customers.

Run-time tools: Check the status of the application components

Juan accesses the private Cloud Foundry to see that the applications are deployed and
running as expected. Then he connects with the Tower 4Clouds and SLA web tools
to see if they are correctly connected with the application components. He does a few
tests with the eHealth component and checks that all of them are working fine. After
Juan checks that the eHealth solution cloud components are deployed and running
in the private Cloud Foundry server, he tells his bosses that the application is ready
to be used.

14.5 Conclusions

Aswecould see in this chapter, amulti-cloud approachoffers several newpossibilities
and advantages for telemedicine applications, but it also presents some risks and
disadvantages. As was shown in the “real life case”, by using the MODAClouds
ecosystem, our main character was able of taken benefit of the advantages of such
approach, and at the same time, he could avoid most of the risks and disadvantages
associated to a multi-cloud deployment.
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