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Abstract. Text CAPTCHAs are widely deployed in nowadays for websites to
defend malicious attacks. Although most text CAPTCHAs employ alphanumeric
characters, there are emerging interests in designing CAPTCHAs based on
regional languages. Here, we conducted experiments to compare the usability of
CAPTCHAs based on English and Chinese. The results indicate that, comparing
with CAPTCHAs that employ random English or Chinese characters, those based
on frequently-used English or Chinese words provide the best usability in terms
of efficiency, effectiveness and satisfactory for participants who are native
Chinese speakers while familiar with English. CAPTCHAs based on random
Chinese characters, however, is least user-friendly from a comprehensive
perspective. The evaluation method and results presented here may shine a light
for the design of CAPTCHAs that employ characters other than alphanumeric.
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1 Introduction

CAPTCHA (Completely Automated Public Turing test to tell Computers and Humans
Apart), with its aim to distinguish human behavior from automatic scripts, is now widely
used for online systems, particularly in registration and password verification scenes
[1, 2]. For instance, Gmail employs it to filter out spammers; Facebook would benefit
from preventing fake accounts and junk messages; PayPal utilizes it to enforce the
financial security of its users and so on.

Principally, a well-designed CAPTCHA is expected to be easily recognized by
humans while hard for bots to crack. Since its invention in 2002, CAPTCHAs in nowa‐
days generally fall into three categories [3]: Text, Image and Voice. Given that Text
form is the dominant one [4] and the focus of this paper, the word CAPTCHA mentioned
afterwards represents only the text kind unless otherwise specified. Typically, a
CAPTCHA includes several alphanumeric characters which are distorted and/or over‐
lapped with each other, together with strikethrough lines and noise backgrounds [5, 6].
In this way, computer algorithms will have difficulty separating characters from one
another and identifying them individually. With the increased complexity of those
designs, it is more efficient to defend automatic scripts [5] but also at the cost of degraded
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usability. Therefore, it’s essential to study the usability of text-based CAPTCHAs with
a variety of design complexities.

For instance, Chellapilla et al. [7] investigated the design factors that could balance
between usability and security. Elie Bursztein et al. [8] identified a set of features of
alphanumeric CAPTCHAs and classified them in to three categories—visual features
(character sets and counts, font sizes, etc.), anti-segmentation features (character over‐
laps, random dot sizes, etc.), and anti-recognition features (rotated character counts and
degrees, etc.), then further investigated their effects on the usability of alphanumeric
CAPTCHAs. Lee [9] compared the usability of alphanumeric CAPTCHAs for native
Chinese speakers of different ages and revealed that young group had better performance
than the old group. Belk et al. [10] evaluated the effects of cognitive styles on people’s
performance of CAPTCHAs. They pointed out that, when designing a user-friendly
CAPTCHA, not only should the intrinsic factors like noise, mask line, etc. be taken into
account, but also some variables on a user’s side such as his/her cognitive style, culture
background, etc.

However, all those studies on the design and usability of CAPTCHAs are predom‐
inantly focused on those employing alphanumeric Characters. Under the background of
globalization, there is also an increasing concern about designing localized CAPTCHAs
that employ the regional languages. Shirali-Shahreza [11] designed a type of text
CAPTCHA that employed Persian/Arabic characters with improved security and
usability. Yang [12] explored the application of Korean characters in text CAPTCHAs,
their results showed that the Korean CAPTCHAs could be easily understood by native
Korean speakers while difficult to be defeated by OCR (Optical Characters Recognition)
programs. Banday [13] investigated the usability of CAPTCHAs based on Urdu, one of
the regional languages used in India. The results indicated that, for native speakers of
Urdu who had few or no familiarity with English, they solved Urdu CAPTCHAs signif‐
icantly faster and more accurately than those based on English. Shortly, localized
CAPTCHAs are generally believed to provide better usability because people are intui‐
tively more comfortable with their native languages.

Meanwhile, CAPTCHA designs that employ Chinese characters are also emerging
and have already been deployed by leading internet companies, such as Baidu.com and
Renren.com, the counterparts of Google and Facebook in China, respectively. Paralle‐
ling with those deployments, Wang [14] proposed a Chinese CAPTCHA design that
added a semi-transparent layer of Chinese characters as the background of the main layer
and further experimentally proved that it was an effective means against OCR. Shen
et al. [15] explored a multiscale corner structure model that was capable of hacking
Chinese CAPTCHAs, which was insightful to improve the security of Chinese
CAPTCHAs. Studies of Chinese CAPTCHAs are mainly about their mechanism [16–
18], the usability of such localized CAPTCHAs, however, has hardly been explored,
particularly, its difference with respect to those based on English characters.

Here, we investigated and compared the usability of CAPTCHAs based on English
and Chinese for Chinese users. This study focuses on the following questions: Would
the subjects have better performance when interacting with CAPTCHAs that use their
native language? What are the subjects’ perceptions about those localized designs?
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2 Method

2.1 Participants

Thirty participants (13 males and 17 females), who are native speakers of Chinese with
English as a familiar second language, were recruited for current studies. Their average
age was 21.6 with a standard deviation of 1.3. All participant were students from
Shanghai Jiao Tong University, 9 of them were undergraduate students and the
remaining were graduate students. All participants had passed the College English Test
Band 6, a language proficiency test held by the Ministry of Education of China. There‐
fore, they were all familiar with the English words appeared in current experiments. In
addition, each participant was an experienced computer user who spent at least 2 h per
week on word processing with keyboard and mouse. During online activities, all subjects
had encountered English CAPTCHAs, and 29 of them had experienced Chinese
CAPTCHAs. None of them had trouble reading on the screen or operating the input
devices of computer.

2.2 Apparatus

The experiments were conducted in a lab environment. All participants were instructed
to solve CAPTCHAs on a same setup, which included a 20-inch liquid crystal display
with a resolution of 1440 * 900, a computer running Windows 8.1 system, a set of regular
QWERTY keyboard and mouse as the input devices. The input software for Chinese
characters was Microsoft Pinyin, which was daily-used input method for all participants
and also the pre-installed input method of Windows 8.1. The tilt angle, height and
distance of the display and chair were adjusted by participants to comfort themselves.
The CAPTCHAs were generated on a remote server and loaded in the form of a webpage
to the local browser, which was Google Chrome in this study. After the CAPTCHA test,
each participant was also required to finish an online questionnaire and interviewed to
learn their subjective opinions regarding those CAPTCHA designs.

2.3 Tasks

All participants were required to finish three consecutive tasks: Firstly, each participant
was required to get familiar with the experimental apparatuses through solving five
CAPTCHAs prepared for testing purpose. After that, four types of CAPTCHAs were
presented for participants to solve one by one and each type of design included 12
randomly generated CAPTCHAs. Finally, participants were asked to finish an online
questionnaire and interviewed to learn their subjective perceptions about the CAPTCHA
designs in the experiments.

2.4 Study Design

To compare the usability of English and Chinese CAPTCHAs for Chinese users, four
types of CAPTCHAs, which were based on Random English Characters (REC),
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Frequent English Words (FEW), Random Chinese Characters (RCC) and Frequent
Chinese Words (FCW) and illustrated in Fig. 1, respectively. REC and FEW designs
utilized English characters RCC and FCW employed Chinese characters. For each
language, the characters were presented as either random characters (REC, RCC) or
words (FEW, FCW) that are frequently used in daily life. All other design factors were
kept the same. For instance, each CAPTHCA was 230 pixel in width and 70 pixel in
height. The font size was the same for all designs and the font family employed was
Microsoft Yahei, which supports both English and Chinese Characters. The characters
displayed on each CAPTCHA had a transparency of 25 % while were surrounded by 3
random lines and the same background noise levels. The distortion of each character
was also kept the same by setting the same parameter. Furthermore, although each
English CAPTCHA included 8 letters while the Chinese one included 3 or 4 characters,
the average keystrokes [19] required for their inputs were the same under current exper‐
imental setting. Therefore, it maintained a similar workload to input different
CAPTCHA types and was expected to provide a similar condition to evaluate the solving
time of different designs.

Fig. 1. Illustration of Text CAPTCHA styles explored in current study: (a) Random English
Characters (REC); (b) Frequent English Word (FEW); (c) Random Chinese Characters (RCC);
(d) Frequent Chinese Word (FCW). These CAPTCHAs were generated through a re-developing
of the widely-used Securimage code [20].

During the experiment, only one CAPTCHA was presented on the web interface
each time. Each participant was instructed to recognize, input and submit the characters
shown on that CAPTCHA, which simulated the general CAPTCHA verification scene
used by most websites in nowadays. After submitting his/her recognition result, a record
will be generated on the remote server, indexing the solving time, the user input and
whether the CAPTCHA was correctly input. Meanwhile, the webpage refreshed auto‐
matically and the participant was directed to solve the next CAPTCHA till the end of
the task cycle, which included 48 CAPTCHAs in total, 12 for each kind. The collected
data were further analyzed to obtain the average solving time and correction rate for
each type of CAPTCHA design.
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The usability of each CAPTCHA design was evaluated by three independent vari‐
ables of usability [21]: effectiveness, efficiency and satisfaction. The effectiveness and
efficiency were measured by the average solving time and correction rate for each type
of CAPTCHA, respectively. The satisfaction was obtained through an online question‐
naire and a face-to-face interview with each participant.

2.5 Procedure

The experiment was carried out in three stages—experiment preparation, testing and
interview. During the preparation stage, we reset the testing apparatuses and described
the purpose and tasks of the experiment to each participant, who was also informed that
this test was anonymous and any data collected would be restricted for the use of current
study only. After that, a participant was instructed to get familiar with the experiment
apparatuses through solving five CAPTCHAs prepared for testing purpose. In the testing
stage, a participant was left alone in the lab to solve four consecutive CAPTCHA sections
and one online questionnaire without any disturbances. However, the experiment
instructor would wait outside the lab in case the participant would need any tech support.
For the final stage, participants were interviewed to learn their additional comments
about the different CAPTCHA designs as well as their emotional feelings. After that,
each subject was given a small gift to appreciate his/her cooperation.

3 Results and Discussion

3.1 Comparison of Efficiency and Effectiveness Between English and Chinese
CAPTCHAs

The average solving time for all four kinds of CAPTCHA design, which based on
Random English Characters (REC), Frequent English Words (FEW), Random Chinese
Characters (RCC) or Frequent Chinese Words (FCW), were illustrated in Fig. 2.

The solving time of FEW (M = 4.68 s, SD = 1.4 s) is essentially the same as that of
the FCW (M = 4.46 s, SD = 2.7 s). This same solving time can be explained by the fact
that all those participants were familiar with both the English and Chinese words
appeared in this study. Therefore, participants had a similar response to both kinds of
CAPTCHA design. It is also indicated in Fig. 2 that, solving RCC designs (M = 9.38 s,
SD = 4 s) takes the longest time, followed by REC designs (M = 7.75 s, SD = 2.3 s).
The results of both RCC and REC are much longer than those of FEC and FCC results.
The longer solving time for CAPTCHAs based on both random English and Chinese
characters reveals that, it took more time for participants to recognize each characters
individually and then type them into the test interface. The similar solving time for both
FEC and FCC further shows that it took basically the same effort for participants to
response to their native language and a familiar second language. In general,
CAPTCHAs based on frequently-used English and Chinese words have better efficiency
than those employ random characters while there are no significant difference for the
solving time of frequent English and Chinese words.
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The effectiveness of those four CAPTCHA designs are represented by the percentage
of CAPTCHAs that were correctly solved. As shown in Fig. 3, solving accuracy for
FEW (99.22 %), RCC (97.66 %) and FCW (98.44 %) are almost the same, while REC
(74.68 %) gave a significantly lower correction rate. The high correction rate for
CAPTCHAs based on Chinese language and English words demonstrated that there is
no intrinsic difference for participants to recognize those kinds of English and Chinese
CAPTCHAs. To understand why the correction rate is much lower for CAPTCHAs
based on REC, we further analyzed the user inputs for such kind of CAPTCHA. It turned
out that, a majority of incorrect inputs were due to the confusion of similar English
letters, such as “I” and “L”. Therefore, we removed CAPTCHA inputs that contained
any confusion letters and reanalyzed the correction rate of REC, which is illustrated in
Fig. 4. It is clear that, without those confusion letters, the correction rate of CAPTCHAs
based on REC has been improved by more than 10 %. Even without those confusion
letters, however, the correction rate of REC is still at least 10 % lower than the other
three designs. This is because the random lines and back ground noises, which were
integrated for an improved security, sometimes would partially merge with the English
characters, making them difficult for participants to identify correctly. While for English
words, even though one or two letters of a word were masked, it was still possible for
participants to recognize that word as a whole and correctly solve it. Therefore, the effect
of random lines and background noise is more pronounced on REC design than FEW
one. Furthermore, due to its complexity, even if most part of a Chinese character was
blurred by the random line and background noise, participants had no difficultly recog‐
nizing it as a whole and therefore it maintained a high correction rate. Briefly, the
correction rate is lowest for REC while quite good for FEW, RCC and FCW
CAPTCHAs.

Fig. 2. Average solving time for all four kinds of CAPTCHA design: Random English Characters
(REC), Frequent English Words (FEW), Random Chinese Characters (RCC), Frequent Chinese
Words (FCW)
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Fig. 3. Average correction rate for all four kinds of CAPTCHA design: Random English
Characters (REC), Frequent English Words (FEW), Random Chinese Characters (RCC), Frequent
Chinese Words (FCW)

Fig. 4. Correction rate of CAPTCHAs based on Random English Characters. REC or REC*

represents the correction rate with or without confusion letters appeared in a CAPTCHA,
respectively.

3.2 Satisfactory Questionnaire and Interview

In addition to the efficiency and effectiveness studies, each participant was also required
to finish a questionnaire and interviewed to acquire their subjective opinions toward
those four types of CAPTCHA designs. The results reveal that more than 97.3 % of the
participants preferred to solve CAPTCHAs based on frequently used words rather than
random characters. They believed that those CAPTCHAs could be easily recognized
with just a single glance. On the contrary, for CAPTCHAs based on random characters,
they would have to recognize each character individually and therefore it took more
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efforts to solve them. When asked which of the four kinds of CAPTCHAs they prefer
to solve the most, 56.07 % of the subjects were in favor of CAPTCHAs based on English
words while the remaining 43.3 % were in favor of Chinese. The subjects who supported
English words felt it was more natural and straightforward to type English words because
they do not need to switch the input method between English and Chinese. For those
who preferred CAPTCHAs based on Chinese words, they felt more comfortable with
native language and the Pinyin input methods in nowadays are smart enough to make it
fast to type Chinese. Although more than 78 % of the participants believed that
CAPTCHAs based in random Chinese characters provided the most security, there were
hardly any participant who was willing to encounter such type of CAPTCHAs.

4 Conclusion

The usability of CAPTCHAs based on English and Chinese were compared through a
usability study conducted with participants who were familiar with both languages.
Within the framework of similar design factors such as font size, font family, amount
of distortion, random lines, background noise level and typing workload, it was found
that, the effectiveness and efficiency of CAPTCHAs based on frequently-used English
or Chinese words are similar while better than those based on random English or Chinese
characters. CAPTCHAs based in random Chinese characters, however, turned out to
provide the least overall usability. And the satisfactory questionnaire and interview
showed that participants also preferred to encounter CAPTCHAs based on frequently-
used words. In a word, comparing with English CAPTCHAs, Chinese also boasts the
potential of serving a user-friendly CAPTCHA design. Therefore, the study presented
here supports the application of Chinese CAPTCHAs to a large extent.
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