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Abstract. Network traffic data is an important source of data to estab-
lish a network intrusion detection system (NIDS). The explosive growth
of the network traffic data brings a huge challenge to network intrusion
detection, and video traffic packet has been an important part of the
network traffic. In recent years, more and more researches have been
applied Artificial Neural Networks (ANNs), especially back-propagation
(BP) neural network, to improve the performance of intrusion detec-
tion systems. However, in view of the current network intrusion detec-
tion methods, the detection precision, especially for low-frequent attacks,
detection stability and training time are still needed to be enhanced. In
this paper, a new model which based on BP neural network that is opti-
mized by genetic algorithm and Dempster-Shafer (D-S) theory to solve
the above problems and help NIDS to achieve higher detection rate, less
false positive rate and stronger stability. The general process of our model
is as follows: firstly dividing the main extracted feature into several dif-
ferent feature subsets. Then, based on different feature subsets, different
ANN models are trained to build the detection engine. Finally, the D-S
evidence theory is employed to integration these results,and obtain the
final result. The effectiveness of this method is verified by experimental
simulation utilizing KDD Cup1999 dataset.

Keywords: Network intrusion detection · BP neural network ·
Dempster shafer · Anomaly detection

1 Introduction

Network intrusion detection has played a central role to discover the process
of abnormal behavior characteristics and provide early warning, to achieve the
purpose of monitoring network behavior and network intrusion defense. With
the development of network technology, network attacks become more and more
complex and hidden. Detection precision and stability are two crucial indicators
to evaluate the IDSs [1]. The traditional method, such as rule-based expert sys-
tems and statistical approaches [2] are difficult to deal with those problems such
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as huge network traffic volumes in high-speed network environment, especially
a large number of video traffic data, imbalanced network data distribution, and
the difficulty to provide continuous adaptation.

In addition of that, artificial intelligence and machine learning have shown
limitations in achieving high detection accuracy and fast processing times when
confronted with these requirements. More and more researches explore new
methods (such as artificial neural network) to solve the problems. Among the
researchers who use neural network to work on IDS, BPNN is the first choice
due to its ability of accurate prediction and better persistence over the other
ANN techniques. However, BP neural network itself has some drawbacks,such
as easy to fall into local minimum, slow convergence, weaker detection stability,
network instability, high training time, etc. [3,4]. In order to solve the above
problems, in this paper, we propose a novel anomaly detection model based on
optimized BP neural network and D-S theory to enhance the detection preci-
sion for low-frequent attacks, detection stability and reduce the training time.
To illustrate the applicability and capability of the new approach, the results
of experiments on KDD Cup1999 dataset demonstrated better performance in
terms of detection precision, detection stability and training time.

The rest of this paper is organized as follows. We discuss the related work on
IDS in Sect. 2. In Sect. 3, we elaborate the framework of our model, and explain
its principles and working procedures. To evaluate the model, Sect. 4 illustrates
the results and discussions of experiments. Finally, Sect. 5 draws the conclusions.

2 Related Work

As mentioned above, more and more researches use artificial neural network to
improve the performance of IDS. According to the number of the ANN techniques
used, ANN based IDS can be categorized as: Simple ANN Based IDS and Hybrid
ANN Based IDS.

Simple ANN applied to IDS mainly includes: Back Propagation neural net-
work (BPNN). Wei Z et al. [5] used Back Propagation neural network (BPNN)
to detect intrusion behavior, due to its ability of accurate prediction and better
persistence. Authors of this paper illustrate BPNN is good in detection of the
known and unknown attack. But, to train the BPNN, number of the epochs
required was very high which lead to very high training time. If network is over
trained then it can decrease the performance, and to overcome, one has to define
the early stopping condition. Some researchers have compared the effectiveness of
the simple ANN based IDS with other methods such as Support Vector Machines
(SVM) and neural network [6], intrusion IDS using self-organizing maps (SOM)
[7], simulated annealing neural network (SANN) [8]. Simple ANN based IDS
had been shown to have lower detection performance and long training time,
especially in dealing with a large amount of data at a high speed.

Hybrid ANN Based IDS is hybrid ANN which combines more than one ANN
techniques. The motivation for using the hybrid ANN is to overcome the limita-
tions of individual ANN. Horeis et al. [9] used a combination of SOM and Radial
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Basis Function (RBF) networks. The system offers generally better results than
IDS based on RBF networks alone. Paulo M et al. [10] propose two layers app-
roach,called Octopus-IIDS, based on KNN and SVM, to provide an Intelligent
Intrusion Detection System (IIDS) that is flexible, accurate, tolerant to varia-
tions of attacks, adaptive to changes in the network, modular and that operates
in real time. Chen et al. [11] proposed hybrid flexible neural-tree-based IDS based
on flexible neural tree, evolutionary algorithm and Particle Swarm Optimization
(PSO). Experimental results indicated that the proposed method is efficient.
Song Guangjun et al. [12] proposed hybrid flexible dynamic change learning rate
in BPNN and simulated annealing algorithm. Experiment results indicated that
the proposed method is efficient to reduce the training steps. Wang G et al.
[13] proposed a new approach, called FC-ANN, based on ANN and fuzzy clus-
tering, to solve the problem and help IDS achieve higher detection rate, less
false positive rate and stronger stability. Results indicated that FC-ANN, out-
performs BPNN and other well-known methods in terms of detection precision
and detection stability.

As mentioned above, a single artificial neural network technology can not
meet the needs of current intrusion detection system, hybrid artificial neural
network has been the trend in intrusion detection system. In this article,we use
hybrid ANN to carry out our work.

3 Framework of Proposed Model

In this section, we will elaborate our new approach. Firstly, we present the whole
framework of the new approach. Then we discuss the details of our new approach.

3.1 Framework of IDS based on ANN and D-S fusion model

Our approach firstly preprocess the network data because neural network classi-
fication uses only numerical data for training and testing. During the preprocess-
ing, there are including mainly the conversion process and normalization process.
Numerical conversion process is taking non-numeric features into numeric value.
In the KDD Cup1999 data set, all features of the data set take numeric values
except three, namely, protocol type, service, and flag. Those three features will be
converted to numeric value (e.g. for protocol type: TCP=2, UDP=3, ICMP=1).
Due to features of the KDD Cup1999 data set contains discrete features and
continuous features,which leads to unfavorable to training the network conver-
gence. In order to accelerate the training of network convergence, the features
were normalized by using min-max normalization to map all the different values
for each feature to [0, 1] range.

After data preprocessing, the main characteristic of network data can be
obtained through the feature extraction module. Dividing the main features into
several different feature subsets is necessary in this article. Subsequently trains
the different ANN using different features subsets. Finally the results from the
different ANN will via D-S fusion model to get the final results. The whole
framework is illustrated in Fig. 1.
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Fig. 1. Framework of IDS based on SANN and D-S fusion engine

3.2 ANN Module

ANN module aims to learn the pattern of every feature subset. It is composed
of simple processing units, and connections between them. In this study, we will
employ improved back-propagation neural networks trained with the Genetic
algorithm to predict intrusion.

BPNN has an input layer, an output layer, with one or more hidden layers in
between the input and output layer. In this work, we use only one hidden layer
and due to this, efficiency of the system is good. The ANN functions as follows:

(i) in the input layer: each i neuron has a signal xi as networks input
(ii) in the hidden layereach jneuron has a signal HI (j) as input

HI (j) = bj +
n∑

i=1

xiwij j = 1, 2, 3, · · · ,m (1)

where wij is the weight value between the input layer and the hidden layer, bj

is the biases in the hidden layer.
The HI (j) passed through the bipolar sigmoid activation function f (x), and

get f (HI (j)) as the input of the output layer.

f (x) =
2

1 + exp−x
− 1 (2)

(iii) in the output layer: the input of the output layer as follow:

Y Ik = bk +
m∑

j=1

f (HI (j)) wjk k = 1, 2, 3, · · · ,K (3)

where wjk is the weight value between the hidden layer and the output layer, bk

is the biases in the output layer.
The output of the output layer as follow:

Y Ok = f (Y Ik) k = 1, 2, 3, · · · ,K (4)
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The Y O (k) will be compared with the target value Tk; in this study, we used
the mean square error as error function:

E (n) =
1
2n

K∑

k=1

(Tk (n) − Y Ok (n))2 (5)

where n is the number of training patterns, the formula for adjusting the weight
value is:

wjk (n + 1) = wjk (n) + η∂E (n) /∂w (n) + αΔwjk (n) (6)

where α is the momentum factor, and α ∈ (0, 1).
In order to avoid falling into local optimal value, not the global optimal

solution. In this paper, the genetic algorithm to optimize BP neural network
[14,15]. The specific steps are as follows:

Step1: (Initial population) Using the binary coding method to encode the weights
and threshold value of BPNN, weights and threshold of coding for the length of
10 bit binary number. For any one individual R, coding the individual as follow:

R =
{
W 2, B2,W 3, B3

}
(7)

R (t) = (R1 (t) , R2 (t) , · · · , Ri (t)) (8)

where W 2 is the weight vector between the input layer and hidden layer, B2 is
threshold vector of the hidden layer; W 3is the weight vector between the hidden
layer and output layer;B3 is threshold vector of the output layer. Randomly
generate certain amount of individuals; is the i-th individual in the t generation
population during the process of evolution.

Step 2: (Fitness calculation) The Mean Square Error (MSE) value E of the
desired output and the actual output value as fitness function value of the vec-
tor/individuals in the population.

f (Ri (t)) =
1
N

N∑

k=1

(yk (t) − y′
k (t))2 (9)

where N the number of training samples, yk (t) is the desired output value, y′
k (t)

is the actual output value.

Step 3: (Selection) Select a certain number of individuals from the population
as a parent subsequent crossover operation. Roulette method is used to select
individual, make fitness value f high of individual is more likely to be selected,
eliminate fitness values f low of individuals at the same time.

Step 4: (Crossover) Ranking individual in the population according to the size
of the fitness value f , then according to the row of good order, respectively from
the head and tail of population pick out two individuals to crossover operation.
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Step 5: (Mutation) Non-uniform Mutation is used to make a random pertur-
bation with a changing probability. Replace genetic value with the result after
perturbation. It amounts to a slight disturbance in the solution space for the
whole solution vector. The changing probability means that, the range of ran-
dom perturbation decreases with the evolution generations.

Step 6: (Terminal Condition) Determine whether the evolution come to an end.
If not, return to the step 2, and turn into the next iteration. Otherwise, save
and output the training result.

After the above six steps,we can get the best Initial weights and threshold
value for BPNN train. Then every ANNi can complete training using different
subsets FSj .

3.3 D-S Fusion Model

The aim of D-S fusion module is to fusion different ANN’s result. The module
will utilize D-S evidence theory to merge and analyze these detection results from
early ANN modules. That is to say, according to regression ability of sensors, we
fuse these results by (11) and give decision results, that is, whether the attack
or not.

D-S evidence theory [16,17] is considered as a general extension of the tra-
ditional classical probabilistic inference theory in limited areas. D-S evidence
theory without a priori probability still can be used to deal with uncertainty and
imprecision information. Therefore D-S evidence theory has greater
flexibility.

D-S evidence theory is considered as theory built on a nonempty finite field
Θ called the recognition framework, which includes a limited number of inde-
pendent system state {A1, A2, · · · , An}. An element in p (Θ) as a power set of
system state Θ is called a system state hypothesis Hi. Through the observation
results E1, E2, · · · , Em for system state by each sensor, D-S evidence theory can
merge these results and infer the former state of system.

Definition: Basic probability assignment function (BPA) is defined as a map
from a power set of Θ to [0, 1] interval. It is represented as m: P (Θ) → [0, 1], and
satisfies:m (Φ) = 0 and

∑
A∈P (Θ)

m (A) = 1 , where m(A) is called confidence value

which means that current sensor decides hypothesis A the degree of confidence
according to the observation results.

When the same frame of discernment Θ has multiple data sources. For these
data sources, according to their functions provide different evaluation value.
Synthesis of these data sources all the rules of the information referred to as
synthetic rules. one can achieve D-S general synthesis rules for the combination
evidence from evidences as follows:

m1···n (A) =

∑
∩iEi=A

m1 (E1) m2 (E2) · · · mn (En)
∑

∩iEi �=A

m1 (E1) m2 (E2) · · · mn (En)
(10)
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However, once there is a serious conflict between the basic probability dis-
tribution function of each proof, the results obtained after fusion is obviously
unreasonable. And basic trust assigned focal element occurrence is extremely
small, the change will bring dramatic changes their combined results. Therefore,
the synthesis rule from formula (10) only applies to the case with the same preci-
sion in all sensors. To solve this serious issue, we apply a method to change with
conventional D-S evidence theory. That is, combine weights with D-S evidence
theory [18].

m1···n (A) =

∑
∩iEi=A

ω1m1 (E1) · · · ωnmn (En)
∑

∩iEi �=A

ω1m1 (E1) · · · ωnmn (En)
(11)

In this paper, we define the recognition framework Θ = (N,A), where N rep-
resents normal status and A represents abnormal status. We can see that status
N and A are mutual exclusion, that is,N ∩ A = ∅. Basic probability assignment
function (BPA) is represented as m: P ({N.A}) → [0, 1], and satisfies: m (∅) = 0
and m ({N,A}) + m (N) + m (A) = 1, where m(N) represents the observation
results of current feature by current sensor and considers that reliability of cur-
rent status belongs to normal status. m(A) represents the observation results of
current feature by current sensor and considers that reliability of current sta-
tus belongs to abnormal status. m ({N,A}) represents the observation results of
current feature by current sensor and cannot decide reliability of current status
belongs to normal or abnormal status. Then calculated m(N), m(A), m ({N,A})
for each ANNi, select one of the maximum state for the final results.

4 Experiment and Result

In order to evaluate the performance of our approach, a series of experiments on
KDD CUP 1999 dataset were conducted. In these experiments, we implemented
and evaluated the proposed methods in Matlab 2010a.

The dataset contains approximately five million connection records as train-
ing data, about two million connection records as test data. In addition, it also
provides 10% training subsets and the test subset. In this paper, we randomly
select 18,285 records, similar to prior research [19]. Table 1 shows detailed infor-
mation about the number of the data that used during the experiment.

Table 1. Number and distribution of training and testing dataset

Connection type Training dataset Testing dataset

Normal 3000 60,593

DOS 10000 29853

Probe 4107 4166

U2R 52 288

R2L 1126 16189
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Features extracted from KDD Cup1999 are categorized into several groups.
We use WEKA [20] to analyze the 41 features, and find that the 7, 8, 9, 11, 13,
14, 15, 16, 18, 19, 20, 21 have little influence on the result of the detection. So
we will delete the above 12 characteristics. The above features are deleted from
the feature data, and the remaining features are divided into three groups:

(1) Feature subset1 (FS1): including TCP connection characteristics of the basic
characteristics of data and content (1, 2, 3, 4, 5, 6, 10, 12, 17, 22).

(2) Feature subset2 (FS2): including time-based features (23, 24, 25, 26, 27, 28,
29, 30, 31).

(3) Feature subset3 (FS3): including host-based network traffic statistical char-
acteristics (32, 33, 34, 35, 36, 37, 38, 39, 40, 41).

(4) All = FS1 + FS2 + FS3

Then, the above feature subsets can be applied in ANNi training and testing
experiments. The following measurements are proposed to evaluate the perfor-
mance of the proposed intrusion detection approach: Precision, Recall and F-
Measure which are defined as:

precision =
TP

TP + FP

recall =
TP

TP + FN

F − Measure =
2 ∗ precision ∗ recall

precision + recall

Here, we define several parameters, respectively, as follows:

• TP: the actual class of the test instance is abnormal connection and the classi-
fier correctly predicts the class as abnormal connection (abnormal connection
itself);

• FN: the actual class of the test instance is abnormal connection but the classi-
fier incorrectly predicts the class as normal connection (abnormal connection
itself);

• FP: the actual class of the test instance is normal connection but the classi-
fier incorrectly predicts the class as abnormal connection (normal connection
itself);

In our experiment, the number of the input layer node is 9 or 10. The number
of hidden node is determined by empirical formula n = (a + b)

1
2 + α, 1 < α <

10, where a is the number of input nodes, b is the number of output nodes.
The input and hidden nodes use the sigmoid transfer function and the output
nodes use the linear transfer function. The Mean Square Error (MSE) in the
training step is 0.001. The learning rate is set at 0.01, and a momentum factor
of 0.9 is applied. The crossover probability of genetic algorithm is set as 0.7,
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Table 2. Performance with different feaure sets of GABP (normal)

Feature set FS1 FS2 FS3 All

Precision 0.834 0.703 0.789 0.859

Recall 0.936 0.968 0.972 0.976

F-Measure 0.882 0.815 0.871 0.914

Table 3. Performance with different feaure sets of GABP (PROBE)

Feature set FS1 FS2 FS3 All

Precision 0.811 0.924 0.740 0.933

Recall 0.475 0.333 0.817 0.954

F-Measure 0.596 0.490 0.777 0.944

Table 4. Performance with different feaure sets of GABP (DOS)

Feature set FS1 FS2 FS3 All

Precision 0.984 0.985 0.992 0.998

Recall 0,996 0.97 0.977 0.999

F-Measure 0.991 0.977 0.994 0.999

Table 5. Performance with different feaure sets of GABP (U2R)

Feature set FS1 FS2 FS3 All

Precision 0.726 0.765 0.733 0.939

Recall 0.914 0.591 0.794 0.927

F-Measure 0.809 0.667 0.983 0.933

the mutation probability is 0.05, the evolution of the Genetic Algorithm (GA)
algebra is 500. It is shown from Tables 2, 3, 4, 5 and 6 that the performance of
GABP classifiers which using all features are similar to respectively using the
FS1, FS2, FS3 in terms of DOS and normal. But to PROBE, U2R and R2L,
using all features have a higher Precision, Recall and F-Measure. That’s to say,
choosing multiple valuable properties will get better detection performance in the
detection of low frequency attacks. Thus, the GABP-DS method can effectively
perform intrusion detection in terms of detection precision, training time and
detection stability.

For training time, as it is illustrated in Table 7, the GABP classifier which
using all features has more training time than using a separate feature set. So
applying the D-S evidence theory combined with GABP can make full use of all
characteristics at the same time, also can effectively reduce the training time.
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Table 6. Performance with different feaure sets of GABP (R2L)

Feature set FS1 FS2 FS3 All

Precision 0.936 0.05 0.331 0.842

Recall 0.328 0.001 0.056 0.4

F-Measure 0.485 0.002 0.096 0.542

Table 7. Training time with different feaure sets of GABP

Feature set FS1 FS2 FS3 All

Train-time(s) 637 26 32 1086

Table 8. Performance of GABP-DS

Type Normal PROBE DOS U2R R2L

Precision 0.907 0.942 0.999 0.941 0.891

Recall 0.986 0.973 0.996 0.948 0.625

F-Measure 0.945 0.957 0.997 0.944 0.735

Train-time(s) 680

Fig. 2. Performance of comparison with [21]

The fusion results of intrusion evidence using DS-GABP method is given
in Table 8. When compared to GABP method, the performance of DS-GABP
method is improved significantly. Especially for low-frequent attacks such as
U2R and R2L,our model can get higher detection precision, recall and stronger
detection stability,and reduce the train time at the same time.

As shown in Fig. 2, when comparison with [21], the DS-GABP method has
a higher detection rate (DR) and Lower levels of the unknown rate (AR). How-
ever, in contrast, the False Alarm Rate (FAR) is slightly higher than the other
two methods, up 0.4% and 0.5%, respectively. The reason for this phenomenon
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may be due to different samples or choose to select different characteristics.
However, this is just speculation, more rigorous rational theoretical analysis and
experimental should be done in the future work.

5 Conclusion

Detecting new and evolution attacks is one of the challenges in the field of IDS.
In recent years, more and more researches have applied Artificial Neural Net-
works (ANNs), especially back-propagation (BP) neural network,to improve the
performance of intrusion detection systems (IDS). This paper has investigated
a new approach for the network intrusion detection, which based on GABP and
D-S theory to solve the problem and help IDS to achieve higher detection rate,
less false positive rate and stronger stability. Simulation results have verified that
the GABP-DS is an effective method for network intrusion detection. It can not
only achieve higher detection rate, less false positive rate and stronger stability
but also reduce the train time.
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