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    Chapter 6   
 Conclusions                     

            In this book we tried to raise users’ and administrators’ awareness in regard to secu-
rity and privacy threats targeting PBXs. Focused on practical issues and skipping 
theoretical analysis of algorithms and standards we presented the vulnerabilities and 
the way malicious users take advantage of them. 

 Modern societies are highly dependent on communication and loss of availability 
issues can cause a great deal of inconvenience or even life-threatening situations. 
Furthermore, important personal and business privacy intrusions include not only the 
interception of voice but also data such as faxes. Industrial espionage is a typical exam-
ple. In another front, telecom fraud, via PBXs accounts for billion of losses per year, 
exploited not only by malicious hackers but also by organized crime and terrorists. 

 Given their importance, PBXs are part of a nation’s critical infrastructure and 
they should be adequately protected. Securing them is a process that involves both 
technical and nontechnical steps. We therefore tried to cover as many steps as pos-
sible offering relevant advice and know-how in the respective chapter. 

 Even for protected PBXs, attackers will eventually fi nd new ways of abusing the 
systems, while the research community will continuously actively challenge their 
security. As such, for cases where an incident has already taken place, the forensics 
chapter provided the insight to the necessary methodology to investigate it as well 
as the tools that should be used to extract evidence. 

 As a closing remark, the technology itself, either PBX or VoIP, is practically of 
little importance. Each system has its own advantages and disadvantages in regard 
to security. Both systems, however, face the same threats. Hackers and malware 
with a similar modus operandi could effectively target any platform. This is why, in 
this book, we focused mostly on problems that are common for most systems and 
on universal solutions that can equally be applied. Along with a proposal for a cen-
tralized and focused project to secure PBXs, the book will hopefully form the basis 
for an actual security improvement, implemented by the various stakeholders.   
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