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Abstract. A proxy signature scheme enables a signer to transfer its
signing rights to any other user, called the proxy signer, to produce a
signature on its behalf. Multi-proxy signature is a proxy signature prim-
itive which enables a user to transfer its signing rights to a group of
proxy signers in such a way that every member of the authorized group
must “participate” to sign a document on behalf of the original signer.
We propose an efficient and provably secure identity-based multi-proxy
signature scheme from bilinear map based on the hardness of the compu-
tational Diffie-Hellman problem. The proposed scheme is proved secure
against adaptive chosen message and adaptive chosen-ID attack in ran-
dom oracle model under the computational Diffie-Hellman assumption.
Moreover, we do an efficiency comparison with the existing identity-based
multi-proxy signature schemes and show that our scheme is upto 56 %
more efficient in computation than the existing schemes.

Keywords: Identity-based cryptography · Digital signature · Bilinear
map · Multi-proxy signature · Provably secure · CDHP

1 Introduction

Digital signature is a cryptographic primitive to guarantee data integrity, entity
authentication and signer’s non-repudiation. A proxy signature scheme enables
a signer, O, also called the designator or delegator, to delegate its signing rights
(without transferring the private key) to another user P, called the proxy signer,
to produce, on the delegator’s behalf, signatures that can be verified by a verifier
V under the delegator O’s public key. Multi-proxy signature is a proxy signa-
ture primitive which enables a user to transfer its signing rights to a group of
proxy signers in such a way that every member of the authorized group must
“participate” to sign a document on behalf of the original signer. For example,
the director of a company may authorize a certain group of deputy directors or
heads of various departments to sign certain messages on his behalf during a cer-
tain period of his absence. Proxy signatures have widespread applications since
delegation of signing rights by a user (or process) to its proxy (or subprocess(es))
is quite common in many applications including distributed systems [17,22], dis-
tributed shared object systems [11], global distribution networks [2], grid com-
puting [7] and e-cash systems [18].
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1.1 Related Work

The notion of proxy signature was introduced by Gasser et al. [8] but it took
almost seven years for the first construction of a proxy signature scheme [14] to
be proposed. Since then many variants of the proxy signature have been proposed
and many extensions of the basic proxy signature primitive have been studied.
The formal security model of proxy signatures was first formalized by Boldyreva
et al. [3] and later extended by Herranz et al. [9] to analyze fully distributed
proxy signatures. Malkin et al. [13] extended the model for hierarchical proxy
signatures and Schuldt et al. [21] further strengthened the security model for
proxy signatures and also extended it to the identity-based setting.

The primitive of multi-proxy signature was introduced in 2000 [10]. An ID-
based multi-proxy signature (IBMPS) scheme was proposed in 2005 [12] but this
scheme did not have a security proof. The first provably secure IBMPS scheme
was proposed in 2009 [4] and a security model was defined based on the work
in [3,23] but the scheme was shown to be insecure [24]. In 2011, an ID-based
directed multi-proxy signature scheme [19] was proposed but the scheme is very
expensive and cost inefficient. In the same year, an efficient IBMPS scheme
based on the k-plus problem was proposed [16] but the proposal lacks a formal
proof of security. Recently, an efficient and provably secure IBMPS scheme was
proposed [20] which too was shown to be insecure in [1,25]. Reference [1] also
observes some security pitfalls in general for any multi-proxy signature scheme.

1.2 Our Contribution

To the best of our knowledge, almost all available IBMPS schemes are either too
inefficient to be practical or have not been proved to be secure or whose security
is based on non-standard assumptions. In view of the growth and advantages of
grid computing, distributed systems, and mobile computing, construction of an
efficient and provably secure IBMPS scheme is much desired.

We propose an efficient and provably secure IBMPS scheme from bilinear map
based on the hardness of the computational Diffie-Hellman problem (CDHP).
The proposed scheme is proved secure against adaptive chosen message and
adaptive chosen-ID attack in random oracle model. Moreover, we do an efficiency
comparison with existing IBMPS schemes [4,12,19,20] and show that our scheme
is upto 56 % more efficient in computation in view of overall operation time than
the existing IBMPS schemes.

1.3 Outline of the Paper

The rest of this paper is organized as follows. In Sect. 2, some related mathemat-
ical definitions, problems and assumptions are described. In Sect. 3, we present
the formal definition of IBMPS scheme and describe the security model for such
schemes. Our proposed scheme is presented in Sect. 4. In Sect. 5 we prove the
security of our scheme. Section 6 includes efficiency analysis of our scheme.
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2 Preliminaries

In this section, we introduce some relevant definitions, mathematical problems
and assumptions.

Definition 1 (Bilinear Map). Let G1 be an additive cyclic group with gen-
erator P and G2 be a multiplicative cyclic group with generator g. Let both the
groups are of the same prime order q. Then a map e : G1 × G1 → G2 satisfying
the following properties, is called a cryptographic bilinear map:

1. Bilinearity : For all a, b ∈ Z
∗
q , e(aP, bP ) = e(P, P )ab, or equivalently, for all

Q,R, S ∈ G1, e(Q+R,S) = e(Q,S)e(R,S) and e(Q,R+S) = e(Q,R)e(Q,S).
2. Non-Degeneracy : There exists Q,R ∈ G1 such that e(Q,R) �= 1. Note that

since G1 and G2 are groups of prime order, this condition is equivalent to the
condition e(P, P ) �= 1, which again is equivalent to the condition that e(P, P )
is a generator of G2.

3. Computability : There exists an efficient algorithm to compute e(Q,R) ∈ G2,
for any Q,R ∈ G1.

Definition 2 (Discrete Log Problem). Let G1 be a cyclic group with gen-
erator P .

1. Given a random element Q ∈ G1, the discrete log problem (DLP) in G1 is to
compute an integer n ∈ Z

∗
q such that Q = nP .

2. The discrete log assumption (DLA) on G1 states that the probability of any
polynomial-time algorithm to solve the DL problem in G1 is negligible.

Definition 3 (Computational Diffie-Hellman Problem). Let G1 be a
cyclic group with generator P .

1. Let a, b ∈ Z
∗
q be randomly chosen and kept secret. Given P, aP, bP ∈ G1, the

computational Diffie-Hellman problem (CDHP) is to compute abP ∈ G1.
2. The (t, ε)-CDH assumption holds in G1 if there is no algorithm which takes

at most t running time and can solve CDHP with at least a non-negligible
advantage ε.

3 IBMPS Scheme and Its Security

In this section, we give the formal definition and the security model for an IBMPS
scheme.

3.1 Definition of IBMPS Scheme

In an IBMPS scheme, an original signer delegates its signing rights to a group
of proxy agents to make a signature on its behalf, where the public keys of
original and proxy signers can be computed from their identities by anyone and
their private keys are generated using their corresponding identities by a trusted
authority, the private key generator (PKG). Let O be the original signer with
identity IDO and Pi, i = 1, . . . , n, be the proxy signers with corresponding
identities IDPi

. Precisely, an IBMPS scheme consists of the following phases:
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1. Setup: For a security parameter 1λ as input, the PKG runs this algorithm and
generates the public parameters params of the system and a master secret.
The PKG publishes params and keeps the master secret confidential to itself.

2. Extraction: This is a private key generation algorithm. By this algorithm, the
PKG outputs private key SID, for the given identity ID, public parameters
params and a secret key. Finally, the PKG provides private keys through a
secure channel to all the users.

3. Proxy key generation: This is a protocol between the original signer and all
the proxy signers. All participants input their identities IDO, IDPi

, private
keys SO, SPi

(for 1 ≤ i ≤ n) and the message warrant (or simply, warrant) w
which includes some specific information regarding the message as restrictions
on the message; time of delegation, identity of original and proxy signers,
period of validity etc. After the successful interaction, each proxy signer Pi

for 1 ≤ i ≤ n outputs its partial proxy signing key say dPi
.

4. Multi-proxy signature: This is a randomized algorithm, which takes the proxy
signing key of each proxy signer, a message m and a warrant w and outputs
an IBMPS say σP .

5. Multi-proxy verification: This is a deterministic algorithm. This algorithm
takes input the identities IDO, IDPi

(for 1 ≤ i ≤ n) of all the users, a
message m, a warrant w, and the IBMPS σP . The algorithm outputs 1 if the
signature σP is a valid IBMPS on message m by the proxy group on behalf
of the original signer, and outputs 0 otherwise.

3.2 Security Model for IBMPS Scheme

In this model an adversary A tries to forge the multi-proxy signature working
against a single user, either against the original signer say O or against one of
the proxy signers Pi. The adversary A can access polynomial number of hash
queries, extraction queries, delegation queries, proxy key generation queries and
multi-proxy signature queries. Consider that response to each query is provided
to A using the random oracle. The goal of adversary A is to produce one of the
following forgeries:

1. An IBMPS σP for a message m on behalf of the original signer, where user 1 is
one of the proxy signers, such that either the original signer never designated
user 1, or m was not submitted to the multi-proxy signing oracle.

2. An IBMPS σP for a message m by the proxy signers on behalf of the user
1, where user 1 plays the role of original signer, and the proxy signers were
never designated by the user 1.

Definition 4. An IBMPS scheme is said to be existential unforgeable against
adaptive chosen message and adaptive chosen-ID attack if no probabilistic poly-
nomial time adversary A has a non-negligible advantage against the challenger
C in the following game:

1. Setup: The challenger C runs the setup algorithm and provides the public
parameters params to the adversary A.
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2. Hash queries: On hash query of adversary A, challenger C responds through
random oracle and maintains lists say LH1 and LH2 for the hash queries.

3. Extraction queries: On key extraction query by A for an identity ID, C pro-
vides the corresponding private key SKID to A.

4. Delegation queries: A produces a warrant w′ and receives its corresponding
delegation value S′

O from C.
5. Proxy key generation queries: A produces a valid warrant w′ with respect to

an adaptively chosen identity ID and receives its corresponding proxy signing
key dID from C.

6. Multi-proxy signature queries: A produces a message m′, a valid warrant w′

corresponding to the message m′ and identity ID and receives from C an
IBMPS σ′

ID on the adaptively chosen message.

After the series of queries, A outputs a new IBMPS σ∗
P on message m∗ under

a warrant w∗ for identities IDO and IDPi
for 1 ≤ i ≤ n, where – A has not

requested the private key for at least one of the n+1 users IDO and IDPi
,

i = 1, . . . , n, in extraction queries; A did not request a delegation query on
warrant w∗; A did not request a proxy key generation query including warrant
w∗ and identity IDO; A never requests a multi-proxy signature query on message
m∗ with warrant w∗ and identities IDPi

. The adversary A wins the above game
if it is able to provide a validity proof of IBMPS σ∗

P on message m∗ under the
warrant w∗.

Definition 5. An adversary A (t, qH1 , qH2 , qE , qd, qpk, qmps, n+1, ε)-breaks an
(n+1)-user IBMPS scheme by adaptive chosen message and adaptive chosen-ID
attack, if A wins the above game with probability ε within time t and makes at
most qH1 H1 queries, qH2 H2 queries, qE extraction queries, qd delegation queries,
qpk proxy key generation queries and qmps multi-proxy signature queries.

Definition 6. An IBMPS scheme is (t, qH1 , qH2 , qE , qd, qpk, qmps, n+1, ε)-secure
against adaptive chosen message and adaptive chosen-ID attack, if no probabilis-
tic polynomial time adversary can (t, qH1 , qH2 , qE , qd, qpk, qmps, n+1, ε)-break it.

4 Proposed Scheme

In this section, we present our IBMPS scheme and its correctness. Our scheme
consists of the following phases: setup, extraction, proxy key generation, multi-
proxy signature and multi-proxy verification.

4.1 Setup

In the setup phase, the private key generator (PKG), on input security parameter
1λ, generates the system’s master secret key s and the system’s public parameters

params = (λ,G1, G2, q, e,H1,H2, P, g, Pub) ,

where G1 is an additive cyclic group of prime order q with generator P ; G2 is a
multiplicative cyclic group of prime order q with generator g; e : G1 × G1 → G2

is a bilinear map defined as above; H1 : {0, 1}∗ → G1 and H2 : {0, 1}∗×G1 → Z
∗
q

are two hash functions; and Pub = sP ∈ G1 is system’s public key.
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4.2 Extraction

Given an identity ID, the PKG computes the hash value HID := H1(ID) ∈ G1

and returns the public and private keys for ID as follows:

public key: PKID := e(HID, Pub) ∈ G2; and
private Key: SKID := sHID ∈ G1.

Thus the original signer O has his private key SKO while anyone can compute
the corresponding public key PKO. Similarly, for the n proxy signers Pi (for
1 ≤ i ≤ n), the public keys are PKPi

and corresponding private keys are SKPi
.

4.3 Proxy Key Generation

Make Warrant: In this phase, the original signer O delegates its signing capabil-
ity to the n proxy signers through a signed warrant w. The warrant w includes the
identity of original signer O, the identities of the proxy signers Pi, i = 1, . . . , n,
the time of delegation, the period of validity, the nature of messages that can be
signed etc.

Sub Proxy Generation: The original signer O randomly chooses xO ∈ Z
∗
q and

computes

– UO = xOP ∈ G1,
– VO = xOPub ∈ G1 and appends to the warrant w,
– h = H2(w||VO, UO) ∈ Z

∗
q , and

– SO = SKO
xO+h .

Finally, the original signer O publishes σ = (w||VO, SO, UO) to the group of
proxy signers with SO as a delegation value.

Sub Proxy Verification: Each proxy signer Pi, i = 1, . . . , n, accepts the delegation
value SO on warrant w, if the equality

e(SO, QO) = PKO

holds, where QO = UO + hP . Otherwise, they ask for a new delegation value or
terminate the protocol.

Proxy Key Generation: After receiving the (correct) delegation value, each proxy
signer Pi (for 1 ≤ i ≤ n), generates their proxy private key

dPi
= SO + SKPi

.

4.4 Multi-proxy Signature

In this phase, one of the proxy signers in the proxy group acts as a clerk. The
task of the clerk is to combine all the partial proxy signatures generated by each
individual proxy signer and to generate the final multi-proxy signature.
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Partial Proxy Signature Generation: In this phase each proxy signer Pi (for
1 ≤ i ≤ n), randomly chooses xi ∈ Z

∗
q , and computes

– UPi
= xiQO ∈ G1,

– hi = H2(m,UPi
) ∈ Z

∗
q , and

– SPi
= dPi

xi+hi
.

The proxy signer Pi then broadcasts (m,SPi
, UPi

) to the group of proxy signers
with (SPi

, UPi
) as its partial proxy signature.

Partial Proxy Signature Verification: A proxy signer Pi accepts a partial proxy
signature (SPj

, UPj
), j = 1, . . . , n, on message m, if the equality

e(SPj
, Qj) = PKOe(HPj

, VO + hPub)

holds, where Qj = UPj
+ hjQO and HPj

= H1(IDPj
). Otherwise, Pi asks Pj

for a new signature or terminates the protocol.

Multi-proxy SignatureGeneration: EachPi then computesRPi
=(xi+hi)

∑
j �=iSPj

and broadcasts it to the group. The designated clerk, who too is one of the proxy
signers, verifies all the partial proxy signatures valid, and finally generates the
multi-proxy signature on message m as σP = (w||VO, h′, SP , RP , UP) where

h′ =
∑n

i=1
hi and SP =

∑n

i=1
SPi

and RP =
∑n

i=1
RPi

and UP =
∑n

i=1
UPi

.

4.5 Multi-proxy Verification

Getting a multi-proxy signature σP = (w||VO, h′, SP , RP , UP) and message m,
the verifier proceeds as follows:

1. Checks the validity of message m with respect to the warrant w. Continue, if
it is a valid one. Rejects otherwise.

2. Checks the authorization of the n proxy signers by the original signer. Stop
the verification, if all or any one of the proxy signers is not authorized by the
warrant. Continue otherwise.

3. Finally, accepts the multi-proxy signature if the equality

e(SP , QP) = PKn
O e(HP , VO + hPub) e(RP , QO)

holds, where QP = UP +h′QO and HP =
∑n

i=1 HPi
, where HPi

= H1(IDPi
).

5 Correctness and Security Proof

5.1 Proof of Correctness of Our IBMPS Scheme

To verify the correctness of our scheme, first note that

e(SP , QP) = e(SP , (
∑n

i=1
UPi) + h′QO) = e(SP ,

∑n

i=1
(UPi + hiQO))
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= e(SP ,
∑n

i=1
(xiQO + hiQO)) = e(SP ,

∑n

i=1
(xiQO + hiQO))

= e(SP ,
∑n

i=1
((xi + hi)QO)) =

∏n

i=1
e(SP , (xi + hi)QO)

=
∏n

i=1
e(
∑n

j=1
SPj , (xi + hi)QO) =

∏n

i=1

∏n

j=1
e(SPj , (xi + hi)QO)

=
∏n

i=1
(e(SPi , (xi + hi)QO)

∏n

i=1

∏
j �=i

e(SPj , (xi + hi)QO)) . (1)

Now,
∏n

i=1

∏
j �=i

e(SPj , (xi + hi)QO) =
∏n

i=1

∏
j �=i

e((xi + hi)SPj , QO)

= e(
∑n

i=1

∑
j �=i

(xi + hi)SPj , QO)

= e(
∑n

i=1
RPi , QO) = e(RP , QO) , (2)

e(SPi , (xi + hi)QO) = e((xi + hi)SPi , QO) = e(dPi , QO)

= e(SO + SKPi , QO) = e(SO, QO)e(SKPi , QO) , (3)

e(SKPi , QO) = e(sHPi , QO) = e(HPi , sQO) = e(HPi , sQO) = e(HPi , s(UO + hP ))

= e(HPi , sUO + shP ) = e(HPi , sxOP + hsP )

= e(HPi , xOPub + hPub) = e(HPi , VO + hPub) , (4)

and

e(SO, QO) = e(SO, UO + hP ) = e(
SKO
xO + h

, xOP + hP ) = e(SKO, P ) =

= e(sHO, P ) = e(HO, sP ) = e(HO, Pub) = PKO . (5)

Combining (1), (2), (3), (4) and (5), we get

e(SP , QP) =
∏n

i=1
(e(SPi , (xi + hi)QO)

∏n

i=1

∏
j �=i

e(SPj , (xi + hi)QO))

=
∏n

i=1
(e(SO, QO)e(SKPi , QO))

∏n

i=1

∏
j �=i

e(SPj , (xi + hi)QO))

= (
∏n

i=1
(PKOe(HPi , VO + hPub)))e(RP , QO)

= PKn
O(
∏n

i=1
e(HPi , VO + hPub))e(RP , QO)

= PKn
Oe(
∑n

i=1
HPi , VO + hPub)e(RP , QO)

= PKn
Oe(HP , VO + hPub)e(RP , QO) (6)

5.2 Proof of Security of Our IBMPS Scheme

In this section, we prove the security of our scheme against existential forgery
on adaptive chosen message and adaptive chosen-ID attack in the random oracle
model. We allow the adversary A to adaptively select the identities and the
message on which it wants to forge the multi-proxy signature.
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Theorem 1. If there exists an adversary A which (t,qH1 ,qH2 ,qE ,qd,qpk,qmps,
n+1,ε)-breaks the proposed IBMPS scheme in time t with success probability ε,
then there exists an adversary B(t′, ε′) which solves CDHP with success proba-
bility at least ε′ ≥ ε(1− 1/q)M/(qE + qd +2qpk +(n+1)qmps +n+1) in time at
most t′ ≥ t + (qH1 + qE + 3qd + 4qpk + (6n + 5)qmps + 4)CG1 where CG1 denotes
the maximum time taken for scalar multiplication in G1.

Proof: Let, for a security parameter 1λ, the adversary B is challenged to solve
the CDHP for 〈q,G1, P, sP, bP 〉 where G1 is an additive cyclic group of prime
order q with generator P and s, b ∈ Z

∗
q . The goal of B is to solve CDHP by

computing sbP ∈ G1 using A, the adversary who claims to forge our proposed
IBMPS scheme. B simulates the security game with A as follows:

Setup: B chooses a multiplicative cyclic group G2 = 〈g〉 of prime order q and
constructs a bilinear map e : G1 × G1 → G2 and generates the systems public
parameter params = 〈λ,G1, G2, q, e,H1,H2, P, g, Pub := sP 〉 for security para-
meter 1λ where the hash functions H1 and H2 behave as random oracles and
respond to hash queries as below.

H1-queries: When A makes an H1 query for an identity ID ∈ {0, 1}∗, B
responds as follows:

1. B maintains a list LH1 = 〈(ID, h1, a, c)〉 and if the queried ID already appears
on the list LH1 in some tuple (ID, h1, a, c) then algorithm B replies with
h1 = H1(ID).

2. Otherwise B picks a random integer a ∈ Z
∗
q , generates a random coin c ∈

{0, 1} with probability Pr[c = 0] = η for some η, and
– If c = 0, B sets h1 = a(bP ).
– If c = 1, B sets h1 = aP .

3. Algorithm B adds the tuple (ID, h1, a, c) to the list LH1 and replies to A with
HID := h1.

H2-queries: When A makes an H2 query for a warrant w′ ∈ {0, 1}∗ and
U ′, V ′ ∈ G1, B responds as follows:

1. B maintains a list LH2 = 〈(w||V,U, h)〉 and if the queried (w′||V ′, U ′) already
appears on the list LH2 in some tuple (w||V,U, h) then algorithm B replies to
A with H2(w′||V ′, U ′) := h′.

2. Otherwise B picks a random integer h′ ∈ Z
∗
q and replies to A with H2(w′||V ′,

U ′) := h′ and adds the tuple (w′||V ′, U ′, h′) to the list LH2 .

Similarly when A makes an H2 query for a message m′ ∈ {0, 1}∗ and U ′ ∈ G1,
B picks a random integer h′ ∈ Z

∗
q and replies to A with H2(m′, U ′) := h′ and

adds the tuple (m′, U ′, h′) to the list LH2 .

Extraction Queries: When A makes a private key query on identity ID, B
responds as follows:
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1. B runs the above algorithm for responding to H1 query on ID and computes
h1 = H1(ID).

2. Let (ID, h1, a, c) be the corresponding tuple on the list LH1 .
– If c = 0, then B outputs ‘failure’ and terminates.
– If c = 1, then B replies to A with SKID := aPub.

Recall that HID = H1(ID) = h1 = aP . So, aPub = a(sP ) = s(aP ) = sHID is
a valid private key of the user with identity ID. Hence, the probability that B
does not terminate is (1 − η).

Delegation Queries: When A requests a delegation of a warrant w′ ∈ {0, 1}∗ by
the original signer with identity ID to the proxy signers Pi as in the warrant, B
responds as follows:

1. B runs the above algorithm for responding to H1-queries to obtain HID =
H1(ID) = aP ∈ G1. If c = 0 in the corresponding tuple (ID, h1, a, c) on the
list LH1 , B outputs ‘failure’ and terminates. Otherwise it proceeds to next
step.

2. B selects randomly x′ ∈ Z
∗
q and sets U ′ = x′P and V ′ = x′Pub. If U ′ already

appears in some tuple (m,U, h) in the list LH2 , B picks another x′ ∈ Z
∗
q ran-

domly and repeats this step. B then runs the above algorithm for responding
to H2-queries for the input (w′||V ′, U ′) and outputs H2(w′||V ′, U ′) = h′.

3. B computes S′ := aPub/(x′ + h′) and replies to A with σ′ = (w′||V ′, S′, U ′).

Recall that HID = H1(ID) = aP and SKID := aPub. So, e(S′, Q′) =

e(
aPub

x′ + h′ , U
′ + h′P ) = e(

asP

x′ + h′ , x
′P + h′P ) = e(aP, sP ) = e(HID, Pub) = PKID .

Thus σ′ = (w′||V ′, S′, U ′) is a valid delegation of the warrant w′. Also note that
the probability that B does not terminate is (1 − η).

Proxy Key Generation Queries: Note that in our scheme, the proxy signing
key dPi

of any proxy signer Pi is just the sum of the delegation value SO of the
warrant and the private key SKIDPi

of the proxy signer. So when A queries for a
proxy signing key of a proxy signer Pi, B runs the above algorithms for extraction
query and delegation query and responds accordingly. Since the probability that
B does not halt during each of those queries is 1−η, the probability that B does
not halt in this query is (1 − η)2.

Multi-proxy Signature Queries: When the adversary A requests for a multi-
proxy signature on a message m′ satisfying a warrant w′ from an original signer
O = P0 to a group of proxy signers P1, . . . ,Pn, B responds as follows:

1. B runs the above algorithm for responding to H1 query on Pi, i = 0, 1, . . . , n,
and computes h1i = H1(Pi). Let (Pi, h1i, ai, ci) be the corresponding tuples
on the list LH1 . If ci = 0, for any i = 0, 1, . . . , n, B outputs ‘failure’ and
terminates. Otherwise it proceeds to next step.
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2. B selects randomly x′
O ∈ Z

∗
q and sets U ′

O = x′
OP and V ′

O = x′
OPub. If

U ′
O already appears in some tuple (m,U, h) in the list LH2 , B picks another

x′
O ∈ Z

∗
q and repeats this step. B then runs the above algorithm for responding

to H2-queries for the inputs (w′||V ′
O, U ′

O) and adds the tuple (w′||V ′
O, U ′

O, h′)
to the list LH2 .

3. B computes S′
O = SKO

x′
O+h′ = a0Pub

x′
O+h′ and sets d′

Pi
= S′

O + SKPi
= S′

O + aiPub

for i = 1, . . . , n.
4. B selects randomly x′

i ∈ Z
∗
q and computes U ′

Pi
= x′

iP . If U ′
Pi

already appears
in some tuple (m,U, h) in the list LH2 , B picks another x′

i ∈ Z
∗
q and repeats

this step. B then runs the above algorithm for responding to H2-queries for
the inputs (m′, U ′

Pi
) and adds the tuple (m′, U ′

Pi
, h′

i) to the list LH2 .

5. B computes S′
Pi

=
d′

Pi

x′
i+h′

i
for i = 1, . . . , n, h′′ =

∑n
i=1 h′

i, U ′
P =

∑n
i=1 U ′

Pi
and

S′
P =

∑n
i=1 S′

Pi
.

6. B then computes R′
Pi

= (x′
i + h′

i)(S
′
P − S′

Pi
) for each i = 1, . . . , n and sets

R′
P =

∑n
i=1 R′

Pi
.

7. Finally B replies to A with the IBMPS σ′
P = (w′||V ′

O, h′′, S′
P , R′

P , U ′
P).

Note that the probability that B does not halt in this query is (1 − η)n+1. Also,
B follows all the steps correctly and one can check that replies to A with a valid
delegation and that the verification step equality

e(S′
P , Q′

P) = PKn
O e(HP , V ′

O + h′Pub) e(R′
P , Q′

O)

holds, where Q′
O = U ′

O + h′P = (x′
O + h′)P , Q′

P = U ′
P + h′′Q′

O and HP =∑n
i=1 HPi

=
∑n

i=1 aiP .

Output: The probability that B does not abort during the above simulation is

(1 − η)qE+qd+2qpk+(n+1)qmps (7)

and in that case, let A outputs a valid IBMPS σ∗
P = (w∗||V ∗

O, S∗
P , R∗

P , U∗
P) on

message m∗ which satisfies

e(S∗
P , Q∗

P) = PKn
O e(HP , V ∗

O + h∗Pub) e(R∗
P , Q∗

O)

If A does not query the three hash functions, H1(ID), H2(w∗||V ∗, U∗) and
H2(m∗, U∗), then the responses to these hash functions are picked randomly so
that the probability that verification equality holds is less that 1/q. Hence A
outputs a new valid IBMPS σ∗

P = (w∗||V ∗
O, S∗

P , R∗
P , U∗

P) on message m∗ with the
probability

(1 − 1/q)(1 − η)qE+qd+2qpk+(n+1)qmps.

Case 1. A interacts with B as a proxy signer, say P1. A did not request the
private key of IDP1 , A did not request a delegation value for warrant w∗, A did
not request the proxy signing key for S∗

O and A did not request a multi-proxy
signature for (m∗, w∗).
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Let H1(IDO) = aOP , H1(IDPi
) = aPi

P for 2 ≤ i ≤ n, and H1(IDP1) =
aP1(bP ), which happens with probability (1 − η)(1 − η)n−1η = η(1 − η)n.

B has V ′
O = x′

OPub, h′ = H2(w′||V ′
O, U ′

O) and S′
P =

∑n
i=1 S′

Pi
and proceeds

to solve CDHP using the equality:

e(S′
P , Q′

P) = PKn
Oe(HP , V ′

O + h′Pub)e(R′
P , Q′

O)

= PKn
Oe(

n∑

i=1

HIDPi
, x′

OPub + h′Pub)e(R′
P , Q′

O)

= e(HO, Pub)ne(
n∑

i=1

HIDPi
, (x′

O + h′)Pub)e(R′
P , Q′

O)

= e(aOP, nPub)e({aP2 + · · · + aPn
}P, (x′

O + h′)Pub)
e(H1(IDP1), (x

′
O + h′)Pub)e(R′

P , (x′
O + h′)P )

= e(naOPub, P )e({aP2 + · · · + aPn
}(x′

O + h′)Pub, P )
e(H1(IDP1), (x

′
O + h′)Pub)e((x′

O + h′)R′
P , P )

= e([naO + {aP2 + · · · + aPn
}(x′

O + h′)]Pub + (x′
O + h′)R′

P , P )
e(H1(IDP1), (x

′
O + h′)Pub)

We have

Q′
P = U ′

P + h′′Q′
O =

n∑

i=1

U ′
Pi

+ h′′{U ′
O + h′P} =

n∑

i=1

x′
iP + h′′{x′

OP + h′P}

= {
n∑

i=1

x′
i + x′

Oh′′ + h′h′′}P .

Let Z = [naO + {aP2 + · · · + aPn
}(x′

O + h′)]Pub + (x′
O + h′)R′

P . Then by above
equality, we have

e(S′
P , Q′

P) = e(Z,P )e(H1(IDP1), (x
′
O + h′)Pub)

e(S′
P , {

∑n

i=1
x′

i + x′
Oh′′ + h′h′′}P ) = e(Z,P )e(aP1(bP ), (x′

O + h′)Pub)

e(S′
P{

∑n

i=1
x′

i + x′
Oh′′ + h′h′′} − Z,P ) = e(aP1(bP ), (x′

O + h′)Pub)

Let S#
P = S′

P{∑n
i=1 x′

i + x′
Oh′′ + h′h′′} − Z . Then,

e(S#
P , P ) = e(aP1(bP ), (x′

O + h′)Pub)
= e(aP1(x

′
O + h′)(bP ), Pub)

= e(C(bP ), Pub) {where C = aP1(x
′
O + h′)}

= e(C(bsP ), P ) .

Hence S#
P = C(bsP ) so that bsP = C−1S#

P . Thus, using algorithm A, B can
solve an instance of CDHP and the probability of success is η(1 − η)n.

Case 2. A interacts with B as the original signer O. A did not request the
private key of IDO, A did not request a delegation value for warrant w∗, A did
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not request the proxy signing key for S∗
O and A did not request a multi-proxy

signature for (m∗, w∗). As the above case we can show that B can derive sbP
with the same success probability η(1 − η)n. Hence the success probability ε′

that B solves the CDHP in the above attack game is at least:

(1 − 1/q)η(1 − η)qE+qd+2qpk+(n+1)qmps+nε .

Now the maximum possible value of the above probability occurs for

η =
1

qE + qd + 2qpk + (n + 1)qmps + n + 1
.

Hence the optimal success probability is

(1 − 1/q)M
qE + qd + 2qpk + (n + 1)qmps + n + 1

ε

so that

ε′ ≥ (1 − 1/q)M
qE + qd + 2qpk + (n + 1)qmps + n + 1

ε

where M is the maximum value of

(1 − η)qE+qd+2qpk+(n+1)qmps+n

which occurs for

η =
1

qE + qd + 2qpk + (n + 1)qmps + n + 1
.

Now taking care of running time, one can observe that running time of algorithm
B is same as that of A plus time taken to respond to the hash, extraction,
delegation, proxy key generation and multi-proxy signature queries i.e. qH1 +
qH2 + qE + qd + qpk + qmps. Hence the maximum running time is given by t′ ≥
t+(qH1 +qE +3qd+4qpk+(6n+5)qmps+4)CG1 where CG1 denotes the maximum
time taken for scalar multiplication in G1, as each H1 hash query requires one
scalar multiplication in G1, extraction query requires one scalar multiplication
in G1, delegation query requires three scalar multiplications in G1, proxy key
generation query requires four scalar multiplications in G1, multi-proxy signature
query requires (6n+5) scalar multiplications in G1 and, to output CDH solution
from A’s forgery, B requires at most four scalar multiplications in G1. Hence
t′ ≥ t + (qH1 + qE + 3qd + 4qpk + (6n + 5)qmps + 4)CG1 .

6 Efficiency Comparison

Here, we compare the efficiency of our IBMPS scheme with that of the existing
IBMPS schemes [4,12,19] and [20] and show that our scheme is more efficient
in the sense of computation and operation time than those schemes. For the
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Table 1. Efficiency Comparision

computation of operation time, we refer to [6] where the operation time for vari-
ous cryptographic operations have been obtained using MIRACL [15], a standard
cryptographic library, and the hardware platform is a PIV 3 GHZ processor with
512 M bytes memory and the Windows XP operating system. For the pairing-
based scheme, to achieve the 1024-bit RSA level security, Tate pairing defined
over the supersingular elliptic curve E = Fp : y2 = x3 + x with embedding
degree 2 was used, where q is a 160-bit Solinas prime q = 2159 + 217 + 1 and
p a 512-bit prime satisfying p + 1 = 12 qr. We note that the OT for one pair-
ing computation is 20.04ms, for one map-to-point hash function it is 3.04ms,
for one modular exponentiation it is 5.31ms, for one scalar multiplication it is
6.38ms and for one general hash function it is < 0.001ms. To evaluate the total
operation time in the efficiency comparison tables, we use the simple method
from [5,6]. In each of the three phases: proxy key generation, multi-proxy sig-
nature generation and multi-proxy verification, we compare the total number
of bilinear pairings (P), map-to-point hash functions (H), modular exponentia-
tions (E), scalar multiplications (SM) and the consequent operation time (OT)
while omitting the operation time due to a general hash function which is neg-
ligible compared to the other four operations. Further, across all the compared
schemes, in the computation tables, we take into consideration the computations
of only one of the n proxy signers following the methodology of [5,6].

For example, during the multi-proxy signature generation phase of our scheme,
each proxy signer computes 2 pairings, 1 map-to-point hash, 0 modular
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exponentiation and 5 scalar multiplications, hence the total operation time can
be calculated as: 2 × 20.04 + 1 × 3.04 + 0 × 5.31 + 5 × 6.38 = 75.02ms. The OT
for each phase of all the schemes has been computed similarly.

From the efficiency comparison Table 1, it is clear that our scheme is compu-
tationally more efficient and having less operation time than the schemes given
in [4,12,19,20]. In particular, our scheme is 56%, 50%, 36% and 10% more
efficient than the schemes given in [4,12,19] and [20] respectively.

Acknowledgement. The authors acknowledge the Cryptology Research Society of
India and DST-CMS project SR/S4/MS:516/07 for the financial support towards pre-
sentation of this paper at ICICS 2014.
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