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Abstract. The present paper examines quality aspects of models created by
stakeholders to identify blind spots in information systems security risk manage‐
ment (ISSRM) processes via a multi-method research study at the organizational
level. Stakeholders were interviewed to gain an understanding of their awareness
of business processes, models of the information system (IS), and related security
requirements in the context of an ongoing ISSRM process. During several
modeling sessions, stakeholders were asked to model various aspects of the IS
under investigation in the form of component, activity and business process
diagrams. We then analyzed the created models qualitatively and linked identified
inconsistencies to security issues omitted during the ISSRM process (blind spots).
The findings indicate that various quality aspects of models created by stake‐
holders that describe either the IS or related business processes can contribute to
an improved ISSRM process, better alignment to the business environment and
improved elicitation of security requirements. Following current research that
considers users as the most important resource in ISSRM, this study highlights
the importance of using and analyzing model diagrams from appropriate stake‐
holders at the right time during the ISSRM process to identify potential blind
spots and avoid unclarity, that might be introduced by verbal communication. The
research provides risk managers with a process for identifying blind spots to
improve results and reduce overhead.

Keywords: Information systems security risk management · Stakeholder created
models · Risk management process improvement

1 Introduction

As several studies have shown that most incidents related to IS security can be traced
back to internal stakeholders (e.g. [1, 2]), IS security literature moved from portraying
users as the weakest link in IS security (e.g. [3, 4]) to viewing them as the solution to
multiple IS security issues in recent years (e.g. [5, 6]).

To answer calls for more empirical research in this area (e.g. [6–10]) the present
paper investigates how models created by stakeholders during IS security risk analysis
phases of the ISSRM process can be utilized to identify potential blind spots. The term
blind spot is used in the context of this paper to denote any quality issue during the
ISSRM analysis phase that might be due to omitted or miss- prioritized components,
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overlooked security requirements, wrong assumptions about security properties and
similar problems.

Based on the premise that, besides focusing on the participation of stakeholders as
mere subjects of IS security policies, it is worthwhile to investigate already available
artifacts, such as IS Security documentation, in ISSRM processes, the present paper’s
research question asks how these artifacts can bring value during analysis phases of the
ISSRM process. User participation in IS development and its influence on IS success
has been extensively researched and it has been repeatedly argued that the information
exchange and knowledge transfer resulting from such participation is the single most
important effect [11].

The objective of this paper is to examine the utilization of models created by stake‐
holders in analysis phases of the IS security risk management processes and to examine
how their quality impacts the ISSRM process. In doing so, this paper answers calls for
empirical research on user participation in IS security risk management processes [12]
and validates the findings in a case study at the organizational level.

The remainder of this paper is organized as follows. First, related work on user
participation in ISSRM settings is briefly presented. Next, the study’s multi- method
research design is outlined, followed by the description of the exploratory study that
examined model quality and its contribution to the ISSRM process. Finally, the paper
concludes with a discussion of the implications of the study, limitations, and suggestions
for future research.

2 Related Work

It has been repeatedly shown that the majority of incidents related to IS security can
be traced back to internal stakeholders (e.g. [1, 2, 13]). IS security literature has been
continuously moving from portraying users as the weakest link in IS security (e.g.
[3, 4]) to viewing them as the solution to multiple IS security issues in recent years
(e.g. [5, 6]). However, literature is still lacking empirical studies that examine more
closely how users’ participation positively impacts IS security risk management
processes that go beyond users being viewed as “mere” executors of IS security
policies.

Following a synthesis of theories explaining user participation in IS security
contexts, Spears et al. [6] define user participation in IS security risk management as the
set of behaviors, activities, and assignments undertaken by business users during IS risk
assessment and the design and implementation of IS security controls that is expected
to add value to security risk management. While the value of stakeholder participation
in general is backed by manifold studies, these approaches often reduce stakeholders to
mere executors of business security requirements and their derived controls.

IS security risk management is the continuous process to identify and assess risk and
to apply methods to reduce risks to an acceptable extent. Recent research has increas‐
ingly focused on human factors influencing the outcome of ISSRM processes, including
behavioral theories [14] describing the entire ISSRM process or focusing on selected
areas including security awareness [15, 16], security behavior [17], communication [18]
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and the impact of audits [19] and standardization efforts [20]. In [21], the link between
stakeholder knowledge on business processes and potential contributions to the ISSRM
process were investigated as part of the same research project.

By focusing on the assessment (i.e. analysis) phase, we re-conceptualize the success
outcomes, actors, activities and hypothesized links between outcomes and activities to
fit the concepts under investigation in the present paper, as suggested in [15]. Therefore,
the present paper examines the link between static artifacts i.e. IS security models and
activities and the value they add to the ISRM process.

3 Analyzing Blind Spots in Models Created During ISSRM
Processes

As this research was conducted as part of an ongoing research project at the organiza‐
tional level, a mixed-method approach was chosen based on the premise that separate
and dissimilar data sets from different settings would provide a richer picture and thus
compensate for the fact that experimentations in IS risk management processes are
difficult to conduct [22, 23]. We relied on a combination of data collection (models) and
interviews with participants of the ongoing organizational IS security risk management
process. Refer to [21] for an in-depth description of the research design.

3.1 Exploratory Study

During a several months lasting IS security and risk management process at the organ‐
izational level, an exploratory study was conducted to investigate the utilization of
models created by stakeholders in ISSRM processes. The organization under investi‐
gation is one branch (≈100 employees) of a multinational engineering company,
focusing on the development of distributed information systems within a highly regu‐
lated domain. Interview partners included employees at the project management level
with a university degree in computer science or related areas. Multiple interviews with
domain experts from the organization were conducted over a timespan of several
months. Five semi-structured inter- views were conducted with five informants
including three product managers, one deputy chief information security manager and
one technological executive. This convenience sample included three employees with
a degree in computer science and one with a specialization in IS security.

Interview partners were repeatedly asked to draw models of various aspects of the
IS under investigation. These models included component diagrams, activity diagrams
and business processes related to the IS. While the research results regarding models
related to business processes are presented in [21], component diagrams and associated
system models will be at the focus of interest in the remainder of this paper. Models
created by the stakeholders were converted to UML compatible models (component
diagrams and class diagrams) to enable further comparison and analysis.
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3.2 Data Collection and Measurement Setting

We devised the measurement setting as shown in Fig. 1 to perform the investigation.
The four step process was executed for each component of the IS under investigation:

– Step 1: Stakeholder interview: In this step, we asked stakeholders to describe the
component under investigation and its security properties.

– Step 2: Stakeholder created models: In this step, we asked stakeholders to model
the component under investigation.

– Step 3: Creation of models for comparison: Using the information gathered in step
1 and the model produced in step 2, we digitally created a sanitized model to remove
ambiguity.

– Step 4: Identification of blind spots: We compared the models from step 3 and
identified blind spots (i.e. differences in the models) in both the component model as
well as the security requirements elicited by identifying differences in the models.

Fig. 1. Overview of the measurement setting (Icons made by Freepik from flaticon.com licensed
under CC BY 3.0.).

Content Validity: We made an effort to ensure that the tasks were clearly understood
by the participating stakeholders and that they responded to questions that we intended
to ask. The entire process was conducted verbally and clarifications were provided by
the researchers if needed. All stakeholders that participated in the study could access
any organizational knowledge source that is normally available to them (internal docu‐
mentation, internal wiki, etc.). They could draft their models on paper and/or a white‐
board.

Setting: We conducted each modeling session at the premises of the organization under
investigation and told stakeholders to view the researchers as risk managers conducting
an IS security risk analysis. With each stakeholder, we went through all components of
the IS under investigation. All stakeholders were promised anonymity and the organi‐
zation was promised confidentiality regarding specific security risk related results and
the architecture of their IS.

Model Creation: Based on the input received from stakeholders during the sessions,
models were sanitized and digitally recreated. All participants were IS professionals and
were product managers or senior developers. Despite the small sample size of 9 stake‐
holders, we are confident that we provide a reasonably adequate representation of the
target population, as we are not interested in perceived effects (requiring a broad sample
size) but rather objectively measurable influence in IS security risk management, which
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would not be gather-able in a broad fashion. A discussion of further limitations and
future evaluation in a broader study is presented in the next section.

3.3 Analysis

The descriptive results are provided in Table 1. We identified in total four types of
potential blind spots. To analyze the resulting models and elicited security requirements
in terms of quantity and quality, we validated whether the elicited security requirements
had an understandable description and were linked to at least one component of the IS.
Then we compared both the security requirements and the models created by each
stakeholder against the models created for the same component by the other stake‐
holders.

Table 1. Model issues and identified blind spots in the ISSRM process.

Issue in model # Identified Blind spot found Example

Omitted model element 18 Overlooked
security
requirements

A system component was omitted

Omitted association (to
security requirement)

14 Wrong security
requirements
chosen

An insecure protocol was used for
data exchange

Differently modeled compo‐
nents

   7 Components with
unclear security
requirements

Stakeholders had a different under‐
standing of several components
of the IS and their security
requirements

Omitted association (to
component)

   3 Missing stake‐
holder aware‐
ness

Several stakeholders did not select
security requirements, contra‐
dicting organizational policies

As a result, we were able to identify several security requirements that were either
not reflected in the IS under investigation or contradicted organizational policies.
Furthermore, we were able to identify several components that were currently not
aligned with organizational security requirements.

While most stakeholders were able to model the components correctly and elicit the
correct security requirements for them (and vice versa), the majority of identified blind
spots, as shown in Table 1 were overlooked security requirements. The second largest
number of blind spots were omitted associations from either components to security
requirements or vice versa. Examples for this category include valid components not
linked to valid security requirements or valid security requirements linked to valid (but
wrong) components.

By comparing the identified blind spots to the results of the ongoing ISSRM process,
we found that all security issues identified during the ISSRM process were also identified
by using our approach. A majority of blind spots (27/42) was identified after inter‐
viewing only two stakeholders and all blind spots were identified after interviewing four
stakeholders - which lead to quicker results than the ISSRM process which required 9
interviews each.

256 C. Sillaber and R. Breu



4 Discussion

The present paper examined blind spots in IS security risk management processes using
qualitative model analysis. In a mixed-method research study we assessed the models
created by stakeholders during an ongoing IS security risk management process and
used these models to identify potential blind spots.

Investigation of omitted model elements was found to improve the security risk
management process by identifying security issues faster. Thus, qualitatively analyzing
models created by stakeholders was found to add value to an organization’s IS security
risk management process.

4.1 Research Contribution and Implications for Practice

In extension to existing research on user participation in IS security risk management,
the present study examined how artifacts created by stakeholders can improve the IS
security risk analysis process. We found evidence that the analysis of models created
by the stakeholders involved in the IS security risk management process contributes to
the overall performance. This study contributes towards the growing body of knowledge
on user behavior and stakeholder contribution to the IS security risk management
process.

The results of the present study suggest that the IS security risk managers can and
should utilize artifacts produced by stakeholders participating in IS security risk
management processes. The findings of our study suggest that there is a benefit from
making high quality documentation of the security of the IS available to all IS stake‐
holders (improving awareness). In particular, it seems to be desirable to properly docu‐
ment the security attributes of each component.

Finally, study findings suggest that active user participation in the IS security risk
management process is highly desirable and that this participation can lead to a better
fit of IS security risk analysis results to the business needs.

4.2 Study Limitations and Future Work

Several limitations of the study need to be acknowledged. First, the process of model
creation was subjective and might depends on the stakeholder’s ability to recreate the
IS under investigation and might contain subjective errors.

A second limitation of the study is that it was conducted within the relatively low
population of one organization. This limitation is applicable to all surveys with an in-
depth focus on a problem from industry, where objective experimentation or broad
surveys are not possible. To limit the threat to generalizability of the findings, we mini‐
mized the number of industry-specific components in the investigation and made sure
that the IS security risk analysis process did not require industry-specific knowledge.

A third limitation of the present study stems from the fact that the modeling process
was conducted in individual settings. Due to organizational constraints at the organization
under investigation, it was not possible to conduct extensive group interviews or group
modeling sessions. We tried to mitigate this by allowing stakeholders to access any
organizational knowledge source (also contact other stakeholders) to gather information.
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To improve the generalizability of this research in the future, we plan to apply the
proposed research model at other organizations and compare against an objective
ISSRM conducted by independent auditors, to remove subjective bias. Furthermore, we
seek to refine the process model to include formalized methods of comparing stakeholder
created models.

5 Conclusion

We analyzed models created by stakeholders as part of an ongoing IS security risk
management process and compared them against models from other stakeholders and
reference models (if available). We identified differences in the models and linked them
to potential security issues. We identified several patterns and quality issues in models
that correlate to blind spots in the ongoing ISSRM process.

The present study provides evidence that models created by stakeholders in ISSRM
processes can be utilized to identify and remove potential blind spots and eliminate risks
during early stages of the ISSRM process. IS security risk managers can utilize the results
of the present study to identify potential blind spots quickly and efficiently prioritize
efforts in ISSRM processes without sacrificing quality of the results.
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