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Abstract. The goal of the paper is to describe the main results of a European
research project, namely CYSM, (The authors serve as technical managers of the
CYSM project.) which is oriented to address the security and safety requirements
of the commercial ports’ Critical Information Infrastructures (CII). It aims to
introduce an integrated security management system (for port operators) enabling
asset modelling, risk analysis, anticipation/management of attacks, as well as
stakeholders’ collaboration. The proposed system helps port to identify, assess
and treat their security and safety problems in an efficient, harmonized and unified
manner.
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1 Introduction

Ports support a number of business processes that are complex, diverse and involve
various external entities (e.g. maritime companies, ministries, banks, other Critical
Information Infrastructures -CII-). These operations rely not only upon the physical
infrastructures of the ports (e.g. terminals, gates, storage houses) but more substantially
upon their ICT infrastructure (e.g. networks, telecom/ICT systems, data, users). The
resilience of their infrastructure to complex, persistent and fierce attacks is a primary
requirement to guarantee their business continuity.

The adopted ports’ security management approaches are ineffective in addressing
and treating physical and cyber risks, imposing the need for a holistic and unified
approach to secure their dual nature [11]. Usually, a contributory analysis of the inherent
risks takes an inordinate amount of operational effort, considering the complexity of the
underlying infrastructure and the fact that the security and safety requirements are
evolving rapidly. Therefore, it is essential to have a comprehensive and integral approach
that facilitates and optimizes the proactive risk identification and treatment of the ports’
ICT and physical related risks and threats from an integrated perspective. A holistic
methodology for managing security and safety risks could help ports to check their
compliance with existing legal, regulatory and standardization regime (e.g. ISO27001
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[3], ISO 28005 [5, 6], ISPS code [1, 2]), to detect possible violations and gaps and finally
to adapt new regulations and directives.

The authors of this paper share the view (of the European Project CYSM [12]) that
the evaluation and mitigation of the cyber and physical risks should not rely only upon
highly personalized experience and expertise. It should be an inherently rational and
collaborative process that engages corporate personnel with different roles, responsi‐
bilities and technical capabilities (e.g. administrators, security officers, maintenance
personnel, security guards etc.) and external users, utilising diverse perspectives, knowl‐
edge and experiences in order to produce and provide well-defined, acceptable and reli‐
able proofs and information that facilitate the identification and evaluation of potential
threats and weaknesses and the estimation of the ports’ infrastructure resilience.

Toward this direction, the paper contributes to the effective protection of the ICT
and physical ports’ infrastructure, by proposing an innovative, evolutionary and sophis‐
ticated Collaborative Cyber/Physical Security Management (CYSM) system that helps
ports to assess their facilities and revise their risks mitigation plans. This system provides
the opportunity to better understand, interpret and finally deal with their security and
safety related risks. The paper outlines results from the CYSM project [12] and it is
structured as follows: Sect. 2, provides a desk-research analysis and assessment of the
available risk management approaches and the existing legal and regulatory framework
related to ports’ CIIs. Section 3, provides a brief overview of the capabilities and the
supported functionality of the proposed Collaborative Cyber/Physical Security Manage‐
ment System, CYSM. The paper concludes with Sect. 4, outlining the most innovative
features of CYSM and draws conclusions and directions for further research.

2 Ports’ Security and Risk Management Approaches

The main goal of risk management is to protect business assets and minimize costs in
case of failures and thus it represents a core duty of successful corporate governance.
Hence, risk management describes a key tool for the security within organizations and
it is essentially based on the experience and knowledge of best practice methods. These
methods consist of an estimation of the risk situation based on the business process
models and the infrastructure within the organization. In this context, these models
support the identification of potential risks and the development of appropriate protec‐
tive measures. The major focus lies on companies and the identification, analysis and
evaluation of threats to the respective corporate values.

The outcome of a risk analysis is in most cases a list of risks or threats to a
system, together with the corresponding probabilities. International standards in the
field of risk management are used to support the identification of these risks or
threats as well as to assess their respective probabilities. These standards range from
general considerations and guidelines for risk management processes (e.g. [14–16])
to specific guidelines for the IT sector (e.g. [4, 17–20]) all the way to highly
specific frameworks as, for example, in the maritime sector (e.g. [1, 2, 21]). Most
of these standards specify framework conditions for the risk management process,
but rarely go into systematic, homeomorphic risk analysis methods; making a direct
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comparison of the results difficult. Furthermore the above-mentioned efforts are not
sector-specific; as a result they are too generic and difficult to in the complex mari‐
time sector.

In principle, selecting an appropriate method and tool for risk evaluation proves to
be complicated. In recent years, a number of methods, algorithms (OCTAVE [22, 23],
EBIOS [24], MEHARI [25], CORAS [26], NIST [27], ISAMM [28], STORM-RM [30])
and tools (CRAMM [29], S-PORT [10, 31]) have been evolved from research, specially
designed to protect the ICT infrastructure and related systems without holistically
covering the dual nature (physical and cyber) of the ports CII.

In contrary to the aforementioned general and ICT-specific guidelines for risk manage‐
ment, the International Ship and Port Facility Security (ISPS) Code [1, 2] (as well as the
respective EU regulation [21]) defines a set of measures to enhance the security of port
facilities and ships, putting emphasis on the physical facilities and the organizational
aspects of security not covering sufficiently the cyber facilities and ports’ ICT assets.
Additionally, a number of risk management methodologies and tools [32, 33] exist,
compliant with ISPS but not with the cyber related security standards (e.g. ISO27001,
27005).

3 CYSM Risk Assessment System

This section introduces the collaborative cyber/physical security management, system,
CYSM for identifying, classifying, assessing and mitigating risks associated with ports’
CII raised by security and safety incidents. This approach has been developed based on
a number of customized and specialized self-management functions that aim to optimize,
merge and enhance the existing approaches identified in the previous Section. The
Section provides an in-depth analysis of the CYSM system, presenting the supported
functionality and the adopted processes.

3.1 CYSM Goals and Services

The CYSM system [8, 9] - is an innovative, scalable Risk Assessment Toolkit, which
facilitates the ports’ security team to efficiently identify, assess and treat their security
and safety incidents involving all port operators and users. The toolkit adopts and imple‐
ments a bouquet of flexible and configurable self-driven functions and procedures [7]
which constitute the conceptual pillars for building a solution that assists ports to
improve their current cyber and physical level and:

• incorporates a conformance approach that checks and defines the compliance of the
ports against the requirements, rules and obligations imposed by a set of security
management standards (ISO 27001, ISPS) and the relative security and safety legal
and regulatory framework;

• implements a collaborative, multi-attribute, group-decision making algorithm that
collects the diverse security-related knowledge located in the ports and the results
(e.g. threats, vulnerabilities metrics, prioritization of countermeasures) produced by
the automated and semi-automated risk assessment routines and processes in order
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to: (i) determine the value of the information assets; (ii) identify the applicable threats
and vulnerabilities that exist (or could exist); (iii) identify the existing controls and
their effect of the identified risks; (iv) determine the potential consequences; and (v)
prioritize the derived risks and ranks them against the risk evaluation criteria set in
the context establishment.

• integrates a security policy growing mechanism that provides a flexible way for
creating and updating customized security policies and procedures;

• implements a social, collaborative working environment, which facilitates and
encourages the ports to jointly work and cooperate, by exchanging ideas and infor‐
mation pertaining to security and safety issues and by allowing them to reach targeted
solutions in a collaborative and time effective manner.

The aforementioned elements are combined in an effective and efficient manner to
develop the automated routines and workflows that comprise and construct the mean‐
ingful CYSM Security Assessment Services [8, 9] i.e. Cyber Risk Assessment Services
(CRAS), Physical Risk Assessment Services (PRAS) and the Security Framework
Service (SFS). These services are fully customizable depending on the ports’ security
profile (like the enterprise size, the interdependencies with other IT systems, the services
offered, the number of administrators and the security and safety awareness level),
covering various aspects such as complexity, automation, terminology, simplification
and understanding.

3.2 CYSM System Components

In order for CYSM to meet its objectives, it integrates a set of primary components
(Fig. 1). From a conceptual perspective, the main components are the following:

• Community Portal: this area is accessible by all users of the involved ports and
comprises of:
• Collaboration suite: encapsulates a set of specialized Web2.0 elements (e.g.

blogs, forums) suitable for e-collaborate, collecting and sharing knowledge. These
elements enable ports to work together in building open working groups,
providing diverse opinions, thoughts and contributions and sharing information,
experience and expertise.

• e-Library: acts as the knowledge source of all ports’ physical and cyber related
information (e.g. European legal and regulatory framework, security related
standards, specifications, methodologies and frameworks).

• Port Private Portal: this area provides the appropriate functionality that enables the
users to assess and improve the security and safety level of their port’s infrastructure.
Actually, this area executes the risk assessment processes and routines integrated in
the system and consist of the following modules offering the corresponding services:
• Port collaboration suite: encourages and facilitates members of each port to

closely cooperate and exchange information and ideas during the risk assessments.
• Port e-Library: is an inventory of confidential announcements, security and safety

policies and procedures, guidelines etc.
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• Administration module: allows customizing of the risk assessment’s parameters
(e.g. threats, vulnerabilities, controls).

• Management module: allows the initiation of a risk assessment.
• Risk Assessment module: gives the opportunity to the ports to identify and measure

their threats, their vulnerabilities and possible impacts.
• Security Policy Reporting module: facilitates the formulation of customized

security and safety-related policies and procedures.
• Risk Assessment Results module: allows the review of the risk assessment results

and the formulation of a mitigation plan.

Fig. 1. Collaborative Cyber/Physical Security Management (CYSM) System

The above services are provided through customized intuitive and interactive Web
Interfaces (including interactive screens, online forms, Dynamic Questionnaires) to
represent the scenarios and steps as well as the information and content (e.g. require‐
ments, rules, obligations, and recommendations of the standardization framework and
regime) required by the supported risk self-assessment routines and functions, presented
in the previous Section.

3.3 Showcase Scenario

The scope of this Section is to describe a use case in order to illustrate the functionality
of the CYSM system. The scenario involves a commercial port, Piraeus Port Authority
(PPA) that supports a number of business operations including the transport and accom‐
modation of people, freight, natural gas, oil, cargoes and manufactured goods. For this
reason, PPA manages and operates multiple and dispersed cyber (e.g. computer center)
and physical (e.g. facilities for handling all types of cargoes) facilities. According to the
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scenario, the Port Security Officer (PSO) of the PPA utilizes the CYSM System in order
to identify, evaluate and manage the cyber and physical risks associated with the
Cruising Facility of the port and to formulate a mitigation plan. The CYSM system
guides and directs the PSO via dynamic, interactive and evolutionary interfaces to
perform the evaluation process. This process can be divided into the following (5) five
sub-processes:

A. Customization Phase
Initially, the PSO, authenticates himself (using his credentials) into the CYSM system.
Upon approval the PSO gains access to the Community Portal and directed to the PPA
Private Portal where he accesses the Administration module (Fig. 2). This module allows
the PSO to set various boundaries and constraints, i.e.:

• select standards that will be used to perform the risk assessment (e.g. ISPS,
ISO27001, both);

• define the correlation between the controls that can be applied from a port and the
requirements imposed by the standards;

• customize the fundamental elements and parameters of the risk assessment procedure
(e.g. the scales related to the likelihood of occurrence of the threats, the exploitation
level of the vulnerabilities etc.);

• generate the list of threats possible for the port assessed;
• categorise the list of vulnerabilities;
• list the controls that are deployed or can be applied from the port in order to mitigate

the risks and deal with their identified threats and weaknesses;
• define the correlation among controls, vulnerabilities and threats;
• classify ports’ assets into categories and sub-categories based upon their nature

(physical, cyber);

Fig. 2. Administration module
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The PSO generates and updates the above mentioned information taking into consider‐
ation the literature, the port’s particularities, the adopted technological solutions, the
knowledge gained from the daily operation of the port, online repositories available from
industry/standardization bodies, national governments etc.

B. Risk Assessment Initiation Phase
After the successful customization of the system, the PSO accesses the Management
module (Fig. 3) where he is able to initiate a risk assessment. For the definition of a new
assessment, the PSO should specify: (i) the basic information (e.g. name, the start and
end date and a short description); (ii) the boundaries of the risk assessment (the physical
or ICT port facility that will be assessed); (iii) the departments that will be involved and
the role and weight of each department to the risk procedure; and finally (iv) the standards
or the areas of the standards (ISO27001 and ISPS code) against which the defined area
will be evaluated.

Fig. 3. Management module

C. Evaluation Phase
Having initiated the risk assessment, all members (participants) of the ports’ depart‐
ments, invited to participate in the risk assessment process, login to the CYSM system
using their accounts and access the Risk Assessment module (Fig. 4) of the PPA Private
Portal. In this module, a list of available assessments appears and the participants select
the assessment related to the evaluation of the Cruising Facility (this selection serves as
example) in order to complete the following steps:

i. Assets Identification: define the assets comprise the Cruising Facility and categorize
them in the main categories (e.g. Infrastructure, Physical Infrastructure, Hardware,
Software, Information) and sub-categories (e.g. terminals, docks, servers) defined
in the Administration module.

ii. Impact Assessment: determine the value of each asset to the organization. In partic‐
ular, they should define what are the consequences (e.g. financial losses, damage to

CYSM: An Innovative Physical/Cyber Security Management System for Ports 225



the reputation, legal consequences) of the loss of integrity, confidentiality and
availability of each asset.

iii. Control Identification: define the controls applied to each asset.
iv. Threat Assessment: estimate the likelihood of occurrence of a predefined list of

threats to each asset.

Fig. 4. Risk assessment module

D. Risk Assessment Results Calculation and Review Phase
Once all the participants completed the evaluation phase, the PSO accesses the Risk
Assessment Results module (Fig. 5) in order to produce and review the results of the
risk assessment. More specifically, the PSO selects the assessment that he is interested
in and forces the system to calculate the potential risks associated with the Cruising
Facility taking into consideration the answers of the participant completed the evalua‐
tion. Now, the PSO is able to review the produced results based on which he can select
and prioritize the countermeasures that should be adopted by the PPA in order to handle
and mitigate the identified risks. In this way, the PSO can formulate an effective and
efficient risk mitigation plan.

E. Security Policy Reporting Phase
Finally, the PSO accesses the Security Policy Reporting module (Fig. 6) in order to

formulate the security and safety policies required by the existing regulatory regime
(ISO27001 and ISPS code). These policies can be exported in various formats (e.g. pdf,
txt, jpg).

CYSM enables the ports to address their specific requirements, identify their specific
threats that their assets may face, and meet their business goals by generating targeted
security policies. The nature of the CYSM system is associated with a high degree of
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innovation since it implements new upgrading security and safety self-management
functions and processes for the evaluation and mitigation of the risks and threats asso‐
ciated to the ports’ infrastructure.

Fig. 5. Risk assessment results module

Fig. 6. Security policy reporting module
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4 Conclusions

The CYSM system adopts a simplified and optimized approach as a response to the
traditional time-consuming, not holistic risk assessment procedures. CYSM is repre‐
sented by a number of automated, customized and specialized self-risk assessment
processes and routines that are modeled and implemented in the system in a graphical
manner using visualization tools and structured content. CYSM offers open source
“easy-to use” tools enabling the security and safety management in intuitive and graph‐
ical way. In a Nutshell, the basic design principles of all the related functions developed
within CYSM include:

• Easy to use for non-experts. Simplification and automation of the supported risk
assessment procedures and activities making possible for the ports’ personnel to
conduct self-assessments.

• Self-driven. Deployment of the procedures without the need of external resources.
The personnel of the ports are guided and directed through automated work-flows
and routines and on-line intuitive and interactive graphical representations (e.g.
dynamic questionnaires) to use the provided functionality.

• Collaborative. The risk assessment process is treated as a participatory challenge and
activity involving various user groups with different roles, visions, and experience,
expertise and business expectations, aiming at raising the security awareness,
consciousness and responsibility.

The CYSM system has been tested and evaluated by a number of commercial ports
(including Port of Piraeus, Valencia Port Authority and Port of Mykonos). During the
evaluation operation various ports’ users (e.g. Port Security Officers, Members of Ports’
Security Teams, Ports administrators and internal users interacting with ports’ ICT
systems) have been engaged in risk identification, assessment and mitigation based on
the on-line services of the CYSM system.

The authors, had identified an open problem, led by their involvement in CYSM,
driven by the question: How can the ports identify and evaluate interdependent threats,
evaluate risks and their cascading effects not only to their own CII but also to the other
entities that interconnect and interact with them (e.g. supply chain business partners).
Medusa1 [13] is a running European Commission (E.C.) Project that aims to respond to
this research question by providing a new risk assessment methodology compliant not
only with the ISPS, ISO27001 (as CYSM) but also with the supply chain security
standard (ISO28000), and extend the CYSM system to offer supply chain risk assess‐
ment modules to the ports and their supply chain business partners.
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