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Abstract. As modern power grids move towards becoming a smart grid,
there is an increasing reliance on the data that is transmitted and pro-
cessed by ICT systems. This reliance introduces new digital attack vec-
tors. Many of the proposed approaches that aim to address this problem
largely focus on applying well-known ICT security solutions. However,
what is needed are approaches that meet the complex concerns of the
smart grid as a cyber-physical system. Furthermore, to support the au-
tomatic control loops that exist in a power grid, similarly automatic
security and resilience mechanisms are needed that rely on minimal op-
erator intervention. The research proposed in this paper aims to develop
a framework that ensures resilient smart grid operation in light of suc-
cessful cyber-attacks.

1 Introduction

Power systems are one of the most critical infrastructures in our society. Priority
lies on the stable operation of any power system, ensuring (i) human safety, (ii)
availability and (iii) equipment safety [10]. With the shift towards distributed,
renewable energy sources, extensive use is made of information and communica-
tion technology (ICT) infrastructures to enable enhanced control strategies and
energy services. Embedded systems that once worked independently now form
an interconnected and interdependent part of the smart grid. However, systems
such as smart grids, where ICT components control the operation of physical
entities so called cyber-physical systems are increasingly being targeted by so-
phisticated cyber-attacks [4]. Thus, to provide resilience – the ability to maintain
acceptable operation in the face of faults and challenges [5] – during successful
cyber-attacks on smart grids is an operationally critical problem.

This cyber-physical nature of the smart grid introduces a range of new chal-
lenges to ensure grid stability in light of cyber-attacks. One especially hard
problem lies in managing both the physical (power) system and the cyber sys-
tem, in order to provide a comprehensive resilience strategy. Without addressing
this problem it is not possible to effectively address the risks caused by the in-
terdependency between both systems. However, current research in the area is
either focused on ensuring the robustness of control loops for the physical power
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system (e.g., [9]) or securing the ICT systems. Efforts to secure the ICT systems
in this domain largely focus on the prevention [8] or detection [12,3] of cyber-
attacks – limited attention is paid to what steps should be taken to ensure grid
stability when an attack is successful. In ICT systems, this problem is often left
to be solved by human operators. The control loops in power grids – e.g., the Au-
tomatic Generation Control (AGC) in Energy Management Systems (EMSs) –
currently issue control commands on the order of seconds [6]. This makes timely
manual intervention by human operators quite difficult, if not impossible.

Ten et al. [7] propose an integrated security framework for power grids. The
authors highlight operational blocks of the framework, but the interaction be-
tween these blocks is not clearly defined. A data model is needed to tailor the
framework to a concrete infrastructure. Furthermore, the authors limit the analy-
sis of the monitored data to anomaly detection. This approach is limiting because
current power systems and ICT systems have well-known (non-anomaly based)
security and detection mechanisms in place. Sridhar and Manimaran propose an
automatic attack mitigation approach that addresses attacks on the AGC con-
trol loop [6]. While the described attack scenario leverages the cyber-physical
design of the system under evaluation, the mitigation approach operates only on
measurement data from the physical part of the system. Furthermore, a broader
approach is needed to extend resilient operation to different control loops.

In this paper, we propose a novel cyber-physical resilience framework for smart
grids. The framework aims to ensure acceptable levels of grid operation, even in
the case of successful and targeted cyber-attacks. The novelty of our work lies in
the integration of a synergistic approach linking the cyber and physical systems
of a smart grid and in particular deriving a method intended for response and
mitigation, rather than prevention and detection. In particular the focus lies on
response and mitigation, rather than prevention and detection of the negative
effects from successful cyber-attacks on physical system components or their
control loops.

2 Proposed Research: A Cyber-Physical Resilience
Framework

Our cyber-physical resilience framework consists of a system model and a re-
silience control loop. The system model has two main parts: (i) a generic system
model that is provided with the framework; and (ii) a specific system model that
has to be derived from the generic model when the framework is applied to a
target infrastructure. The purpose of the model is to describe the necessary do-
main knowledge to realise the framework and to define the data structures that
are transferred between the functional blocks that realise the control loop. The
development of the generic model will be one major challenge for this research.

The operation of the grid is managed by the resilience control loop, which is
depicted in Fig. 1. It interacts with both the ICT and physical systems of a smart
grid to detect and mitigate cyber-attacks. Its functionality can be described as
follows. Both the physical and ICT systems of the Grid will be monitored using
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Fig. 1. The control loop at the center of our resilience framework. Rectangular blocks
indicate the functional blocks in the loop, while ellipses (transferred data) and hexagons
(domain knowledge) mark where parts of the system model will be used.

various systems. For example, for the ICT systems, existing security solutions
will be used, such as intrusion detection systems. Meanwhile, for the physical
systems various parameters (e.g., voltage, active and reactive power, frequency
or phase) will be monitored. Additionally, existing security algorithms in the
EMS (e.g., state estimation or bad data detection) [11] can be used to trig-
ger alerts in the case of unexpected behaviour. We foresee one of the major
challenges is choosing the right monitoring techniques at the different points of
the cyber-physical system. This monitoring needs to be extensive, in order to
get a comprehensive view of the whole cyber-physical system, but as limited as
possible to make real time correlation feasible.

All System Monitoring Data is transferred to the Alert Correlation function.
Additional information about operational metrics is provided from the Reference.
The reference data is used to understand the status of the power system based on
the collected physical measurements. It contains optimal, acceptable and critical
ranges for the various physical measurements as well as operational constraints
of the system. In the Alert Correlation function, information provided from both
parts of the cyber-physical system is analyzed and correlated. The result of this
phase is a set of alerts. An alert in this context is a signal that indicates a
deviation from optimal system behaviour. The set of possible alerts is defined
in the system model. The main challenges associated with realising the Alert
Correlation function include determining the correct interpretation of physical
measurement values during the course of operation, and the timely correlation
of monitoring data from the ICT domain and physical domain.

The Effect Prediction functionality processes the correlated alerts and predicts
the operational behaviour of the grid to detect potentially critical developments,
so called effects. An effect is seen as a critical operational state that, if reached,
would violate the definition of resilient operation, as defined by the Reference.
Here we see the major challenge to be the development of an algorithm that
estimates the future state of the grid, based on the alerts triggered by the current
system state.

Finally, the predicted effects are transmitted to the Countermeasure Decision
function. Here the available countermeasures are evaluated based on the set of
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predicted system effects. A decision is taken on which countermeasures to apply.
Arguably, for resilient operation it is not required to tackle the root cause of a
problem. It can be a valid strategy to do so, but often the root cause cannot be
automatically detected or eliminated. Rather, the highest priority of the applied
countermeasures (to both the cyber and physical systems) is to mitigate the
imminent threat to stable system operation. One challenge will be to identify
applicable and effective countermeasures in each domain. Furthermore, applying
an automatic countermeasure could result in the non-optimal operation of the
grid. Therefore, the decision needs to aim for the least limiting countermeasure
that is sufficient to mitigate the effect.

3 Research Methodology

We propose to take a practical approach to evaluating the resilience frame-
work. A test setup, including a power generator and a Phasor Measurement
Unit (PMU), will be developed, based on the work of Best et al. [2]. The goal
will be to detect a set of attacks on a synchronized, but islanded generator. The
effects of such attacks can range from outages in the island to equipment damage
when the generator is reconnected to the mains supply whilst not synchronized.
Countermeasures will be developed to automatically mitigate these risks. To en-
sure that the lab experiments are representative for attacks in the wild, they will
be based on officially published threat scenarios (e.g. the Electric Sector Failure
Scenarios and Impact Analyses by NESCOR [1]) and performed with modern
protocols like IEC 61850. Measuring the effectiveness of the proposed framework
will be performed in two ways. Physical (e.g., phase, current or frequency) and
operational metrics (e.g. thresholds or set-points) will be used to evaluate the
timely effectiveness of the framework in countering the critical effects of success-
ful cyber-attacks. Second, we will develop experimental scenarios that will allow
us to compare our framework to related work, such as that discussed earlier.

4 Conclusion

In this paper, we have argued for the need for a cyber-physical resilience frame-
work for smart grids, and presented our initial findings for developing such a
framework. The expected impact of this research is an increased resilience of fu-
ture power systems against cyber-attacks. This resilience is needed to successfully
realize the vision of a smart grid. Without it, smart grids will either be realized
in a limited way, or the increased use of ICT technology in the power domain will
open the means for cyber-attacks with significant societal impact. From a sci-
entific point of view, this research aims to make new advances in cyber-physical
system resilience. Results of this research could be extended to address emerging
threats or applied to other application domains of cyber-physical systems.
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