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Abstract. Mobile devices have become more powerful and are increas-
ingly integrated in the everyday life of people; from playing games, tak-
ing pictures and interacting with social media to replacing credit cards in
payment solutions. The security of a mobile device is therefore increas-
ingly linked to its context, such as its location, surroundings (e.g. objects
and people in the immediate environment) and so on, because some
actions may only be appropriate in some situations; this is not captured
by traditional security models. In this paper, we examine the notion
of Device Comfort and propose a way to calculate the sensitivity of a
specific action to the context. We present two different methods for a
mobile device to dynamically evaluate its security status when an action
is requested, either by the user or by another device. The first method
uses the predefined ideal context as a standard to assess the comfort
level of a device in the current context. The second method is based on
the familiarity of the device with doing the particular action in the cur-
rent context. These two methods suit different situations of the device
owner’s ability to deal with system security. The assessment result can
activate responding action of the device to protect its resource.
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1 Introduction

Mobile devices, such as smartphones, tablets and laptops are growing in both
popularity and capability. A large amount of sensing capabilities has been embed-
ded into these mobile devices [3], which enables them to establish their context,
such as where a device is, what is it used for, etc. Although there are lots of
methods [4] proposed to secure mobile devices, e.g. using technologies such as
machine learning [1] or probabilistic approaches [12]), most of them consider the
security status of a mobile device from the user’s perspective, that is to say, they
consider the owner-device relationship. The concept of device comfort proposed
by Marsh et al. [6] draws a grand blueprint that a mobile device can be smart
enough to perceive its current context and synthesize the cognized cues, then
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use the internal models to reason about its security status under the cognized
context (including its user).

We use device comfort to measure the feeling of a mobile device in terms
of the security status of an operation in the perceived context, such as “a user
is checking the photos in the private album on a bus at 10 a.m.”or “a medical
professional is accessing the healthcare data in a pub using an unknown wireless
network” [8]. If the device feels uncomfortable about performing an action in a
specific context, it can express its concerns, but the final decision to proceed is
up to the user [7]. Storer et al. have examined user interface designs to express
these concerns [11]. Because of the uncertainty of the environment, the result of
security policy enforcement maybe wrong, while it is also not a wise option to
make a decision without considering it. Morisset et al. presented a formal model
for soft enforcement [9]. Soft enforcement means the agent in charge of enforcing
a security policy can influence the agent in charge of making the decision rather
than force the decision maker to adopt a certain action or leave them make a
decision. The optimal influencing policy they proposed took both the control of
the influencer and the environment uncertainty into account.

Marsh divides device comfort into three levels: basic comfort level, general
comfort level and situational comfort level, with the accuracy of the considered
context varying from low to high. The general comfort level is calculated based
on the basic comfort level. Situational comfort level is calculated based on both
of the two other comfort levels, which should consider the user, physical and
virtual environment and the concrete behaviour of other entities. The literature
on device comfort defines the general ideas of this concept, but there are few
concrete examples of how to measure the comfort level of a mobile device and
enforce suitable behaviour in the real world.

In this paper, we propose two methods for evaluating the situational comfort
level of a mobile device. The aim of these methods is to reason about whether
an action is suitable to be done in the current sensed context even if the action
has passed the verification of the traditional access control method (identity ID
and password and so on). We propose this computational method to assess the
sensitivity of a specific action running on the mobile device in the current context
and provide an approach to measure the difference between two contexts in an
action’s perspective. The first proposed method uses the predefined ideal context
as a standard to assess the comfort level of a device in the current context.
The second evaluation methods can monitor the status of the mobile device
continuously rather than enforcing a static security policy used in traditional
access control methods, which allows better reasoning about the risk of running
an action in a certain context.

The rest of this paper is organized in the following way. Section 2 explores
the notion of device comfort and describes how to represent contextual factors
and their influence on the situational comfort level. We present the first method
for calculating device comfort in Sect. 3. The second method (familiarity based
method) is given in Sect. 4. Finally, we present conclusions and outline a few
directions for future work in Sect. 5.
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2 Mathematic Expression of Contextual Factors

As mentioned earlier, security of mobile applications has become increasingly
dependent on the context [2,10]. We define a specific context in which the device
is currently involved as a tuple C = 〈c1, c2, · · · , cn〉, where each element (ci)
represents the value of a certain context factor, such as the device’s physical
location, the current time of day, the name of the network to which the device
is connected, the surrounding devices, etc. Depending on the action, the differ-
ent context factors that may influence the device’s feeling about the security
implications of performing that particular action may carry different weight. For
example, the feeling of a mobile device about doing a type of action A (such
as checking the mailbox) depends only on its physical location, so the current
time and the network to which the device is connected are not important, but
another type of action B (such as accessing a confidential file on the company’s
server) may depend on both its physical location and the network to which it is
connected. We therefore say that different types of actions are sensitive to differ-
ent context factors. We use another tuple SA = 〈sA1 , sA2 , · · · , sAn 〉 to indicate the
feature of an action A where sAi indicates the sensitivity of the device’s comfort
level about doing A to context factor ci and we have 0 ≤ sAi ≤ 1(1 ≤ i ≤ n),∑n

i=1 sAi = 1. The intention behind this normalization is to measure the impor-
tance of each context factor using uniform criteria. If action A is more sensitive
to context factor ci than to cj , sAi should be bigger than sAj . We define the sum
of all elements is equal to 1 to meet the range of the computation result of the
comfort level shown below.

3 Predefined-Standard Based Method for Situational
Comfort Level Assessment

This method suits situations where the owner of a device wants to ensure that
a certain type of action is only allowed in a specific predefined context. In this
case, the ideal context should be defined and stored in the device beforehand
as the standard to reason about the device’s feeling. Taking the location as an
example, like Marsh said in [5], there are some places where the device should
be less comfortable in sharing its data with other devices than other places, so a
device in a Comfort Zone can enhance its comfort, while in a Discomfort Zone,
the comfort will be decreased. If the sensed context is different from the owner’s
assumption, the device will feel uncomfortable. The more difference there is
between them, the lower the device’s comfort level will be.

We assume that the predefined context for a certain type of action A given
by device’s owner is P = 〈p1, p2, · · · , pn〉. We then use the following equation
to measure the difference between the perceived context C = 〈c1, c2, · · · , cn〉
and the predefined context P = 〈p1, p2, · · · , pn〉 when doing action A. We use a
function D to compute the difference between two contexts to a certain action
A and it is defined as: D : C1 × C2 → DC1C2 , where DC1C2 is the variable to
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indicate the result of the function D(C1, C2). Equation (1) is the function to
compute the difference between context C and P to action A.

DCP = D(C,P ) =
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The “−”in Eq. (1) is the operator used to measure the difference between two
values of the same context factor. Its meaning depends on the concrete meaning
of each context factor. For example, if the factor is physical location, “−” could
be a method to compute the distance between two locations; if the factor is the
network to which the device is connected, “−” will become a compare operator
to judge whether the two networks are the same; and so on. It is obvious that
the difference between each ci and pi (i ∈ [1, n]) should be normalized, so that
the metric of each ci − pi which is used to compute DCP is the same. The
operator“x”in Eq. (1) is the function which maps ci − pi to a certain difference
level which is a real number between 0 and 1 (0 means exactly the same and
1 is exactly the opposite), so we know DCP ∈ [0, 1]. As with the “−”operator,
the mapping rule of “x”in terms of each context factor depends on the concrete
meaning of the factor and the device owner’s preference.

If context C matches with context P , DCP will be zero. The more difference
between them, the bigger DCP will be, and consequently the device will feel
more uncomfortable. Here the meaning of “match”is not completely equal to
the word “same”. For example, if the value of an element in C (ci) is different
from the value of the corresponding element in P (pi), while sAi is zero, then
this difference won’t impact the comfort level of the device in terms of action A,
because action A is not sensitive to the ith context factor. In this case, we also
say context C matches with context P , even if they are not, strictly speaking,
the same.

We use 1 − DCP to measure the comfort level of a device about doing an
action in a certain context. We define a comfort threshold Tc and a discomfort
threshold Tdc to map 1−DCP to three comfort levels. If 1−DCP ≥ Tc, the device
feels the security status is safe and it feels comfortable; if Tdc ≤ 1 − DCP < Tc,
the device feels the security status is fair and its comfort level falls between
comfortable and uncomfortable; if 1 − DCP < Tdc, the device senses it may be
compromised and feels uncomfortable.

4 Familiarity Based Situational Comfort Level Evaluation
Method

Sometimes, the owner of the device cannot give a clear concept of a desirable
context for an action. In this case, the device will consider the familiarity of
doing the action in a certain context to measure its comfort level. If an action
has already been done in a context many times without problems, the device
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will feel more familiar with the context for that action. The more familiar the
device is with the current context of doing the action, the more comfortable the
device feels, and vice versa. We use Eq. (1) to measure the difference between
two contexts. Because of the limited precision of most sensed information (such
as GPS coordinates), we consider two contexts the same if the difference between
them is sufficiently small. In order to verify whether two contexts encountered by
action A can be seen as the same, we define an equivalence relationship “∼” for
two contexts, so that all the contexts of A which have equivalence relationship
“∼” can be seen as the same and should be classified to one equivalence class.
More contexts within an equivalence class means that the device will feel more
comfortable to do the action in the context which belongs to the equivalence
class.

The definition of “∼” is: Assume P and P ′ are two contexts within the context
set of action A, which means that action A has been done in both contexts P
and P ′. We say P ∼ P ′, if DPP ′ ≤ σ, where σ is the boundary condition used
to distinguish two contexts defined by the owner.

When the device senses a new context Cnew, when A is being performed, it
must determine which equivalence class of A to use. If the new context is close
enough to an existing equivalence class, Cnew should be added to that class.
When an equivalence class already has many contexts in it, how do we then
measure the distance between the new context and the equivalence class? We
can learn from the physics method of computing the distance from one point to
an object in the space. In physics, a point is computed to represent the center of
the object and the distance between the tested point and the center point can
be seen as the distance between the tested point and the object.

Here we also define a core for an equivalence class to represent the feature
of the contexts within this equivalence class. Assume an equivalence class of A
is X = {C1, C2, · · · , Cn}, (Ci is the contexts belonging to X), the core of it
is Xcore = avg(X) = {c′

1, c
′
2, · · · , c′

n}, c′
i is the average value of the ith context

factor in all the contexts (Ci) within class X, while how to compute the average
value depends on the concrete meaning of the factor. If Cnew and the core of an
available equivalence class have the equivalence relationship, this means Cnew is
close enough to the contexts within this class and Cnew should be added to it.
If there is no available equivalence class whose core has equivalence relationship
with Cnew, a new equivalence class should be established where Cnew is both
the only context in it and the core of it. If there is a new member adding to an
available equivalence class, the core of this class must be updated accordingly.

Adding a new context to an existing equivalence class requires the identi-
fication of the equivalence class of A that closest to Cnew. One situation that
may happen is that Cnew is equally close to more than one existing equivalence
classes of A, so we should decide to which class Cnew should be added. Because
the differences between Cnew and each of these classes are the same, we should
use other metrics to decide Cnew’s destination. In this paper, we adopt the class
which has the maximum cardinal number among all the candidate equivalence
classes. For example, if the new context Cnew shows that the device may be either
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in the owner’s home or in the neighbour’s home, this could happen when the
owner is using it in his or her garden, we add Cnew to the owner’s home because
the owner rarely uses the device in his or her neighbour’s home compared to
using this device in his or her own home, i.e. probability that the device’s owner
is in his or her own home is greater than at the neighbours. Finally, we use
the ratio of the cardinal number of the selected class to the maximum scale of
the action’s equivalence class A as the device’s comfort level. When the device
obtains the value of comfort level, then it can map it into the corresponding
comfort status using the same method mentioned in predefined-standard based
method.

The strategy of adopting the maximum scale class as the new context’s final
destination may not suit all cases, so other metrics can also be adopted, such as
take the minimum scale class or just select a class among the candidate classes
randomly. If we use the maximum strategy, the scale of the selected class will
become larger and larger, while if the minimum strategy is adopted, the scale
of these candidate classes will finally tend to the same, moreover, the random
strategy cannot explicitly influence the scale evolution of those candidate classes.
It is obvious that these different scale evolution situations will lead to different
result of the comfort level, so different mapping rules should be used to map the
different values of comfort level to a certain comfort level of the device. Here,
we used the ratio of the scale of the current context’s equivalence class to the
maximum scale of the action’s equivalence class as the result of the comfort level,
while in different scenario or with different preference of the mapping rule, other
methods can also be adopted to get the desired result.

In the following, we present the algorithm for measuring the comfort level of
a device to do an action A in a new perceived context Cnew. We assume there are
m existing equivalence classes of action A noted {X1,X2, · · · ,Xm} and use [C]∼
to represent the equivalence class to which context C belongs. σis the boundary
to determine whether two contexts have the equivalence relationship mentioned
above.

5 Discussion and Future Works

In this paper, we presented two methods for evaluating the feeling of a mobile
device in terms of security when an action is requested in a certain context. The
different evaluation results can activate corresponding measures to protect the
resource on the device. Although a thorough discussion of implementation issues
and technical solutions goes beyond the scope of this introductory work, some
of the issues are worth being mentioned and briefly discussed.

With respect to the sensitivity of a kind of action A, we use a tuple (tuple SA

mentioned in Sect. 2) to represent its sensitivity to different contextual factors.
From Eq. (1) we can see that applying different sensitivity tuples to an action,
we will obtain different comfort levels for performing this action given the same
context. So properly assigning the weigh of each contextual factor is crucial to
get a satisfactory evaluation result. There are already some consensuses on the
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Algorithm 1. familiarity based comfort level evaluation method

Require: new perceived context “Cnew”,σ,all existing context equivalence class
{Xi, i ∈ [1, m]} of action A stored in the device

Ensure: the comfort level of doing A in context Cnew

for each equivalence class Xi do
m = min{DXi

coreCnew
, i ∈ [1, m]}; // DXi

coreCnew
is the difference between Xi

core

//andCnew calculated by Eq. 1
end for
if m > σ then

create a new equivalence class Xm+1;
put Cnew into Xm+1;
Xm+1

core = Cnew;
else

create an empty set E;
for each Xi do

if DXi
coreCnew

== m then

put Xi into E;
end if

end for
put Cnew into class Xf (|Xf | = max{|Xi|, Xi ∈ E});
update Xf

core;
end if
comfort level = |[Cnew]∼|

max{|Xi|} ;

sensitivity of some actions, e.g. we should check our bank account in a privacy
space rather than a public place, and so on. There are, however, also situations
where the situational factors are more complex, so more works need to be done
in the future on how to properly assign the weight of each factor.

Similar to the assignment of weights to the situational factors, it is possible
to use different metrics for measuring the distance between two, or more, con-
texts. We currently propose to use the distance between the center of a context
equivalence class and a perceived context as the distance between the equiva-
lence class and the perceived context, rather than compute the shortest distance
between the perceived context and any context within the equivalence class. We
can consider the context space of a mobile device as an N− dimension space,
each contextual factor is an axis, so a concrete context is a point in this space
and an equivalence class is a mass within this space. The more contexts within
an equivalence class gathers at a point, the greater the density of this point
will be. So we should measure the center of the equivalence class just as find
the center of gravity of a non-uniform density distribution object in physics. If
we select any context within the class to compute the distance, the range of
the context within the equivalence class will be expanded indefinitely, because a
point (perceived context) may be close to the edge of an object (the equivalence
class) but far away from its center of gravity (the center of the equivalence class).
In this case, the context equivalence class will lost the meaning of equivalence



210 J. Guo et al.

and it can not represent a type of context anymore. Because the assignment
of the sensitivity vector will influence the distance between two given contexts,
different values assigned to the situational vector will lead to different evolution
of a context equivalence class given the same perceived contexts sequence. It is
possible that all the contexts can be included into the same equivalence class,
and it is also possible that each perceived context falls into different equivalence
class. To get a desired evaluation result, the relationship between the assignment
of the situational vector and the evolution of the context equivalence class of an
action should be further studied.

A drawback of the familiarity based method is that the accuracy of the
evaluation result depends on the scale of the obtained context data. A device
needs a lot of context data to obtain the usage pattern of each action. So the
evaluation result will be more accuracy with the increasing use of the device. If
we want to get a satisfactory effect, maybe some tests should be done before the
first formal use of the method in a mobile device to get enough usage data.

Now we are exploring a security policy language to represent our methods, so
that we can further implement them in the future. We will continue to improve
the methods to better evaluate the security relevant feeling of the mobile devices
in a certain context to enhance its security. Concretely speaking, we will study
the method which is able to self-adjustment according to its performance feed-
back from the user, so how to get these feedbacks from user will also be considered
in our future work.
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11. Storer, T., Marsh, S., Noël, S., Esfandiari, B., El-Khatib, K., Briggs, P., Renaud,
K., Bicakci, M.V.: Encouraging second thoughts: obstructive user interfaces for
raising security awareness. In: 2013 Eleventh Annual International Conference on
Privacy, Security and Trust (PST), pp. 366–368. IEEE (2013)

12. Xie, L., Zhang, X., Seifert, J.P., Zhu, S.: pBMDS: a behavior-based malware detec-
tion system for cellphone devices. In: Proceedings of the Third ACM Conference
on Wireless Network Security, pp. 37–48. ACM (2010)


	Continuous Context-Aware Device Comfort Evaluation Method
	1 Introduction
	2 Mathematic Expression of Contextual Factors
	3 Predefined-Standard Based Method for Situational Comfort Level Assessment
	4 Familiarity Based Situational Comfort Level Evaluation Method
	5 Discussion and Future Works
	References


