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Abstract. We propose a direct Key-Policy Attribute-Based Encryp-
tion (KP-ABE) scheme with semantic security against adaptively cho-
sen ciphertext attacks (CCA2) in the standard model. Compared with
its counterpart with security against chosen-plaintext attacks (CPA),
the cost of our scheme is only a Chameleon hash. In contrast to the
Boyen-Mei-Waters shrink approach from CPA-secure (l+1)-Hierarchical
Identity Based Encryption ((l + 1)-HIBE) to CCA2-secure l-HIBE, our
approach only adds one on-the-fly dummy attribute. Further, our ap-
proach only requires that the underlying ABE is selectively secure and
allows public ciphertext test. A major obstacle for the security proof in
this scenario is that the simulator cannot prepare the challenge ciphertext
associated with the on-the-fly dummy attribute due to the selective se-
curity constraint. We circumvent this obstacle with a Chameleon hash.
Technically, unlike existing use of Chameleon hash in (online/offline)
signature applications, our work shows Chameleon hash can also have
unique applications in encryption schemes.

Keywords: Attribute-Based Encryption, Chameleon Hash, Chosen Ci-
phertext Security.

1 Introduction

Attribute-Based Encryption (ABE) allows an encryptor to share data with users
according to specified access policies. ABE can be classified into two categories,
Key-Policy ABE (KP-ABE) [21] and Ciphertext-Policy ABE (CP-ABE) [3]. In
KP-ABE, secret keys are associated with access policies and ciphertexts are
associated with sets of attributes. One can decrypt if and only if the set of
attributes specified in the ciphertext satisfies the access policy in his/her secret
key. In contrast, the CP-ABE ciphertexts are associated with access policies and
the secret keys specify sets of attributes. Due to its capability of providing fine-
grained access control over encrypted data, ABE is extensively applied for many
cloud storage applications [17, 29, 32].
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Semantic security against adaptively chosen ciphertext attacks (CCA2) is
widely recognized as a standard security notion for cryptosystems against active
attacks. ABE is usually suggested to enforce fine-grained access control on out-
sourced data in cloud storage and computing applications. In such applications,
active attackers who can modify ciphertexts in storage or in transit may reveal
useful information from sensitive data even if the employed ABE system is cho-
sen plaintext (CPA) secure. Thus, it is desirable to deploy CCA2-secure ABE to
defend against such strong attackers.

There are some ABE schemes that can be shown CCA2 security in the stan-
dard model. They are reasonably less efficient than their CPA-secure counter-
parts. Some of them involve the one-time signature cryptographic primitives
[16, 21, 33]. However, one-time signatures either have high storage or high com-
putational cost. Specifically, one-time signature schemes based on cryptographic
hash functions involve long public keys and signatures; and the one-time sig-
nature schemes based on number-theoretic assumptions have the advantage of
short public keys and signatures, but yield expensive computational cost. Some
other CCA2-secure ABE schemes are with the restriction of only supporting
single threshold access policies [15, 20], which is inconvenient when the system
is required to support complicated access policies.

It is preferable to construct CCA2-secure ABE from CPA-secure ones by
directly using the underlying ABE structures and requiring no extra inefficient
cryptographic primitives. In 2006, Boyen et al. [6] introduced a shrink approach
that can directly obtain CCA2-secure l-Hierarchical Identity-Based Encryption
(HIBE) from CPA-secure (l + 1)-HIBE. By setting l = 0, their approach can
directly obtain CCA2-secure Public Key Encryption (PKE) from CPA-secure
Identity-Based Encryption (IBE). The key point is to first hash the intermediate
ciphertext components independent of the identity to obtain a dummy identity,
and then generate the final ciphertext using the dummy “identity”. A natural
question is whether we can construct a direct CCA2-secure ABE by applying
their approach.

Issues in Direct CCA2-Secure ABE. There are three main issues in con-
structing CCA2-secure ABE using the Boyen-Mei-Waters approach.

Arbitrary-Attributes Requirement. Similarly, the hash output may be treated
as an attribute in a direct CCA2-secure construction. However, the hash output
cannot be controlled. This implies that the underlying ABE needs to have the
property of “large universe”, i.e., supporting arbitrary strings as attributes.

Delegatability Obstacle. The Boyen-Mei-Waters approach leverages the dele-
gatability of (H)IBE systems. Specifically, one encrypts to the “hash identity”
at a lower level than all users who can delegate a key to this hash identity for
ciphertext validity test. This is the reason why their shrink approach converts
a (l + 1)-HIBE to be a CCA2-secure l-HIBE, and converts a CPA-secure IBE
to be a CCA2-secure PKE. A straightforward application of their approach in
ABE settings requires the underlying CPA-secure ABE allows to delegate a key
to arbitrary attributes. However, the only ABE scheme due to Deng et al. [19]
allowing hierarchical attributes cannot support arbitrary attributes.
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Full Identity/Attribute Security Obstacle. If the (H)IBE system is of only
selective-identity security, instead of full-identity security, then by applying
Boyen-Mei-Waters approach one obtains a CCA2-secure (H)IBE Key Encap-
sulation Mechanism (KEM), instead of a fully functional encryption system.
The main obstacle for fully functional encryption is that in the security proof,
due to the selective security constraint, the simulator cannot prepare the chal-
lenge ciphertext associated with the hashed “identity”. The same problem occurs
in direct construction of CCA2-secure ABE if the underlying CPA-secure ABE
has only selective security. It is challenging to obtain direct CCA2-secure ABE
schemes from ABE schemes with selective CPA-security.

Our Contributions. We propose a direct publicly verifiable CCA2-secure KP-
ABE scheme in the standard model. We achieve this goal by addressing the above
issues in direct CCA2-secure KP-ABE construction. We exploit a recent CPA-
secure KP-ABE one [30] with the property of “large universe”. This property
addresses the Arbitrary-Attributes Requirement.

We add one on-the-fly dummy attribute in our construction, instead of ex-
tending one attribute hierarchy. The on-the-fly dummy attribute is computed
by hashing the intermediate ciphertext components independent of the speci-
fied attribute set. The other ciphertext components are generated by the new
attribute set containing the dummy attribute. In the decryption procedure, the
receiver can validate the ciphertext with the dummy attribute. This approach
circumvent the Delegatability Obstacle with only a marginal cost, i.e., by adding
constant size ciphertext components related to the dummy attribute. Further
more, the ciphertext validity test only involves public information. This public
ciphertext test property is enjoyable and allows a third party, e.g., a gateway or
firewall, to filter encrypted spams in some applications.

Our proposal is a fully functional CCA2-secure ABE scheme, instead of a
CCA2-secure KEM scheme, although the underlying ABE is only selectively se-
cure. We circumvent the obstacle in the security proof by replacing a regular
hash with a Chameleon hash. The cost to achieve CCA2 security from CPA se-
curity is only a Chameleon hash. The Chameleon hash plays a critical role in the
security proof. Specifically, the universal forgeability (w.r.t. the hash trapdoor
holder) of the Chameleon hash allows the simulator to prepare the challenge ci-
phertext associated with the hashed “attribute” even if the underlying ABE has
only selective security. Technically, our constructions illustrate novel and unique
applications of Chameleon hash in encryption systems, in contrast to previous
main use of Chameleon hash in (online/offline) signature applications [1, 11, 14].

Related Work. ABE was introduced by Sahai and Waters [31]. Goyal et al.
extended the idea and distinguished KP-ABE and CP-ABE. The KP-ABE and
CP-ABE systems were then respectively proposed by Goyal et al. [21] and
Bethencourt et al. [3] that support monotonic access policies. Fully secure con-
structions in the standard model were first provided by Okamoto et al. [27] and
Lewko et al. [23]. Many other ABE schemes have been further proposed to gain
more preferable properties, such as hierarchical ABE (allowing users with at-
tributes of higher hierarchy to delegate keys to lower levels) [17], “non-monotonic
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access policies” (supporting general access structures with negation boolean for-
mulas) [26], “large universe” [24, 25, 28, 30], and “multiple central authorities”
(there exists multiple authenticated PKGs in ABE) [8, 9, 24]. The latest work
[18] on ABE achieves black-box traitor tracing in which a tracing algorithm can
be invoked to find the secret keys leaked for illegal access to encrypted data.

Several ABE systems have been proposed with CCA2 security in the standard
model. The KP-ABE scheme proposed by Goyal et al. [21] can be converted
to have CCA2 security by revising the Canetti-Halevi-Katz approach [7] from
CPA-secure IBE [5] to CCA2-secure PKE schemes at the cost of one-time sig-
natures. Cheung et al. [16] leveraged the Canetti-Halevi-Katz approach [7] in
CP-ABE to construct a CCA2-secure CP-ABE. Yamada et al. [33] introduced a
generic construction to transform CPA-secure ABE to CCA2-secure ones if the
involved ABE schemes satisfy either delegatability or verifiability. The above
CCA2-secure ABE schemes involve one-time signatures. Chen et al. [15] and
Ge et al. [20] recently constructed direct CCA2-secure ABE without one-time
signatures, with a restriction on only supporting threshold access policies.

Paper Organization. The rest of the paper is organized as follows. In Sec. 2,
we review prime-order bilinear groups, the number-theoretic assumption we use,
and the background information about access structures, linear secret-sharing
schemes and Chameleon hash functions. Sec. 3 formalizes KP-ABE and their
CCA2 security definitions. We propose our practical CCA2-secure KP-ABE with
detailed analyses in Sec. 4, followed by concluding remarks in Sec. 5.

2 Preliminaries

2.1 Notations

We use [a, b] to denote the set {a, a+ 1, · · · , b} containing consecutive integers.
We write [a] as shorthand for [1, a] if no ambiguities are caused. For a set S, its

cardinality is denoted by |S|. We denote s1, s2, · · · , sn R← S for n ∈ N to show
that s1, · · · , sn is chosen uniformly at random from S. We use Z

m×n
p to denote

the matrices of m rows and n columns with entries in Zp. Specifically, the row
vectors and column vectors are denoted by Z

1×n
p and Z

m×1
p respectively. For the

given two vectors
→
v ,

→
w of any type, we denote by vi the i-th entry in

→
v , and by〈→

v ,
→
w
〉
the inner product of the two vectors.

2.2 Bilinear Groups and Computational Assumption

Our scheme is built on prime-order bilinear groups which can be efficiently gen-
erated by a generator G with a security parameter λ. The bilinear group system
can be represented as tuple (p,G,GT , e), where p is a large prime, G and GT are
two cyclic groups of order p, and a bilinear map e : G×G→ GT satisfying three
properties. (1) Bilinearity: for all g, h ∈ G and a, b ∈ Zp, e(g

a, hb) = e(g, h)ab;
(2)Non-degeneracy: there exists at least an element g ∈ G such that e(g, g) has
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order p in GT ; (3) Computability: there exists an efficient algorithm (in poly-
nomial time with respect to λ) to compute the bilinear pairing e(u, v) for all
u, v ∈ G. Although our scheme is built from above symmetric pairing groups,
the constructions do not rely on the symmetric property of the bilinear groups
and can be easily extended to asymmetric pairing groups.

The security of our scheme relies on a weak version of the Decisional Bilinear
Diffie-Hellman Assumption (wDBDH), introduced by Rouselakis and Waters
[30], reviewed as follows.

Let (p,G,GT , e) ← G(1λ) be the description of the bilinear groups that is

outputted by the group generator G. Let g
R← G be a random generator of G.

Then, choose q+3 random exponents x, y, z, b1, b2, · · · , bq R← Zp. The q-wDBDH
problem inG is to determine whether the given element T ∈ GT equals e(g, g)xyz,
or a random element in GT by taken the input as

D ←

⎛
⎜⎝

g, gx, gy, gz, g(xz)2

gbi , gxzbi , gxz/bi , gx
2zbi , gy/b

2
i , gy

2/b2i i ∈ [q]

gxzbi/bj , gybi/b
2
j , gxyzbi/bj , g(xz)2bi/bj i ∈ [q], j ∈ [q], i �= j

⎞
⎟⎠

The advantage of an algorithm A that outputs b ∈ {0, 1} in solving q-wDBDH
in G is defined as

AdvA(λ) =
∣∣∣Pr [A (D,T = e(g, g)xyz) = 1]− Pr

[
A
(
D,T

R← GT

)
= 1

]∣∣∣− 1

2

Definition 1. We say that the (ε, q)-weak Decisional Bilinear Diffie-Hellman
Assumption in G holds if no polynomial time algorithm has at least a non-
negligible advantage AdvA(λ) ≥ ε in solving the q-wDBDH problem in G.

2.3 Access Structures and Linear Secret Sharing Schemes

Definition 2. (Access Structure [2]) Let U be a set of parties. A collection
A ⊆ 2U is monotone if for all B ∈ A: if B ∈ A and B ⊆ C, then C ∈ A.
An access structure (monotone access structure) on U is a collection (monotone
collection) A of non-empty subsets of U , i.e., A ⊆ 2U\{∅}. The sets in A are
called the authorized sets, and the sets not in A are called the unauthorized sets.

In Attribute-Based Encryption systems, the roles of the parties are taken by
the attributes in the attribute universe U . Therefore, the access structure A

will contain the authorized sets of attributes. We restrict the access structure
to monotone access structure. However, it is possible to realize general access
structure from a monotone one by having the not of an attribute as a separate
attribute altogether [3, 21], at a cost of doubling the total number of attributes
in the system.

Definition 3. (Linear Secret Sharing Schemes (LSSS) [2, 30]) Let U be
the attribute universe. A secret sharing scheme

∏
with domain of secrets Zp for

realizing access structure on U is linear if
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1. The shares of a secret s ∈ Zp for each attribute form a vector over Zp.
2. For each access structure A on U , there exists a share-generating matrix

M ∈ Z
l×n
p for

∏
. For all i ∈ [l], we define the function ρ(i) that labels the

i-th row of M with attributes from U , i.e., ρ(i) : i → U . When we consider

the column vector
→
v = (s, r2, r3, · · · , rn)T, where r2, · · · , rn R← Zp, then

M
→
v ∈ Z

l×1
p is the vector of l shares of the secret s according to

∏
. The

share (M
→
v )i belongs to the attribute ρ(i) for i ∈ [l].

From now on, we refer to the tuple (M,ρ) as the access structure A encoded
by the LSSS-policy. As pointed out by Beimel [2], all secret sharing schemes
should satisfy the following requirements:

1. Reconstruction Requirement. The secret can be reconstructed efficiently for
authorized sets.

2. Security Requirement. It is hard to reveal any partial information about the
secret for any unauthorized sets.

These two requirements are used in our setting. Let S denote an authorized set
for the access structure A encoded by the LSSS-policy (M,ρ), where M ∈ Z

l×n
p

and ρ : [l] → U . We define IS ⊆ [l] as IS = {i : ρ(i) ∈ S}. On one hand,
the Reconstruction Requirement states that there exists constants {ωi ∈ Zp}i∈I

such that for any valid shares {λi = (M
→
v )i}i∈I of a secret s according to

∏
,

we have
∑
i∈I

ωiλi = s. Additionally, the constants {ωi}i∈I can be generated in

time polynomial in the size of the share-generating matrix M [2]. On the other
hand, the Security Requirement states that for any unauthorized sets S ′ for
the access structure A, such constants {ωi} do not exist. We define IS′ ⊆ [l] as

IS′ = {i : ρ(i) ∈ S ′}. In this case, there exists a vector
→
ω = (ω1, · · · , ωn) ∈ Z

1×n
p ,

such that 〈
→
Mi,

→
ω〉 = 0 for all i ∈ IS′ and ω1 can be any non zero element in Zp,

where
→
Mi is the i-th row of the secret-generating matrix M .

2.4 Chameleon Hash

Our scheme exploits the so-called Chameleon hash functions which were first
introduced by Krawczyk and Rabin [22], further refined respectively by Ateniese
et al. [1] and by Chen et al. [10–14]. A Chameleon hash has a key pair (pkch, skch).
Anyone who knows the public key pkch can efficiently compute the hash value
for any given input. Meanwhile, there exists an efficient algorithm for the holder
of the secret key skch to find collisions for every given input, but anyone who
does not have skch cannot compute the collisions for any given input. Formally,
a Chameleon hash function consists of three polynomial time algorithms:

– (skch, pkch)←KeyGench(1
λ). The algorithmKeyGench takes the security

parameter λ ∈ N as input, and outputs a pair containing a Chameleon hash
secret key and a public key (skch, pkch).
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– Hm ← Hashch(pkch, m, rch). The algorithm Hashch takes as inputs the
Chameleon hash public key pkch, a message m, and an auxiliary random
parameter rch. It outputs the hashed value Hm.

– r′ch ←UForgech(skch, m, rch, m
′). The algorithm UForgech takes as in-

puts the Chameleon hash secret key skch, a message m with its auxil-
iary random parameter rch for perviously calculating its Chameleon hash
value Hm, and another message m′ �= m. The algorithm outputs another
auxiliary random parameter r′ch such that Hm = Hashch(pkch,m, rch) =
Hashch(pkch,m

′, r′ch) = Hm′ .

A Chameleon hash function should satisfy the following security requirements.

1. Collision Resistance. There is no efficient algorithm that takes as input the
Chameleon hash public key pkch to find two pairs (m, rch), (m

′, r′ch) where
m �= m′, such that Hashch(pkch,m, rch) = Hashch(pkch,m

′, r′ch) except
with negligible probability.

2. Uniformity. All messages m induce the same probability distribution on Hm

← Hashch(pkch, m, rch) for rch chosen uniformly at random.

3 Key-Policy Attribute-Based Encryption

AKP-ABE system consists of four polynomial time algorithms defined as follows.

– (pp,msk) ←Setup(1λ). The algorithm Setup only takes the security pa-
rameter λ ∈ N as input. It outputs a master secret key msk and a public
parameter pp. We assume that the description of the attribute universe U is
also included in the public parameter pp.

– skA ←KeyGen(pp, msk, A). The algorithm KeyGen takes as inputs the
public parameter pp, the master secret key msk, and an access structure A.
It outputs a secret key skA associated with the access structure A.

– ctS ←Encrypt(pp, m, S). The algorithm Encrypt takes as inputs the pub-
lic parameter pp, a message m in the plaintext space M, and a set of at-
tributes S on the attribute universe U . The algorithm outputs the ciphertext
ctS for m associated with the attribute set S.

– m ←Decrypt(pp, skA, ctS). The algorithm Decrypt takes as inputs the
public parameter pp, a secret key skA associated with an access structure A,
and a ciphertext ctS for a message m ∈ M associated with an attribute set
S. It returns m.

A KP-ABE system is correct if for all (pp, msk) ← Setup(1λ), all skA ←
KeyGen(pp, msk, A), all m ∈ M, and all ctS ← Encrypt(pp, m, S) with
S ⊆ U , if S satisfies A, then Decrypt(pp, skA, ctS) = m.

We next define the indistinguishability against chosen ciphertext attacks in
KP-ABE systems. In this security model, the adversary is allowed to obtain
the secret keys associated with any access structure A of its choice and to is-
sue decryption queries for its chosen ciphertexts, provided that the adversary
does not query for the secret keys with access structures that can be satisfied
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by the challenge attribute set S∗, or for the challenge ciphertext of one of its
chosen message. We require that even such an adversary cannot distinguish the
encrypted messages.

Formally, the selective chosen attribute set and chosen ciphertext security
model is defined through a game played by an adversary and a challenger. Both
of them are given the security parameter λ as input.

– Init. The adversary A commits to a challenge attribute set S∗ and sends it
to the challenger.

– Setup. The challenger gives the public parameter pp to the adversary A.
– Phase 1. The adversary A adaptively issues two kinds of queries:

• Secret key query for an access structure A that is not satisfied by the
challenge attribute set S∗. The challenger generates a secret key for A

and gives it to the adversary.
• Decryption query for the ciphertext ctS with an attribute set S. The
challenger responds by constructing an access structure A satisfied by the
attribute set S, and running KeyGen(pp, msk, A) to generate a secret
key skA. It then runs Decrypt(pp, skA, ctS) to decrypt the ciphertext
ctS and returns the resulting message to the adversary.

– Challenge. When adversary A decides that Phase 1 is over, it outputs
two equal-length messages m0 and m1 on which it wishes to challenge. The
challenger flips a random coin b ∈ {0, 1} and encryptsmb under the challenge
attribute set S∗. It returns the challenge ciphertext ct∗ to A.

– Phase 2. The adversary A further adaptively issues two kinds of queries:

• Secret key query for access structures A that is not satisfied by the
challenge attribute set S∗.
• Decryption query for the ciphertext ctS with a constraint that ctS �= ct∗.

The challenger responds the same as in Phase 1.
– Guess. Finally, the adversary A outputs a guess b′ ∈ {0, 1} and wins in the

game if b = b′.

The advantage of such an adversary A in attacking the KP-ABE system with
security parameter λ is defined as AdvKP-ABE

A (λ) =
∣∣Pr[b′ = b]− 1

2

∣∣.
Definition 4. A KP-ABE system is selective chosen attribute set and chosen
ciphertext secure if for any probabilistic polynomial time adversary A, the advan-
tage of breaking the security game defined above is at most a negligible function.

4 Direct CCA2-Secure KP-ABE with Public Verifiability

4.1 Basic Ideas

We first provide an overview of the construction. We exploit specific ciphertext
structure in the ABE scheme in [30] and address the three issues shown in Sec.
1 to obtain a practical CCA2-secure KP-ABE scheme in the standard model.
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1. Our construction is based on a recent KP-ABE system [30]. The CCA2-
secure IBE schemes [6] exploits a specific structure of the underlying IBE
ciphertext [4] including Decision Diffie-Hellman (DDH) tuple, i.e., (g, gr,
h · uID,

(
h · uID

)r
), where ID is the target identity. The KP-ABE system

[30] contains a DDH ciphertext tuple and allows arbitrary attributes, which
addresses the arbitrary attribute requirement.

2. Instead of extending an attribute hierarchy in ABE, our construction adds
one on-the-fly dummy attribute used for ciphertext validation in the decryp-
tion procedure. We split the original attribute universe into two parts, one
for regular attribute universe U , the other for verification universe V for the
on-the-fly attributes. This trick ensures that the dummy attributes will only
be used for ciphertext validation, and allows us to circumvent the arbitrary
attribute delegation obstacle.

3. We exploit Chameleon hash Hashch to solve the problem that the simulator
cannot in advance know the challenge on-the-fly dummy attribute in the
security proof. In the Setup phase, the simulator generates a temporary
message and calls Hashch to obtain the on-the-fly dummy attribute. When
learning the actual challenge message in the Challenge phase, the simulator
replaces the temporary message to the actual message, while keeping the
dummy attribute unchanged by using the “universe collision” property of
Chameleon hash. In the adversary’s view, the Chameleon hash function keeps
collision resistant since it does not know the Chameleon hash secret key.

4.2 Our Construction

Let U =
[
0, p−1

2

]
be the regular attribute universe, and V =

[
p+1

2 , p− 1
]
the

verification universe. Note that U∩V = ∅, and U∪V = Zp, where Zp is the original
attribute universe in Rouselakis-Waters KP-ABE. Our CCA2-secure KP-ABE
scheme works as follows.

– Setup(1λ).Run (p,G,GT , e)← G(1λ) to generate a prime p, two groupsG,GT

of order p, and a bilinearmap e : G×G→ GT . A secure Chameleon hash func-
tionHashch: {0, 1}∗ →

[
p+1

2 , p− 1
]
with an auxiliary parameter universeR is

also employed in the scheme. Then, select a random generator g
R← G, random

elements h, u, w
R← G, and a random exponent α

R← Zp. The algorithm calls
(skch, pkch)← KeyGench(1

λ) to obtain a (skch, pkch) pair for theChameleon
hash. The public parameter is pp ← (Hashch,R, pkch, g, h, u, w, e(g, g)α).
The master secret key ismsk ← (α).

– KeyGen(pp, msk, (M,ρ)). For generating a secret key for an access struc-
ture encoded by the LSSS-policy (M,ρ), where M ∈ Z

l×n
p and ρ : [l] →[

0, p−1
2

]
, the key generation algorithm first picks n − 1 random expo-

nents y2, · · · , yn R← Zp, and constructs the vector
→
y = (α, y2, · · · , yn)T.

Then, the vector of the shares
→
λ can be computed by the key genera-

tion algorithm as
→
λ = (λ1, λ2, · · · , λl)

T
= M

→
y . The algorithm next picks
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l random exponents t1, t2, · · · , tl R← Zp. For every i ∈ [l], it calculates

Ki,0 = gλiwti ,Ki,1 =
(
h · uρ(i)

)−ti
,Ki,2 = gti . The secret key is

sk(M,ρ) ←
(
(M,ρ), {Ki,0,Ki,1,Ki,2}i∈[l]

)

– Encrypt(pp, m, S). Given the attribute set S = {A1, A2, · · · , Aκ}, where
κ = |S|, the algorithm first picks κ+2 random exponents s, r0, r1, · · · , rκ R←
Zp. It then computes C = m · e(g, g)αs, C0 = gs, C0,1 = gr0 , and for every

i ∈ [κ], Ci,1 = gri , Ci,2 =
(
h · uAi

)ri
w−s. It picks a parameter rch

R←R and
sets V = Hashch (pkch, pkch‖C‖C0‖C0,1‖C1,1‖C2,1‖ · · · ‖Cκ,1, rch) ∈ V . The
C0,2 component can be computed as C0,2 =

(
h · uV

)r0
w−s. The algorithm

finally outputs the ciphertext associated with the attribute set S as

ctS ←
(S, rch, C, C0, C0,1, C0,2, {Ci,1, Ci,2}i∈[κ]

)
.

– Decrypt(pp, sk(M,ρ), ctS). Before decrypting ctS , the algorithm first calcu-
lates V = Hashch (pkch, pkch‖C‖C0‖C0,1‖C1,1‖C2,1‖ · · · ‖Cκ,1, rch), where
κ = |S|. Then, it verifies whether the ciphertext is legitimate by testing
whether the following equation holds for each i ∈ [κ]

e (g, Ci,2)
?
= e

(
Ci,1, h · uAi

)
/e (C0, w) (1)

It additionally tests whether the following equation holds

e (g, C0,2)
?
= e

(
C0,1, h · uV

)
/e (C0, w) (2)

Note that the above ciphertext validity test can be done publicly since it
only involves public parameter pp and ciphertext ctS .
If any equality does not hold, the ciphertext is invalid and the decryption
algorithm outputs ⊥. Otherwise, the algorithm calculates the row set of
M that provides the share to attributes in the given attribute set S, i.e.,
I = {i : ρ(i) ∈ S}. Then, it computes the constants {ωi ∈ Zp}i∈I such that∑
i∈I

ωi

→
M i = (1, 0, · · · , 0), where

→
M i is the i-th row of the share-generating

matrix M . We note that the constants {ωi ∈ Zp}i∈I can be found in poly-
nomial time for all S that satisfies the access structure [2].
Finally, the message m can be recovered by computing

B =
∏
i∈I

(e (Ki,0, C0) e (Ki,1, Cj,1) e (Ki,2, Cj,2))
ωi

where j is the index of the attribute ρ(i) in S that is depended on i, and
computing m = C/B.

Consistency. If the ciphertext is associated with the attribute set S, then for
every i ∈ [κ] where κ = |S|, we have that

e (g, Ci,2) = e
(
g,
(
h · uAi

)ri
w−s

)
= e

(
g,
(
h · uAi

)ri) · e (g, w−s
)

= e
(
gri , h · uAi

) · e (g−s, w
)
=

e
(
gri , h · uAi

)
e (gs, w)

=
e
(
Ci,1, h · uAi

)
e (C0, w)
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Accordingly, Equation (1) holds. With the similar procedure shown above, Equa-
tion (2) holds for the valid on-the-fly dummy attribute

V = Hashch (pkch, pkch‖C0‖C1,1‖C2,1‖ · · · ‖Cκ,1, rch)

Also, if the attribute set S of the ciphertext ctS satisfies the access structure
encoded by the LSSS-policy (M,ρ), then

∑
i∈I

ωiλi = α. Since j is the index of

the attribute ρ(i) in S, we have that ρ(i) = Aj . Therefore

B =
∏
i∈I

(e (Ki,0, C0) e (Ki,1, Cj,1) e (Ki,2, Cj,2))
ωi

=
∏
i∈I

(
e
(
gλiwti , gs

)
e

((
h · uρ(i)

)−ti
, grj

)
e
(
gti ,

(
h · uAj

)rj
w−s

))ωi

=
∏
i∈I

(
e
(
gλi , gs

)
e
(
wti , gs

)
e
(
gti , w−s

))ωi

=
∏
i∈I

(
e
(
gλi , gs

))ωi
=e(g, gs)

∑

i∈I

ωiλi

= e(g, g)
αs

Thus, we have that C/B = m · e(g, g)αs/e(g, g)αs = m.

Public Verifiability.Our scheme is a publicly verifiable CCA2-secure KP-ABE,
since the above ciphertext validity test only involves public parameter pp and
ciphertext ctS . This property is useful to build advanced Attribute-Based cryp-
tography protocols, e.g., ciphertext filtering KP-ABE, in which anyone (e.g., a
gateway of a firewall) can verify whether the ciphertext is encrypted by the spec-
ified access structure to filter spams (i.e., invalid ciphertexts) without requiring
the secret keys of the receivers.

4.3 Performance Analysis

Table 1 compares our CCA2-secure KP-ABE with the underlying Rouselakis-
Waters CPA-secure KP-ABE. In the table, the secret key sk(M,ρ) is associated

with the LSSS-policy (M,ρ) with M ∈ Z
l×n
p , and the ciphertext ctS is associated

with the attribute set S with κ = |S|. We denote τe as one exponent operation
in G and GT , τm as one multiplication operation in G and GT , τp as one pairing
operation time, and τh as one Chameleon hash operation time.

From Table 1, it can be seen that the additional overheads for CCA2-security
are considerably low. Specifically, the secret key size in our CCA2-secure KP-
ABE scheme remain the same as that of the underlying Rouselakis-Waters
KP-ABE scheme [30]. For a ciphertext associated with arbitrary number of at-
tributes, only two more group elements in G are added. The encryption algorithm
needs only one more hash operation, three more exponent operations in G and
two more multiplication operation in G.
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Table 1. Comparisons among Rouselakis-Waters KP-ABE and our KP-ABE

Rouselakis-Waters ABE Our KP-ABE

Security CPA-secure CCA2-secure
pp Size 5 5 + |pkch|

sk(M,ρ) Size 3l + |(M,ρ)| 3l + |(M,ρ)|
ctS Size 3κ+ 2 3κ+ 4 + |rch|

KeyGen Time 5l · τe + 2l · τm 5l · τe + 2l · τm
Encrypt Time (3κ+ 2) · τe + (2κ+ 1) · τm (3κ+ 5) · τe + (2κ+ 3) · τm + τh

We note that the work in [16] also exploits dummy attributes to achieve
CCA2-secure ABE. In [16], signatures are added to CPA-secure ABE for vali-
dating ciphertext in decryption. Each bit of the verification keys Kv is treated
as an attribute, which introduces |Kv| dummy attributes. In contrast, we only
introduce one dummy attribute. Our approach is compact and efficient.

4.4 Security Analysis

The Chameleon hash is critical in our proof. In the Init phase, the simula-
tor chooses a random challenge message m∗ and an auxiliary parameter r∗

to construct the challenge on-the-fly dummy attribute V ∗. In the Challenge
phase, given the challenge messages m0,m1, the simulator obtains a collision
pair (m∗

b , r
∗
b ) such that Hashch(pkch,m

∗, r∗) = Hashch(pkch,m
∗
b , r

∗
b ) = V ∗ to

make the challenge on-the-fly dummy attribute V ∗ unchanged. This approach
allows the simulator in advance obtain the challenge dummy attribute. Since
all challenge attributes can be obtained in the Setup phase, the simulator can
correctly play the selective security game with the adversary.

Formally, the selective chosen attribute set and chosen ciphertext security
result is guaranteed by Theorem 1.

Theorem 1. Let G be a group of prime order p equipped with an efficient bi-
linear map e : G× G→ GT . Our KP-ABE scheme is selective chosen attribute
set and chosen ciphertext secure if the (ε, q+1)-wDBDH assumption holds in G,
the employed Chameleon hash function is secure, and the challenge attribute set
S∗ that the adversary commits to satisfies that |S∗| ≤ q.

Proof. Suppose that there exists an algorithm A that has advantage ε to break
our KP-ABE system in the security game defined in Sec. 3. We construct an
algorithm B that can solve the (q + 1)-wDBDH problem in G. The input of
the algorithm B is the challenge tuple (D,T ) of the (q + 1)-wDBDH problem.
Algorithm B interacts with A as follows.

Init. Algorithm A sends the challenge set S∗ = {A∗
1, A

∗
2, · · · , A∗

κ} to B.
Setup. Algorithm B sets the public parameter pp as follows. It randomly

chooses ũ
R← Zp and sets

(g, u, w, e(g, g)α) = (g, gũ ·
∏

i∈[κ+1]

gy/b
2
i , gx, e(gx, gy))
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It then sets C∗
0 = gs = gz, C∗

0,1 = gr0 = gbκ+1 , and C∗
i,1 = gri = gbi for all

i ∈ [κ]. It next chooses a secure Chameleon hash function Hashch : {0, 1}∗ →[
p+1

2 , p− 1
]
with an auxiliary parameter universe R and runs (skch, pkch) ←

KeyGench(1
λ). Algorithm B picks a random auxiliary parameter r∗ch

R← R,
a random challenge message m∗ R← GT , sets C∗ = m∗ · T , and calls Hashch

to calculate V ∗ = Hashch(pkch, C
∗, r∗ch). Finally, algorithm B picks a random

exponent h̃
R← Zp and sets

h = gh̃ ·
∏

i∈[κ+1]

gxz/bi ·
∏
i∈[κ]

(
gy/b

2
i

)−A∗
i
(
gy/b

2
κ+1

)−V ∗

The public parameter is pp ← (Hashch,R, pkch, g, h, u, w, e(g, g)α) and B is
implicitly set msk ← (xy) and s ← z, which B cannot know their values from
D. Note also that skch and r∗ch is kept secret by B.
Phase 1. Algorithm A adaptively issues two kinds of queries.

Secret Key Queries: Secret key query for a LSSS-policy (M,ρ) for which the
challenge set S∗ is not authorized. Suppose thatM ∈ Z

l×n
p and ρ : [l]→ [

0, p−1
2

]
.

According to security requirement of LSSS that has previously shown in Sec. 2.3,
algorithm B can use linear algebra to generate a vector

→
ω = (ω1, ω2, · · · , ωn)

T ∈
Z
n
p satisfying that ω1 = 1 and 〈

→
Mi,

→
ω〉 = 0 for all i ∈ [l] such that ρ(i) ∈ S∗.

Then, algorithm B randomly chooses ỹ2, ỹ3, · · · , ỹn R← Zp and implicitly sets
→
y = xy

→
ω + (0, ỹ2, ỹ3, · · · , ỹn)T = (xy, ỹ2 + ω2, ỹ3 + ω3, · · · , ỹn + ωn)

T
. For all

i ∈ [l], we have the following two cases:

1. i ∈ [l] such that ρ(i) ∈ S∗. In this case, we have that ω1 = 1 and 〈
→
Mi,

→
ω〉 = 0.

Therefore, the share λi is λi = 〈
→
M i,

→
y 〉 = 〈

→
M i, xy

→
ω +(0, ỹ2, ỹ3, · · · , ỹn)T〉 =

xy · 0 + 〈
→
M i, (0, ỹ2, · · · , ỹn)T〉, where we set λ̃i = 〈

→
M i, (0, ỹ2, · · · , ỹn)T〉 that

can be calculated by B. Algorithm B can finally pick a random exponent

t̃i
R← Zp, and outputs Ki,0 = gλ̃iwt̃i ,Ki,1 =

(
h · uρ(i)

)−t̃i
,Ki,2 = gt̃i .

2. i ∈ [l] such that ρ(i) /∈ S∗. In this case, we have that 〈
→
Mi,

→
ω〉 �= 0. The share

λi is also formed as λi = 〈
→
M i,

→
y 〉 = xy · 〈

→
M i,

→
ω〉+ 〈

→
M i, (0, ỹ2, · · · , ỹn)T〉 =

xy · 〈
→
M i,

→
ω〉+ λ̃i, where xy · 〈

→
M i,

→
ω〉 �= 0. Algorithm B next picks a random

t̃i
R← Zp to implicitly set ti as

ti = −y〈
→
M i,

→
ω〉+

∑
j∈[κ]

xzbj〈
→
M i,

→
ω〉

ρ(i)−A∗
j

+
xzbκ+1〈

→
M i,

→
ω〉

ρ(i)− V ∗ + t̃i

Since ρ(i) /∈ S∗, we have that ρ(i) − A∗
j �= 0 for all j ∈ [k]. Also, ρ(i) ∈[

0, p−1
2

]
while V ∗ ∈ [

p+1
2 , p− 1

]
so that ρ(i)− V ∗ �= 0. Therefore, ti can be
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well-defined and it is properly distributed due to the randomness of t̃i. The
first component Ki,0 can be calculated as

Ki,0 = gλiwti = gxy·Wi+λ̃i · w
−y·Wi+

(
∑

j∈[κ]

xzbj ·Wi
ρ(i)−A∗

j

)

+
xzbκ+1·Wi
ρ(i)−V ∗ +t̃i

= gλ̃i · wt̃i ·
∏
j∈[κ]

(
gx

2zbj
) Wi

ρ(i)−A∗
j ·

(
gx

2zbκ+1

) Wi
ρ(i)−V ∗

where we denote Wi = 〈
→
M i,

→
ω〉. Accordingly, Ki,1 can be calculated as

Ki,1 =
(
uρ(i)h

)−ti
=

⎛
⎝gρ(i)ũ+h̃

∏
k∈[κ+1]

g

ρ(i)y

b2
k

+xz
bk

∏
k∈[κ]

(
g

y

b2
k

)−A∗
k
(
g

y

b2
κ+1

)−V ∗⎞
⎠

yWi

·
⎛
⎝gρ(i)ũ+h̃

∏
k∈[κ+1]

g

ρ(i)y

b2
k

+xz
bk

∏
k∈[κ]

(
g

y

b2
k

)−A∗
k
(
g

y

b2
κ+1

)−V ∗⎞
⎠

− ∑

j∈[κ]

xzbj·Wi
ρ(i)−A∗

j

·
⎛
⎝gρ(i)ũ+h̃

∏
k∈[κ+1]

g

ρ(i)y

b2
k

+xz
bk

∏
j∈[κ]

(
g

y

b2
k

)−A∗
k
(
g

y

b2
κ+1

)−V ∗⎞
⎠

− xzbκ+1·Wi
ρ(i)−V ∗ −t̃i

= (gy)Wi(ρ(i)ũ+h̃)
∏

k∈[κ]

⎛
⎝g

y2

b2
k

⎞
⎠

Wi(ρ(i)−A∗
k)
⎛
⎝g

y2

b2
κ+1

⎞
⎠

Wi(ρ(i)−V ∗)

·
∏

j∈[κ+1]

(
gxzbj

)−Wi(ρ(i)ũ+h̃)
ρ(i)−A∗

j

(
gxzbκ+1

)−Wi·(ρ(i)ũ+h̃)
ρ(i)−V ∗

·
∏

j∈[κ]
k∈[κ+1]

(
g

(xz)2bj
bk

)− Wi
ρ(i)−A∗

j ∏
k∈[κ+1]

(
g(xz)

2bκ+1/bk
)− Wi

ρ(i)−V ∗ (
uρ(i)h

)−t̃i

·

⎛
⎜⎜⎝
∏

j,k∈[κ]
j �=k

⎛
⎝g

xyzbj

b2
k

⎞
⎠

ρ(i)−A∗
k

ρ(i)−A∗
j ∏

j∈[κ]

⎛
⎝g

xyzbj

b2
κ+1

⎞
⎠

ρ(i)−V ∗
ρ(i)−A∗

j

⎛
⎝ ∏

k∈[κ]

g

xyzbκ+1

b2
k

⎞
⎠

ρ(i)−A∗
k

ρ(i)−V ∗
⎞
⎟⎟⎠

−Wi

Similarly, the third component Ki,2 is formed as

Ki,2 = gti = g
−y·Wi+

(
∑

j∈[κ]

xzbj ·Wi
ρ(i)−A∗

j

)

+
xzbκ+1·Wi
ρ(i)−V ∗ +t̃i

= (gy)
−Wi ·

∏
j∈[κ]

(
gxzbj

) Wi
ρ(i)−A∗

j · (gxzbκ+1
) Wi

ρ(i)−V ∗ · gt̃i

Therefore, all components in sk(M,ρ) can be computed by B. Hence, algorithm B
can generate the secret key for the issued access structure (M,ρ) and correctly
response to A’s request.
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Decryption Queries: Decryption query for the ciphertext ctS associated with
an attribute set S = {A1, · · · , A|S|}. Algorithm B first computes

V = Hashch

(
pkch, pkch‖C‖C0‖C1,1‖ · · · ‖C|S|,1, rch

)

and determines whether the ciphertext is valid by checking Equation (1) for all
i ∈ [|S|] and Equation (2). If one of the equalities does not hold, the ciphertext
is invalid and B returns with ⊥. Otherwise:

1. S � S∗. In this case, algorithm B can construct an access structure (M,ρ)
such that S satisfies (M,ρ) but S∗ does not (For example, an access structure
(A1∧A2∧· · ·∧A|S|)). Since S∗ cannot be authorized by (M,ρ), algorithm B
can run the same algorithm described in secret key query phase to generate
a well-formed secret key sk(M,ρ) for that access structure and decrypt by
running Decrypt(pp, sk(M,ρ), ctS).

2. S ⊆ S∗ and V �= V ∗. Algorithm B is unable to construct any secret keys for
an access structure (M,p) for which S∗ is not authorized. However, note that
the ciphertext is additional encrypted by a on-the-fly dummy attribute V .
When V �= V ∗, algorithm can generate a secret key for the access structure
(M = (1), ρ(1) = V ). This secret key is indeed an invalid secret key in the
actual system, since V /∈ [

0, p−1
2

]
so that V is not in the attribute universe U .

However, algorithm B can use such a key to decrypt the issued ciphertext.
Note that A cannot distinguish which key B uses to decrypt. Hence, the
decryption result is a well-formed message.

3. S ⊆ S∗ and V = V ∗. In this case, algorithm B is unable to respond. It
terminates the simulation with A, outputs a random bit b ∈ {0, 1} and
halts. Since the Chameleon hash function B employs satisfies the properties
of collision resistance and uniformity for anyone without skch, this case
happens with negligible probability 1/|V| = 2/ (p− 1).

Challenge. Algorithm A submits two equal-length messages m0,m1 ∈ GT to
B. Algorithm B flips a random coin b ∈ {0, 1}. The first component C∗

0 of the
challenge ciphertext is previously computed as C∗

0 = gs = gz in Setup phase,
so is C∗

i,1 = gri = gbi for each i ∈ [κ]. Algorithm B sets

C∗
i,2 =

(
h · uA∗

i

)ri
w−s = gbi(ũA

∗
i +h̃)

∏
j∈[κ+1]

g
xzbi
bj

∏
j∈[κ]

g

ybi(A∗
i −A∗

j )
b2
j · g

ybi(A∗
i −V ∗)

b2
κ+1

=
(
gbi

)ũA∗
i +h̃ ·

∏
j∈[κ+1]

j �=i

g
xzbi
bj

∏
j∈[κ]
j �=i

g

ybi(A∗
i −A∗

j )
b2
j · g

ybi(A∗
i −V ∗)

b2
κ+1

for each i ∈ [κ]. For the on-the-fly dummy attribute V ∗, algorithm B sets

C∗
0,1 = gbκ+1 , C∗

0,2 =
(
gbκ+1

)ũV ∗+h̃ ·
∏
j∈[κ]

g
xzbκ+1

bj

∏
j∈[κ]

g

ybκ+1(V ∗−A∗
j )

b2
j
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To keep the on-the-fly dummy attribute V ∗ unchanged,
algorithm B sets C∗

b = mb · T and runs r∗b ←
UForgech(skch, C

∗, r∗ch, pkch‖C∗
b ‖C∗

0‖C∗
0,1‖C∗

1,1‖ · · · ‖C∗
κ,1). Note that the

functionality of UForgech ensures

V ∗ = Hashch(pkch, pkch‖C∗
b ‖C∗

0‖C∗
0,1‖C∗

1,1‖C∗
2,1‖ · · · ‖C∗

κ,1, r
∗
b )

Algorithm B responses ct∗ =
(
S∗, r∗b , C∗

b , C
∗
0 , C

∗
0,1, C

∗
0,2,

{
C∗

i,1, C
∗
i,2

}
i∈[κ]

)
to A.

Phase 2. Algorithm B processes as in Phase 1 to response two kinds of queries
issued from A.
Guess. Finally, adversary A outputs a guess b′ ∈ {0, 1}. Algorithm B also
outputs b′ to answer the (q+ 1)-wDBDH problem. If T = e(g, g)xyz = e(g, g)αs,
then B plays the proper security game with A since the ct∗ is a valid ciphertext
for the message mb. In this case, the advantage of algorithm A is ε. On the

other hand, if T
R← GT , then ct∗ is a ciphertext for the random message chosen

in GT so that the advantage of A is exactly 0. Therefore, if A has advantage
AdvKP-ABE

A (λ) = ε in breaking our KP-ABE scheme, then B can determine the
distribution of T with advantage AdvB(λ) ≥ ε− 2

p−1 . ��

5 Conclusion

We proposed a direct construction of fully functional CCA2-secure KP-ABE
scheme. Compared with the underlying CPA-secure one, our scheme only in-
troduces the cost of a Chameleon hash. Furthermore, our scheme allows public
ciphertext validity test. Technically, in contrast existing Chameleon hash applica-
tions to signatures, our construction illustrates novel applications of Chameleon
hashes in construction and security proofs of encryption schemes.
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