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Abstract. Online banking systems pose especially high requirements to web  
architectures with particular respect to the end-user interface. Although the 
number of online banking users is steadily increasing, they commonly face 
"one-size-fits-all" user interfaces rather than personalized user interfaces that 
are tailored to their individual needs and preferences. In this paper we present a 
prototypical online banking demonstrator that is based on the Global Public In-
clusive Infrastructure (GPII), a new technical framework for the development, 
identification and delivery of accessibility services, assistive technologies and 
automatic personalization capabilities; and on the Universal Remote Console 
(URC) technology, a framework for pluggable user interfaces. 
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1 Introduction 

The usage of Internet banking (also known as online banking) has steadily been ris-
ing. According to data collected by Eurostat [1], by the end of 2013 42% of EU-27 
citizens (rising from 25% in 2007) and 43% of Euro area citizens (rising from 20% in 
2005) were using online banking. However, the percentages of current usage vary 
strongly between the individual member states: from 82% in Denmark and the  
Netherlands to 4-5% in Romania and Bulgaria. 

One of the primary advantages of online banking is the reduction of effort in ac-
cessing banking services without having to worry about opening hours, queues or the 
actual trip to the physical bank of choice. In a survey in the USA in 2004, the two 
main reasons for using online banking given by respondents were convenience and 
saving time [2]. This makes banking more accessible to people with reduced mobility, 
taking into account that not just people with disabilities or the elderly may benefit, but 
also those bearing the responsibility of childcare or other constraining circumstances. 
It is therefore desirable to bring forth a way to enable inclusive design of online bank-
ing web services with considerably lower effort in comparison to the current state. 
According to Vanderheiden and Treviranus [3], the implementation effort of assistive 
technology is quite high due to the degree of specialization involved and the small 
market.  Additionally, as described by Vigo and Brajnik [4], the cost of accessible 
design rises further because of the necessity of validation by experts. 
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2 Background 

In 2004, Michelle Bayes published the results of a survey about the use of online 
banking services [2]. She found that the most frequent banking activities were — in 
decreasing order of frequency — checking account balances (weekly), viewing or 
paying bills (monthly), downloading statements (less than once a month), transferring 
funds between accounts at the same bank, checking credit card balances, and paying 
credit card bills. A Spanish study in 2009 found that customers used the following 
functions in order of frequency: checking account balances, money transfers, paying 
bills, recharging phone cards, services related to investments, services related to 
loans, and services related to insurances [5]. Bayles also asked respondents to rate the 
importance of online banking features. Among the features at the top of this list were 
quick access to information you are looking for, clearly indicating that a function has 
been completed, clear feedback on the status of past transactions, and clear and simple 
terminology. Some other usability-related findings are worth highlighting: “account 
activity and balances should be immediately accessible after login”, terminology 
should be more meaningful (e.g. respondents found “payee” ambiguous), and feed-
back on the acceptance or rejection of information should be provided [2].  

A comparison of several online banking applications (i.e. those by HSBC, Barclays 
and Halifax in the UK) showed that there a considerable differences with regard to the 
complexity in the screens and processes for the frequently used banking functions 
identified by Bayles [2] and Muñoz Leiva [5]. Some applications display account 
balances on the home screen (the screen immediately visible after logging in), while 
others require customers to go through a menu or to select something like “My ac-
counts” from a navigation menu on the home screen. Forms for money transfers can 
have different types of labels: some banks use simple labels such as “Amount”, 
“Name of recipient”, and “Date”, while others use questions such as “What’s the 
amount?” and “When do you want to send this payment?” For money transfers, there 
are two basic approaches: either the customer first selects the account from which the 
transfer will be made, then selects the function called “Pay a bill”, “Make a transfer” 
or something similar; or the customer first selects the function “Pay a bill” or “Make a 
transfer” and in one of the next screens selects the account from which the transfer 
will be made. It is this type of differences in the detail that illustrate the heterogeneity 
of different online banking solutions, posing a challenge to work towards inclusive 
design.  

Concerning the bigger picture, according to Gourdazi et al. [6], online banking 
bears several properties that are critical for user acceptance: accessibility, privacy, 
security, quality and usability. Although our focus is accessibility, the other factors 
are critical, too, and cannot be sacrificed. 

3 The Cloud4all Online Banking Demo Application  

The online banking demo application is being developed in the context of Cloud4all 
[7], an EU-funded project run by a consortium of 27 partner organizations drawn 
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from academia, non-profit and private sector. The goal of the project is to advance the 
Global Public Inclusive Infrastructure (GPII) [8] to a level that enables accessibility 
across different platforms and devices. To do so, it is of special interest to create or 
enhance platforms for automatic personalization so they suit the end-users’ needs 
best. This is especially relevant for platforms that are used by large audiences, such as 
online-banking web sites. GPII’s personalization is meant to work on different plat-
forms and devices, including desktop operating systems, mobile devices, ATMs, 
browser and web applications. A special requirement for the online banking applica-
tion is that the personalization should work across three layers: the web application 
itself, the web browser in which it runs, and the underlying operating system.  

At the start of the development process, we decided that one of the main compo-
nents of our online banking demo should be an extension of a standard content man-
agement system capable of simulating authenticated banking transactions (in our case 
Drupal [9]) with a front end based on Fluid Infusion [10,11], a JavaScript library in-
cluding modular components that enable multi-modal accessibility enhancements of 
web content.  

In our demonstrational prototype, we focus on personalization features for the  
following four user scenarios: 

• Users who need textual representation of content and highly configurable visual 
enhancements (e.g. visually impaired users).  

• Users who need sign language communication, especially for complex content (i.e. 
deaf users with sign language as their native language). 

• Users who need alternative and possibly simplified interaction approaches, for 
example by using keyboard only, switch or scanner (e.g. users with motor impair-
ments). 

• Users who need an overall simplified representation of content, for example by 
using pictograms instead of text (e.g. users with cognitive disabilities).  

Although this list of addressed user needs seems short, it is important to take into 
account that the complexity of user preferences increases with a growing number of 
platforms, applications, and assistive technologies.  Also, the need for special ar-
rangements can occur in any combination and degree of strength.  

Therefore, instead of using static settings, the goal is to always allow the user to 
change the adaptation parameters via a ‟personal control panel” that has been built 
into the application. The personal control panel is based on the Infusion user interface 
options toolkit [10, 11]. One of the functionalities we plan to add is that a user is pre-
sented with suggested adaptations of the site, while still being able to override them, 
and the system will learn from this. In general, though, we aim for a system that in-
stantiates a close-to-ideal user interface for a specific user so that the user needs to 
make only little or no customization. 
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Fig. 1. Online banking demo: the floating panel at the top, featuring adaptation control ele-
ments for text and display configuration. In this figure the color and contrast scheme has been 
set to “white on black”, affecting also the floating panel. 

The functionality for ‟manual” adjustments is provided in a JavaScript extension 
called ‟floating panel”, which is visualized as an overlay element that can be folded 
out as shown in figure 1. It is also illustrated how the floating panel’s settings affect 
the overall presentation of the visual content. For users with low eyesight, the floating 
panel provides several modes adapting the font size, line spacing, font type as well as 
amplification of visual contrast. 

For users with little or no hearing, the prototype includes a sign language extension 
(figure 2), which can currently switch between American Sign Language (ASL),  
German Sign Language (GSG) and International Sign (ILS) (see figure 2). The sign 
language extension was included because some users can interpret sign languages 
more easily than textual content. The sign language extension is included by means  
of videos that can be positioned freely as an overlay box around the application  
space, featuring either avatar-based sign language representation or videos of human 
interpreters. 

 

 

Fig. 2. Online banking demo, featuring the floating panel for sign language settings, in this 
view showing a video of a human interpreter explaining the user dialog fields 
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4 Technical Background 

Each bank typically runs its own proprietary user interface, despite the general trend 
of common UI toolkits. This makes accessible design expensive and laborious, with 
each bank having to implement their separate solution of multimodal presentation 
channels and respective content media. 

To address this problem, we suggest a more standardized approach with an infra-
structure for personalized user interfaces on the basis of standardized web technology. 
The foundations for this approach are the Infusion JavaScript toolkit, the Global  
Public Inclusive Infrastructure (GPII) and the Universal Remote Console (URC) 
framework. 

4.1 Infusion JavaScript Toolkit 

The Infusion JavaScript toolkit [10, 11] is a library that enables the construction of a 
control panel on web sites, presenting adjustments to the user, and allowing the user to 
adjust preference settings that enable enhancements for online accessibility. This is 
achieved using renderer components that add contents to a HTML template at runtime. 
Several CSS settings can be overridden on web sites, for example font type, font size, 
and line height. This control panel can be combined with the “URC Light” methodolo-
gy, as described below. One of the most important aspects to take into account is that 
the presentational aspects of a web site must not be hard-coded into the layout, but can 
only contain relative style settings, for example using “em” measurements. The control 
panel presents one of the key elements of the solution because it is the main starting 
point to the user. The user needs to be able to intuitively and quickly modify settings 
and be able to reset them. The complex logic behind this front layer needs to be hidden 
to the user while still providing the adaptive experience that is needed. 

4.2 Global Public Inclusive Infrastructure (GPII) 

The Global Public Inclusive Infrastructure (GPII) [8] is a global effort for user inter-
faces that automatically adapt to the user's needs and preferences. 

In this infrastructure (see figure 3), a ‟matchmaker” will provide suggestions on 
how to transform a user interface so that it becomes more ‟personally accessible” for 
a specific user with their particular needs and preferences. For this purpose, a personal 
preference set is created and maintained for every user. This preference set is stored 
on a central cloud-based service called Preference Server, with a ‟Flow Manager” 
routing the traffic of preference sets and other payloads between the Preference Serv-
er, the matchmaker and the components on the user's client. For example, the font size 
may be enlarged and/or the contrast theme set to ‟white on black” for a visually im-
paired user (see figure 2.). Sign language videos may be added to complex Web forms 
so that a deaf user can understand what to fill into the fields. A ‟switch-optimized” 
Web page may be shown to a user employing a switch and scanning for text input. Or 
a simplified user interface (with reduced functionality) may be shown to a cognitively 
impaired user.  
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Fig. 3. GPII Architecture, simplified diagram 

The GPII architecture also enables adaptation capabilities for accessible interfaces 
on local system environments. Users will want to use their devices also for services 
not directly connecting to the internet, which demands for an authentication method 
used by means of a USB token or QR code. GPII architects have developed a user 
listener that needs to be installed locally, enabling adaptations that go beyond the web 
browser. Additionally, a device reporter (a service that detects the type of device 
while monitoring user behavior) enables accessibility settings that can be re-used 
across different platforms and mobile devices. Tapping into this additional feature set 
for the use of the online banking demo will bring the approach further towards a 
proper ‟one size fits one” type of holistic personalization. 

4.3 Universal Remote Console (URC) 

The Universal Remote Console (URC) framework [12] enables pluggable user inter-
faces for the control of devices and services (target applications). In the URC ecosys-
tem, target applications and their user interfaces are decoupled from each other, and 
are only linked together at runtime by the user interface socket, a modality-
independent user interface model.  In this approach, the user interface socket descrip-
tion represents a "contract" between the target developer and the user interface  
designer. Thus, user interface designers from any party (including third parties such 
as human factors experts and user groups) can contribute pluggable user interfaces 
that are specialized for a particular type of user and/or particular personal devices 
(controllers).  At runtime, the controller can pick an appropriate user interface from 
the set of available pluggable user interfaces, based on some automatic mechanism or 
on the user's choice (or both). 
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In the URC ecosystem, a resource server acts as a global marketplace for pluggable 
user interfaces and their components (collectively called user interface resources). 
Atomic resources include any media items that could be used as part of a pluggable 
user interface, such as text labels, icons, fonts, audio clips, videos, captions and audio 
descriptions. At runtime, when a target application has been discovered, the controller 
(or a middleware component between the controller and the target) will build a suita-
ble user interface, based on the user interface resources available on the resource 
server. 

While the user interface socket has been designed for the control of devices and 
simple services in mind, the principle of pluggable user interfaces in combination 
with reusable user interface resources deployed to a resource server can be applied to 
more information-heavy applications such as Web applications. By eliminating the 
user interface socket, a significant overhead for employing the URC technology is 
eliminated, but the approach still facilitates flexible user interfaces that are built from 
existing resources on demand at runtime. We call this approach URC Light. 

In the URC Light approach, a Web designer should build their Web interface with 
exchangeability in mind. Every component, down to icons and labels, may get re-
placed at runtime through alternate resources from the resource server. Therefore, the 
Web designer should assign unique identifiers to the components of a Web page, so 
that they can be referenced and replaced or extended at runtime. Basically, every part 
of the Web page, including the whole Web page itself, can get substituted or extended 
by supplementary resources when the full context of use is known at runtime. 

Currently, we are working on URC Light implementation guidelines which will 
likely include the following use cases: 

Label substitution/augmentation: A label gets replaced or extended by a supplementa-
ry label (including multimedia labels such as icons, audio clips, videos). 

• Input component substitution/augmentation: An input component can get replaced 
or extended. For example, a drop-down menu is replaced by a set of radio buttons. 

• Output component substitution/augmentation: An output component gets replaced 
or extended. For example, an image gets an alternate text added. 

• Subpage component substitution/augmentation: A part of a page gets replaced or 
extended. For example, a <div> component may get replaced by a <div> resource 
with an alternate presentation. 

• Style sheet substitution/augmentation: The style sheet of a Web page gets replaced 
or extended. 

• HTML header substitution/augmentation: The page title gets replaced or extended. 
• HTML document substitution/augmentation: A whole HTML page gets replaced 

by an alternate version, or extended by additional information. 

In the Cloud4all online banking demo, we currently focus on the application of the 
label augmentation use case for sign language annotation. In Web forms (e.g. the wire 
transfer form described in section 2), if the user prefers sign language, we check for 
every input field whether a supplementary label is available for it in the form of a sign 
language video. If so, we display a small button with an icon for sign language next to 
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the input field (see figure 2). When the user presses the button, the input field is ex-
plained in a sign language video that is played in an overlay window. 

5 Discussion and Outlook 

Although this technology can potentially be used for any kind of web application or 
service, online banking has been chosen as a proof-of-concept application and as an 
acid test for our infrastructure:  

On the one hand it has especially high requirements with respect to user accep-
tance, because of ranging within the focal point between security and accessibili-
ty/usability. High security and privacy requirements usually are in opposition with 
usability and accessibility enhancements. This can be illustrated with the increasing 
demand for Human-Interaction Proof tools or CAPTCHAs, which are typically inac-
cessible by design and impossible to solve for visually impaired users [13, 14]. 

Furthermore, as a tool of daily routine for almost all citizens, it is a matter of public 
interest that online-banking services should be accessible, due to people with disabili-
ties being often less mobile than others, and therefore likely profiting even more than 
the average customer. 

From an implementation perspective, especially with regard to the level of integrat-
ing adaptive accessibility both to the web interface and the operating system envi-
ronment to the same degree and simultaneously, an important challenge emerges. 
While the operating system can be modified offline and with local settings, it is an 
ongoing debate how a web-based (and hence, decentralized by default) adaptation of 
the web site can possibly be synchronized with local settings. Since the old paradigm 
of the “personal computer” that relies purely on local memory more and more evapo-
rates, it is from a somewhat opportunistic point of view questionable whether a local 
instance of an OS-based personalized control panel is still necessary at all. With this 
perspective, however, we might quickly be excluding parts of society who are not as 
appreciative towards always-on internet availability as others. 
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