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Abstract. Today, both employees and employers are active online. A lot of 
people live their lives through personal online social networks. Online social 
networking sites are an easy tool to screen potential employees online profiles 
and for human resource management to use in recruitment processes. The 
screening process includes Internet and social networking site search that will 
provide not only professional but also personal information. Investigating 
personal information, however, may be considered violation of privacy. Our 
study goals are to find out how common it is to do background checks on 
possible future employees in Estonia, how students feel about such a practice 
and how they maintain their public profiles. Methods used to gather information 
were a survey among employees (n=34), pupils (n=117) from five high schools, 
students (n=91) from one university, and a case study that involved pupils 
(n=54) and students (n=38). Results reported in this paper will give an overview 
of our understanding of the accuracy of online profiles, common practices, 
unspoken risks, and maybe even frustration from the side of future employees. 
The results of this study can be applied to improve youth-related Internet safety 
training modules and programmes. 

Keywords: Internet safety strategies, online profile, privacy management,  
privacy rights. 

1 Background 

Rapid spread of the Internet has led to a situation where at least one-third of the North 
and South American as well as European online population have a profile on a social 
networking site [6] and a mobile phone [9]. People are using social networking sites 
and they can update their profiles everywhere. Online profiles are also used to gather 
information when these people apply for a job.  

The aim of this paper is to answer the following questions: does management 
screen future employees’ online profiles and does it have any preconceptions about 
this; how do students feel about been screened; what are the students’ strategies to 
maintain their public profiles? This study is needed to understand how to train 
students in Estonia to enhance their Internet safety awareness level in privacy for the 
Safer Internet Centre in Estonia SIC EE II programme1. 
                                                           
1 European Schoolnet InSafe Network programme in Estonia years 2012-2014. 
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To investigate this matter further, we must understand recruitment processes in use 
nowadays and whether they can violate personal privacy as well as differences 
between young people’s and adults’ behaviour on the Net. 

1.1 Privacy and Online Profile 

Privacy has changed from a purely philosophical and legal matter to a technical [18] 
and behavioural issue [24]. Nowadays people need protection not only from 
government and companies, but also from each other [26, 28].  

It is easy to make decisions based on preconceptions [14]. For example, it is 
assumed that people are able to create social networking site profiles that are accurate 
[2]. From a positive angle, an online profile could extend a person’s social capability; 
from a negative angle, it may result in excessive but undesired attention. Potential 
employees really don’t understand what information about themselves might leak out 
into a public arena [17] or how ordinary posts or comments might be misunderstood 
[30]. It has also become ever easier (and especially in small states or small countries) 
to recognize a person's identity and profile, and understand his or her connections to 
others [16]. A number of issues also have risen from a weak understanding of policies 
such as user or privacy agreements [8]. This highlights the question: whether or not to 
join social networking sites in the first place [27]. 

Employees point out that using online screening to find workers or make other 
employment decisions are a) inaccurate, irrelevant or in some other way false, so that 
this might lead into an unfair decision making b) lack accountability c) lead to 
violation of employees’ legitimate expectation of privacy [5]. Students show an 
awareness that companies will screen their online profiles, but one-third of the mare 
against such a practice because their profile is usually not about their professional life 
[31]. Our interest lies in finding out if this the case also in Estonia. 

1.2 Internet Usage by Youth 

Young people use more online services (social networking sites, blogging), and have 
fewer profiles and fragmented interactions between their groups [15]. Personal data 
can also be uploaded online by others (such as friends, family, or institutions) and this 
information might be incorrect, not to say damaging to an individual [11]. As young 
people are more visible online than older people, it makes recruitment processes 
sometimes seems unfair [13]. To deal with online privacy there is an option to use 
different strategies like selective information sharing, advanced strategic information 
sharing, self-censorship of information, multiple identities on multiple platforms and 
false information, or social strategies like social steganography [19].  

1.3 Employers’ Practices on Social Media 

Earlier, in order to find a worker to employ a company advertised in newspapers or 
made personal enquiries. To find out more about the potential employee, the 
employers interviewed potential candidates or spoke to the referee or former 
employers mentioned in the person's application form or in his or her resumé [10]. 
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Nowadays, because companies hire employees via online services, company websites 
or even current employers, management also faces ethical dilemmas with regard to 
whether to do an online background search or not [7, 3, 25]. Screening future workers 
[23] has given good results in finding highly skilled employees quicker [4]. Still 
management needs guidance on how to deal with their findings in a socially 
responsible manner [1, 21, 22]. Using social media in employment is undergoing a 
transition in terms of behavioural norms, regulations, and law. Dealing with online 
privacy problems in compliance with corporate social responsibility is still a matter 
that is under dispute [12, 20].  

2 Methods and Data 

We focused my study on high school and university students and companies that 
could employ them in the future. We wanted to find out (a) the situation in Estonian 
companies – do they screen future employees and do they act on the results they find. 
About students, I wanted to understand (b) how they feel about being screened, but 
also (c) how they manage their profiles, and (d) what are the basic challenges and 
common strategies (if any) used to deal with too much public information. 

Firstly, to investigate this matter about three first questions (a-c), we chose to 
undertake an online survey among students and human resource management staff, 
using a mixture of open and close-ended questions. We used a Likert scale [29], with 
both closed and open answers, to assess their decisions (e.g. “feelings about doing 
screening or being screened”). To analyse open answers we coded them into a group 
of four, e.g. 1. “value screening as a good tool to know about the person", 2. "don’t 
mind or don’t care about screening", 3. "find it offensive" and 4. "it is not a valid 
method to find workers”. 

The two surveys – among the students and the human resource management 
personnel – were structured in different ways and had varying questions: 

• The student survey consisted of 19 questions: background information, Internet-using 
habits and online profile issues, preparation before the job interview and expectations 
from the employer. To investigate the student’s opinions on the topic, we used an 
online survey method - we wanted to include students from five different high 
schools all over Estonia, as well as students from one university that are future 
technical specialists. Our initial assumption was that the university students would be 
the best of the group (in terms of having information on how to behave online as 
their future work is related of data protection, programming secure applications or 
managing company websites, helping users to make better decisions etc.) and 
students from high schools would be an average knowledge group about Internet 
safety. I also wanted to get better comparative information about how young people 
act when they have different backgrounds (age, life experience). 

• The human resource management staff survey consisted of 11 questions: 
background information, how they find new employees, preparation before the job 
interview, rules and regulations in the company regarding taking photos/videos etc. 
To investigate a position and perceptions of the people working in management 
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positions, we also decided to use an online survey - such an approach enabled us to 
phrase questions that employers might not want to answer in person (because the 
questions might include things that might be considered unethical or violating 
privacy). We used my own connections to get interviewees in the companies 
involved; hence, our sample is a convenience sample.  

Secondly, so as to investigate two final research questions (c-d) the strategies used by 
the students to manage their public profile I used a case study method. To construct 
the cases we used the help of students (30 groups of three to four students) that 
assembled the online profile of a volunteering group member via online screening 
(Google.com, Pipl.com, Webmii.com, Youtube.com) in 15 minutes. The main results 
give good feedback about the personal data on the Net and about its accuracy. The 
group discussed what is out there, who had posted the data, and whether they consider 
the information valid. People who were volunteering to be screened evaluated the 
overall findings according to accuracy on a scale that ranged from 1-10 (1 - “it is not 
me” to 10 - “it is completely me”); would they hire themselves; how would they 
describe their online behaviour; was there something surprising for them; and would 
they now change something (try to remove something (photos, videos), delete their 
account, change their behaviour, etc.).  

This method gave us information about the possible results that people working in 
management positions might be getting while doing the screening. We also tried to 
code the findings into groups, but this was difficult as the outcome is not only 
dependent on the activity level and knowledge about Internet safety. This exercise 
was part of an Internet safety training session that was conducted in a lecture about 
privacy and Internet safety that also changed participants' behaviour toward the 
problem in a process, so the results gave us a quick snapshot of what did they feel in 
these circumstances.   

The survey of students had 117 high school students (pupils) who participated from 
five Estonian schools (two from the capital, Tallinn, and three from outside it) and 
one university that focuses on computer science and technology (91 students). The 
participants’ male/female ratio was almost equal. 13% of pupils worked full time and 
15% part time as well 70% of students worked full time and 10% part time. Analysing 
the data, there were no special differences between non-working and working 
students and pupils. The main difference related to age and the education that comes 
with that.  

The survey on the management staff had 34 participants. Most of the organizations 
had the background in education (n=9) or technology (n=11) and were used to 
employing people over 18 years old (n=30). The companies use job portals (n=19), 
their own website (n=13), current employers’ help (n=20), and social networking sites 
(n=12; examples included Twitter and Facebook) to find their future employees.  

In the case study exercise, I used students from one of the high schools surveyed 
(54 participants) and one set of education-related university students (38 bachelor 
students with backgrounds in computer science, education and new media). Thirty 
participants were screened in that process (18 from high school and 12 from 
university).  



 If I Do Not Like Your Online Profile I Will Not Hire You! 433 

3 Results 

This section describes young people's perceptions about pre-employment screening 
practices, employers' practices with regard to background checks, and strategies to 
manage personal online profiles.  

3.1 Young People's Perceptions about Pre-employment Screening Practices 

The results from the survey offer information about the inconsistent behaviour and 
expectations of the students and pupils. The most important finding is that 86% of the 
students and 68% of the pupils from the sample believe that they will be scanned 
before the job interview. 99% of the participants who answered the survey were 
already screening their own online profile themselves; 85% were happy with the 
results. 33% of the students and 50% pupils had tried to remove information (pictures, 
videos, comments) from the Net, and 8% of students and 18% pupils had done so 
without any visible luck. Both groups state that only 20% of the information has been 
put online by them, so they can’t be responsible for it. 80% of the online data was 
there because schools, friends and even parents had put the information online. 

In the end, only 36% of the pupils and students agree it is useful for a company to 
“scan” a candidate before the job interview. Against scanning are 18% of students and 
22% of pupils – they even thought that it is improper to think about doing that. Some 
participants see this process as a violation of equality and transparency as some 
people have more information online than others. They also pointed out that “work is 
only done for 8 hours a day”, and they have the right to meet friends, party and spend 
their free time as they wish – so that their online profile should not be considered 
representative of who they are at work. Since they accept a lot of friends’ invitations, 
people whom they don’t really know in real life (either because of online gaming or 
since it is common to accept “friends of the friends even when you don’t know them 
in person”), the younger participants argued that the saying “show me your friends 
and I will tell you who you are” does not apply as a principle any more in the 
information age. Some also mentioned that information is usually not updated 
frequently, and some accounts may be forgotten about or even hacked into. In the end, 
they stated that in their work life they can be a different person than in the rest of their 
life; thus, whatever they do in their private life, it is not valid to think that they would 
be “lazy”, “rude” or “unreliable” in a work context.  

3.2 Employers’ Perceptions about Background Checks 

Twenty-five employers in the sample stated that they definitely scan information on 
potential employees that is easily found using either Google or social networks. 
Twenty-one employers pointed out that they believe that information that they obtain 
is accurate (even when it might not be), 11 think it is suspicious when they don’t find 
any information about the candidate, and 28 will stop the selection process with that 
person if they find a particular example of behaviour that they don’t like, such as 
aggressiveness, racist comments, heavy partying, and loose personal habits. 
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At the same time, employers stated that it is positive when they do not find a lot 
about the candidate online; as they interpreted such a finding as meaning that the 
person is aware of their image and skilful in using it for their own benefit. In the job 
interview, the management will discuss a) if the interviewee has read anything about 
the company (n=28), b) does the job candidate know anybody from the company 
(n=17) and c) only 9 will ask the candidate to comment about any information found 
online.  

3.3 Strategies to Manage One's Online Profile 

In terms of online privacy awareness, questions were asked about how easily students 
give away their right not to have a photograph or video taken of them. The results 
show that the high-school pupils in the sample were apparently more aware of taking 
advantage of “party pictures” than students, who were not very concerned about who 
is taking their photos and where they upload them. They also ask permission from 
others less often if they are the photographer (see figure 1).  

 

 

Fig. 1. In the evening, at a party, you… 

The results from the case study exercise revealed that there are some differences 
between pupils’ and students’ strategies. Among the high-school pupils in the sample, 
there were mainly three different strategies mentioned so as to deal with privacy and 
identity management: a) I don't post information to the Net, others post about me 
(meaning: I don't take responsibility for what is on the Internet) b) I post most of the 
data about myself and a lot of information (meaning: I post so much positive 
information that, if there is something negative about me you will not think it is 
important) c) I lie about almost everything that I post online (meaning: I 
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deliberately post false information as I feel that you should not rely on online 
information). The main goal for the pupils sharing the latter viewpoint was to teach 
others a lesson. 

The university students also proposed three main ways to manage their online 
profile: a) “search and destroy” (this group consisted of mostly of students who had 
computer science as their major and hence they were aware of their online behaviour 
– they had “picture perfect” online profiles that had been tweaked. They had asked 
everybody they knew to delete everything that they did not like or had made their 
environments closed to the public or had created fake accounts); b) I hadn't googled 
myself before, and now I must change my online habits to be more private 
(usually this group consisted of students majoring in education who were a bit more 
worried about the findings. The justification was that they would not want other 
students or employers to know about their personal life); c) I already know 
something, but not all (in this group there was a mix of people from different study 
majors who had already done some online searching about themselves. They were not 
so worried about their profile. However, since half of the members of this group had 
found some data about themselves that they hadn’t put up (e.g., a lecturer had 
uploaded homework that should have been private; some people were part of emailing 
lists that were public; some had had pictures tagged that should not have been online 
in a first place) they felt a bit betrayed or violated by others.  

In the strategy part of the case study we presented three ways that exploit the 
audience in matters of privacy from pupils and from students. On the one hand, pupils 
divided their habits regarding the level of activity and the content of information. On 
the other hand, students divided themselves regarding the level of knowledge. 
Compared to the study by Oolo and Siibak [19] which grouped Estonian students’ 
online privacy strategies into five main categories, the participants in my sample 
mainly talked about practices that could be understood as selective information 
sharing and self-censoring information. Only a few of the participants pointed to 
having multiple online identities, providing false information, or adapting to various 
social privacy strategies. Only one student claimed to be practicing strategic 
information sharing.  

In conclusion, the participants in our case study exercise did not find any 
discriminating facts or pictures about themselves online. At the same time, in more 
than half of these cases (who were mostly students), participants were able to obtain 
the person’s home address or phone number, different online usernames, and a picture 
or the location where they grew up or went to school. Friends and circles of 
acquaintances were visible in both groups. There was lots of information about the 
pupils that had put online by schools or companies that provide extra curricula 
activities to young people (such as arts and sports): this also gives away pupils’ real 
location area. Searchers also found out that, when a person has created an example 
Facebook account using an age that is under 18, then the trace is not as visible as that 
of people who are over 18 whose accounts were public until the person decided to 
make it private.  
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4 Discussion 

The main aim of this study was to gain information about the attitudes of future 
employees and company management towards online screening, and young people’s 
privacy strategies while maintaining a public profile. The clash about online profile 
management, privacy and being a “nice” employee is basically about a worker’s right 
to have personal and private life or not.  

The findings of our online surveys suggest that employees and employers are not 
on the same page when it comes to their attitudes towards online behaviour. Every 
company would like to have nice and respectful people working for them, be it in real 
or online life. Employers also argue that what is online and publicly available is 
everybody’s data, and if the workers did not want these facts to be found, then why 
did they put them up there in the first place. The other finding is that there is a fine 
line between spying on people without permission and being aware of the company 
image. This also emerged from the literature review which shows that, on one hand, 
online screening is a good tool for the company to find highly qualified workers 
quickly, but at the same time it probably violates people’s rights to do that [1]. At the 
same time, from the employees’ side not everyone was worried about the issue.  

Most students and pupils were unconcerned or believed that their online profile 
showed their real image. But what about those that were not happy? Young people 
soon to enter (or who have entered) the labour market argue that 80% of the data that 
is online is not posted by them but by others (such as friends, relatives, partners, and 
schools). It is one of the basic rights of individuals to ask not to have a picture taken 
of them or to be presented in a way that they do not like. 50% of the students have 
successfully removed comments, pictures or other media from the Internet, so at least 
some of them are aware of the tools available they can help them to manipulate an 
online profile and present a nice online profile about themselves. 22% of pupils 
claimed that they have had no success in cleaning up their online profile. Some 
students also suggested that if you yourself put more information up online, then it 
might be helpful – as the positive will shine more. In smaller countries there is also an 
issue about having too many online friends. For example in Estonia, the notion of “six 
degrees of separation” does not apply, as the country has a “two degree model”: for 
example, if a person has 100 friends then s/he is already visible to too many people 
[16]. 

Various online privacy strategies that were proposed by Oolo & Siibak [19] were 
also found to be dominant among my sample. I found good strategies like “time to 
time screen your profile yourself” or “be more active than your friends to post 
information”. This means that young people are really trying to take responsibility for 
what information is on the Net about them. At the same time, maintaining an online 
profile is hard work – one must be aware of it all the time. We also found examples of 
rejections of reality whereby some pupils post false information in order to feel safer 
or to “make others ask the truth from me”. As they posted mixed information, such as 
that “they live under plastic bag” or “eat rubbish” or “have been in prison”, they 
perhaps did not understand the bad side of the fake image. As an example, employers 
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explained that, when they come across this kind of information, they probably might 
not want to meet or interview this kind of job applicant.  

Young people make mistakes on the journey towards adulthood and getting a job. 
However, there is always a potential problem that someone else can post something 
about another person which is hard to remove from the Internet (as a result of tagging 
pictures and videos in a traceable account). The best way is not to get into that 
position in a first place. The other challenge is that institutions (such as school or 
work or even family) should also be more considerate with regard to what kind of 
information they place on websites, for example, personal information, and pictures 
of children’s childhoods. As not everybody asks for permission before putting up 
information (whether people or companies) the solution is that when one feels 
violated, others should know about the problem.  

5 Conclusion 

The rising use of Web 2.0 tools and social networks has raised serious issues about 
personal privacy and identity management. Companies require that their offices will 
search out information, ask around for background information, or find other sources 
if they are not allowed to do that. This at the same time might be violating peoples’ 
rights to privacy. Solutions in this matter are: a) more should be done in high school 
and university e.g., through careers guidance, to ensure that young people know how 
recruitment processes work - so it would not come as a surprise to them only at the 
time they begin to search for jobs; b) to make the recruitment process more visible 
and transparent. Usually private companies cannot be asked to do that directly (for 
example, by proposing a law), but it probably can be done effectively in the 
government sector. Good standards will usually find followers. To discuss these 
issues more publicly is a must. 

Displaying a nice online profile is becoming more important than ever. Some 
students already have the skills to manipulate their online profile or even destroy 
information, yet most don’t. Personal privacy regulations state that, in their personal 
life, people don’t have to be so nice, they may have their own opinion, friends and 
may also have problems, for example, with the police. This should not be taken into 
account when they apply for a job. Still, if there is something wrong, they will not be 
asked for an interview. Advice for future workers would include: look into your own 
behaviour, and do not repeat the mistake of letting everybody take pictures or videos 
about you. Try to “search and destroy” information online when it seems to be 
damaging your online profile. The best thing is to prevent all of this happening in a 
first place.  

In the end, if the people don’t stand up for their rights or are not interested in how 
companies find their workers, online screening will keep growing. Online screening 
doesn’t always provide accountability and fairness in recruiting processes, as anyone 
can post whatever they wish to online about anyone. Screening will probably violate a 
person’s equality rights in the process. Most people are happy with their self-online 
image, but to maintain a perfect online profile is hard work and no one is protected 
from other people’s misuse of information.  
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