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Abstract. In essence, side-channel leakages produced during the exe-
cution of crypto implementations are noisy physical measurements. It
turns out that various noises contained in leakages have, in general,
negative effects on the key-recovery efficiency of side-channel attacks.
Therefore, in practice, frequency-based denoising methods are presented
and in wide use nowadays. However, most of them for reducing noises
of high-frequency are not always effective, and they sometimes do lit-
tle or even no help. On the other hand, the relationship between noises
extracted with different denoising methods that target different frequen-
cies, in time-domain, is not being discussed, which in turn will determine
the potential power of combining these denoising methods. Motivated by
this, we present two empirical mode decomposition (EMD) based denois-
ing methods for side-channel attacks, and study their effectiveness in re-
ducing noises of high frequency in real power traces. Compared with their
counterparts, EMD-based denoising methods achieve both effectiveness
and stability. Furthermore, we investigate the relationships between the
noises extracted with denoising methods that target different frequen-
cies, by performing attacks on real power traces denoised by multiple
combinations of different denoising methods. For this purpose, we de-
fine the notion of overlapping coefficient, which measures how much that
noises are overlapped with each other. Our results and observations are
evidently verified by correlation power analysis attacks on multiple real
power traces sets.
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1 Introduction

Side-channel attack (SCA) aims at recovering the secret information embed-
ded in a crypto devices from its physical leakages, including execution time[15],
power consumption[1], and electromagnetic emanation[16]. Among those, power
analysis attack which uses the instantaneous power consumption of crypto de-
vices as its side-channel leakage is one of the most widely researched powerful
side-channel attacks.

Generally, SCA consists of two stages: leakage acquisition and leakage ex-
ploitation. Concerning the latter, a number of power analysis attacks have been
proposed so far, which are also referred to as distinguishers. Among them, differ-
ential power analysis (DPA) [1] is the most original one, which was then extended
to other more powerful variants such as correlation power analysis (CPA) [2].
CPA is an effective method for finding the secret key based on the correlation be-
tween the hypothetical power consumption and the actual power consumption.
Recent work [8] shows that side-channel distinguishers are not only asymptoti-
cally equivalent, but also can be rewritten one in function of the other only by
modifying the power model. In particular, they have established one equivalence
between most univariate side-channel distinguishers and CPA performed with
different leakage models.

Even though the main focus of SCA is leakage exploitation, leakage acqui-
sition also plays a critical role, as acquisition itself is the physical requisite for
mounting power analysis attacks. The outputs of acquisition process are often
referred to as power traces. Because of the electronic characteristics of the phys-
ical implementation, power traces always contain not only useful side-channel
information which benefits cryptanalysts, but also a variety of noises which are
found to have negative effects on side-channel attacks [14]. Therefore, to reduce
noises inherent in power traces is commonly believed to be, in general, an effec-
tive approach enhancing the performance of power analysis attacks.

Up to now, a number of noise reduction methods have been proposed to
reduce noises contained in power traces after sampling, i.e. to increase the
signal-to-noise ratio (SNR). Generally speaking, those denoising methods can be
roughly divided into two categories: frequency-based and non frequency-based.
Frequency-based methods are the most popular one and in wide use in practice,
which include wavelet-based methods [3] [4] and trend removal method (TR)
[5]. Wavelet-based methods mainly target noise components of high frequency,
while TR mainly targets that of low frequency. In [3], one applies wavelet trans-
form to original power traces from a hardware implementation of unprotected
DES on smart card, producing an approximation sub-signal. Afterwards, one
performs DPA on the approximation sub-signal. In [4], one also applies wavelet
transform into original power traces to obtain the approximation sub-signal and
the detail sub-signal. The difference between [3] and [4] is that the latter sets
a specific threshold value for the detail sub-signal, while the former sets the
detail coefficients that dissatisfy the threshold to zero. Afterwards, one recon-
structs the power traces and then performs power analysis attacks on the recon-
structed power traces. Principal component analysis (PCA) [6] belongs to the
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non frequency-based method, because it identifies trends in a whole trace set
instead of a single trace. In [6], one applies PCA to original power traces, and
then performs a DPA attack on a PCA-transformed power traces. Actually, the
effects of PCA in practical attacks against hardware crypto implementations like
that used in DPA contest v2 are very limited, and sometimes even negative [5].
However, we focus on frequency-based methods only.Frequency-based methods
are most frequently used, yet there is one technical drawback: they are not al-
ways effective, and sometimes they do little or even no help, in practice. This
drawback is again confirmed by one recent work of [5]. Therefore, a very natural
and pertinent question arises at this point, namely, is there any effectively stable
and easy-to-use denoising method dealing with high frequency noises? Another
problem relates to the combination of denoising methods that target different
frequencies [5]. Noise components of different frequencies will locate at distinct
places with frequency domain, and they will overlap to some extent with each
other in time domain. Then, how much is this overlap? This problem makes
sense, because power analysis attacks examine the leakages in time domain. And
this also determines how best the combination of different denoising methods
would be.

Main contributions of this paper are two-fold. Firstly, we present two em-
pirical model decomposition (EMD) [9] based denoising methods that target
noises of high frequency for SCA, and address some technical issues concerning
their applications. Both of these methods achieve effectiveness and stability. Sec-
ondly, we study the relationship of the noises extracted with different denoising
methods. For this purpose, we define the notion of overlapping coefficient, which
measures how much that noises are overlapped with each other.

The rest of this paper is organized as follows. Section 2 briefly introduces
some background knowledge. Section 3 presents EMD-based denoising Methods
for power analysis attacks in practice. Section 4 discusses the relationship be-
tween noises extracted with different denoising methods. Section 5 presents our
experiments against real power traces from two kind of typical crypto implemen-
tations. Section 6 concludes the whole paper.

2 Preliminaries

In this section, we will present some basic knowledge, including composition of
power traces, the general relationship between SNR and CPA, and EMD-based
denoising methods in signal processing.

2.1 Composition of Power Trace

Power analysis attacks exploit the fact that the power consumption of cryp-
tographic modules is correlated to the operations performed and the data pro-
cessed. For each single point of a power trace, we denote the operation-dependent
component by Pop, the data-dependent component by Pdata. Due to the charac-
teristics of the physical implementation, the power measurements are not always
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the same even if the operation performed and data manipulated are fixed. We
refer to this noise component of power consumption as Pel.noise. Besides these
three components, each point in a power trace also has a constant component
denoted by Pconst (which is, for example, caused by leakage currents). Therefore,
we can define each point of a power trace by (1).

P = Pop + Pdata + Pel.noise + Pconst (1)

Given the fact that different power analysis attacks often exploit different
properties of Pop and Pdata, we refer to the components that exploited by a
given attack as Pexp. And we refer to the rest part that is not exploitable of Pop

and Pdata combined with Pel.noise as Pnoise. So we can rewrite (1) to (2) in a
given attack scenario.

P = Pexp + Pnoise + Pconst (2)

2.2 General Relationship between SNR and CPA

SNR is the signal to noise ratio. Under our assumption and in a given attack
scenario, SNR of a set of power traces at a fixed point is given by (3), in which
var(x) denotes the variance of x.

SNR =
var(Pexp)

var(Pnoise)
(3)

SNR quantifies the amount of information that leaks from a point of a set of
power traces. The equation ρ(Hi, P ) = ρ(Hi, Pexp)/

√
1 + 1/SNR [14] shows the

relationship among the correlation coefficient ρ(Hi, P ) between the hypothetical
power consumption values and the real power consumption values, the correla-
tion coefficient ρ(Hi, Pexp) between the hypothetical power consumption values
and the real side-channel leakages and SNR. It can be seen that the increase of
SNR can effectively enhance the value of ρ(Hi, P ) with a given power traces.
Besides this, in [14] the number of power traces needed to break a cryptographic
implementation by CPA which is referred to as n can be estimated by (4),

n = 3 + 8
Z2
1−α

ln2 1+ρ(Hck,P )
1−ρ(Hck,P )

(4)

where Z1−α is a quintile of a normal distribution for a 2-sided confidence interval
with error 1− α. From the above formulas (3) and (4) it can be easily deduced
that with the decrease of SNR, the traces number n will become bigger, and the
attack will become more difficult. In order to improve the performance of power
analysis attacks on given traces, attackers have to reduce the noise part Pnoise

in power traces as much as possible to enhance SNR.

2.3 Empirical Mode Decomposition and EMD-Based Denoising

In this section, we will introduce the empirical mode decomposition (EMD)
method [9], and then describe two typical EMD based denoising methods: con-
ventional EMD denoising and iterative EMD interval thresholding denoising.
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Empirical Mode Decomposition in Signal Processing

The EMD method is an algorithm for the analysis of multicomponent signal
[10] that breaks them down into a number of amplitude and frequency modu-
lated (AM/FM) zero-mean signals, termed intrinsic mode functions (IMFs). In
contrast to conventional decomposition methods such as wavelets, which per-
form the analysis by projecting the signal under consideration onto a number
of predefined basis vectors, EMD expresses the signal as an expansion of basis
functions that are signal-dependent and are estimated via an iterative procedure
called sifting. Next we will give EMD a brief description and notation.

EMD [9] adaptively decomposes a multicomponent signal [10] x(t) into a num-
ber L of the so-called IMFs I(i)(t) and a remainder d(t) as formula (5). Here
d(t) is a remainder that is non-zero-mean slowly varying function with only few
extrema. Each one of the IMFs, say, the ith one I(i)(t), is estimated with the
aid of an iterative process, called sifting, applied to the residual multicomponent
signal x(i)(t).

x(t) =
L∑

i=1

I(i)(t) + d(t) 1 ≤ i ≤ L (5)

x(i)(t) =

{
x(t) i = 1

x(t)−∑i−1
j=1 I

(j)(t) i ≥ 2
(6)

The sifting process used in this paper is the standard one [9]. According to

this, during the (n + 1)th sifting iteration, the temporary IMF estimate I
(i)
n (t)

is improving according to the following steps. 1

1) Find the local maxima and mimima I
(i)
n (t)

2) Interpolate, using natural cubic splines, along the points of I
(i)
n (t)

estimated in the first step in order to form an upper and a lower envelope

3) Compute the mean of the two envelopes m
(i)
n

4) Obtain the refined estimate I
(i)
n+1(t) of the IMF by subtracting the mean

m
(i)
n found in the previous step from the current IMF estimate I

(i)
n (t).

5) Check whether a stopping criterion has been fulfilled. If not, proceed from
1) again

Supposing the procedure above runs N times before we getting the ith IMF
I(i)(t), then the following formula must be fulfilled.

I(i)(t) = x(i)(t)−
N∑

j=1

m
(i)
j (7)

What’s more all IMFs have the following properties:
1) Zero mean
2) All the maxima and all the minima of I(i)(t) will be positive and negative
respectively

1 For the first iteration, x(i)(t) is used as temporary IMF estimate I
(i)
1 (t).
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Often, but not always, the IMFs resemble sinusoids that are both amplitude
and frequency modulated. By construction, the number of, say, N(i) extrema

of I(i)(t) positioned at time instances r(i) = [r
(i)
1 , r

(i)
2 , ..., r

(i)
N(i)] and the corre-

sponding IMF points I(i)(r
(i)
j ), j = 1, ..., N(i) will alternate between maxima

and minima. As a result, in any pair of extrema, z
(i)
j = [I(i)(r

(i)
j ), I(i)(r

(i)
j+1)]

corresponds to a single zero-crossing interval. Whats more, each IMF occupies
lower frequencies locally in the time-frequency domain than its preceding ones.
Fig. 1 presents an example the EMD of a real noisy trace signal(Fig. 1(a)), and
this EMD process results in seven IMFs and a final remainder(Fig. 1(b)-(i)).
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Fig. 1. A Real Noisy Trace(shown in (a)) and its EMD Components (shown in (b)-(i))

Conventional EMD Denoising

The conventional EMD denoising (EMD-Conv) method here refers to the method
in [11]. The main idea is to discard the IMFs of which the main components are
noises. And it is usually considered that noises exist mainly in the high frequency
domain, In other words, it exists in the first few IMFs.

x̃(t) =

L∑

i=M1

I(i)(t) + d(t) (8)

In the above formula, x̃(t) is the signal after the noise reduction, and M1 can
be determined in the way that used in [11], and it can be described as below.

1) Calculate the actual IMF energies using a robust estimator based on the
components median [12]

Ek =

(
median(I(k)(t))

0.6745

)2

k = 1, 2, 3 . . . (9)
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2) Calculate the noise-only IMF energies. And they can be approximated
according to

Ẽk =
E1

β
ρ−k k = 2, 3, 4 . . . (10)

where E1 is the energy of the first IMF and β, ρ are parameters that for a
specific EMD implementation, depend mainly on the number of sifting iter-
ations used. It is suggested in [11] that setting β and ρ to be 0.719 and 2.01
respectively is a good choice. This paper also adopts this choice.
3) Compare the energies from the first IMF between the actual and the
theoretical ones. If the energies significant diverge from each other at the
ith IMF, indicating the presence of significant amounts of no-noise signal,
then we can assign i to the parameter M1.
Fig. 2 is an example of using conventional EMD denoising method on a noisy

signal, where the blue line is the original noisy signal and the red line represents
the denoised one.
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Fig. 2. Conventional EMD Denoising

Iterative EMD Interval Thresholding Denoising

The iterative EMD interval thresholding (EMD-IIT) denoising method was first
introduced in [13]. The main idea of it is to enhance the tolerance against noise
by averaging a number of denoised versions of the signal which are obtained
iteratively. Before introducing the EMD-IIT method, we should get an under-
standing of the EMD interval thresholding method (EMD-IT), which is also
introduced in [13]. The main idea of the EMD-IT is to reconstruct the denoised
signal by

x̃(t) =

M2∑

i=M1

Ī(i)(t) +

L∑

i=M2+1

I(i)(t) + d(t) (11)
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Here the Ī(i)(t) is calculated as the formula (12)

Ī(i)(z
(i)
j ) =

{
I(i)(z

(i)
j ) |I(i)(r(i)j )| > Ti

0 |I(i)(r(i)j )| ≤ Ti

(12)

where Ti = C

√
Ẽi2lnN and C is a constant. For consant C, choosing one value

between 0.6 and 0.8 is usually a good choice [13]. Ẽi is calculated using (10).
N is the sample number of the signal. Now we can go to an in-depth study of
EMD-IIT, it can be summarized as the following steps.

1) Perform an EMD expansion of the original noisy signal x.
2) Perform a partial reconstruction using the last L− 1 IMFs and the

remainder only, xp(t) =
∑L

i=2 I
(i)(t) + d(t)

3) Randomly alter the sample positions of the first IMF I
(1)
a (t) =

Alter(I(1)(t)).
4) Construct a different noisy version of the original signal xa(t) = xp(t) +

I
(1)
a (t)
5) Perform EMD on the new altered noisy signal xa(t).
6) Perform the EMD-IT denoising using formula (12) on the IMFs of xa(t)
to obtain a denoised version x̃1(t) of x
7) Iterate K − 1 times between 3)-6), where K is the number of averaging
iterations in order to obtain K denoised versions of x , i.e., x̃1, x̃2, , x̃K .
8) Average the resulted denoised signals x̃(t) = (1/K)

∑K
k=1 x̃k(t).

The altering function can take several forms, in this paper we use random per-
mutation approach recommended by [13], in other words, the samples of the first
IMF change their positions randomly.

3 EMD-Based Denoising Methods for SCA

Frequency-based denoising methods are in wide use nowadays. However, most of
them for reducing noises of high-frequency are not always effective, and some-
times they do little or even no help. Therefore, for practical purpose, a more
effectively stable method that target noise of high frequency is highly desirable.
To address this problem, we introduce two EMD-based denoising methods into
the filed of SCA. Applications of EMD-based denoising in power analysis attacks
involves some technical issues and appear to be tricky, even though these meth-
ods are relatively mature in the field of signal processing.

Before talking about how to use two typical EMD-based denoising methods in
power analysis attacks, we would define some key parameters concerned, which
are summarized in Table 1. First of all, we present conventional EMD-Conv for
SCA and show how it works. In this case, one applies EMD-Conv denoising to
every single trace contained in the trace set, and then produce a new trace set.
The corresponding process is shown in Algorithm 1.
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Table 1. Definition of Parameters Used in EMD-Based Denoising Methods

Parameter Name Description of Parameter

Traceset a set of power traces

Tracei the ith power trace in the traces set Traceset

T racenum the number of traces in the traces set

Traceset′ a set of new power traces that have been denoised

Trace
′
i a denoised trace that generated by Tracei

M1 the starting order of IMF that is used to reconstruct a denoised signal

IM2 M2 = L− IM2, meaning the last IM2 − 1 IMFs and the remainder do
not get thresholded

C it is a ocnstant coefficient of getting Ti, Ti = C

√
Ẽi2 lnN

Siftnum maximum number of the sifting progress to get an IMF in EMD

Iteration the average number to get a denoised signal in EMD-IIT

Algorithm 1. EMD-Conv for SCA

Input: Traceset,M1, siftnum
Output: Traceset

′

1: function EMDConvforSCA( Traceset,M1, siftnum)
2: i← 1
3: while i <= Tracenum do
4: Trace

′
i ← EMD − Conv(Tracei,M1, siftnum)

5: end while
6: return Traceset

′

7: end function

In Algorithm 1, M1 can de determined according to the method introduced
in section 2.3, and siftnum is an optional parameter. If siftnum is not set, the
sifting progress will not end until a default stopping criterion has been fulfilled,
which would be very time-consuming. Therefore, in practice, choosing one value
between 10-16 of siftnum is a good balance between effectiveness and time-
efficiency.

Next, we will introduce more effective EMD-IIT method into SCA and show
how it works. The EMD-IIT transformation from one original dataset of power
traces into a new dataset, shown in Algorithm 2, is the same as that in EMD-
Conv transformation. Contrary to the case of EMD-Conv, in this case,. according
to [13], it has been empirically found that a very good choice of M1 is given by
M1 = max(1, J − 2) , where J is the order that used in EMD-Conv as a starting
order to reconstruct a denoised signal. Usually, a good choice of M2 is L − 1.
In other words, the last IMF and the remainder do not get thresholded. For
parameter C, the values between 0.6 and 0.8 is often the best choice, but not
always. In general, a balanced tradeoff between the number of sifting (siftnum)
and the performance of EMD-IIT is realized with about eight sifting iterations.
The final parameter Iteration can be set to a value between 10 and 20. Note
that, unlike using EMD-IIT in the field of signal processing, for EMD-IIT to
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be correctly used in SCA, all traces must use the same permutation matrix, or
it will lead to a problem of power trace misalignment that would decrease the
performance of the attack or even worse make it fail.

Algorithm 2. EMD-IIT for SCA

Input: TracesetM1IM2, C, Siftnum, Iteration
Output: Traceset

′

1: function EMDIITforSCA( Traceset,M1, IM2, C, Siftnum, Iteration)
2: Generate a random permutation matrix pm(Iteration ∗ |trace|) according to

the parameter iteration and the length of a Trace
3: i← 1
4: while i <= Tracenum do
5: Trace

′
i ← EMD − IIT (Traceset,M1, IM2, C, Siftnum, Iteration, pm)

6: end while
7: return Traceset

′

8: end function

Unlike the wavelet based denoising methods [3] [4] where one has to choose
a wavelet basis function that affects the performance of denoising greatly, EMD
based denoising methods are nonparametric. So in this respect, compared with
wavelet based denoising methods, EMD based denoising methods are more easily
used. Then how about the actual performance of EMD-based methods? We will
study this issue through a series of experiments in section 5.

4 Relationship between Noises Extracted with Different
Denoising Methods

Intuitively, the combination of denoising methods that target different frequen-
cies will be more effective than any one of them [5]. In this section, we will
examine the overlap between these noise components. And the overlap could re-
flect how best the combination will be in practice. Actually, this problem could
also be naturally extended into the case of noise components extracted with
different methods that target similar frequencies, as those of Wavelet-based and
EMD-based methods.

From the perspective of set theory, there are three kinds of relationships be-
tween two sets A and B. In order to measure the overlap between two sets, we
can use the formula (13), where |set| is the number of elements contained in
the set. If d = 0, then A and B do not intersect; if 0 < d < 1, then A and B
intersect, but they do not have a containment relationship; if d = 1, then they
have a containment relationship, namely, A contains B or B contains A.

d =
|A ∩B|

min(|A|, |B|) (13)

Inspired by formula (13), we will use a similar idea in analyzing the differ-
ent parts of a noisy leakages as shown in Fig. 3, where Pexp is the exploitable
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component by a given attack, Pnoise1 is the noise extracted with a denoising
method m1, Pnoise2 is the noise extracted with another denoising method m2.
Then what is the relationship between Pnoise1 and Pnoise2? In other words, how
much the noises are overlapped with each other? Currently, there is no direct
metric available to measure this overlap. Therefore, we try another indirect yet
useful way. Specifically, we define the notation of overlapping coefficient, which
could serve as a quantitative metric to measure the overlap rate between two
noise components. The definition of overlapping coefficient is based on success
rate (SR)[7], and is shown in formula (14), where ΔSR1 is the improvement of
SR achieved by m1 on a given number of power traces compared with that ac-
quired on the raw power traces; similarly, ΔSR2 is achieved by m2 and ΔSR3 is
achieved by the combination use of m1 and m2. In practice, this indirect quan-
titative metric could well reflect the relationship of the noises, which is verified
by the experiments in Section 5.

oc =
ΔSR1 +ΔSR2 −ΔSR3

min(ΔSR1, ΔSR2)
(14)

Fig. 3. Components of Noisy Side-Channel Leakages

As per its definition, it always holds that 0 ≤ oc ≤ 1.Apprently, the smaller
the value of oc is, the better the effect of the combination. If oc ≈ 1, it indicates
that the two denoising are almost of the same capability to remove the noise
extracted with the method that generates a smaller ΔSR. In this case, using the
method which makes a higher improvement of SR alone is enough, and using
the combination of the two does not help.

5 Experiments

In this section, we will firstly examine the stability and effectiveness of the two
EMD-based denoising methods for SCA( EMD-Conv and EMD-IIT respectively)
in eliminating noise of high frequency, by performing a series of CPA attacks on
real power traces from the second stage of DPA Contest and PowerSuite 4.0
(one software bechnark evalution board we designed and developed ourselves,
and its CPU is an 8-bit microcontroller STC89C58RD+). And then we will
explore the potential of combination of different denoising methods and study the
overlapping relationship of the noises extracted with different denoising methods
by performing CPA attacks on the DPA Contest v2 traces.
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5.1 Settings

Hardware Implementation
The traces from the DPA Contest v2 are acquired with a sampling rate of 5G
sample/s from a SASEBO-GII board, which implements an unprotected hard-
ware AES implementation over a Xilinx Virtex-5 FPGA. Ideally, it is better to
perform the denoising methods on all 32 traces sets from DPA Contest v2 pub-
lic database to evaluate their performance. However, in actual cases, it is too
time consuming to perform this. Therefore, we turn to another way of randomly
choosing eight datasets of power traces from DPA Contest v2 public database.
And then, we target the last round of the AES on these raw sets of power mea-
surements to calculate SR on a given number of traces for the first S-box by
mounting a CPA attack 500 times. The evaluation results are shown in Fig. 4.
After these, we choose dataset1, which matches the average and median of the
eight different SRs best, as the representative dataset to analyze.
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Fig. 4. Results of CPA Attacks on Eight Sets of Traces from DPA Contest v2

Software Implementation
The other three traces sets are acquired with a sampling rate of 50 M sample/s
from PowerSuite 4.0 board, which contains an unprotected software AES im-
plementation. For simulating different levels of SNR, the traces sets differ only
in the average number during the sampling process. The average number is one
time, four times and eight times, respectively.

Next, we will use SR to evaluate the stability and effectiveness of each de-
noising method or their combinations, by mounting CPA key recovery attacks
500 times for the traces set from DPA Contest v2 and 1,000 times for the traces
sets from PowerSuite 4.0. For clarity, we name the denoising method in [3] as
Wavelet and another denoising method in [4] as Wavelet1. And all the descrip-
tion of the experiments’ labels are shown in Table 2. Note that our experiments’
results shown that the combination order of different denoising methods has lit-
tle influence on the final results.
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Table 2. Description of Our Experiments

Experiment Label Description of the Experiment
CPA perform CPA attacks on the original power traces
EMD-Conv+CPA perform EMD-Conv method to the original power traces, and

then perform CPA attacks on the resultant power traces
EMD-IIT+CPA perform EMD-IIT method to the original power traces, and

then perform CPA attacks on the resultant power traces
Wavelet+CPA perform wavelet transform in [3] to the original power traces,

and then perform CPA attacks on the resultant power traces
Wavelet1+CPA perform wavelet transform in [4] to the original power traces,

and then per-form CPA attacks on the resultant power traces
TR+CPA perform detrending method in [5] to the original power traces

, and then perform CPA attacks on the resultant power traces
EMD-IIT+TR+CPA remove noise in the original power traces using EMD-IIT,

perform detrending method in [5] to the resultant power traces,
and then perform CPA attacks on the final power traces.

EMD-IIT+Wavelet+CPA remove noise in the original power traces using EMD-IIT,
perform wavelet transform in [3] to the resultant power traces,
and then perform CPA attacks on the final power traces.

EMD-IIT+Wavelet1+CPA remove noise in the original power traces using EMD-IIT,
perform wavelet transform in [4] to the resultant power traces,
and then perform CPA attacks on the final power traces.

5.2 Results and Analysis

Firstly, we evaluate the stability and effectiveness of the two EMD-based de-
noising methods on the trace set from DPA Contest v2. The results are shown
in Fig. 5(a). From Fig. 5(a), it is shown that both EMD-Conv and EMD-IIT
denoising methods are capabale of improving the SRs of CPAs effectively. With
repsect to achieving a partial stable SR of 80%, compared with CPA which needs
12,050 traces, EMD-Conv+CPA needs 9,350, which reduces the traces needed by
22.4%. EMD-IIT+CPA works even better than EMD+CPA, and it needs only
8,150 traces, gaining an improvement of 32.3%. Meanwhile, the Wavelet-Based
methods used to remove noise of high frequency do little or even no help. Specif-
ically, Wavelet reduces the trace number less than 10%, and Wavelet1 less than
1%. That is to say, in our case, the EMD-based methods are more effective than
the Wavelet-based ones.

After the effectiveness of EMD-based methods have been proved, we would
like to further study their stability and performance under different SNRs. Since
under this scenario, the SNRs are relatively high compared with that of DPA
Contest v2, the performances of EMD-Conv and EMD-IIT are almost the same.
Therefore, in this part, we only focus on EMD-Conv which is more time effi-
cient. As is shown in Fig. 5(b), with the increase of SNR (or average times),
the percentage of the decrease of trace number to achieve a partial success rate
of 80% becomes smaller and smaller, from 26.9% to 14.3% to less than 2%.
This phenomena can be explained like this: with the increase of SNR, noises of
high frequency also decrease. In this case, the performance decrease of the EMD-
Based methods is reasonable. From another perspective, though the performance
of EMD-Based methods is not always significant, they can always remove noises
of high frequency, which is the evidence of their stability.
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Fig. 5. (a)SRs of EMD-Based and Wavelet-based Denoising on Traces from DPA Con-
test v2 (b)SRs of EMD-Conv Denoising on Traces with Different Noise Levels

Next, we examine the potential power of combining denoising methods and
study the relationship of the noises reduced with different denoising methods on
the traces set from DPA Contest v2. Firstly, we make a combination of two de-
noising methods that target different frequencies: one is EMD-IIT which reduces
mainly noise of high frequency, and another is TR [5] which reduces the trend
noise of low frequency. The results are shown in Fig. 6(a). The SR is improved
greatly on a given traces number when we make a combination of EMD-IIT and
TR. In terms of achieving a partial success rate of 80%, this combination re-
duces as many as 58.5% of the traces that needed before denoising. To study the
relationship between the noises reduced by EMD-IIT and TR, we choose three
numbers, A, B and C, on the abscissa axis first. Given the number of each trace
set, the SR of one denoising strategy reaches 80% or little more, i.e., the SR of
EMD-IIT+TR+CPA reaches 80% when given A traces. Then we calculate the
overlapping coefficient for using three different number of traces respectively,
The results are shown in Table 3, where ΔSR1 is for EMD-IIT, ΔSR2 is for
TR, and ΔSR3 is for their combination. For more accuracy, we calculate the
mean value of the three overlapping cofficients, and the result is 0.6136, mean-
ing that about 61% noise that extracted by EMD-IIT can also be extracted by
TR. Secondly we make a combination between denoising methods that target
noises of high frequency and the results are shown in Fig. 6(b). Clearly, these
combinations do little help in reducing noise, and the overlapping coefficient val-
ues calculated by (14) are both very close to zero, which means that EMD-IIT
can remove almost all the noises extracted by the Wavelet-based methods. So in
these cases, choosing a more effective one, i.e. EMD-IIT, will be more reason-
able. Based on the analysis of the above experiments, combination of denoising
methods that target noise of different frequencies, may improve the denoising
performance a lot. As to the combination of denoising methods that target the
same frequency domain, it usually makes little or no improvement in removing
the noise. Therefore, in this scenario, choosing a better one alone is enough.
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Table 3. Overlapping Coefficients for Different Number of Traces

�����������
Traces number

ΔSR and oc
ΔSR1 ΔSR2 ΔSR3 oc

A 0.142 0.330 0.406 0.4648

B 0.206 0.364 0.408 0.7864

C 0.234 0.284 0.380 0.5897
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Fig. 6. (a)SRs of the Combination of EMD-IIT and TR on the Traces from DPA
Contest v2 (b)SRs of the Combination of EMD-IIT and Wavelet-bsed Methods on
Traces from DPA Contest v2

6 Conclusions and Future Work

Reducing noise serves an important way to enhance the performance of the side-
channel attacks. Considering the fact that frequency-based denoising methods
are dominant and in wide use in practice and that most of existing of these
methods suffers instability in performance enhancement, stable and effective
frequency-based denoising methods make a lot of sense. In this paper, we pro-
posed EMD-based denoising methods for use in side-channel attacks. Results of
practical attacks against real power traces from two kind of typical crypto im-
plementations (i.e. hardware and software implementations of AES) proves that
these methods are superior to their counterparts (say, for example, Wavelet-
based approaches). On the other hand, through a series of experiments of com-
bination, it proves that the combination of methods that dealing with noises
of different frequencies may improve the denoising performance a lot. At the
same time we define the notion of overlapping coefficient, which is an indirect
yet helpful quantitative metric to measure to what extent that noises extracted
with different methods are overlapped with each other.

Additionally, EMD-based denoising methods seem not so good at dealing with
side-channel leakages with high SNR. Therefore, the study of improvements of
EMD-based methods in this case would be one of the relevant future works.
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