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Abstract 
The message stream delay attack consists of an intruder deliberately delaying one or more 
messages being transmitted in one or both directions between two communicating computer 
hosts. This paper provides a breakdown of the different forms that this attack can take and 
outlines the benefit to an intruder in carrying them out. Furthermore, the current status of the 
ISO security related standards with regard this network based attack are discussed. 

In order to counteract this attack, a model is presented which will allow a computer host to 
determine whether a received message has been deliberately delayed by an intruder during its 
transmission i.e. has it been sent in real-time or not. The basis of this model, is to provide a 
precise definition as to what is meant by real-time communications. However, unlike 
previous definitions of real-time data transmission, this model does not assume the 
availability of synchronised clocks for a number of important reasons, which are also listed. 
Rather, this model allows the clock devices associated with the various communicating hosts 
to drift positively or negatively. Finally, several important results are described as to the 
effectiveness of the model to counteract the various types of delay attack. 
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1 INTRODUCTION 

Throughout this paper, it is assumed that there are a number of initiator hosts which request 
an association with a responder host, in order to exchange data with it. Figure 1. No 
restriction is being placed on the relationship between the communicating hosts i.e. whether 
client-server, peer-to-peer or master-slave dependencies exist. Furthermore, each initiator has 
a separate independent association with the responder host. A number of other important 
assumptions are also relevant here. These include: 
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• all communicating hosts maintain a monotonically increasing physical clock which, when 
read, will return the local time. 

• the system administration will periodically change a host's system time in order to take 
into account winter and summer time-shifts, etc. 

• an intruder can interfere with the network traffic in transit over any of the communication 
links being used by a particular host. 

• the underlying network will only deliver uncorrupted data between the initiator and 
responder host systems. 

Q) Ini1iator Host (I) 

Q) Ini1iator Host (2) 

Q) Ini1iator Host (n) 

' ' t_ _________________________________________ J 

Intruder's Realm of Attack 

Figure 1 Data exchange between a number of communicating hosts. 

2 THE MESSAGE STREAM DELAY ATTACK 
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The nature of this potential form of threat is to deliberately delay the transmission of one or 
more messages for a finite period of time, over some form of network link. There are three 
main forms of such a delay attack: single association delay, reordering through delay and 
suppress-forward. These are discussed below: 

• Single association delay involves the intruder suppressing the transmiSSIOn of a 
particular message. After a specific time interval has elapsed, the delayed message is re
issued into the network for subsequent reception by the destination host. The main 
benefits of this attack form include: 

a) Real-time operation prevented 
The initiator's application is no longer able to remotely operate on data in a real-time 
manner. For example, if a request to purchase oil stocks at a foreign source were 
suppressed and re-transmitted several hours later, the request could result in a 
purchase when the stock price had already changed significantly. 

b) Attack is undetectable 
If all the messages exchanged in both directions between the initiator and responder 
are delayed by the same time interval then this attack form is undetectable. The reason 
for this is that, in order to detect the delay in the first place, the average expected 



440 Part Eleven Network and Distributed Systems Security 

network delay is required by both the initiator and responder. To determine this, 
either all possible network delays between the different hosts must be calculated, 
which would not be practical in a large environment such as the Internet (Wallich 
1994) or the initial message exchange is accompanied with enough information to 
enable this network delay to be estimated. However, if the intruder equally delays the 
transmission of the initial messages, then a false network delay will be calculated. For 
example, if the actual network delay between the initiator and responder is 15 
seconds, and both communicating parties understand it to be 50 seconds (as a result of 
the induced delays), then the intruder can delay a message for an extra 35 seconds 
(i.e. 50-15) without detection. This extra time will enable the intruder to perform an 
eavesdropping attack without detection. 

• The nature of a reordering through delay attack involves the intruder selecting a point 
on the interconnecting network (called the network reference point) to carry out this 
attack. The transmission of a number of messages of different associations are delayed by 
varying amounts of time as they pass this point. In this manner, it is possible for a 
specific message sent by a particular initiator to be received, processed and replied to 
before any of the others are received at the same responder host. This attack is carried out 
by monitoring a specific association for any messages being transmitted (called the 
t11tered messages). When one is detected, those message being sent on other associations 
that have not fully passed the network reference point are delayed by the amount of time 
it takes for the filtered message to be replied to. The delay experienced by the messages 
under attack will be proportional to the volume of filtered messages being issued and the 
amount of processing time required to service each such message at the responder host. 
The net effect of this attack is to reorder the transmitted messages such that those issued 
on behalf of a particular initiator host will be given a higher service priority over all other 
initiators. The main benefits of this attack include: 

a) Change in the speed of response 
The filtered messages will be guaranteed to be serviced before all other messages 
simultaneously issued. In this manner, the corresponding initiator will virtually 
receive replies from the responder as if it alone had the only association i.e. the speed 
by which responses will be returned will be increased. Consequently, the service 
speed provided to the other initiator hosts under attack will be reduced in the form of 
significant delays before a reply is received. 

b) Introduction of data inconsistencies 
If a number of outgoing messages require modifications to be made to the same piece 
of data then, changing the order in which these requests are received can affect the 
value of the accessed data to be maintained at the responder host. As a result, if two 
or more messages that operate on the same data are not commutative then this attack 
can cause inconsistencies in the value of the data maintained. 

• Although analogous to the threat of a single association delay, the suppress-forward 
network attack (Gong 1992) is specific to the situation where synchronised clocks are 
being used. In the former method, each message is sent with an attached timestamp so 
that it will arrive (if not interfered with during transmission) within the time window 
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maintained at the receiver. The time window is used to determine if the message is recent. 
However, with the latter method, each message is sent with a genuine timestamp, but, the 
message will not be acceptable within the time window because, due to clock drift 
between the communicating hosts, etc. it will be regarded as being too early. 

For example, if the time window is [17:05:00 to 17:15:00] (assuming a window 
tolerance of ±5 minutes) at real time 17:10:00, when a message arrives at the receiver 
with an attached timestamp of 17:18:00, then it will not be accepted, since it is too early 
to fall within the current time window. The incorrectly assigned timestamp is due to the 
fact that the initiator's local clock has failed and its time has 'gone ahead' of the local 
clock associated with the synchronising responder or the responder clock synchronisation 
process has failed and its local time has 'lapsed behind' the synchronised time associated 
with the other communicating initiator hosts. 

In either case, the receiving host determines that the message must be post-dated and 
will reject it. An intruder can exploit this by being able to suppress the message 
transmission and then forward it to its original destination so that is appears 'recent' at the 
receiver (i.e. the message's timestamp falls within the receiver's current time window at 
the time of reception). For example, host A has become unsynchronised with the other 
hosts and, after a certain amount of time, it has gained an extra lO minute difference from 
the actual real time (or the time maintained through distributed host synchronisation). 
When it sends a message with timestamp of 17:05:00, assuming a minimal network 
transmission delay (e.g. 1 second) and no intruder interference, it would an·ive within the 
receiver's acceptance time window [16:50:01, 17:00:01], where the local correct time is 
actually 16:55:01. As a result, the message would not be accepted since its timestamp 
clearly does not fall within this time window. 

However, an intruder can exploit this by being able to suppress the message 
transmission for up to 14 minutes and 59 seconds, and then forward it to the receiver. The 
local time would now be 17:10:00 and the time window [17:05:00, 17:15:00] thus 
allowing the message to be accepted. There are a number of obvious advantages to the 
intruder in carrying out this method of active network attack. These include: 

a) Introduction of data inconsistencies 
If an initiator issues a message, and it is suppressed, then, after a time out period, the 
initiator will stop waiting for a reply. The initiator may assume that the message was 
lost and was therefore not serviced at all. However, when the intruder forwards the 
message onto the responder, it will be accepted as a 'recent' message, the change will 
be carried out to the specific data. If the initiator and responder hosts mirror their data 
contents then, under this attack, the initiator will have unintentionally introduced a 
data inconsistency at the responder's host site. 

b) Real time operation is prevented 
By the very nature of suppressing the transmission of a message, the responder host is 
denied the ability to receive real-time data from a number of remote initiator sites. 
For instance, if a large amount of money involving currency conversion, is being 
exchanged between international banks, and the intruder manages to suppress the 
request for several hours, then the responder bank may have to use a lower exchange 
rate than would have been the case had the message not been suppressed. 
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3 STATUS OF THE ISO SECURITY STANDARDS 

From the current Jist of standards given in (Omnicom 1995), ISO 7498-2 is the main standard 
being used by the designers of today's network security utilities and products. Although this 
standard recommends the use of timestamps to detect the message stream delay attack, it does 
not indicate: 

• How timestamps for transmitted messages are to be used, generated and subsequently 
verified, 

• What time scheme is to be adopted (e.g. political time or universal time), 
Whether clock synchronisation is necessary. 

To address some of these issues the sub-committee ISO/IEC ITC1/SC21 have specified a 
service (i.e. Time Management Function) for the management of time in an open distributed 
environment. This document (N7961 1993), provides clear definitions for a number of 
important time and clock-related terms (e.g. the size of a timestamp). Furthermore. it 
describes three different clock synchronisation methods that are most commonly used to 
maintain a global time among a number of distributed hosts. However, N7961 fails to 
provide: 

A definition for real time communications, since this is closely linked to the detection of 
the message stream delay attack. 

• An objective analysis of using clock synchronisation. For example, what are its practical 
limitations in a large distributed environment and the effective cost which will 
subsequently be incurred? 

As this is the main ISO timestamp-related security document, it is clear that significant work 
is still required before the designers and manufacturers can incorporate an adequate 
mechanism to counteract the message stream delay attack into the new security products. 

4 DEFINING THE MODEL 

The threat of deliberately delaying a message is an important complex form of network 
security threat which must be counteracted, in order to avoid significant revenue losses being 
suffered by commercial organisations. This section presents a model, the aim of which is to 
enable communicating hosts to detect these different forms of message stream delay attack. 
However, in order to derive this model, a number of requirements must be met. These are 
briefly outlined below. 

• The model should overcome exceptional conditions which may result in a received 
message loosing its timeliness. This may be caused by unexpected delay between the 
communication hosts due to a switch or router multiplexing the data traffic between 
different associations. 

• The model should support the bi-directional exchange of messages and handle variable 
transmission delays for different sized messages. In addition, the use of synchronised 
clocks should be avoided. Clock synchronisation involves a number of interconnected 

• 

• 
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hosts trying to maintain a commonly agreed time value (with the aid of time servers and 
specialised protocols), which is subsequently used to set their individual clocks. There are 
a number of disadvantages associated with depending upon synchronised clocks. These 
include: 

a) Although a significant number of clock synchronisation algorithms have been 
developed including those described in (Kopetz and Ochsenreiter 1987) and (Scheider 
1986), the protocols and techniques (e.g. radio broadcast) used for distributing the time 
information are currently insecure. They are susceptible to various attacks including 
denial of service, replay and message integrity attacks. As a result, an intruder could 
easily induce a false time on one or more communicating hosts, thus removing the 
benefit of having synchronised time. 

b) Clock synchronisation within an independent administrative domain can be assumed to 
be possible since a single administration can ensure that a common algorithm is 
operating normally on all its machines. However, in a large autonomously administered 
multi-domain distributed environment such an assumption cannot be made. 
Experiences with clock synchronisation in the DARPA networks show that even when 
time servers and clock synchronisation protocols are available, the hosts seldom 
maintain closely synchronised clocks (RFC-1128 1989). This is not due to the 
synchronisation algmithms used but, rather, system management and network 
disfunctionality. The results of a survey can·icd out over an extended period of time 
showed that, despite the fact that the most up-to-date algorithms were being used, the 
majority of the hosts end up being loosely synchronised with the Co-ordinated 
Universal Time (UTC) i.e. most clocks deviated with the time servers by between 1 -
13 minutes; 10% of the hosts actually differed from UTC by more than 13 minutes. 

c) Most hosts that try to have synchronised clocks do so according to their geographical 
timezone or UTC time. The majority of these algmithms require the availability of a 
time reference which can act as a highly accurate source of time, for example, a 
caesium beam clock. However, these reliable clocks which tend to have a typical time 
loss resolution of 1J..l sec per year (RFC-1129 1989), are very expensive and a number 
of them may be required in a large distributed environment. 

4.1 Deriving the necessary equations 

The main purpose of the model is to provide a meaning for real-time communications, which 
satisfies the above requirements. By real-time is generally meant that, when a message is sent 
to a remote host, it should be possible to determine whether it has an·ived within a 
predetermined period of time. If not, then, it is said that the message was not sent in real
time. The aim of real-time is at best to prevent a network based intruder from being able to 
delay a message or at least to prevent a message from being delayed for more than a specific 
period of time without detection before aniving at the receiver. The approach taken to derive 
an alternative definition of real-time data exchange is to expand on an existing definition 
which is suitable for an environment where synchronised clocks are present. The reason for 
this is because a suitable definition was not found in the examined literature, where the 
dependency on synchronised clocks was removed. The definition being used in this paper is 
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called the Real-Time Consistency Property, while synchronised clocks are present. This is 
defined (Alford 1990) in the form of the following inequality equation: 

T-'t>8 +e (1) 

This equation assumes that the local clocks of any two communicating hosts are synchronised 
to within a time difference, e. Furthermore, let 8 represent the average end-to-end network 
delay when no failure occurs, T the time when the particular message is received and 't the 
local time at the sender which is attached to the message before transmission. If the value of 't 
does not satisfy this inequality, then the received message is treated as a late arrival. 

The Real-Time Consistency Property, as described by equation (1), is dependant upon 
clock synchronisation being maintained between the communicating hosts and a generic 
over-estimate value being selected for the network delay, 8. However since 8 is a gross over 
estimation of what it should be (thus giving an intruder the opportunity to delay a message 
more on high speed links than on slow ones) and a bound on the clock skew e cannot be 
maintained when synchronised clocks are not present, this equation is inadequate. To 
overcome this, an alternative mathematical approach is required which allows the network 
delay to be variable and the hosts to maintain their own independent value of time, which is 
subject to clock drift, etc. 

4.1.1 Calculating the service delay 

Rather than considering the network delay, which only determines the time for a message to 
traverse a particular association, it is more accurate to consider the service delay which is 
denoted by Serv_Delay. This alternative value provides a summation to assemble and 
dissemble the exchanged messages, the network delay and the delay experienced while 
interfacing with the network from the host system. The approach used to calculate the service 
delay was adopted from the Network Time Protocol (NTP) specified in (RFC-1129 1989), 
which is a specialised protocol that aims to maintain synchronised clocks among a group of 
interconnected hosts. Although the method is based upon calculating the network delay, it is 
equally valid to re-apply the NTP equations to determine the service delay, provided the 
calculation is carried out within the service layer of the communications stack shared 
between the communicating hosts. For example, within an OSI environment, the Application 
layer would be appropriate. The NTP equation for calculating the network delay is given by: 

([ t4- t!)- [t3- tz]) 
Network_ Delay = 2 (2) 

where: 

t1 is the time at the initiator host when the message was submitted for transmission, 
t2 is the time at the responder when the message was received in full, 
t3 is the time at the responder when a reply is submitted for transmission, 
t4 is the time at the initiator host when the reply is subsequently received in full. 

Furthermore, due to the fact that the setvice delay value will vary for different sized 
messages transmitted, it is important to initially calculate Serv_Delay for 1 bit of data, and 
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then multiply the respective delay value by the size of subsequently received messages in 
order to determine the actual service delay for a particular transmitted message. This bit 
representative value is denoted by Serv _Delay/bit and is calculated using the following 
equation which is adopted from equation (2): 

. ((12- tJ)/Tx_ message( bits) +(t4 -tJ)/Rcv _message( bits)) . 
Serv Delay/blt = sees I bu - 2 

(3) 

Deviations in the service delay value can be caused by multiplexing associations in the 
underlying network infrastructure, transmission and queuing delays at the initiator and/or 
responder due to the presence of multiple concurrent associations that are multitasking on one 
or both communicating hosts, etc. The possibility of these deviations occurring must be taken 
into account for the two communicating hosts and are denoted respectively as !l 
Serv_Delay(I) and !lServ_Delay(R). Due to the unpredictability of the network infrastructure 
it is not clear how these values may be calculated. However, an upper-bound approach is 
adopted, such that if this bound for a particular message transmission is exceeded for a 
particular association, then its timestamp is deemed invalid. 

4.1.2 Handling the clock drift 

Differences between the communicating hosts in terms of the values of their system clocks 
and the constant presence of relative clock drift must also be taken into account. The clock 
offset is denoted by Clock_offset and is defined for a particular association as the difference 
between the initiator's local clock value and the responder's local time at the instant the 
association is being established. This value may be positive or negative, depending on the 
time zones occupied by the various hosts. The clock offset can be calculated using the 
following NTP equation: 

( [t2- tJ]- [t3- 14]) lock_ojjset = 2 (sees) (4) 

where the values t1, t2, t3 and t4 are as before. 

The relative clock drift denoted by !lClock_offset, is defined as the maximum allowable time 
by which the value of Clock_offset is allowed to drift positively while an association exists. 
For example, the value of !lClock_offset could be set to 1 second. This deviation may be 
caused by clock drift occurring at the initiator and/or the responder hosts. As a result, if the 
value of !lClock_offset exceeds the maximum allowable deviation then, either the association 
must be terminated or a new clock offset value needs to be calculated (i.e. the association is 
re-initialised). 

4.1.3 Representing the timestamping values 

All processes communicating with one another in an open interconnected environment 
generally use the Abstract Syntax Notation No 1 (ASN.l), which is specified by ISO in (ISO 
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8824 1987), to represent the data being exchanged. Within this standard, it is recommended 
to send a timestamp or the local host time in either the form of a Generalised Time or 
Universal Time Code (UTC) data type. However, the method used to calculate the clock 
offset and service delay value requires that each timestamp (i.e. t1, t2o t3, etc.) must be sent in 
the form of a seconds count with a high level of granularity. The granularity required is in the 
order of 1/1000 sec which based on the NTP time scale, that represents the local time as the 
number of seconds which has elapsed since 00:00 January 1st 1972. The two ASN.l defined 
types for handling the distribution of time, are not suitable for supporting this time scale, 
since the Generalised Time ASN.l type, although having the required granularity, represents 
time as a textual string (i.e. YYYYMMDDHHMMSS.SSS), while the UTC type only has a 
maximum granularity of 1 second. To overcome this issue, the definition of a timestamp, 
given by ISO in the Time Management document (N7961 1993), is adopted which 
recommends that each timestamp should be represented as a 64 bit string. Such timestamps 
will have a validity period of 600 years and a granularity of I nanosecond. As a result, the 
ASN.l BIT STRING type is used to exchange the various timestamps. In addition, to avoid 
the use of a complex timestamping mechanism ASN.l structure to carry the related data, 
including Serv_Delay and .1Serv_Delay(l or R), the BIT STRING type is selected to 
represent their values. This does not increase the level of security provided but, allows the 
amount of processing time the receiver must spend on extracting the data to be kept to a 
minimum, so that a timestamp received in real-time is not flagged as being invalid. 

4.1.4 The definition of real-time communications 

From equation (I) it is now possible to define the equations for determining whether a 
message was transmitted in real-time or not. For messages of q bits in size being sent by the 
initiator and subsequently received at the responder host, the equation is given by: 

T(R)- T(M)::; Clock_offset + [.1Clock_offset + Serv_Dclay/bit x (q) + 
~Serv _Delay(!) + ~Serv _Delay(R)] (5) 

and the timestamp acceptance window range for the message's timestamp, T(M), at the 
responder host is expressed in terms of its local system time, T(R), by the following inclusive 
limits: 

T(R) - Clock_ offset- q> ::; T(M) ::; T(R) - Clock_ offset (6) 

where q> = [.1Clock_offset + Serv_Delay/bit x (q) + .1Serv_Delay(I) + .1Serv_Delay(R)] 

Furthermore, for replies being sent back from the responder host to the initiator. a separate 
equation is required. The reason for this is that equation (5) will not hold true in the case of a 
negative value for Clock_offset, and will not allow for the detection of a real-time message 
transmission in the case of a positive value for Clock_offsct. As a result, in order to 
determine the real-time transmission of the replies sent by the responder, the following 
equation must be used instead: 

T(M)- T(l):::: Clock_offset- [.1Clock_offsct + Serv_Delay/bit x (q) + 
.1Serv_Dclay(I) + ~Serv_Delay(R)] (7) 



A model for the detection of the message stream delay attack 447 

The timestamp acceptance window range for the reply's timestamp, T(M), is expressed by the 
following inclusive limits, where T(I) is the local system time at the initiator host when the 
reply is received: 

T(I) +Clock_ offset- q> :<:: T(M) :<:: T(I) +Clock_ offset (8) 

The reason for the inequality sign in these equations is to allow for a maximum deviation in 
the clock offset and service delay to take place during a message exchange and still enable it 
to be acceptable at the receiving host. For purposes of clarity, the equations, (5) and (7), 
derived for detecting real-time communications are referred to hereafter as the Real-Time 
Conditional equations. To understand how these equations work, consider the case of a 
negative time difference between two communicating hosts, A and B, with the following 
configuration: 

Host A: 
~Serv _Delay(I) = 1 sec 
~Clock_ offset= 1 sec 
Serv_Delay/bit = 0.0006 sec 

Host 8: 
~Serv_Delay(R) = 1.5 sec 
~Clock_offset = 1 sec 
Serv_Delay/bit = 0.0006 sec 

The clock offset between A and B is -100 sees i.e. the local host times are 600 sees and 500 
sees respectively (assuming small values for the purpose of representing local times). When 
the initiator sends an message of 80 bytes to the responder with an associated timestamp 
value of 600.000 sees, if the message arrives at the responder latter than 503.548 sees (from 
equation (5)) it will be flagged as being invalid. An alternative way of examining this would 
be, when the message arrives at the responder, a timestamp acceptance window is calculated 
using equation (6). If the message's timestamp falls within the inclusive range of this 
window, then it is accepted. For example, if the message arrives at time 503.548 sees 
(assuming a maximum deviation in the service delay and clock drift parameters), then its 
timestamp would be accepted since it falls within the calculated timestamp window of 
[600.000, 603.548]. However, if the message was delayed during transmission for a further 1 
second, the timestamp window calculated when the message is subsequently received at 
504.548 sees would be [601.000, 604.548], a range within which the timestamp of 600.000 
does not fall and therefore the message would be !lagged as having an invalid timestamp. 

When the responder sends back a reply of 160 bytes to the initiator with associated 
timestamp of 505.000 sees, if it is received before 608.098 sees, (using equation (7)) then the 
reply is accepted. Alternatively, if the received timestamp falls within the timestamp window 
calculated by the initiator (using equation (8)) upon receipt of the reply, then it is also 
accepted as being sent in real-time i.e. if the reply arrives back at time 608.098 sees, then the 
timestamp acceptance window for the message will be [505.000, 508.5981. As a result, the 
timestamp is still acceptable within this range. However, if the reply is delayed by 0.1 sec 
and, therefore, arrives instead at 608.198 sees, then the timestamp received with the reply 
will not be acceptable, since it will not fall within the range of the resultant new timestamp 
window i.e. [505.100, 508.698]. The above timestamp validation process also holds for 
situations between communicating hosts where the Clock_ offset ~ 0. 
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4.1.5 Restricting the possibility of a deliberate delay 

In an ideal situation,, the maximum time an intruder has for delaying a particular message is 
given by the summation of .1Clock_offset + Serv_Delay/bit x (q) + .1Serv_Delay(I) + .1 
Serv_Delay(R) sees, which from the example above, is 3.5 + [Serv_Delay/bit x (q)] sees. In 
reality, however, the possibility to delay a message for such a period may not be so high 
because: 

• Unpredictable variance may occur in the underlying network traffic and the workload on 
the communicating hosts will vary, which will adversely affect the service delay. 
Therefore, it is not predictable that the value of time indicated by .1Serv _Delay(I) or .1 
Serv_Delay(R) can be used to delay a particular message. Furthermore, the value of 
Serv_Delay/bit x (q) is calculated on a per message basis and does not provide for any 
variance. As a result, its value is not over estimated to provide the possibility for the 
intruder to delay the message. 

• There is a wide range of different manufactured clock devices for the computer hosts 
which will result in different graphs for their associated clock drift. Consequently, 
although an intruder may be able to delay a message for 1 sec (i.e. the value of 
DClock_offset) when the association is established, the longer the association remains 
open, the relative clock drift increases. Therefore the possibility of delaying messages for 
1 sec is gradually reduced, eventually becoming zero as the lifetime of an association 
increases. 

From the above discussion, it is evident that the maximum predictable delay an intruder 
could introduce into this scheme is the value of DClock_offset. 

4.2 Handling exceptions 

The main exception, to be handled by this model for real-time communications, is related to 
an invalid timestamp being received such that it fails the real-time check. This may be caused 
by unexpected clock drift, greater than normal service delay, etc. To recover from this 
problem at the responder host, a challenge is issued to the initiator, which will result in the 
service delay and clock offset values being re-calculated. This is done by re-sending the 
message which is not subject to real time checks at the responder. When the reply is returned, 
with values tz and t3 attached, the initiator is able to re-calculate the service delay and clock 
offset values that will enable the Real-Time Conditional equations to be used for subsequent 
message exchanges i.e. the association is re-initialised. In order to inform the responder host 
of the new values of Clock_offset and Serv_Delay, these must be sent with the next out
going message. 

If in the event that a reply message fails the real-time check at the initiator host, then the 
next outgoing message is not timestamped to indicate to the responder that the association is 
being re-initialised. If after re-initialisation, the real-time check is still not satisfied, then the 
association is deemed unrecoverable and terminated immediately by the communicating 
hosts. 
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5 IMPLEMENTING THE MODEL 

In order to test the model presented in this paper, the Real-Time Conditional equations were 
integrated into the Association Control Service Element (ACSE) and Remote Operations 
Service Element (ROSE) which form the main communications facilities of the Application 
Layer of the OSI stack. A sample Remote Operations (RO) based service was developed 
using these service elements which would allow messages of 0.1 k to 4k bytes in size to be 
interchanged over a number of associations that are active between an initiator and responder 
host. Furthermore, it is important that the scheme was tested over long distance network links 
which would involve a significant amount of international data traffic. Consequently, two 
machines were chosen to support the testing carried out. Test machine A (the initiator - SUN 
Spare IPX) was based in Dublin, while the second machine ll, (the responder - SUN Spare 
5), was located in Copenhagen; both hosts were interconnected via TCP/IP. Responder I3 was 
acting locally as a file server, which meant that its value of DServ_Delay was set higher (i.e. 
2 sees) than A, which was set to I sec. 

One of the tests carried out was to determine the impact the real-time checking procedure 
would have on the operational performance of an RO service when varying message sizes 
were being transmitted. The test was run twice, initially with the real-time checks turned off 
and secondly with them turned on. The amount of time required for a message to be issued to 
the responder and a subsequent reply received by the initiator was measured on both 
occasions. From this test, it is possible to estimate the impact this model will have on a data 
exchange service for varying message sizes. The impact in terms of the percentage deviation 
in the operational speed of the RO service is illustrated in Figure 2. 
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Figure 2 The recorded deviation in the operational speed of a test RO service. 
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From this graph it is clear that the inclusion of the real-time check can slow down the RO 
service speed from 20% to 0.3%. The actual impact encountered can be attributed to the 
small amount of processing time required to perform the check at the receiving host and the 
varying transmission, message scheduling delays incurred due to sending the timestamp 
information with the outgoing message. As a result, it can be determined from the above 
graph that the average throughput operational speed of the RO service is only reduced to 
95.5%. A more comprehensive evaluation of the model and its use as part of a timestamping 
mechanism and protocol, which also allows for the detection of the replay and reordering 
attacks, is given in (O'Connell, 1995). 
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6 DISCUSSION AND CONLUSIONS 

The most important and fundamental conclusion that can be drawn from this paper is that the 
use of synchronised clocks is no longer necessary, in order to accurately detect the deliberate 
delay of messages interchanged over a network. The reason for this is that a model of real
time communications which counteracts this form of attack without the use of synchronised 
clocks, is presented. 

From the description and implementation of the model, there remain two forms of delay 
attacks which are not adequately counteracted by the model presented. The first is the two
way single association attack. One way to resolve this issue is to record all the service delays 
between the various communicating hosts. However, this is an impracticable solution in a 
working environment like the Internet, which consists of over 2.5 million interconnected 
machines (Wallich 1994), since the interconnecting transit delay values are dependent upon a 
large number factors including, the volume of data traffic being sent, the type of route chosen 
for each association, the number of networks to be crossed, etc. Further study of this problem 
is required. 

The second threat involves carrying out a reordering through delay attack. However, the 
amount of time by which the intruder can delay the affected messages is limited by the use of 
the Real-Time Conditional equations. To adequately counteract this threat, a buffer is 
required to record the previously received timestamps in order to determine if subsequent 
messages have been reordered or not. This is further discussed in (O'Connell, 1995). 

Despite these weaknesses, the model presented in this paper, provides a basis for 
understanding the meaning for real-time communications without the need for synchronised 
clocks. In addition, the use of over-estimates is avoided for determining the service delay, 
which is calculated on a per-association basis. Finally, although there is currently no ISO 
standard detailing the meaning of real-time communications, it is important that. in a world 
which is rapidly becoming computerised, research of this nature is catTied out in concert with 
the international standards bodies in order to provide guidance in the formulation of 
emerging standards, and to identify any shortcomings in the exiting ones. Otherwise, the 
security solutions to be developed will be proprietary and therefore hinder the development 
of an open computerised international market place. 
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