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Abstract 
In the past, users from High-vulnerability Information Handling Organisations (HIHO) used 
exclusively HIHO private communication networks and own satellite resources in order to 
share and transport sensitive information. The very last years, the ability for the HIHO 
network users to exploit the advantages of the Low-vulnerability Information Handling 
Organisations (LIHO) - value added networks, led to the need for augmentation of the HIHO 
networks. This paper outlines the security profile for the interconnected HIHO and LIHO 
open distributed systems and networks. It also examines the basic system aspects and suggests 
a preliminary strategy for achieving a system oriented risk assessment framework. 

Keywords 
Security profile, Vulnerability, Integrity, Confidentiality, Availability, Network and Open 
Distributed systems security, Value-added networks. 

S. K. Katsikas et al. (eds.), Information Systems Security
© IFIP International Federation for Information Processing 1996



Security profile for interconnected open distributed systems with varying vulnerability 429 

1 INTRODUCTION 

In the past, users from High-vulnerability Information Handling Organisations (HIHO) used 
exclusively HIHO private communication networks and own satellite resources in order to 
share and transport all information, sensitive or not. Recently, the ability for the HIHO 
network users to exploit the advantages of the lower vulnerability value-added networks, led 
to the need for augmentation o( the HIHO networks. 

Interconnection of HIHO networks with commercial - general purpose networks of Low
vulnerability Information Handling Organisations (LIHO) (e.g. public ISDN and commercial 
satellite services) introduces vulnerabilities as a result of network resource sharing with 
public users. These vulnerabilities are mainly due to hackers and intruders who try to insert 
malicious software to the LIHO networks. As usually, the significant network and open 
distributed systems security objectives to be considered are confidentiality, integrity and 
availability. 

This paper outlines the security profile in the case of interconnected HIHO and LIHO 
networks and open distributed systems. It also examines the basic system aspects and suggests 
a preliminary strategy for achieving a system oriented risk assessment framework. 

2 AUGMENTED NETWORKS: SYSTEM VULNERABILITIES 
AND SECURITY PROFILE 

The process of developing a security policy for augmented networks requires the examination 
of security objectives related to confidentiality, integrity and availability. In the following 
section a specified analysis is attempted. 

2.1 Confidentiality 

The exchange of vulnerable information requires- inter alia- confidentiality. For augmented 
networks two main aspects are essential: user and system-to-system authentication. 

User authentication 
In an augmented network or a distributed system, a user can send information to another 
through a communication channel, which may be under intruder control. The intruder's 
activity can take different forms [Gos-92], such as: 

• record information and repeat it later during a spurious transmission session 
• block an information flow 
• masquerade as the sender and insert a message synthesised by the intruder 
• change the information content 

There are different levels and types of authentication. In LIHO networks it is enough to 
authenticate only the message, but in augmented HIHO systems there is the need for not only 
strong authentication, but for secrecy as well. 
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Different approaches may be used [Gos-92] to protect against different threats. They may 
provide different levels of assurance, depending on the cost of undetected impersonation. 
This leads to the following user authentication methods: 

• simple authentication methods, based on simple password arrangements. 
• elementary authentication methods using both symmetric and public-key ciphers. 
• authentication methods based on authentication servers. 
• authentication methods based on subliminal channels. 
• authentication methods based on minimum knowledge protocols. 

In a network or distributed system, the access-line identification can provide weak 
authentication. Because of that fact, in an augmented distributed system or network, strong 
authentication mechanisms are required. For data applications, the most common 
commercially available mechanism for user authentication is the usage of smart integrated
circuit cards, even for ISDN phones. 

System-to-system authentication 
An effective mechanism for secure augmented distributed system-to-system authentication 
would be the usage of zero-knowledge protocols [Fei-88] [Gri-95] which embody the 
exploitation of the probabilistic approach. The combination of these two techniques, that is 
the zero-knowledge probabilistic protocol [Gri-92], has serious advantages, such as: 

• its exploitation does not comprise passwords transmission through the network, so that the 
authentication procedure could be considerably more safe in an environment where 
masquerades act, which is the case in public ISDN networks. 

• it is cryptographically safe, because it is based on NP-complete problems. 
• it can be implemented in any operating platform, requiring no further cost. 
• the investment that is required for the cryptanalysis of the zero-knowledge protocol is of 

magnitude of 2x 106 MIPSxyears, if the chosen key has length 512 bits. 

None the less, there are important critical points - disadvantages of the method such as: 

• the probability of error of Type I (rejection of a legitimate user), although low, can lead a 
few cases to denial of access. 

• considerable delays for systems mutual authentication. 

Alternatively [Zie-94] the usage of digital signatures with secret or public keys and digest 
functions, for the communication between two systems, ensures mutual confirmation of 
identification (non-repudiation) and it is used in the end-system. 

As a result it is suggested that the combination of: 

• calling-line ID supplementary service. 
• connection authentication. 
• end-to-end encryptors. 
• end system implementation of authentication 

are the appropriate mechanisms for achieving a strong authentication service across 
augmented networks and open distributed systems with varying vulnerability. 
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2.2 Integrity 

Integrity of each of the augmented systems is a requirement for proper operation. In the 
description that follows we limit our discussion in the following areas: network integrity 
design failures, virus penetration and interference and jamming possibilities. 

Network integrity design failures 
Public networks have been designed attaining a high level of integrity i.e. continuous service 
while gracefully absorbing, with little customer impact non failures I intrusions into the 
hardware and software of network elements [McD-94]. However, digital switching and stored 
programme control coupled with a concentrated common-channel signalling and centralised 
call-processing databases, bring about a significant risk to overall network integrity. Similar 
risk arises from selecting fibre, even though the bandwidth quality is high, if diversity in 
transmission is not provided as was the case in older network designs. In other terms, new 
networks rely on single «points of failure» design criteria. 

Virus penetration 
Shared use of LIHO networks by independent users introduces the risk of virus penetration 
through the use of malicious software. 

Relevant epidemiological studies of computer viruses behaviour [Dou-95] [Kep-91] [Adl-
90] show that the vulnerability of a user to be infected from an intruder in a network depends 
on a number of parameters, such as: 

• level of success of access control mechanisms for prevention, detection and extirpation of 
viruses. 

• level of success of access control mechanisms in network and user areas. 
• level of assurance in the end-to-end encryption devices. 
• efficiency of integrity mechanisms for safeguarding and end-user computing platforms. 
• frequency of software exchanges between HIHO and LIHO users through the augmented 

network. 

It is not possible to attain zero risk in LIHO networks, as long as the LIHO provider cannot 
guarantee that malicious users do not exist at all. Therefore, it is a strong recommendation the 
use of LIHO networks for highly vulnerable information to be avoided. 

Interference and jamming 
Lower vulnerability systems assets usually offers no defence against a high-powered 
interference jamming device saturating the transponder coding can significantly reduce the 
vulnerability of the system to jamming and interference. Typically, forward error correction 
is an integral part of modem design. Recent tests indicate that typical modems are indeed 
vulnerable to pulsed interference. 

However, it is expected that a minor upgrade of coding plus interleaving would limit the 
degradation to a slight reduction. To express the significant of interference in data 
communication we consider a packet data system, where an increase in the bit error rate 
beyond a certain threshold could drastically reduce throughput. Even with higher level 
protocol recovery, the degradation may be quite serious, as decay becomes excessive. 
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2.3 Availability 

One of the major security aspects between LIHO and HIHO interconnection is availability. 
Loss or destruction of assets, especially the unprotected ones, is always a considerable 
possibility. Note that loss does not necessarily imply destruction. In case that the lower 
vulnerability system uses a satellite network, the system could rarely fail due to geomagnetic 
storms. This possibility can be minimised if multiple carriers with multiple satellites are 
considered. Similarly, the loss or destruction of a communication ground terminal is not 
likely to be as significant where multiple resources and routers are available and where off
loading excess non-critical traffic is concerned. 

In the discussion that follows, we present relevant items such as denial of access and data 
traffic overflow. 

Denial of access 
The ability to limit and control the access between the HIHO and LIHO systems via 
communication lines is one of the toughest areas of information security. The problem is that 
the implementation of denial of access functions overlaps both functional areas of security 
management and fault management. The usual solution is to design the higher vulnerability 
system with encrypted access lines. 

A more pragmatic solution in case of interconnection is the lower vulnerability network 
subjection to vulnerability analysis and assessment of network-provided services. We can 
specify [Zie-94] two categories for denial of access attacks. 

Category I includes active wiretapping of access lines between end-user systems and 
associated switching nodes. The risk from the above attack is: 

• Intentional overloading of a switch, jamming of a link, keeping specific switch ports/lines 
busy and systematically attempting to break up communications within a closed user
group. 

• Loss of integrity of network control traffic, management messages, surveillance and 
sensitive software downloads. 

Category II includes flooding of a switching node by one or more user «subgroups>> or other 
non-subscriber groups. The risks are denial of access and degradation of performance. 

A problem that should be dealt with is the potential use of escape rules. In a LIHO system 
escape rules usually are not necessary. On the other hand, in HIHO and augmented HIHO 
systems escape rules should always exist, on the condition that auditing capabilities should 
also be used, in order to control the permission of their usage. The prerequisites of the 
implementation of the escape rules should be the proper definition of responsibilities and the 
separation of duties. 

Data traffic oveiflow 
Traffic flow security is violated if access lines between individual users and the switching 
nodes are intercepted or call routing is traceable. Since call tracing and routing control are 
implemented [Zie-94] at the Service-Control-Point (SCP), it is the SCP that is the cornerstone 
point in a network operation. 

In special cases, e.g. treatment of crisis, SCP must be stuffed by mutually trusted personnel 
from HIHO and LIHO. In addition, an agreement should hold true, that frequent access and 
joint assessment of LIHO procedures would be possible by both network operators. For the 
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same reason, the switching nodes for HIHO critical users must be under joint protection. 
They will also be non-shareable with LIHO users, although this way the cost might become 
considerably higher. 

3 TOWARDS A SECURE AND LUCRATIVE COMMUNICATION 
GRID 

In the description that follows, the basic system aspects are described and we suggest a 
preliminary strategy for achieving a system oriented risk assessment framework. 

3.1 Basic system aspects 

Since a LIHO is not usually designed to be used for certain applications, such as a HIHO 
system does, there are some factors that can be considered [Zie-94] when the two systems are 
augmented. These factors are: 

• interconnectivity and systems diversity 
• utilisation in efficient way of available assets 
• proper coding for signal transmission 
• ability to afford all expected situation 
• appropriate access control 
• ability to recover end-to-end protocol 

Reviewing the above factors, we can state that augmented distributed systems and networks 
should provide diversity, which reduces the possibility of service denial. The factor of 
efficient utilisation requires in advance planning for minimisation of authorisation delays and 
for reducing the possible network overloads. 

Although a major modification of LIHO is considered as not cost-effective, minor changes 
such as the addition of alternative codes or upgrade of existing coding, could enhance the 
performance under non ideal conditions (i.e. jamming) reducing the service denial potential. 
The flexibility of multiple interface and of operating modes can reduce the possibility of 
service denial. Certain access control techniques plus a system redundancy makes the 
augmented system less vulnerable to disruption. 

Multiple-access techniques like FDMA (Frequency Division Multiple Access) is robust to 
interference but for certain applications TDMA (Time Division Multiple Access) is more 
efficient. The weak point of TDMA is that its efficiency relies on centralised control, which 
may be vulnerable to failure (single point of failure) especially in large distributed systems. 
The most appropriate among those techniques is Code Division Multiple Access (COMA) 
which is based on spectrum spreading techniques. 

Finally, reliable end-to-end communication is essential. Higher level protocols may be 
necessary to both systems. As long as a channel error is within acceptable limits, those 
protocols can guarantee reliable end-to-end communication. 

3.2 A strategy for achieving a lucrative • system oriented • risk assessment 
framework 

Every investment activity, with an eye towards interconnecting HIHO and LIHO networks 
and distributed systems, should take into consideration the following main factors: 
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• satisfaction of HIHO system user-needs 
• implementation of user and system security requirements 
• reduction of inherent costs 

The augmented network infrastructure should meet general-purpose user needs. such as 
value-added services from LIHO networks and distributed systems, including ISDN, satellite 
and mobile entities. 

It is obvious that the exploitation of the capabilities of those networks permits the HIHO 
network controllers to substitute high cost investments, on almost only condition the 
establishment of the appropriate security mechanisms for implementing the risk security 
framework. It is also remarkable, from a strategic point of view, that the use of the same 
standards with HIHO networks and industry improves competition for both. 

Designers of security mechanisms in augmented networks and open distributed systems 
should define a specific security policy for every certain application and a risk analysis 
review has to be performed [Muf-93]. The suggested basic steps that have to he taken in that 
process as well as the relevant conceptual model, are given in Figure!. 

In our case, the risk assessment should start with detailed approach of the security 
requirements (specific application, data involved, users) and the definitions and evaluation of 
the system assets that must be protected. Afterwards, a vulnerability and threat analysis 
should be performed and the weak points should be identified. The next step includes the 
assessment of the quantification of the risks, which means that it would be evaluated, for each 
threat, the probability that the threat will be realised and an impact analysis - estimation of 
the possible damage. The selected security services have to be implemented by some 
mechanisms. On the basis of quality and cost compared with risk, HIHO should aim at the 
integration of the selected services and mechanisms into a secure framework. 

After the appropriate security services and mechanisms are selected and implemented, a risk 
analysis review has to be repeated every time major changes are taking place in the 
environment, in the augmented network or in the applications. It is obvious that even there 
are no changes, a risk analysis should be carried out at regular intervals, because threats and 
risks involved may, also, change. 

After augmented HIHO security officers have made an appropriate selection, the result will 
be a system in which the residual risk is known. The residual risk should be managed by 
system management. Management should, in turn, include a set of preventive and corrective 
actions performed in a systematic and balanced way. The assessment of the security level 
which will be achieved after the interconnection of the HIHO and LIHO networks and 
distributed systems, will be concluded after taking into consideration both the enforced 
countermeasures in the networks and the end-to-end security mechanisms as well. Note that 
always an adaptation line should provide the appropriate correction to minimize the risk. 

4 CONCLUSIONS 

The augmentation of local area networks into international wide area networks, along with 
the widespread use of commercial applications software is leaving significant holes in 
computer security systems. Eventually, more mission- critical applications and sensitive data 
are bumped from LIHO to HIHO distributed systems and networks. Several organisations are 
in the process of interconnecting systems with varying vulnerability. This interconnectivity 
can offer several advantages. 
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Figure 1. A conceptual model of an application-oriented security policy, 

for an augmented HIHO distrihuted system. 
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However, security needs to be a major consideration when planning these connections. There 
are significant security risks associated with network interconnectivity that are often not 
obvious to novice users. 

Security profile aspects, when interconnecting networks and distributed systems with 
varying vulnerability, have been examined. A general strategy for the designers of security 
mechanisms is proposed, based on the augmented HIHO system aspects. The paper focused 
on security considerations for augmenting HIHO networks and distributed systems. In 
particular, it focused on the detailed analysis of the vulnerabilities that exist when 
augmentation is planned and implemented. Based on this analysis, the paper proposed a 
strategy considering security risks that have been taken when an augmentation of HIHO 
system is required. The approach has also taken into account the specific characteristics of 
each connection, thus proposing an adaptation process for better application-oriented usage. 

As a real world experiment, it is expected that this strategy will be soon applied for the 
augmentation of a HIHO satellite network, used to carry sensitive medical information, with a 
LIHO general purpose public communication system. 

Possible future work could be focus on: 

• implementation and evaluation of this strategy to specific distributed system 
implementations. 

• detailed definition of appropriate adaptation process, capable of generalising enforcement 
rules, as well as to extract the required decision trees. 
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