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Abstract 
Every day, all over the world, computer networks and hosts are broken into. The network 
manager has to establish specific network security mechanisms such as authentication, 
encryption, authorization, access control, firewalls, etc. in order to protect the network 
resources against security threats. But, since network security mechanisms are not 
impermeable, the network manager has to establish also procedures for continuously 
monitoring the network security. In this paper we propose a network management system 
which enables the monitoring and control of security in TCP/IP networks. The system admits 
the real-time monitoring of security management information by using the SNMP protocol. 
Moreover, the system includes facilities for collecting and efficiently storing historical 
security management information in a temporal database for off-line analysis. Finally, the 
adopted two level hierarchical network management architecture and the model for the 
security temporal management information base are also described in this paper. 
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1 INTRODUCTION 

We live in an era when communication networks are becoming the nervous system of 
economic and social life. Today's networks are not growing only in scale but are also 
becoming more complex and heterogeneous as they support multivendor applications upon 
a variety of underlying transmission media and protocols. The security of hosts connected 
tosuch networks is a crucial and quite difficult task for the network manager. The reasons for 
this difficulty can be summarized as follows (Bellovin, 1994): 

• There are many more entry points to the host than the login prompt that should be secured. 
These points include the network services, such as mail, network file system, directory 
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services, etc. and the authentication mechanisms used by different network protocols. 
There are now many more points from which an attacker can be launched; more than one 
million of hosts with a number of users that reaches tens of millions are connected to the 
Internet in every part of the globe. 

• Networks expose computers to the problem of transitive trust. The problem is that, 
although one host is secure, it will still have users that connect from machines that may be 
unsecured and become the vehicle for a successful security penetration. 

Every day, all over the world, computer networks and hosts are broken into. Since a network 
host has specific security requirements, such as secrecy, authenticity, integrity, availability, 
confidentiality, special network security services should be established. These services 
include data-origin authentication mechanisms, encryption processes, authorization and 
access control policies. 

The expansion and complexity of today's networks has not only induce challenges in 
assuring network security, but also in efficiently managing the network elements according to 
the network providers and user objectives and expectations. As a result, a lot of research 
effort has been given in order to establish standards and to solve problems in the area of 
network management. In response to the need for standards two main efforts are underway: 
one from the International Organization for Standardization (ISO), named as OS/ Systems 
Management, and another one from the Internet Activity Board (lAB) named as Simple 
Network Management Protocol's family. Network management consists of various network 
related procedures. More precisely, it admits the implementation of the five functional areas 
of network management proposed by OSI, namely fault management, configuration 
management, security management, performance management and accounting management. 

In this paper we focus on network security management. More precisely, we describe a 
network security management scheme which is under development. This implementation 
effort was partially supported by SIEMENS S.A. (Greece). 

The major functions of network security management can be identified as follows: 

• Detecting intrusions at the network and host level by appropriate data collection, analysis 
and response mechanisms. 

• Generating various levels of security alarms and routing them to the appropriate locations. 
• Coordinating and controlling the access policies to network resources. 
• Managing and controlling the authentication and encryption processes. 
• Controlling the security of the network management procedures by monitoring the 

authentication, encryption and access control mechanisms of the network management 
protocol. 

In this paper we will emphasize on the use of SNMP (Case, 1990) for managing the security 
of TCPflP networks. Although SNMP has become the most widely used standardized 
network management scheme it has one flaw that has inhibited its use: it provides no security 
facilities. Specifically, there is no capability either to authenticate the source of the 
management message or to prevent eavesdropping. In order to resolve these security 
problems, a set of RFCs (Request for Comments), known informally as Secure SNMP (S
SNMP) has been issued. The security enhancements defined in the S-SNMP documents have 
been adopted for SNMP version 2 (SNMPv2), with some modifications. SNMPv2 provides 
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both functional and security to SNMP version 1 (SNMPvl), whereas S-SNMP provides only 
security enhancements. 

The main task of a network manager related to security is to establish the appropriate 
mechanism in order to protect the network from security attacks. As discussed previously, 
these security mechanisms include authentication, encryption, authorization, access control, 
frrewalls, etc. But, even these mechanisms are impermeable, and even if the administrators 
and operators never make mistakes, today's networks will always be a target for even more 
sophisticate attacks. So, we need to establish procedures to monitor the network security 
mechanisms, that is we need to establish procedures for network security management. In this 
paper we address this need by proposing a network security management system. This system 
is based on a two level hierarchical network management architecture and provides the 
appropriate services for monitoring the network security management information. More 
precisely, it provides services for real-time monitoring the security mechanisms and for 
gathering and storing historical security management information. In order to store the 
historical security management information a security Temporal Management Information 
Base (TMIB), has been adopted. Consequently, the network manager can monitor and 
analyze the data stored in the TMIB by using the appropriate TQuel (Snodgrass, 1987) 
queries. 

In section 2 the SNMP network management architecture, with emphasis to the SNMPv2 
security services, is described. The security management information and the services 
proposed in a security network management system are analyzed in section 3. Finally, the two 
level hierarchical architecture of the security network management application and the model 
of TMIB are presented in detail in section 4 of this paper. 

2 SNMP NETWORK MANAGEMENT ARCHITECTURE 

The general architecture of a network management system is based on a client - server model 
where the server is called agent, while the client is called manager. More precisely, a network 
management system contains three components: 

• several managed nodes, such as a host, a gateway, a bridge, each containing an agent 
• at least one network management station; and 
• a network management protocol, which is used by the station and the agents to exchange 

management information. 

A network management station refers to a host system which is running the network 
management protocol and a number of network management applications for accomplishing 
various network management functions, from monitoring the network state to the change of 
network configuration. Each agent maintains a local Management Information Base (MIB). 
The MIB is a collection of management objects which form a conceptual representation of 
network management resources. The interaction between the manager and the agent admits 
the retrieval and/or the update of the MIB information by using the operations of the network 
management protocol. 

The SNMP administrative framework determines the authentication and authorization 
policies used between SNMP application entities. In the context of SNMPv 1, a community is 
a relationship between an SNMP agent and one or more SNMP managers. Each community is 
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given a community name. The authentication mechanism of SNMPvl is trivial. This means 
that the community name is placed, in the clear, in an SNMP message. If the community 
name corresponds to a community known to the receiving SNMP entity, the sending SNMP is 
considered to be authenticated as a member of that community. Once the sending SNMP 
entity is authenticated as a member of a community, the managed node must determine what 
level of access is allowed. An arbitrary subset of the objects visible to a particular community 
is called a view. For each object in the view, the community defines an access mode which is 
read-only or read-write. By intersecting the community view with the access modes defined 
by the community, the community profile for each object in the view is defined. The 
combination of an SNMP community and an SNMP community profile is referred as an 
SNMP access policy. 

Taking under consideration the authentication and authorization policies used by SNMPvl 
a number of security threats can be emerged in the use of the protocol. Against threats as 
masquerade, modification of in-transit information, message sequence and timing 
modification. disclosure, etc., the network management of TCP/IP networks can be secured 
with the security services of S-SNMP (Galvin, 1992). The SNMPv2 security is based on the 
security services provided by S-SNMP. The S-SNMP provides the following security 
mechanisms: 

• Data integrity: a message-digest algorithm is used to calculate a 128-bit digest over the 
appropriate portion of the SNMP message. The digest is included with the message to 
assure that there has been no modification. The message also includes a timestamp whose 
value is based on the maintenance of loosely synchronized clocks among managers and 
agents which can be used to detect message replay. No protection is provided against 
unauthorized message destruction. 

• Data-origin authentication: The message digest is actually calculated over the appropriate 
portion of an SNMP message and a secret value prefixed to that message. The value must 
be known a priori to sender and recipient and is not included in the message. The used of 
the secret value prevents a third party appending the correct digest to false message. 

• Data confidentiality: To provide confidentiality, an appropriate portion of an SNMP 
message is encrypted using a symmetric encryption algorithm, SNMP uses the DES 
algorithm . 

• 
The SNMPv2 has made some changes to S-SNMP's security services (Case, 1995). First, the 
DES encoding was made optional because of the its worldwide export restrictions, and 
second, the S-SNMP restriction that all packets must arrive in order was relaxed and it was 
applied only to SET requests. 

In the context of SNMPv2, operations of the protocol are carried out under an 
administrative framework which defines authentication, authorization, access control and 
privacy policies (Galvin, 1993). The key elements of this model are SNMP parties, MIB 
views and access control policy. An SNMP v2 party is an identity assumed by an SNMPv2 
entity in order to restrict its actions to an administratively defined subset of all SNMPv2 
possible actions. An SNMPv2 entity is an SNMPv2 protocol implementation used by an 
SNMPv2 agent and/or one or more management stations. Each SNMPv2 party is by 
definition, associated with a single authentication and a single privacy protocol. Also, each 
SNMPv2 party is associated with a Mill view, which defines the local object instances known 
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to that party. The party is configured so that access to the object instances within its MIB 
view is controlled on the basis of the remote party requesting access. Therefore, it is essential 
that each SNMPv2 message must include both the source and the destination party identities, 
instead of a single identifier (community name) that is shared by source and destination as in 
SNMPvl. 

3 SECURITY NETWORK MANAGEMENT SERVICES 

Security management provides the facilities to allow a network manager to control the 
services used for the access protection of communication resources. More precisely, security 
management provides support for the management of authorization facilities, access control, 
encryption and key management, authentication and security logs. Within this task the 
following procedures can be distinguished: 

• controlling access to resources, that is grant or restrict access to the entire network or 
selected critical parts 

• archiving and retrieving the appropriate security information 
• managing and controlling the encryption process. 

As a consequence, a network management system should provide a network manager with 
facilities of monitoring and analyzing the security measures. For the presentation of these 
measures the management application should use mechanisms to gather and store the 
appropriate security management information. The task of monitoring the security measures 
related to the time dimension of the management information can be divided as follows: 

• real time monitoring of security management information 
• off-line analysis of security management information . 

• 
An example of real time monitoring of security measures could be the generation of an alarm 
when a single user has made numerous unsuccessful login attempts on a network host or the 
notification of repeated denials of user attempts to access a particular service. In the context 
of SNMP the real-time monitoring can be accomplished in two different ways: 

1. the manager polls every agent in the network at frequent time intervals for some key 
security management information 

2. the agent notifies the manager of any unusual event concerning the agent's security by 
sending a trap message. 

On the other hand, the off-line analysis of security logs is also important in discovering 
security attacks that are not detectable as they occur. This can be accomplished by an SNMP 
management application which polls periodically the agent of the network for security related 
information and stores the data retrieved in a database. The database can also be used for 
storing the trap messages for off-line analysis. 

One of the difficulties that the network manager has to face, with regard to security 
management, involves selecting and using the appropriate measures to indicate security 
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attacks. In this paper we identify a number of managed objects contained in SNMP MIBs that 
are important for evaluating security measures in TCPIIP networks. 

The security measures based on the management information contained in MIB II 
(McCloghrie, 1991) are host-related characteristics and can be classified in different 
categories: host interface security, TCPHP implementation security and network management 
protocol security. 

The first category of security measures can be used for discovering threats against the 
security of a network host. More precisely, a high value of iOnErrors, packets discarded due to 
format errors, and/or of iflnUnknownProtos, packets destined for unknown protocols, may 
indicate unsuccessful attempts for intrusion through that network interface. 

The second category of security measures can be used for indicating attempts to attack a 
host, by observing its TCPIIP services. The ipForwarding of a network host having only one 
interface, set to 1 may indicate a possible use of the host as a router for unauthorized 
extension of the network. A high value of iplnUnknownProtos, datagrams destined for 
unknown protocols, may indicate a bug of the IP software (which is also a security problem) 
or a possible attempt to attack the host through its IP protocol implementation. One of the 
most important management objects that can be used for security management is the 
tcpConnTable. tcpConnTable gives the state of the current TCP connections, the local TCP port 
and address, and the remote TCP port and address of each connection. The polling for this 
object can be used to track which remote system, and which remote applications - if they use 
well-known ports - access the host resources, and especially what TCP services. Security 
management can also use the management information in the udpTable, which tells about each 
listening local port and related address. A security management system may check the 
udpTable to secure that the host does not run an unsecured application using UDP. In the 
security measures related to the TCP/IP implementation, we can include the management 
objects referred to the ICMP messages. The ICMP is a control protocol which can be used by 
a malicious user for intrusion and for creating bottlenecks. 

The third category of MIB-11 security measures concerns the security of the network 
management protocol SNMP. snmplnBadCommunityNames counts the number of times a user 
or application, when attempting to communicate with SNMP on an entity, does not give the 
correct community string. snmplnBadCommunityUses counts the number of times an SNMP 
packet was received that had a community string that did not allow the requested operation. 
In many network devices, different community strings can be set up for different operations. 
For example, one community string might authorize the "get" operations; another the "get" 
and "set" operations. An organization that manages a network device, in order to ensure its 
network resources, might know the community string that allows all SNMP operations, but 
could elect to allow for public use only the community string that allows access to "get" 
operations. Thus, increasing values of these two objects, that is snmplnBadCommunityNames 
and snmplnBadCommunityUses, may cause a security alarm related to the management 
protocol. 

The security measures based on the management information in SNMPv2 MIB (Case, 
1993) are related to the security threats against the SNMPv2 protocol. A high value of the 
variables listed below, that belong in the SNMPv2 MID snmpStats table object, may indicate 
security attacks to the authentication and authorization mechanisms of the SNMPv2 protocol. 
snmpStatsUnknownDstParties counts the number of packets received by an SNMPv2 entity for 
which the destination party identity (authData.dstParty field) was not a known local party. 
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snmpStatsDstPartyMismatches counts the number of packets for which the destination party 
identity of the authentication information (authData.dstParty field) did not match the privDst 
field, which repeats the object identifier of the destination party. snmpStatsUnknownScrParties 
counts the number of packets received by an SNMPv2 entity for which the source party 
identity (authData.srcParty field) was not a known remote party. snmpStatsBadAuths counts the 
number of packets received that contained authorization information (authlnfo field) 
inconsistent with the authentication protocol associated with the source party. 
snmpStatsNolnLifitimes counts the number of packets received that were deemed unauthentic 
because they were not recent. snmpStatsWrongDigestValues counts the number of packets 
received that were deemed unauthentic because their digest field was unequal to the expected 
digest value. snmpStatsBadOperations counts the number of packets received that were silently 
dropped because the operation type was not allowed. 

The above security measures are based on the management information contained in MIB-
11 and SNMPv2 MIB. But recently, the cases of the upper layer protocols are included as well 
in the general concept of network management. So, various application layer components 
(service elements), such as e-mail, directory services, DNS, etc., are considered to be objects 
that have to be managed through a network management system. The implementation of new 
Mills for the monitoring of network services provides the network manager with objects that 
are related to security management. For example, a high value of security related objects of 
the X.SOO MIB (Mansfield, 1994), as the dsaSecurityErrors object, that counts the number of 
operations forwarded to the Directory Service Agent (DSA), which did not meet the security 
requirements of the X.SOO standard, or the dsaBindSecurityErrors, that counts the bind 
operations that have been rejected due to inappropriateAuthentication or invalidCredentials, may 
reflect attempts to attack the X.SOO service. 

Apart from identifying existing MIB variables that are important to security management, 
we can use the following approach as well. A network manager can adopt with regard to 
security management the development of a Security MIB, that will fulfill his/her special 
network security needs. The objects of this MIB can be the conceptual representation of the 
information that is related to the security of network resources, such as the number of 
unsuccessful logins, the anonymous ftp configuration and use, the tftp configuration, RPC 
information, the NFS configuration, NIS information, etc. After the Security MIB design, 
various tools that check the network security, as SATAN, with the appropriate SNMP API, 
can become specific security management agents, or subManagers in a two level hierarchical 
network management architecture. For the time being this can be accomplished through a 
private MIB. 

4 SECURITY NETWORK MANAGEMENT ARCHITECTURE 

Due to the sophisticate nature of network attacks and the high expansion and complexity of 
today's networks, the security management cannot rely only on the real-time monitoring of 
security measures. The network manager needs also tools that can store in a database and 
analyze historical security information in order to detect an attack as a symptom of past 
correlated events and to discover the attacker. For this off-line analysis of security 
management information a network manager can use appropriate historical database queries 
or tools with AI techniques such as case-base reasoning and machine learning methods, 
neural networks, etc. 
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For the definition of the architectural model that was used in the implementation of the 
security management system we introduce the concept of hierarchical organization of 
networks (Apostolopoulos, 1995). More precisely, we consider two levels of hierarchy. The 
lower level of the hierarchy includes a number of networks consisting of a small number of 
interconnected physical networks. Moreover, networks of the upper level interconnect the 
lower level networks and provide an integration of their management information. This two 
level hierarchical architecture is illustrated in Figure 1. 

We consider that in general there is a number of Security Network Management 
Applications (SNMA) where each SNMA is referred to a specific lower level network. Each 
SNMA is located in a specific host as far as the data and the programs are concerned and it is 
totally independent from any other SNMA. Each SNMA maintains a MID representing the 
diachronic view of the network security management information for all the hosts and/or the 
networks belonging to this particular lower level. In order to provide this diachronic view of 
the security management information we adopt a temporal network management information 
model. This model represents the past and current network security management information 
in a Temporal Management Information Base. TMII3. The model is based on the TRDM 
temporal database model (Snodgrass, 1987) and augments its functionality by using the 
appropriate network monitors and executors for the retrieval and update of agents Mll3 
objects. 

! 
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Figure 1: The two level hierarchical network management architecture 

The security TMIB schema is constructed by objects representing the SNMP MIBs 
information related to network security, as described in section 3. These objects represent the 
host interface, the TCP/IP implementation and the network management protocol security 
measures of MID-II, the network management protocol security measures of SNMPv2 MII3 
and the management security measures of network services Mills, such as Mail MII3, X.500 
MII3, DNS MIB, etc. Except the SNMP MIB managed objects described in detail in section 3, 
we are working on identifying more variables from all the existing M113s that are related to 
network security. Moreover, we are working on creating a new SNMP MIB oriented to 
network security. This MIB may contain management objects representing special security
related information, such as the number of unsuccessful logins, the ftp configuration and use, 
the telnet and rlogin configuration and use, the tftp configuration, RPC information. the NFS 
configuration, NIS information, etc. 
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The TMIB is a collection of temporal table objects. Each TMIB table consists of a set of 
explicit columnar management information objects and of two implicit time objects. These 
time columnar objects, validFrom and validTo, represent the time interval [validFrom, 
validTo) during which the state of the management information was valid. In order to include 
the temporal dimension in the lAB's management information model, we should transform 
each group of scalar and table MIB objects into groups of temporal table objects. For this 
purpose, the MIB table objects in every group are mapped onto temporal table objects, with 
their columnar objects representing the explicit nontemporal columnar objects of the derived 
TMIB table. Moreover, the scalar objects of each group are mapped onto the explicit 
nontemporal columnar objects of TMIB tables. For example, the security TMIB table object 
tcpConnTable will include a set A of security management objects where: 
A= {hostiD, tcpConnState, tcpConnLocalAddress, tcpConnLocalPort, tcpConnRemAddress, 
tcpConnRemPort} 

The set of objects K {hostiD, tcpConnLocalAddress, tcpConnLocalPort, 
tcpConnRemAddress, tcpConnRemPort} u { validFrom, validTo} forms the key of 
tcpConnTable object. 

An example of a part of the tcpConnTable TMIB object of host "dias" is illustrated in 
Figure 2. In this figure we can see the history of different states of the TCP connection in host 
"dias" between the tcpConnLocalAddress = 193.92.99.60, tcpConnLocalPort = 21 and 
tcpConnRemAddress = 193.92.99.80, tcpConnRemPort = 3223. 

Valid time 
nodeiD tcpConnState tcpConnLoca!Address tcpConnLocaiPort tcpConnRemAddress tcpConnRemPort I (from) (to) 

dias 2 193.92.99.60 21 193.92.99.80 3223 100 120 
dias 11 127.0.0.1 4459 127.0.0.1 5067 105 00 

dias 5 193.92.99.60 23 193.92.98.10 6055 112 00 

dias 4 193.92.99.60 21 193.92.99.80 3223 120 125 
dias 5 193.92.99.60 21 193.92.99.80 3223 125 128 
dias 6 193.92.99.60 21 193.92.99.80 3223 128 130 
dias 11 193.92.99.60 21 193.92.99.80 3223 130 !50 
dias I 193.92.99.60 21 193.92.99.80 3223 150 00 

Figure 2: The tcpConnTable of the Security TMIB 

The historical security management information of the TMIB table objects can be 
monitored and analyzed by the network manager using the temporal query language TQuel. 
We adopt this approach because we believe that a lot of security related information can be 
discovered by proper questioning the TMIB. An example of a TQuel query can be the 
following: 

range ofT is tcpConnTable 
retrieve (T.all) 
where T.hostiD="dias" and T.tcpConnRemAddress="193.92.98.10" 
wizen T overlap present 

The network manager can use this query in order to retrieve the state of the current TCP 
connections of host "dias", emanating from a remote system with IP address equal to 
193.92.98.10. The when clause forms the temporal constrains that should be applied to the 
values of the management information. The temporal expression T overlap present means that 



426 Part Eleven Network and Distributed Systems Security 

the query will retrieve the current TCP connections, that is the rows of the tcpConnTable 
temporal table object that are still valid (the validTo time object equals oo ). 

For the off-line analysis of the historical security management information contained in 
TMIB, the network manager may use also AI techniques in order to detect security attacks. 
We are working on identifying a specific AI method that may take advantage of the specific 
temporal characteristics of the security management information stored in TMIB. 

5 CONCLUSIONS 

In this paper we propose a framework for network security management based on the SNMP 
protocol. The general architecture of such a system, as well as various indices indicating 
security threats are described. The main aspects of our approach are: 

• The use of management information for monitoring the network security mechanisms. 
• The need for the development of a specific Security MIB. 
• The two level hierarchical architecture of the security network management. 
• The use of a temporal management information base for storing the historical network 

security information for off-line analysis. 
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