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Abstract 
This paper demonstrates that Information Systems (IS) are usually examined either from an 
holistic perspective (an 'outside-looking-in' view) or from a systemic perspective (an 'in
looking-outside' view). We describe the differences of the two perspectives and argue that 
when addressing the IS Security problem a synthesis of the above is needed. We also argue 
that we have evidence that a shift paradigm process is taking place. The main characteristic 
of the new paradigm appears to be the use of systemic methodologies in designing IS 
Security. 
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1 INTRODUCTION 

Definitional variation occurs across a group of people when different individuals define 
abstract objects differently. In the political science literature, for example, the terms 'liberal' 
and 'conservative' have different meanings for different people. However, the problem of 
definitional variation is not restricted to political science. Mathieson (1993) in a recent study 
showed that different users define a given information system in different ways. In his pilot 
study, it was observed that users with different levels of experience tended to use different 
definitions. 

During the last ten years, Information Security has emerged as an important issue in 
IS development, and therefore a plethora of Information Security models have been proposed. 
Most of these models use the terms Information Systems and Information Technology 
without defining them. Furthermore, the majority of them adopt an holistic approach to the IS 
(in)security problems, i.e. they concentrate upon the wholeness of the object, without looking 
at the essential parts which determine the characteristics and behaviour of the whole. The 
methodologies used are systematic and consider the human factor as technical factor. 
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Recently, models have been proposed that take into consideration both the social and 
technical aspects of the problem, realizing the special characteristics of the human factor. 
This, together with the criticism on traditional IS security models and the stated need for a 
new approach could indicate that a shift in the Information Systems security paradigm is 
taking place. 

In this paper we look at the terms 'systems', Information System and Information 
Technology, we show the differences between holistic and systems approach and we discuss 
how they could be applied to Information Systems security. We also examine the current and 
the alternative paradigms used in developing an IS security methodology. 

2 THE NOTION OF 'SYSTEM' 

The concept 'system' began to be elaborated when Ludwig von Bertalanffy, an organismic 
biologist interested in the organism as a whole rather than in any of its constituent parts, 
suggested that the ideas he had developed concerning organisms could be applied to wholes 
of any kind. 

Today, the common usage of the word system is problematic. It seems that systems 
can be all things to all people. We talk of systems when referring to the completeness of a 
particular concept (e.g. a hi-fi system), or when referring to a process (e.g. education system), 
in particular one which tends to be bureaucratic and inflexible (e.g. 'you can't fight the 
system'). Furthermore, the term system can be regarded as a collection of interrelated parts 
which act as a whole towards a common goal. 

There is no single generally accepted definition of the term system. The Open 
University System Group defines a system as having the following properties: 

(l)An assembly of parts or components connected together in an organized way. 

(2)The particular assembly has been identified by a human being as of special interest. 

(3)In general, the parts are affected by being in the system and they are changed if they leave 
it. 

(4)The particular assembly of parts does something- it has an aim. 

Another widely accepted definition, Schoderbek (1990), which is extensive enough to allow 
wide applicability, and at the same time it is intensive enough to include all the elements 
necessary for the detection and identification of a system, is the following: 
a system is a set of objects together with relationships between the objects and between their 
attributes related to each other and to their environment so as to form a whole. 

To further reduce the vagueness inherent in the terms of this definition, the key 
concepts -objects, relationships, attributes, environment and whole- are explained in sequel. 

Objects are simply the parts or components of a system, and these parts are unlimited 
in variety. 

Relationships are the bonds that link the objects together. The relationships to be 
considered in the context of a given set of objects depend on the problem at hand, important 
or interesting relationships being included, trivial or unessential relationships excluded. 

Attributes are properties of both objects and relationships. 
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Environment is the set of all objects outside the system: (1) a change in whose 
attributes affect the system and (2) whose attributes are changed by the behaviour of the 
system. 

Wholeness, philosophically, is an ~ttribute -a defining attribute- of a thing or being. 
Whenever one thinks of any undivided object, the object is always conceived of as a unity, a 
whole to which belongs every datum within the unity. 

Koestler (1967) coined the term 'holon' to refer to complex entities, particularly organisms 
and people, which are simultaneously: (a) whole individuals and (b) participating parts of 
more encompassing wholes. 

The above definitions could help us to clarify when a whole is a system and what is 
the difference between holistic and systems perspectives. Given that we are particularly 
interested in Information Systems, which is part of an organization, we shall use the latter as 
example in our discussion. 

When we talk of an organization in its completeness we view it holistically. When we 
attach to it a unity for either theory, analysis or discussion, our perspective is a holistic one. 
On the other hand, although a system incorporates holistic aspects, it emphasizes interaction 
rather than wholeness. Therefore, when we view an organization from systems perspective, 
we look at the parts which make up the whole and we take these parts as essential elements 
which determine the characteristics and behaviour of the whole, Harringhton (1991). 

In other words, viewing something holistically means concentrating upon its 
wholeness, i.e. the totality of elements comprising the whole is important. Likewise, a 
systems approach would mean that an awareness is retained of the influences of the parts 
upon each other, i.e. emphasis is given to relationships between the elements which define 
system's total characteristics. Two of the fundamental hallmarks of General Systems Theory 
are: (i) interrelationship and interdependence of objects and their attributes, and (ii) 
holism, Schoderbek (1990). According to the former, 'every systems theory must take 
cognizance of the elements or objects in the system, of the interrelationship existing between 
the various elements and of their interdependence'. The latter hallmark reads 'all systems 
have a gestalt, a whole, which cannot be broken down into its constitutional parts, but rather 
one must attempt to view the whole with all its interrelated and interdependent parts in 
interaction'. 

Finally, it should be remembered that a system does not exist as such. It is an abstract 
declaration of intent on the part of the analyst to portray a particular entity under 
investigation, in accordance with a set of universally consistent truths valid inside General 
Systems Theory; a framework for viewing the empirical world. 

3 INFORMATION TECHNOLOGY AND INFORMATION SYSTEMS 

The growth and development of the information and communication technologies have led to 
an abundance of different terminologies. Boaden and Lockett (1991) in their recent work 
attempt to investigate the main differences between the terms Information Technology (IT) 
and Information System (IS), the two terms considered to be in most common use at present. 
They, also, believe that the terms Information System and Management Infmmation Systems 
can be used interchangeably. 
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Most of the definitions of IT mainly refer to the technical issues alone. Boaden and 
Lockett (1991) quote the following definition given in Information Technology and Public 
Policy (a government periodical in UK): 'Information Technology concerns the use of 
programmable devices for handling information, both for delivery to human beings and for 
the control of machinery. The information handled may be text, sound, image, data, control 
signals; its handling includes the task of collection, storage, retrieval, processing, 
transmission and display. Information Technology draws on the technologies of computing, 
electronics, telecommunications, office equipment and control engineering'. 

Information systems are complex, abstract objects. Although people share definitions 
of some abstract objects, laboratory research has shown that when users are asked to evaluate 
the 'system' there is no guarantee that they will be thinking of the same object. Mathieson 
(1993) reports the results of a study of variations in user's definition of an IS. The results 
confirm that there were significant variations in opinions about what IS was and most users 
were certain that their definitions were correct, even though they disagreed with one another. 

It is possible that definitional variation, that is, variance in the way different systems 
professional as well as researchers define a given Information System, has implications for IS 
research and practice. For researchers, systematic differences in definitions might provide 
alternative explanations for the different methodologies used in developing an IS. 

In an attempt to clarify things, we can examine how current academic literature 
defines IS. A general reading of the literature suggests that the majority of definitions of 
Information Systems give emphasis on technical aspects and concentrate almost exclusively 
on the processing role of IS, interpreting the word 'system' in a very broad sense (i.e. without 
any reference to the components of the 'system'). Most definitions define IS as 'a system that 
takes the information received and stores, retrieves, transforms, processes and distributes 
information to various users in the organization, using a computer system or other means' 
(e.g. Aktas (1987), Ahitur and Neumann (1990)). Whilst these definitions are thorough, they 
associate information systems with the application of information technology. However, 
information systems are concerned with a much wider domain than the mere application of 
information technology; it is an interdisciplinary subject containing technical, social and 
organizational dimensions. According to Nimal Jayratna (1992), IS can be defined as a 
discipline that embraces information technology, information activities and organizational 
activities. He illustrates that an information system can be considered to consist of five 
functions: 

1. Information processing and usability function. 
2. Educating and learning function. 
3. Information systems development function. 
4. Management and control function. 
5. Strategy and planning function. 

Therefore, a definition covering the five functions is the following: 'Information System is a 
system for the most efficient and effective means of identifying the 'real' needs of users and 
developing processing systems for satisfying these needs; ensuring that the resulting 
information processing systems continue to satisfy changing user needs by the most efficient 
means of acquiring, storing, processing, disseminating and presenting information; by 
providing facilities and a learning environment for users and information system specialists to 
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improve the effectiveness of their decision models; and by supporting operational, control and 
strategic organizational objectives' (see Jayratna (1992) for more details). It is interesting to 
note that in the above definition no reference is given to the components of the information 
system. 

From the above analysis it is evident that what often purports to be an Information 
System model in the literature is no more than a holistic perspective of it. The holistic view is 
an 'outside-looking-in' view, which is not sufficient as analytical tool since the complexities 
involved require greater analytical rigour. 

The systemic approach, on the other hand, (i.e. the use of system model) is an 'in
looking-outside' view, which although incorporates holistic aspects, it emphasizes interaction 
between the components of the system than its completeness. To adopt a systemic approach is 
to take into account the set of predetermined relationships between elements of the system, all 
of which have to be included in any model and none discarded. Of course, we could identify 
relationships between the elements of our particular model within an holistic perspective. But, 
as John Harrington (1991) points out, for them to be an appropriate system model, those 
linkages must be consistent not only internally but also externally with the established law 
(i.e. General Systems Theory). 

In this paper we also assume that IS is an entity which performs the five functions 
listed in the aforementioned definition given, Jayratna (1992). Furthermore, adopting 
Kroenke's (1984) definition we will, also, assume that an IS integrates five components: 
people, procedures, data, software and hardware. Between the five components there is 
interrelation, interdependence and transaction (Figure 1). According to this definition, the 
notion of an IS contains technical, social and organizational dimensions. Also, 

(i) the need for examining the most efficient and effective means of providing information, in 
practice is associated with the calculation of the value of the cost/benefit ratio of providing 
information; 

(ii) the IS functions dynamically since the information must match user needs on a continuing 
basis; 

(iii) the educating and learning function provides learning opportunities on a continuous 
basis. 

One of the fundamental hallmarks of General Systems Theory is hierarchy, i.e. the nesting of 
systems within other systems inside an organized complexity, Schoderbek (1990). Therefore, 
if we take an organization as a system, the information system could be considered as one of 
its subsystems, the other two being the physical production system and the decision system. 
In similar vein, if we take an organization as our system then another system can always be 
found that comprises it. A system operates autonomously, but through and for 
interdependence. 

According to the definition given above, people are components of an information 
system. If we consider these people to be a system then we can find other social systems 
which include it as sub-system. Employee's associations, political parties, families, etc. are 
examples of such (social) super-systems (Figure 2). Therefore, people play an important role 
in information systems since (1) they are components of the system and its environment, (2) 
belong, at the same time, to other social systems, and thus, are influenced by them, and (3) 
their behaviour is not always logical and rational. 
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Figure 1 The Five Components of an Information System. 

4 I.T. SECURITY AND I.S. SECURITY 

If there exists a field of information systems security, it has not yet clearly defined itself. The 
field is still not clearly delineated from computer security, information technology security 
and information security. Authors disagree as to the exact meaning of the term. 

Badenhorst and Eloff (1989) state that 'computer security should be viewed as 
consisting of the following two major components: technological computer security; 
applications computer security.' On the other hand, Baskerville (1988) claims that the term 
computer security 'is applied as connoting threat concepts and the physical and logical 
techniques applied in protecting the electronic computer and the communication systems'. 

IBAG (1993), in a report presenting a framework for commercial IT security, notice 
that 'IT Security is concerned with the availability, confidentiality and integrity of 
information processed by powerful computers and communication networks. (In the report) 
other terms are used which in essence have the same or very nearly the same meaning 
including information security, information systems security, computer security, data security 
and information protection'. Also, in ITSEC (1994), IT security means: confidentiality, 
integrity and availability. In the same document IT system is defined as a specific IT 
installation with a particular purpose and known operational environment. An IT system is 
generally constructed from a number of hardware and software components. A major part of 
the security of an IT system can often be achieved through non-technical measures, such as 
organizational, personnel, physical, and administrative controls (see ITSEC (1994) p.7). 
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In the 'Guidelines for the security of Information Systems' published by OECD (1992), 
information systems means 'computers, communication, facilities, computer and 
communication networks and data and information that may be stored, processed, retrieved or 
transmitted by them, including programs, specifications and procedures for their operation, 
use and maintenance'. The security of Information Systems is defined as 'the protection of 
availability, confidentiality and integrity'. Baskerville (1988) in his book defines information 
systems security as 'the broader view, incorporating systems analysis and design methods, 
manual information systems, managerial issues, and both societal and ethical problems'. 

Given that the emphasis of this paper is on information systems we will proceed by 
examining the existing models of IS security that have been developed by various researchers. 
Most models of IS security have been developed with a particular purpose in mind (i.e. 
review of security threats, education and training, designing methodologies, etc.). The various 
models of IS security that have been developed and amended by a number of authors could be 
roughly classified into the following five models: 

1. Onion Skin Models. 
2. Checklist Models. 
3. Matrix Models. 
4. Filter Models. 
5. Socio-technical Models. 

The onion skin model, probably the most common model of IS security, is that of a 
multilayer security system enveloping and protecting the system and its data. This type of 
model is often referred to as ring model, because of its diagrammatic representation as a 
number of concentric circles arranged around the data. The models that have been proposed 
have varied in the names given to the layers, the number of layers, the details of the content 
of each layer, and the order in which the layers are arranged. 

The checklist models appear in two variations, one based on the threat conditions and 
the other based on actions that may be taken. Checklists tend to specify all controls for every 
system, not merely those which would be both effective and necessary for the particular 
system under inspection. 

Matrix models of IS security have the advantage of being able to represent a number 
of different aspects at the same time. The comprehensive model proposed by John McCumber 
(1991) in which we have three dimensions, i.e. Information States (transmission, storage, 
processing), Critical Information Characteristics (confidentiality, integrity, availability) and 
Security Measures (technology, policy and practice, education and training) is an example of 
a matrix model. 

The filter model is a development of the checklist based models and the matrix 
models. It summarizes, in the form of a matrix, the effects that various security actions have 
in providing protection against different categories of threat conditions (for more details, see 
Smith (1993)). 

The first socio-technical model for IS security -the Secmity By Consensus (SBC) 
model- was proposed by Stewart Kowalski (1991). His SDC model has the following basic 
components: (1) a layered framework made up of four social layers and one technical layer; 
(2) a collection of social and technical control mechanisms which relate in a semantical
syntactical chain the layers; (3) a standard labeling technique to facilitate the construction of 
semantical-syntactical chains. An excellent review of the existing models of IS security is 
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given by Smith (1993), while details of the socio-technical approach could be found in 
Kowalski's work (1991). 

5 A KUHNIAN CRISIS IN DEVELOPING IS SECURITY MODELS? 

One of the most influential accounts of scientific activity of our times is that of Thomas Kuhn 
(1962). Kuhn argues that, contrary to common opinion, progress in the Natural Sciences has 
not been 'cumulative' -building of advances one on top of another. His model could be 
summarized as: pre-science - normal science - crisis - revolution - new normal science - new 
crisis. The concept of paradigm is the key to get to the essence of Kuhn's model. Briefly, the 
term paradigm describes the set of basic assumptions within which a professional community 
functions during times of what he calls 'normal science'. During such periods, science 
proceeds smoothly. The guiding assumptions allow a set of problems to be isolated and 
solved one after another using the same paradigm. However, sooner or later, problems of a 
quite different order arise and the dominant paradigm appears to fail. If this lack of success is 
important and prolonged, the assumptions adopted by the community starts to alter and 
appears a period of 'crisis', during which the scientific community focuses on the perceived 
anomaly and is forced to reexamine its basic sets of assumptions (i.e. its dominant paradigm). 

Research communities interested in IS security share certain basic beliefs which help 
them understand each other in the pursuit of their specialized interests. These beliefs are 
associated with the underlying paradigms used to provide solutions to the various problems. It 
was thought useful to examine the various IS security models that have been developed 
during the last ten years, to check if there has been any fundamental paradigm shift among 
the scientific community interested in IS security. 

Though the reader will have to check our interpretation directly against his or her own 
impressions, the analysis given in the previous sections does seem to provide the following 
picture: The first feature of note was that although there are a number of different definitions 
of the term Information System all of them adopt the holistic perspective. The second feature 
to catch our attention has to do with the above five classes of IS security models. They, also, 
address the subject from the same perspective. Almost all these models adopt methodologies 
which are systematic, i.e. there are well defined steps, check-lists, layers, etc. Even the socio
technical model SDC proposed by Stewart Kowalski, in practice, uses a structured and well 
defined methodology. We believe that these models follow what P.Checkland (1988) calls 
Paradigm I, namely, the assumptions: 

(i) the perceived reality is systemic; i.e. the world contains systems; 

(ii) the methodology used to explore it can be systematic. 

The first real challenge to the dominance of Paradigm I appeared in a paper by Jean 
Hitchings at the lOth International Security Conference, IFIP 94 at Curacao, Hitchings 
(1994). In her paper she argues that 'the major problem with traditional methods to 
implement information security is that it ignores the human factor' and that is why there is 'a 
need for a new approach to information security'. An analysis of the information security 
models proposed during the last twenty years, could easily prove that the human factor is not 
ignored; what has happened is that the human factor has been considered as another technical 
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factor, which has a predictable behaviour and, thus, checklists and systematic procedures 
could be applied. The last few years, however, this point of view was questioned directly or 
indirectly by a number of researchers: Friedman and Kahn (1994), for example, put forth the 
position 'computer ttchnologies are a medium for intensely social activity; and that system 
design -though technical as an enterprise- involves social activity, and shapes the social 
infrastructure of the larger society'. For this reason, they suggest that 'computer science 
education should not drive a wedge between the social and the technical, but rather link both 
throughout the formal and informal curriculum'. As far as security policies are concerned 
Kabay (1993) discussing the psycho-social factors in the implementation of information 
security policies and procedures states that 'we can implement them more easily by adapting 
our training and awareness techniques to correspond to human patterns of learning and 
compliance'. 

Louise Yngstrom, in her recent work (1995), presents a Systemic-Holistic approach 
developed and used in an academic educational programme in IT security. In her work, 
although she does not question the validity of paradigm I directly, she proposes an approach 
which does not follow it since it is systemic and not systematic. Finally, Jean Hitchings, in 
another paper, Hitchings (1995), proposes a methodology, which she calls Virtual 
Methodology (VM) which not only concentrates on the technical aspects but also incorporates 
the organizational, contextual and human issues. It is interesting to note that although VM is 
constructed from phases, these phases, 'do not necessarily have to be undertaken in a set of 
sequence'; each phase interacts with others and it may be desirable to return to ideas from 
previous stages and discuss them. Therefore, the entire methodology is a fluid iterative 
process. It is evident from the above brief description that VM does not follow Paradigm I. 

The definition of IS covering the five different functions that were discussed earlier, 
together with the VM methodology for IS security, seems to us that follows what 
P.Checkland (1988) calls Paradigm II; i.e. an alternative to Paradigm I, in which the 
assumptions are as follows: 

(i) the perceived reality is problematic, while 
(ii) the methodology used to explore this reality can be systemic. 

With Paradigm II we have a fundamental shift: systemicity is transferred from the world to 
the process of inquiry into the world we have a learning system; and one which makes use of 
system models. As P.Checkland (1988) states, we have an 'ever changing outcome of a social 
process in which human beings continually negotiate and renegotiate, and so construct with 
others their perceptions and interpretations of the world outside themselves and the rules for 
coping with it. These rules are never fixed once and for all'. 

6 DISCUSSION 

It seems clear that in the last 15 years the IS community examined IS either from an holistic 
perspective (an 'outside-looking-in' view) or from a systemic perspective ('an in-looking
outside' view). The same appears to IS secmity community, although in this community the 
latter perspective has, for the time being, few supporters. We think that as far as IS security is 
concerned analysts have to follow both perspectives and move from Paradigm II to Paradigm 
I, and backwards on an endless basis. This type of movement is like moving on a Moebius 
band (Figure 3), in two dimensions or on a Klein bottle in three dimensions. You may 
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Figure 3 The Moebius Band. 

recall that a Moebius band is a topological figure which is constructed by taking a long, thin 
strip of paper and connecting its two long ends together after giving one a half-twist. One of 
the fundamental attributes of the Moebius band is that if we imagine an insect crawling on its 
surface, keeping always to the middle of the strip, it will move in/out/in/out ... , never coming 
to rest! Likewise, people dealing with IS security never rest! 

7 CONCLUSIONS 

To summarize, this paper has demonstrated that there has been an increasing divergence of 
definitions of an Information System. IS are generally examined either from an holistic or 
from a systemic approach. Furthermore, there seems to have been an agreement about the 
basic assumptions underlying the IS security models. Recently, however, it seems that various 
practitioners express significantly different basic assumptions about the way IS security 
problems should be tackled. Finally, we discuss the way we see the world in building IS 
secmity models. It is hoped that this analysis will contribute some evidence to what is likely 
to be a continuing debate. 
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