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Abstract 

In this paper we consider the secret reconstruction problem in a secret sharing scheme. 
We emphasize that a shared secret should be reconstructed in a fair way. We propose 
and analyze several methods to achieve such a fair reconstruction of shared secrets. 
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1 IXTRODUCTION 

In a secret sharing scheme, a secret is shared among many users in such a wa~· that 
any qualified group of users can reconstruct the secret, but any unqualified group of 
users have absolutely no information about the secret. This concept was invented in 
(Shamir,l979) and independently in (Blakley,l979). There are two phases in a secret 
sharing scheme: a secret sharing ( distribution) phase and a secret reconstruction phase. 
In the first phase, shares of a secret are derived by a dealer and distributed to a group 
of users. Each user will receive one share. In the second phase, a group of qualified 
users will pool their shares together and reconstruct the secret. The second phase of 
secret reconstruction has not gained as mm:h attention as the first one in the literaturE', 
partly because people do not expect any problem in that phase. But the reconstruction 
of a shared secret is actually what might concern the users the most. For example, if 
a shared secret eannot be reconstructed in a fair way, the original objec:tive of st>eret 
sharing would be missed. Tradi tiona! seeret sharing schemes alone do not guarantE'E' a 
propt>r rt>eonstrul'tion of a shared secret. For example .in a (t. n) secret sharing Sl'hemt>. 
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t users should be able to recover the secret. Suppose they pool their shares one by one. 
without using any simultaneous pooling mechanism. After being able to see all the 
shares of the other t - 1 users, the last user might change his mind and either simply 
refuse to give his share or give out a fake share, without caring if his fake share could be 
detected. In the end, the cheater can recover the true secret, but the rest cannot. We 
call this an unfair recovery of a shared secret. In this paper we consider the problem 
of fair reconstruction of a shared secret. We will classify three kinds of applications 
in which the reconstruction of shared secrets can be conducted in different waYs. v\ie 
then propose several methods to achieve a fair reconstruction of a shared se~ret for 
different applications. Section 2 briefly reviews secret sharing schemes and their two 
phases of secret sharing and secret reconstruction. Section 3 classifies three general 
settings in which a secret sharing scheme may be used. Section 4 reviews previous 
work. Some methods for fair secret reconstruction are given in Section 5. Section 6 
contains some concluding remarks. 

2 THE PROBLEM 

2.1 Secret Sharing and Reconstruction 

In a (t, n) secret sharing scheme (threshold scheme), a secrets is divided by a dealer 
into n shares s;, 1 :::; i :::; n, such that knowledge of any t shares is sufficient to efficiently 
reconstruct s. but any t - 1 or fewer shares provide absolutely no information about 
the value of s. The dealer will divide the secret and deliver all shares in a secret 
sharing phase. In another secret reconstruction phase, t (or more) users will pool 
their shares together and reconstruct the secret s. (Ito,1987) and (Benaloh.1988) 
consider more general secret sharing schemes in which any monotone access structure is 
possible. In this paper we will concentrate on threshold schemes but all discussions are 
valid for generalized secret sharing schemes. There are two phases in a secret sharing 
scheme. In the secret sharing phase, secret shares are delivered to all participants 
by secure channels. Note that the use of these secure channels is necessary. In the 
secret reconstruction phase, secure channels are not necessarily needed among the 
involYed participants. Note that there is always a concern about a possible wiretap 
in the reconstruction phase, i.e., an "outsider" might try to wiretap the conversations 
between "insiders" and obtain all secret shares of those participants whereas he himself 
has not actually participated in the reconstruction phase. To prevent such a wiretap, 
secure channels are always necessary. But we will only be concerned about the fairness 
of the reconstruction process and will assume that a wiretap is not a problem. 

2.2 Cheating 

If all involved participants are honest in the reconstruction phase, then they just need 
to pool their shares together Yia reliable public channels. For exan1ple, each of them 
simp!~· sends his/her share to all other participants, and receives all other participants" 
shares at the same time. Or, each participant publishes his/her share via a broadcast 
channel. But a serious problem arises when there might be some cheaters involwd. 
What is a cheater in a secret sharing scheme? We might try to answer this qut•stion by 
first defining what is an honest user. A user is considered to be honest if hP behaves 
according to thP spt•dfied senPt sharing scheme (protocol). If a user is not honest 
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then he is a cheater. The above definition seems to be good, but it is incomplete. The 
main problem is that it does not characterize the behaviour of a user properly. Since 
there are two separate phases in a secret sharing scheme, the behaviour of users must 
be specified very carefully. Let's explain why. Suppose we have a (t. n) secret sharing 
sc:heme. where t ;::: 3. The dealer has delivered a secret share privately to each of the 
n users. Suppose this first phase is finished at time T1• At some later time T2 > T1, t 
users should be able to recover the shared secret. Suppose (t- 1) users in a group C 
meet together at some time between T1 and T2 and each of them shows his share to 
other people. Suppose P1 is one of them. Then at time T2 , when P 1 joins some other 
group B of (t- 2) users, once P1 gets one of their shares. he can rec:over the sec:ret by 
himself. He can then reveal the secret to his old friends in group C, whilst no user in 
group B c:an recover the secret even if they have P1 's share. In this example, there are 
actually (2t- 3) users involved, and we certainly should consider the (t- 1) users in 
group Cas cheaters. Now we can define what is a cheater. In a secret sharing scheme, 
once a user obtains a share from the dealer, from that very time on, he must behave 
according to the specified protocol. Particularly, this requires him not to reveal his 
share to any other group of users before he formally joins them so that altogether 
they will form a qualified group of users to recover the shared secret. Otherwise he is 
considered to be a cheater. When we say h is an upper bound on the total number of 
c:heaters. we mean there could be at most h cheaters among all users during the whole 
time. In this paper we use the following computation model. There are a total of n 
users. .-\ny pair of users is connected by a secure private channel. A secret is to be 
shared among them by an honest dealer using a (t, n) sec:ret sharing scheme. \Vhen a 
group of users decide to cooperate to recover the secret, they send messages to each 
other via private channels. In other words, we use a secure asynchronous c:omplete 
network as our computation model. Here we must emphasize the difference between 
fair recovery of shared secrets and cheating-detection. If cheaters cannot be detected. 
honest users would be cheated without being aware of it. Suppose cheating can be 
detected and ewn identified. If someone cheated, his cheating will be discovered by 
everyone. But all known cheating-detection methods proposed so far can only issue 
warning signals after the whole process is over. That is, cheaters have got the correct 
shares of other people and are thus able to reconstruc:t the correct secret, while other 
honest people, although knowing the fact that c:heating has occ:mTed, can do nothing to 
prevent it (and they get nothing). This of course is not desirable in most applications. 
So we need to be more careful on the reconstruction of shared secrets. A method is 
required by which cheating can be prevented, or in other words, shared secrets can be 
reconstructed in a fair way! There are several ways to accomplish fair reconstruction 
of a shared secret, depending on how the shared secret is to be used. In the next 
section, we classify three kinds of applications in which the reconstruction of a shared 
secret ma~· be conducted in different wa~·s. 

3 THREE l\IODELS 

3.1 Centralised Model 

A secret sharing scheme can be used in any transaction where some kind of common 
effort is needt'd to initiate a transaction (e.g. the launch of a missile). In such a 
situation. tht'rE' is usually a Cmtral Control Mechanism ( CC11) which collects the 
necessar~· numbn of secret shares and checks if the collected shares arc ntlid. If 
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enough valid shares are supplied, then the transaction will be initiated. If there are 
some cheaters involved, the CCM will be able to detect them and will not initiate 
the transaction until it receives enough valid shares. If each share is fed to the CCM 
by the user himself through some secure channel (for example, an on-site keyboard}. 
a user will not be able to see or get the secret share of any other user. In such a 
case, there is no harm to the honest users even if there are some cheaters. In such 
applications, we do not have the problem of unfairness. Note that here some secure 
channels are used in the secret reconstruction phase for the sole and crucial purpose 
that no one among the t involved users can see others' secret shares. If these t users 
do not want their action to be observable by outside users, then the use of secure 
channels is necessary in the sense of the protection of the privacy of these t users from 
outsider's eavesdropping, which we suppose is not a problem in our discussion. 

3.2 Semi-Centralised Model 

In this model, the CCM has the ability to check the validity of all submitted shares. We 
can reduce the responsibility of a CCM by just requiring the following. Suppose there 
is a broadcast channel available to the CCM. Firstly, the CCM collects all t shares 
submitted by t users. Then the CCM publishes all collected shares by broadcasting 
them so that all t users will receive all t shares at the same time. It is every user's 
own responsibility to check the validity of every share. In other words, the role of 
CCM is now just a passive collector. In this model, cheaters might be successful in 
their cheating. For example, a cheater C might just submit a fake share to the CCM. 
Although honest users might be able to detect C's cheating, C has obtained all true 
shares of the other (t-1} users, plus his own true share. SoC is able to reconstruct the 
shared secret, whereas other honest users still have no information about the shared 
secret, since they do not have the true share of user C. Thus, even if an information 
collector is available, the reconstruction phase should still be designed very carefully 
(see section 4.2). 

3.2 Decentralised Model 

In this model, there is not any kind of central control mechanism. Every transaction 
is conducted in a totally decentralized way. Every pair of users send messages to each 
other via some public channel which we assume is reliable. Except for this, no further 
assumption is made. For example, we do not assume the use of any secure channel in 
the reconstruction phase of a secret sharing scheme; that is, for any group oft or more 
users G, all messages communicated between users among the group can be seen by 
anyone else in the group. Also, we do not assume the use of any central information 
collecting facility. Here is an example. Suppose the dealer has encrypted a message m 
by using a secret key s. The ciphertext c is published. The dealer has shared s among 
n network users so that t of them are necessary and sufficient to reconstruct it and 
thus are able to decipher c to get the message m. Here we assume that no "message 
collector" exists in the network. lt is obvious that each user should have the same 
right to get the secret key s. Suppose t users (without loss of generality, assume they 
are P 1 •... , P1) are involved. Each of them sends messages separately to any other 
users via some public channels. Suppose P1 is the only cheater. Then he just waits 
and dot's not send out any message until he receives shares of all other users. At this 
monlt'nt he can simply refuse to give out his share or gives out a fake share, without 
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caring if his fake share could be detected by other people. In the end, P1 is able to 
reconstruct the secret s but the other honest users are unable to get any information 
about the value of s. Note that we cannot solve this problem by just setting some 
timetable for the pooling of shares. since the last user might always have a cham:e to 
cheat successfully. 

4 PREVIOCS WORK 

4.1 Cheating Detection/Identification and VSS 

Several people have studied the problem of cheating~ detection and cheating~identification 
extensively. Although cheating-detection is different from (and weaker than) the prob
lem of unfairness dealt with in this paper, we need to use some results about cheat
ing identification in an essential way. So we briefly review some of those results. 
(Chor.1985) introduces the primitive of VSS (verifiable secret sharing). (Rabin,l989) 
gives an excellent implementation of VSS schemes which are unconditionally secure. 
Vl/e now describe their scheme for later use. Suppose there are a dealer D, a prover 
P. and a verifier V, where D has a secret s. D will send s to P first. and hope that 
P will pass s to V honestly at a later time. Let p be a large prime, p > 2k. where 
k is a security parameter. Suppose s E Zp. First, D chooses two random numbers 
b, y E Zp. b =F 0. Then D computes c = s +by. Finally, D sends (s, y) to P. and 
sends (b. c) to F. The pair (b. c) is called a check vector for (s,y), andy is called a 
witness of s for (b. c). Later. when P passes (s, y) to V, V simply checks if s +by= c 
and accepts or rejects s accordingly. It is shown in (Rabin,1989) that if D is honest, 
then the probability that P will deceive Vis 1/(p- 1) < 2-k. On the other hand. 
V has absoluteh· no information about s from his check vector. The Rabin-Ben-Or 
scheme will be ~alled scheme A. A is actually a protocol based on the well known 
Shamir scheme A. In subsequent discussion, we use the following notation. Giving 
t, n. and s, scheme A will produce n shares s1, ...• sn for s with the threshold value 
t. This procedure is denoted by A(t, 11, s) = (s 1 , ...• sn)· It might be argued that a 
VSS scheme can be used directly to prevent unfair recovery of a shared secret. Unfor
tunatelY this is not true. Let us elaborate on this further. We use the VSS scheme of 
Rabin ~nd Ben-Or as an example. Their scheme is a (t + 1, n) scheme, where there 
are n users and n 2: 2t + 1. It is assumed that there are at most t cheaters. Each 
user has a set of messages. among them some are used for the reconstruction of the 
shared secret, and some are used to check the validity of information provided by other 
users. Suppose all the n users submit their shares (and some associated information). 
Since the scheme has a threshold value (t + 1). t users cannot obtain any information 
about the secret. Since there are at least ( t + 1) honest users among all the n users. 
the true shared secret can be reconstructed correctly. So a VSS scheme is aetually an 
error-tolerant scheme in which all n users are required to submit their shares. In a VSS 
scheme. cheaters can be detected and even identified, but enough honest users must 
be present for the reconstruction of the secret. The problem of unfairness remains. 
In the situation described in this paper, there are only t users involved when' some 
are honest and some are dishonest. If all are honest. the secret will be recoustrnrted 
correct!~· by ever~'one. Howewr, if there are cheaters (even only one), then au honest 
user nw~· uot be able to collect enough (in this case t) shares to reconstruct the serect. 
So a \'SS scheme cauuot be used directlv. What we need is a solution iu which am· 
involved user (honest or dishonest) should have au (approximate!~·) equal possibilit~· 
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to obtain the correct secret. They might not be able to reconstruct the secret (due 
to the existence of cheaters), but if any group has a chance to obtain the secret, then 
any other user should have approximately the same chance to obtain the same secret. 
Of course VSS is a very powerful tool and as we will show later, a multi-stage use of 
a VSS scheme will be sufficient to solve our problem. 

4.2 Other Work 

A multi-party protocol can be used to solve our problem. But most multi-party proto
cols ( ( Chaum,1987) ,(Beaver ,1989), (Goldwasser, 1990), (Tedrick,l983) ,(Tedrick,1984), 
(Luby,l983),(Vazirani,1983),(Yao,l986) ) are based on some computational assump
tions (e.g. the existence of an oblivious transfer protocol, or even stronger, the 
Quadratic Residuosity Assumption) and are very complicated (see (He,1995) for an 
analysis on the performance of their protocols). As we will see, for the reconstruction 
of long secrets, when the number of cheaters is small, very efficient schemes can be 
designed to achieve fairness. (Tompa,1986) first realizes the problem of unfairness. 
They propose a probabilistic method to ensure a fair reconstruction of a shared secret 
in the semi-centralized model. 

5 ACHIEVING FAIR RECONSTRUCTION 

In this section we consider how to fairly reconstruct a shared secret. We first give a 
solution to deal with one cheater. The solution reveals the basic idea with which we 
will be able to design a method to deal with more than one cheater. Unless otherwise 
stated, all numbers and computations are in the field Zp where p is a publicly known 
prime. 

5.1 One Cheater 

Let n, t be given, where n 2 t. Suppose there is at most one (unknown) cheater. Let 8 

be the secret to be shared. In the secret sharing phase, the dealer does the following: 

1. Chooses n nonzero random numbers b;, 1 ::; i::; n. Let 8 2 = 2:;'=1 b;. (1) 
2. Let 8 1 = 8- 8 2 , that is, 8 has been divided into two parts 8 1 and 8 2 such that 

8 = 81 + 82. 

3. Shares s1 by using scheme .4 to get .4(t, n, sl) = (8 11 , 812, ... , s1nl· 

4. Chooses n random numbers y;, 1 ::; i ::; n. 
5. Computes c; = 8 1; + b;y;, 1 ::; i ::; n. 
6. Sends (s 1;,y;) and the ith set of check vectors B; = {(bj,Cj): j #- i} to user 

1. 

In the secret reconstruction phase, suppose t users P1, .•. , P1 agree to work together 
to reconstruct s. They proceed as follows: 



On the reconstruction of shared secrets 215 

l. First, each user i sends his (8Ji, yi) to all other users. 
2. After this, user i will have the following information (including his own infor

mation received from the dealer during the secret sharing phase): (s1j, Yj), 1 ::; 
j :=;; t and (bj, Cj), 1 ::; j ::; n, j =P i. User i checks if all other users have 
sent him the correct s1j 's by using the corresponding check vectors. If he 
finds some incorrect s1j which together with Yi do not match (bj, cj), then 
he broadcasts this to all users so that all honest users will stop giving out 
further information. 

3. Otherwise he uses scheme A to reconstruct s1 , the first part of the secret. At 
the same time he broadc:asts OK. 

4. Once all t users have broadcasted OK's, each user i broadcasts his check 
vectors B;. 

5. From any two correct sets of check vectors, each user reconstructs 82 , the 
second part of the secret. 

6. Finally, all get the secret s = 8 1 + s2 • 

Theorem 1 Suppose n ;::: t ;::: 4. If there is at most one cheater, the above process 
prevents the cheater from cheating. That is, either the cheater can succeed in obtaining 
the true secret with a probability of at most 2-k, or all t users obtain the shared secret 
at the same time. 

Proof: Suppose user P 1 is a cheater. There are two cases. 

Case 1. P1 has submitted a false s11 at step 1. Then every other user can detect his 
cheating with a probability of 1-2-k. So P 1 can succeed in cheating with a probability 
of at most 2-k. After this success, he can reconstruct s1 and obtain s2 in subsequent 
steps. Thus he can be successful in his cheating with a probability of at most 2-k. 

Case 2. P1 has submitted a true s 11 , thus all users can obtain the correct s1 
at step 3. Since t ;::: 4, there are at least three honest users. For example, con
sider the first four users P;, 1 ::; i :=;; 4. They have the following sets of check vec
tors: B1 = {(b2, c2), (b3, c3), (b4, c4), ... }, B2 = {(b1, c1), (b3, c3), (b4, c4), ... }, B3 = 
{ (b1, ci), (b2, c2), (b4, c4), ... }, B4 = { (b1, c1 ), (b2, c2), (b3, c3), ... }. Note that all B1, B2, B3, B4 
should have the same (b;, c;), i ;::: 5. Also note that if there are only three users in
volved, e.g. users P1,P2 ,P3 , then user P2 cannot tell which of P1 or P3 has submitted 
a fake (b2 , c2 ) and thus is unable to determine the correct value of s2 . But since t;::: 4, 
each user can decide which is the true value of (b;, c;) for any i by a simple majority 
voting. Once he has the true values b;, 1 :=;; i :=;; n, he can obtain s2 easily by (1). 6 

There are some drawbacks in the above protocol. Firstly, only one cheater can be 
prevented. Secondly, we require t ;::: 4. But the basic idea can be used to deal with 
more than one cheater. That is, the reconstruction phase is divided into two stages. If 
any cheating is detected in the first stage, we stop and nothing is reconstructed. Once 
the first stage is passed successfully, a majority will automatically be sufficient to do 
the rest and finally reconstruct the whole secret. 

5.2 Minority Cheaters 

Let n, t be given and s be the secret to be shared. Let h be the number of possible 
cheat(:'rs. We assume that t ;::: 2h + l. In the secret sharing phase, the dealer does the 
following: 
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Divides 8 in two parts; that is, chooses two random numbers si and s2 such 
that s = si + s2. 
Applies scheme A to si to get A(t. n, si) = (811 , 8I 2 , ... , sin)· 
Chooses n( n - 1) random numbers Yij, 1 ::; i, j ::; n, i I j, and constructs 
(n- 1) check vectors (b;j, c;j)(j I i) for (sli, Yij),1 ::; i ::; n. That is, c;j = 
SJi + b;jYij, 1 :S; i,j :S; n,j I i. 
Applies scheme A to s2 but with a threshold value h+ 1 to get A(h+ 1, n, s2) = 
(s21, 822, · · ·, S2n)· 

Chooses n( n - 1) random numbers z;j, 1 ::; i, j ::; n, i I j, and constructs 
( n - 1) check vectors ( d;1, e;1 )(j I i) for ( s2;, Z;j) ,1 ::; i ::; n. That is, e;1 = 
s2; + d;jZij, 1 :S; i,j :S; n,j I i. 
Sends the following messages to user i(1 ::; i ::; n): sii: y;1, j I i, B; = 
{(bj;, Cj;): j I i} and s2;, Z;j,j I i, D; = {(dj;, ej;): j I i}. 

This completes the dealer's part. 

In the secret reconstruction phase, t users PI, P2, .•• , Pt proceed as follows: 

1. For all1 ::; i::; t, user P; sends (si;, y;1) to user Pj for all j, 1 ::; j ::; t, j I i. 
2. Upon receiving all messages from user Pj, P; checks the validity of (sij, y1i) 

from user Pj by using the check vector (b1;, c1;). If (sij, Yii) does not match 
(bji• cj;), P; will publish (sij: Yj;) and (bji• Cj;), demanding user P1 to publish 
his true values. (That is, user Pj is asked to show his honesty with respect 
to user P; publicly.) 

3. If any cheating is detected and that cheater refuses to publish the required 
information, stop! Otherwise all users reconstruct the shared si by using the 
original scheme A. 

4. The same process is repeated by the same group oft users for the reconstruc
tion of s2 

Theorem 2 If there are at most l ( t -1) /2{ cheaters, they can be successful in cheating 
w1th a probability of at most l(t- 1)/2J2- . 

Proof: We consider the worst case. Suppose t = 2h + 1, and there are h cheaters 
G = {PI, ... , Ph}. Consider the reconstruction of si first. A cheater P; has a share 
8Ii· He can cheat some other user P1 only if P; can send Pj some pair (s;;, y') which 
matches the check vector (b;1, c;1) for the true pair (sli, y;1), where s;; I 8Ii· Note 
that all check vectors are generated by the dealer in a totally independent way, so 
other cheaters in the group G are not helpful for P;'s cheating Pj. Consequently, the 
probability with which P; can deceive P1 is at most 2-k. If some cheater, say PI, 
succeeds in cheating Pj, but some other cheater, say P2 , fails, P2 will be asked to 
publish his share. This does not affect PI at all. So all cheaters in G might try to 
cheat P1. If one of them succeeds, they succeed. Consequently, the probability with 
which G can deceive P1 is at most h2-k. After this success in cheating, the cheaters 
will follow the remaining steps honestly and obtain s2 , and thus finally reconstruct 
the secret s. (\'\'e consider a cheater to be successful in cheating if they can deceive at 
least one honest user.) If some cheating is detected, but the cheater refuses to publish 
his share. then all (honest) users stop. Since h + 1 shares are necessary to reconstruct 
the second part s2 , h cheaters cannot obtain any information about it. So nothing is 
reconstructed. If all cheatings are caught and the corresponding shares are published, 
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or, no cheater actually conduct cheating, a correct s1 will be reconstructed. All users 
then proceed to the second stage and a correct s2 will be reconstructed since there are 
enough honest users. Note that each user can check which share is true by using the 
corresponding check vectors, so a majority voting is not used here. 6 

In the above scheme, each user receives 6(n-1) +2 numbers from the dealer, each 
number is of the size I p 1~ k. So the space (storage) complexity for each user is 
(6(n- 1) + 2)k = O(nk) bits. Each user needs to send out 2(n- 1) numbers at each 
stage, so the communication complexity (the total amount of bits transmitted) of the 
protocol is 4n(n- 1)k = O(n2k). 

5.3 Dealing With Any Number of Cheaters 

Let s = 8 182 · · • Sm be an m bits secret to be shared. A general method to share/recontruct 
sis to do so in a bit-by-bit fashion, i.e., each bit of sis shared/reconstructed indepen
dently. Furthermore, each bit can be expanded into many pieces and each piece can 
be shared/reconstructed independently. This will guarantee a high level of fairness 
but the computational cost is high. For details see (He,1995). 

6 CO::\'CLUSION 

The main purpose of this paper is to emphasize the importance of the fairness in 
the reconstruction of a shared secret in any secret sharing scheme, a problem which 
has been ignored for sometime. We have argued that this problem really matters 
in the applications of the concept of secret sharing. We have classified three kinds of 
applications in which the reconstruction of a shared secret can be conducted in different 
ways. \Ye have developed several methods to achieve such a fair reconstruction of 
shared secrets, and given rigorous analyses for all our methods. There are many 
questions remaining to be answered. For example, we do not think our methods are 
the most efficient ones. Also, there might be other applications where the fairness 
problem can be solved more efficiently. This deserves further study. Another topic 
for future investigation is the following lower bound problem. Suppose we are given 
an upper bound 17 > 0 on the "unfairness" for the reconstruction of a secret, i.e. 
(informally), cheaters are allowed to have at most an advantage of 17 in reconstructing 
a shared secret. Then what is the lower bound on the amount of information each 
user must store? 
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