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1 PROBLEMS LINKED TO THE ABSENCE OF EVIDENCE 

Disputes concerning the delivery of computer systems often lead to contentions over the 
authenticity and/or the integrity of the concerned software. Here are a few examples of real 
situations : 

• the user has the source-code of tailor-made software; the supplier pretends that the 
malfunctions stem from changes to the program by the user or by a third party at his 
request; 

• the supplier denies the supply of a given version of a package and pretends that the user 
bought it from another supplier; 

• the supplier delivered a bugged version of a software; he pretends however to have 
delivered soon afterwards a new debugged version while the user pretends to have 
received it only several months later; 
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• the supplier maintains that he delivered versions that corrected the defaults but pretends 
that the user failed to install them; 

• the supplier pretends that the user did not completely or correctly install the software; parts 
of the software were not installed or belong to an older version. 

The means to prove the claims of the opponents are often insufficient or non-existent. When 
confronted with such contradictory statements, the expert witness will look for indisputable 
evidence that allows him to reconstruct the chronology and to determine the exact nature of 
the delivered and installed software versions. 

When the malfunctions of a version create a prejudice that grows with the duration of its 
use, it is essential to define as precisely as possible this period of use. How far back should 
one go in time to look for and to correct the errors generated by a faulty version ? 

Hence, it matters to the supplier and the user, as well as to the Court that may have to settle 
the dispute, that irrefutable answers be provided to the following questions : 

• at what time did the supplier release a given version ? 
• when did the supplier deliver this version to the user ? 
• at what time was this version installed on the user's computer? By whom, by the supplier 

or by a third party ? 
• what is the precise content of this version ? 
• where changes brought to the software ? 
• until when was the software version used ? 

It becomes particularly difficult to answer these questions when, due to a large number of 
imperfections, the supplier continuously corrects his software. This may lead to an instability. 
of the product where the correction of bugs introduces new bugs. The situation rapidly 
becomes uncontrollable when theses changes happen without leaving any traces. This 
happens when changes are made by repeatedly intervening on the source-code at the user's 
site, by remote maintenance or by downloading modules from the portable computer of the 
technician. This results in a situation where the software installed at the customer's site no 
longer corresponds to the version that was delivered on the original magnetic or optical 
media. 

Software is however not an intangible concept with fuzzy and constantly changing 
specifications. It is an engineering product with well-defined functional and technical 
specifications which are well delimited and frozen at any moment in time. 

2 ABOUT THE NEED TO ESTABLISH DETAILED DELIVERY NOTES 

The delivery of software implies the supply to the user of executable code as well as of the 
related documentation (functional description, user's manual, reference guide, installation 
guide). Depending upon the contractual agreements, the supply could also include the 
delivery of source code and of the required technical documentation to allow the user or a 
third party to carry out the maintenance of the product. 

Any delivery of software or of changes to it should be subject of a formal procedure that 
avoids later disputes about the content and the moment of the delivery. 
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Well established commercial practices provide a simple means to carry this out, i.e. a 
delivery note that the customer countersigns to acknowledge receipt. This document should 
however contain a very precise description of the object of the delivery : 

+ for the software itself 
• the name of the software; 
• the operating system concerned; 
• the language of the software; 
• the version and release, generally under the form "vv.rr" where "vv" defines the 

main number of the version and "rr" the number of the release inside the version; 
• the date of the version and release; 
• the licence number; 
• the type and format of the media (magnetic or optical) upon which the software is 

stored; 
• the number of volumes concerned; 
• for each volume : 

- the serial number identifying the volume; 

- the name of the volume (e.g. installation disk, drivers, utilities, .. ); 
n.b. :each volume should bear a label with the above mentioned data. 

+ for the documentation 
• the number of volumes of documentation; 
• for each volume of documentation : 

the title of the volume (e.g. installation guide, reference manual, ... ); 

the identification number assigned by the supplier to the volume; 

the number and date of the version; 

the number of pages; 
the weight. 

A delivery note countersigned for receipt is an elementary precaution that will eliminate a 
large number of disputes, dealing with matters as trivial as the date of delivery (except an 
incorrect date that would go undetected by both parties) or the fact that documentation has or 
has not been delivered. 

However, the delivery note does not provide any certainty about the real content of the 
magnetic or optical media upon which the executable code or the source code is stored. Extra 
data are required for this purpose. 

Each volume provided by the supplier will contain one or more files. Each of them is 
characterised by : 

a name; 

a date and hour of creation; 

a length expressed in number of characters. 

• 

• 

the 

the 

the 

the 

the 
the 

the 

the 
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3 PROCEDURE TO CHECK THE CONFORMITY OF THE SUPPLY 

It is well possible to modify the content of the files without altering the above mentioned 
characteristics. In order to detect these kinds of changes, one may use sealing algorithms that 
compute a seal for each file. The principle is that each change brought to the file will lead to 
another seal than the original. Hence, the use of a sealing algorithm allows checking at any 
time that a file has not been changed. 

Another important aspect of the supply of software concerns the fact that the legitimate user 
does not want the software he pays for to be diverted by a third party that would intercept the 
delivery and appropriate it to himself or substitute it with an altered version. This can easily 
be countered by encrypting the software so that only the legitimate user could decrypt the 
software by using the key that the supplier will have provided to him by a secure transmission 
channel. 

It is suggested that use be made of asymmetric encryption algorithms that permit the use of 
electronic signatures by the supplier. This mechanism provides the desired qualities for a safe 
supply procedure : 

1. integrity 

2. authenticity 

3. confidentiality 

the user may check that the software he receives has not undergone any 
change since its "production" by the supplier; the procedure also 
provides a protection against "program" viruses but not against 
"system" viruses that could possibly infect the boot sector of MS-DOS 
software during the production process at the supplier's site; 
thanks to the electronic signature, the user may be certain that the 
software stems from the supplier who signed it; 
the encryption of the software has the effect that only the legitimate 
user will be capable to decrypt the software; this mechanism protects 
the suppliers against illegal copying of the original volumes of their 
software and provides an answer to one of their preoccupation's. The 
origin of possible illegal copies could also be simplified through this 
system. The original licence number could be encrypted in the software 
itself so that illegal copies would always include this mean of 
identification. 

These remarks lead to suggest the following delivery procedure: 

1. the supplier prepares for the customer the different media containing his software under 
the form of encrypted files; only the legitimate user will be capable of decrypting them 
with the key provided by the supplier; 

2. during this preparation stage, the supplier computes a seal for each file with a sealing 
algorithm; these seals, as well as the seal control program and the decryption program for 
the encrypted software, are written on a separate volume, again in encrypted form; this 
provides a protection against the interception of this seal control program by an intruder 
who would want to replace it by a nil operation; 

3. the supplier sends the software (i.e. the volumes defined under 1) to the user by whatever 
channel (post, parcel delivery, telecommunications, ... ) which is not necessarily considered 
to be safe; 
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4. through a safe channel, the supplier provides to the user the decryption keys; 
5. by a channel independent from the previous ones, the supplier provides to the customer the 

volume described under 2; one should observe that the interception of the media described 
under 1 and 2 does not generate any problem, as long as the decryption keys remain secret; 

6. after having received all elements above, the user will launch the decryption program as 
well as the seal control program; the latter will generate two copies of a protocol 
containing for each volume : 

7. 
- the identification of the volume (serial number); 

- for each of the files : 

the name of the file; 

the date and hour of its creation; 

its length in number of characters; 

the seal produced by the sealing algorithm. 

Any anomaly should be mentioned on the protocol and will end up in the rejection 
of the software by the user. 

8. if the control operation confirms the conformity of the software, the customer returns the 
protocol signed for acceptance to the supplier, who will thereby have a proof of the 
content of its delivery; similarly, the user will have a symmetric proof of what he received 
from the supplier; 

9. each party will keep a copy of all the above mentioned elements so that conformity 
controls could be operated at later moments. 

Of course, this procedure will only apply to the conformity of the files making up the 
software with the specifications of the supplier. It does not tell us anything about the 
conformance of the software to the specifications of the user or to the usage for which it is 
intended. 

The files making up the software are files containing the executable programs, parameters, 
procedures in job control language, help files, ... 

The schema described above can also be applied to software supplied via 
telecommunications. 

The control procedure should be executed as soon as possible after. delivery. The generated 
protocol should be considered an integral part of the delivery note signed for approval or 
refusal. The procedure agreed between the parties should be described in the contractual 
documents. 

4 DOMAIN OF APPLICATION SOFfWARE SOLD ON SMALL OR 
LARGE SCALE ? 

The procedures described in this paper are particularly well suited for tailor-made software 
written for a limited number of users as opposed to packages, defined as " standard programs 
distributed in large number of copies so as to spread the development and production costs". 

This results from the fact that the secure procedure suggested requires the volumes to be 
customised. Each delivery is different because the encryption uses a personal key for each 
customer. The volumes for packages are however produced and assembled in large series. 

-
-

-

-
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Their content is always identical. Furthermore, distribution channels for software are not 
prepared to distribute separately the product itself and the corresponding installation tools. 
This organisation cannot be challenged, at least not in the short term. 

5 INSTALLATION PROCEDURE FOR SOFTWARE 

The procedures described up to here only concern the control of the conformity of delivery. 
They give to the supplier the certainty that the software has been well received by the 
legitimate recipient and to the latter, the possibility of controlling conformity of the delivered 
product. Often, the supplier will also want to be sure that the customer has installed the 
software on his computer. 

This goal can be achieved through an installation procedure written by the supplier. Its 
prime function will of course be the installation of the software but in addition, it will 
generate an installation protocol in two copies. This protocol will include by and large the 
same data as those used in the conformity control procedure, namely : 

• name of the file; 
• date and hour of original creation of the file; 
• date and hour of installation; 
• length in number of characters; 
• seal; 
• location in the system (unit, directory). 

The installation of software often requires that a number of parameters be provided 
interactively during the installation process. These parameters have an influence on the result 
of the installation (e.g. installation or not of the tutorial) or on the configuration of the system 
(e.g. driver chosen for a printer). These parameters should be included in the protocol 
generated by the installation procedure. 

The return by the customer of this protocol will prove to the supplier the effective 
installation of the software at the date and time provided by the system clock of the 
customer's computer. The ease with which one can amend the system clock should not be 
ignored, however. There is an urgent need for computer manufacturers to provide clock 
mechanisms that could lead to conclusive evidence. A change to the system date and time 
should be a controlled procedure reserved to clearly identified and authmised persons and 
should always leave in a log ineffaceable traces of the performed changes. 

All computers should have mechanisms allowing their identification in a safe way. This 
implies that the type and the serial number of the computer should be stored in a hardware 
component that could not be modified. These facilities exist usually on more expensive 
mainframes but it is feasible to implement them in an inexpensive way on low-end 
equipment's and PC's. These identification data should be readable and, if need be, validated 
by the installation procedure which will reproduce these data on the installation protocol. 

The identification of the hardware by the installation procedure does not imply a locking 
mechanism that would prohibit the reinstallation of the software on another computer. This 
technique, used by certain software producers in order to control illegal copying, induces 
nuisances for the legitimate user, for instance in case of the destruction or breakdown of the 



148 Part Four Management and Legal Issues 

computer, and does not fit into our discussion about evidence relating to delivery and 
installation of software. 

6 CONFIGURATION CONTROL DURING THE INSTALLATION 

A large number of incidents with software stem from the incorrect or incomplete installations 
or installations in an inappropriate hard- or software environment. Hence, the installation 
procedure should as far as possible check that the installation cqnforms to the supplier's 
specifications. 

Major editors of PC software are progressing in this direction, though there still remains a 
lot be to done in this area. One could only encourage the software editors to improve their 
accomplishments. Ideally, an installation procedure should check that: 

• the hardware environment is adequate (processor type, main memory, available disk space, 
presence of extension cards, type of installed peripherals such as printers, screens, mouse, 
... ); 

• the software environment is appropriate (type and version of operating system, presence of 
certain software products that could lead to incompatibilities, ... ); 

• the installation was correctly completed. 

The elements of the hard- and software environment identified by the installation procedure 
should be mentioned on the installation protocol. 

They will help diagnosis by the supplier or by the expert called in to investigate problems. 
The controls performed by the installation procedure could lead, depending upon the 

seriousness of the situation, to ceasing the installation (and reversion to the miginal state ... !), 
to the issuing of warning messages to be reproduced on the installation protocol, or to the 
concluding of the successful installation of the product. 

As the environment in which a software product is installed may evolve over time, it is 
desirable that software editors should produce tools to control in a simple way conformity of 
the environment to their specifications. Increasing complexity of software products will 
render these tools more and more useful. 

7 CONCLUSIONS 

This presentation has outlined the difficulties which arise in many litigation's due to 
insufficient concluding evidence of the delivery and the installation of software. The 
advantages of applying to software a well established practice for commercial activities, i.e. 
the signature for receipt of a delivery note, have been described. This delivery note should 
provide a detailed description of the software and of the documentation being supplied. 
Finally, a procedure was suggested that allows to control the conformity of the software to the 
original specifications of the supplier. 

A safe installation procedure was put forward, as well as controls that should be carried out 
by the installation program. The presented procedures are totally independent of the nature of 
the concerned software products or of the hardware. They are applicable to all suppliers. 
Their universal character should encourage widespread use, stimulated by the low cost 
surcharge induced by these recommendations. 
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In a first step, they could easily be applied to software distributed on a small scale rather 
than to the mass products, due to the changes they would require in the process and the 
channels of distribution. 

The suggested mechanisms offer increased protection against a number of security hazards : 
virus contamination, software piracy, ... 

The proposed system provides certainty over the installation of the software. The next step 
is certainty of usage. This may be provided by classical means such as a protected and non
erasable logging. 

The described procedures make an intensive use of encryption techniques. In an increasing 
number of countries, encryption becomes a matter of concern for the legislator. and the 
techniques will have to conform to these requirements. Particular difficulties could result for 
software distributed on an international basis, in case the specific requirements of the 
concerned countries are incompatible. 
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