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CHAPTER 25

Protect Anonymity on the 
Internet

This is very important for ethical hackers. You need to stay anonymous and hide your IP 
address while you are in the world of ethical hacking. There are several ways to do that. 
We will discuss in this chapter how we can do that.

There are proxies. It means you are routing through different routers but it could be 
very slow and not at your hand. Another down side of using proxies is you don’t know 
anything about the other side. You are in the dark about the servers through which your 
packets are moving. So that could very risky. You may ask why that is dangerous. I would 
do some kind of “mapping the network” sort of job. It is harmless. Maybe so. But it is not 
only restricted to that part. Using proxy, you may want to log into some server. Once you 
have typed in your password, it could be hijacked.

How can you solve this problem?
There is a term: “VPN.” You’ve probably heard of “virtual private network.” What is 

that? It is basically a kind of service that you are using for encrypting your traffic. And it is 
very fast. In the future, when you work as a professional, you have to hire a VPN service. It 
is not very costly. For the time being we could do it for free, just for educational purposes.

But once you encrypt your traffic through VPN, it is recognizable. What happens if 
an agency asks the service providers for your data? Normally, to avoid that you need to be 
choosy. You need to hire a service from a certain part of the world where privacy is strictly 
maintained.

But after saying that and hoping for the best, I’d definitely not recommend you to 
do your white hat ethical hacking using proxies or VPNs. Basically, you may want to do 
that for bypassing the firewall setting or that sort of thing. Besides, some VPN services 
don’t allow IP addresses to use their services beyond a range. Suppose your IP address 
belongs outside of that range. But people often use proxies or VPNs—not always for doing 
something malicious like taking down a server or stealing data. People might want to hide 
their location just when they are traveling, or that kind of thing. Apparently this type of 
activity stays within the law.

There is another problem that might crop up while you access a certain type of 
server that usually allows IP addresses from a certain region. In that case, if you use an IP 
address from China or Russia, the network administrator would certainly go after you. So 
it is a consistent problem that keeps coming and tormenting you from time to time and in 
the coming chapters we would like address those problems.
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