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Chapter 26

Z

ZeroAccess attack: A Trojan horse bot used to download other malware on an infected machine from a 
botnet, while remaining hidden on a building control system using rootkit techniques.

zero-day exploit attack: A worm, virus, or other cyber-threat that hits users on the same day the 
vulnerability is announced.

zero fill: To fill unused storage locations in a building control system with the representation of the character 
denoting 0. SOURCE: CNSSI-4009

zeroize: To remove or eliminate the key from a cryptographic equipment or fill device. SOURCE: CNSSI-4009

zeroization: A method of erasing electronically stored data, cryptographic keys, and CSPs by altering or 
deleting the contents of the data storage to prevent recovery of the data. SOURCE: CNSSI-4009

zero net energy (ZNE): A zero-energy building, also known as a zero net energy (ZNE) building, net-zero 
energy building (NZEB), or net zero building is a building with zero net energy consumption, meaning the 
total amount of energy used by the building on an annual basis is roughly equal to the amount of renewable 
energy created on the site.

Zipper Effect: Certain load-bearing structures with discrete structural components can be subject to a 
failure when a single structural member increases the load on adjacent members. In the case of the Hyatt 
Regency walkway collapse, a suspended walkway (which was already overstressed due to an error in 
construction) failed when a single vertical suspension rod failed, overloading the neighboring rods which 
failed sequentially (i.e., like a zipper). Properly designed structures use an adequate factor of safety and/or 
alternate load paths to prevent this type of mechanical cascade failure.

zombie attack: Synonym: bot.

zone: A distinct physical area in which alarm, supervisory, monitor, security, signal, paging, telephone or 
relay devices are located.

zone disconnect: A way to disconnect a device, circuit, zone, or operation from the building control system 
programming so that any activations that would normally affect the building control system are ignored and 
related actions are not executed. Used to disable a circuit or device so that the remainder of the building 
control system can continue to operate normally.

zone of control: Three-dimensional space surrounding equipment that processes classified and/or sensitive 
information within which TEMPEST exploitation is not considered practical or where legal authority to 
identify and remove a potential TEMPEST exploitation exists. SOURCE: CNSSI-4009
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