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Abstract This paper focuses on a framework that ensures the safe use of protected Web 
resources among independent organizations in collaboration. User membership 
and group membership in each organization arc managed independently of other 
organizations. User authentication and user authorization for a protected re
source in one organization is determined by user group membership in other 
organizations. Furthcnnore, users never discloses their user-identifiers and pass
words in a foreign domain, Evei7 set of related roles in a single organization is 
defined as an antichain and every set of related roles in the collaborating organi
zations is defined as a complete lattice. The ranking order of roles for a resource 
depends on operations. One can add or remove users from roles by managing 
their membership in corresponding groups. 
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Introduction 
One of the most difficult problems in managing large networked systems is 

infoimation security. Computer-based access control can prescribe not only 
who or what process inay have access to a specific system resource, but also 
the type of access that is pennitted. In Role-Based Access Control (RBAC), 
access decisions are based on an individual's roles and responsibilities within 
the organization or user base [10]. 

The majority infonnation and communication technology (ICT) based sys
tems are constructed in such a way that user authentication and authorization 
data have to reside locally in their user database. As a consequence, any orga-
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nization using such a system is forced to export its users' data to that system. 
Such a requirement implies a complicated data synchronization mechanism. 

User management in a large networked system is simplified by creating a 
group for each role where addition or removal of users from ro les is done by 
managing their membership in corresponding groups. The problem of a person 
affiliated with many organizations at the same time is difficult to solve and may 
not be a major issue if a conflict of interests can be resolved in a role-group 
relationship. As a possible solution we suggest defining eveiy set of related 
roles in a single organization as an antichain and every set of related roles in 
the system of collaborating organizations as a complete lattice. 

Lattices have been used to describe secure information flow in [7] and [17]. 
However, to the best of our knowledge the problem of groups and roles has 
not been considered in relation to formal concept analysis, concept lattices and 
complete lattices. 

The rest of the paper is organized as follows. Related work is listed in Sec
tion 1. Basic terms and concepts are presented in Section 2. A collaboration 
among independent organizations and a conflict of roles are discussed in Sec
tion 3. The paper ends with a conclusion. 

1. Related Work 

Formal concept analysis [23] started as an attempt of promoting better com
munication between lattice theorists and users of lattice theory. Since 1980's 
formal concept analysis has been growing as a research field with a broad spec
trum of applications. Various applications of fonnal concept analysis are pre
sented in [11]. 

Methods for computing proper implications are presented in [4] and [22]. 
A formal model of RBAC is presented in [9]. Permissions in RBAC are as

sociated with roles, and users are made members of appropriate roles, thereby 
acquiring the roles' permissions. The RBAC model defines three kinds of sep
aration of duties - static, dynamic, and operational. Separation of duties was 
discussed in [2], [9] and [20]. The use of administrative roles for decentraliza
tion of administration of RBAC in large-scale systems is considered in [18]. 
Assigning roles to users in systems that cross organizational boundaries is dis
cussed in [13] and [14]. A framework for modeling the delegation of roles 
from one user to another is proposed in [1]. A multiple-leveled RBAC model 
is presented in [5]. The design and implementation of an integrated approach 
to engineering and enforcing context constraints in RBAC environments is de
scribed in [21]. 

While RBAC provides a fornial implementation model, Shibboleth [19] de
fines standards for implementation, based on OASIS Security Assertion Markup 
Language (SAML) [16]. Shibboleth defines a standard set of instructions be-
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tween an identity provider (Origin site) and a service provider (Target site) 
to facilitate browser single sign-on and attribute exchange. Our work dif
fers from Shibboletti in modeling implementation and user/group/role man
agement. Shibboleth invests heavily on Java and SAML standards. Our model 
is more open-ended based on SOAP written in Python [12]. The Origin site 
manages user and group memberships of users while the Target site manages 
permissions and role memberships of groups. The Origin site provides pro
cedures callable using SOAP from Target sites to facilitate authorization on a 
protected resource. Additional needed procedures come to being by mutual 
agreement betwen sites. 

2. Users, Groups, Roles and Permissions 

In this paper a user ip is defined as a valid net identity at a particular organi
zation r . A valid net identity can be a human being, a machine or an intelligent 
autonomous agent. 

A group O is a set of users {•{>j}\, i.e. O ~ {'^j\Vi € T}. A group is used 
to help the administration of users. The security settings defined for a group 
are applied to all members of that group. 

A role # contains a set of groups {f^,}^ associated with similar duty and 
authority. User administration is simplified by creating a group for each role. 
One can add or remove users from roles by managing their membership in 
corresponding groups. 

A rgj'owrce T defines a set of protected Web objects t-'j, j = l , . . . ,m. 
An action. "J/, where 

^ = 

V (<>n/yi) 

fe.U;) ... (?l,Wm.) \ 

^S^.Vl) ( Q , Vrn) 

[(,„,Vl) ... {<;„,Vrn) ) 

is a matrix of operations <,.j, i = 1,,.., n on objects Vj e T, j = 1,. , m. 

EXAMPLE 1 If operations are read p. write S,, delete T, copy 'd, and move JJ. 

on the objects (ui ^ wa. ^3. '̂4• Vb)> then the action is 

<S = 

/ {PAh) {P.V2) {p,V-i) {p,Vi) {p.Vs) \ 
{(,Vl) {tV2) {(.VS) {(.V,)- (^,^5) 
{T,VI) {T.V-Z) {T.VS) (r,V4) (r.us) 
(iltn) {^^V2) itlvs) (i^/Oi) {^,v,) 

V (M.'i'i) (M.^'a) il-^A'd) {p,V4) (P'-Vo) J 

A permission A defines a right of a role $ to perform an action ^i^ on a 
resource T. A user ip has a role ^n when </? s Jl and Q. has a role $. 
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A user has a permission only if the user is a member of a group with au
thorized actions associated with a role. A user 99 automatically inherits all 
permissions associated with the groups to which ip belongs. An authorization 
gives a set of pemiissions to a user to execute a set of operations (e.g. read, 
write, update, copy) on a specific set of resources (e.g. files, directories, pro
grams). An authorization also controls which actions an authenticated user can 
perform within a Web-based system. A non zero element of the matrix '^^ de
fines a permission. All non zero elements of the matrix ^^ (see Example 2) 
define the permissions of a role within a system. 

EXAMPLE 2 If operations are read p, write ^, delete T, copy t), and move /i 
on objects (vi, 1)2, v-i,VA' ^̂ 5). then 

( ip,vi) 0 ip,V3) {P,VA} {p,vs) \ 
i^Vl) i^,V2) 0 (e,'U4) {LV5) 

* r -= 0 {T,V2) {T,V:i) 0 {T,V5) 

(^,Wl) {{),V2) 0 i'd,V4) {^.V5) 
\ (p.,vi) {p,V2) {lJ..v:i) {p,V4) 0 / 

By ^0o we denote the matrix ^ where at least one of its elements is equal to 0. 

An authenticated user, who belongs to a group IQ in an organization T-i, will 
have permissions to perform actions at another organization r , if fi defined at 
r.i is a member of a role in Yj. 

DEFINITION 3 A set P is an ordered set if x < y only if x = y for all 
X, y G P. 

Let P be a set. An order (or partial order^ on P is a binary relation < on P 
such that, for all x,y,z G P, 
i) X < x, 
ii) X < y and y < x imply x — y, 
iii)x < y and y < z imply x < z. 

A set P equipped with an order relation < is said to be an ordered set. An 
ordered set V is an antichain if :c < y in V only if a; = y. For x,y 6 P , we 
say x is covered hy y, ifx<y and x < x < y implies z — x. 

Let S I) F , An element x £ P is an upper bound of 5 if s < x for all 
s G S. A lower bound is defined dually. The least element in the set of all 
upper bounds of 5 is called the supremum of S and is denoted by supS. The 
greatest lower bound of S is called the infimum of S and is denoted by infS. 
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DEFINITION 4 Let P be a non-empty ordered set. 
i) Jfsup{x, y} and inf{x, y} exist for all x,y e P, then P is called a lattice. 
ii) IfsupS and infS exist for all S C P, then P is called a complete lattice. 

A context is a triple (G, M, I) where G and M are sets and I c G x M. 
The elements of G and M are called objects and attributes respectively [6]. 
The set of all concepts of the context (G, M, I) is a complete lattice and it is 
known as the concept lattice of the context (G, M, / ) . 

For A C G and B C M, define 

A' ^ {m e M I (V.g G A) glrn], B' ^ {g e G \ (Vm e B) gim} 

so A' is the set of attributes common to all the objects in A and B' is the set of 
objects possessing the attributes in B. Then a concept of the context (G, M, / ) 
is defined to be a pair (A, B) where AC G,B C M, A' ^ B and B' = A. 
The extent of the concept (A, B) is A while its intent is B. 

3. Collaborative Management Model 
Suppose an organization provides services and defines which domains can 

share its resources by giving a specific role membership to a group from an
other domain. A security administrator, working at this organization, needs a 
model for enforcing a policy of static separation of duties and dynamic sepa
ration of duty. 

We propose an SOAP communication mechanism for detennining a domain 
user authentication and authorization where a role with less permissions has 
lower rank than a role with more permissions, and every set of related roles in 
each organization is an antichain [6]. 

An alternative way is to only allow the minimum permission if a domain 
user has conflicting roles on the same resource. This is possible only if every 
set of related roles is a complete lattice. What is actually needed is that ev
ery set of related roles is a lattice, since a set of related roles in collaborating 
organizations is a finite set and any finite lattice is a complete lattice [6]. 

Roles can be ranked in such a way that a higher ranked role also contains 
all the rights of all lower ranked roles. Thus both roles and permissions are 
ordered sets with a covering relation. The ranking order of roles on a resource 
depends on operations. Role managers define a ranking order of roles on a 
resource. 

EXAMPLE 5 Suppose a user has two roles $1 and $2 effectively activated at 
the same session. $1 and #2 are defined in Table 1 and Table 2 respectively. 
The resulting role is role $* that the system will provide under conditions de

fined in Table 3. 
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Table 1. Context for role ^i 

file ! (fl) 
read (r) 

X 

file 2 (12) 1 X 
file 3 (13) 
file 6 (f6) X 

:opy (c) 

X 

X 

X 

write (w) delete (d) 

X 

X 

move (m) 

X 

X 

I if &{(!,!?, 13. (911 

\ 

*!-+.•»».-) 
»&l) 

Figure 1. Context lattice for the role 'I'l 

Table 2. Context for role $2 

file 1 (fl) 
file 2 (12) 
file 4(0) 
file5(f5) 
file 7 (H) 

read (r) 

X 

X 

X 

copy (c) 
X 

X 

X 

write (w) 

X 

X 

X 

delete (d) 

X 

X 

move (m) 

X 

X 

Table 3. Context for role #* 

file 1 (fl) 
file 2 (12) 
file 3 (f3) 
file 4 (f4) 
file 5 (f5) 
file 6 (f6) 
file 7 (f7) 

read (r) 
X 

X 

X 

X 

X 

X 

:opy (c) 

X 

X 

X 

X 

write (w) 

X 

X 

X 

delete (d) 

X 

X 

X 

move (m) 

X 

X 

X 

X 
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y '< 

\ 
»*!'« , \ i&iH,4 X/ »*i'*''̂ 5 

s X' 

/ 

»l«(J,m,i} /»l=t!.m.r,«} 

Figure 2. Context lattice for the role $2 

A role is given to a user after authentication, defines authorization on a 
resource, defines operational rights and responsibilities of a user on a resource, 
and is a dynamic attribute of a user operating on a resource. Roles conflicts 
appear when a user simultaneously has both a higher ranked role and lower 
ranked roles on a resource. In such a case, the use will get the role with the 
least rank, and, therefore receives minimum pemiission on that resource. Role 
data in a service provider organization contains references to external group 
data from client organizations. 

EXAMPLE 6 let ^^^^ = { f i ! S , o g 3 , o ( : 5 , , o | : J j he a defined role at 

(or:g2) and a user ip £ Sl„" j also belongs to $OTO2- Then the adminis

tration for each group in {f̂ ory4î OT33î oTg^^ ^^ '^^"^ locally at the 

corresponding organizations (orgi, orgS, org2, oxgl), while the admin

istration for $o™2 '^ done by the resource owner (oTg2). A permission AJ,™2 

defines a right of the role ^^[^L on a resource T^"'2-

A number of caveats exist that should be considered under implementation. 
Some of the more important are that: 

• a Web-browser must support cookies. 
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X / »EKt!.f!,f3.f4.«,f8,f7} 

^ • ^ 

.y 
.X I \ . 

\ 

/ t&lft. \X 14, f5, f8, l?| i( &ffa, i3. t5,«},/» F= ••••••• •' '^ / I &p,«, ffl, f7j 
/ ' V - . X V 7 .-• -x / \ 

• \ / ^ 

/ > < . / V 

\ \ 
,8 ? ,S '8 

Sf&fH.fS.f?}''/ »&;«,».«?] |E={fJJ5,ftJ '7|&ff3.m 
/l^mi^A 

Y^± \ y^Kl X. \ \ 
'J2 

\ / \ ! / / 
\ / \\/ / 
«• •14 / 

Figure i. Context lattice for the role $* 
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• a Web-browser must not change its IP address, i.e., behind an Internet 
service provider that rotates client IP addresses, 

• an XML-RPC port must be allowed to pass through a firewall, and 

• a Web-browser must be able to do redirection. 

4. Conclusion 

In this paper we propose a model that simplifies user management in co
operating educational organizations by creating a group for each role. Orga
nizations share their user and group data with each other through a common 
communication mechanism using SOAP. 

Arranging users into groups and roles makes it easier to grant or deny per
missions to many users at once. We argue that our model may be used across 
organizations, based on the group structure and independent collaborative ad
ministration; and in the future, because it provides a high level of flexibility 
and usability. 
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