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Abstract: Twelve years ago a development program for security managers was started in 
Finland. The first program was designed to fulfil the needs of a security 
manager in an organization. However, the content was an educated guess. 
During the second program, in 1993, we made a study on how security 
managers themselves feel the requirements of their work and which part of 
their work they felt difficult or easy. We were interested in what kind of 
education security managers would need. These results were used when the 
following programs were planned and some extra courses were introduced. 
However, these results were never really published. Now, we try to improve 
the development program for security managers again. We took the results of 
the old study and found out the current situation. We noticed that the 
requirements for a security manager have changed. The security managers 
have become a manager of a department instead of a single specialist. They do 
not need as deep specialized knowledge as nine years ago. Instead they need 
understanding of business processes and managerial skills. Another finding is 
that security manager is a long term career. Few security managers have 
proceeded to higher vacancies. Instead many of those security managers who 
participated the old study as a security manager are now retiring from that very 
same position. 
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1. INTRODUCTION 

Security as a word has many different meaning and people understand it 
several different ways. Louise Yngstrom presented these questions (applied 
to information security) in her thesis (Yngstrom, 1996). She proposed a 
holistic approach and stated that security is not only collection of technical 
methods but a way to combine several areas into a system to produce a 
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secure system. Another view is presented by Mikko T. Siponen (Siponen, 
2000). 

Security in general has the same problems. There are several different 
areas and it is sometimes difficult to combine security functions to the 
business processes. Perhaps due to this problem it has been difficult for 
security to find its place in the scientific world. Layne Hesse and Clifton L. 
Smith have presented some existing placements for security curricula at 
universities (Hesse and Smith, 2001}. According their study security is 
closely related to the crime prevention or the law enforcement curricula. 

In Finland there has been a trend to take some duties from the 
governmental officers to the private companies. This far there has not been a 
need for an officially certified education for security professionals since 
there has been no special duties either. The guards have had in principle the 
same rights than any citizen have. The change requires a formal education 
for all levels of security professional and thus the university level education 
has to be defined properly (Virtanen, 2001). 

In this paper we present some older results, which have been used when 
the development program for security managers was defined. We also 
present the current situation; what skills the education security managers 
think they need to manage their work. 

2. TEN YEARS AGO 

Almost ten years ago we made a small study on background and 
knowledge of security managers in Finland. Since the results of the study 
was published only in Finnish (Virtanen, 1994) we introduce here the main 
results of the study. 

Engineers 
Soldiers 
All 

Figure I. The groups in the graphs 

2.1 Background 

The study was made in the end of 1993 and published 1994. It was part 
of the second development program for security managers. We were 
interested to find out which were the strong areas of security managers and 
which should have more lectures in the program. 

We selected the participants of the two first development programs as a 
target group of our questionnaire. The practical reason was that those people 
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were easily available and they were assumed to be willing to participate the 
study. However, there was another reason, too. These two development 
programs were the first higher level education on security in Finland. Thus 
the participants were extraordinary high level security managers. After the 
initial need was fulfilled there has been also lower level security 
professionals in these programs. 

2.2 The Results 

As background information we asked some general questions. Over 75% 
of people were over 40 years old and about 20% between 30 and 40. This 
was quite natural result since in these first development programs the 
participants were quite high level managers. About half of people had a 
university level degree when most of the others had polytechnics degree 
(now this level is a Bachelor's degree when the university level is a Master's 
degree). The biggest business areas were industry (35%), services (22%), 
defence (17%) and consulting (10%). 
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Figure 2. The most important duties 

When we asked the main education areas we noticed that there were two 
areas which were much more common than the others. 42% of people had a 
technical and 31 % a military background. The other groups were economics 
(10%), juristic (3%), police (7%) and others or no education (7%). We 
decided to concentrate on the two biggest groups: engineers and soldiers. 
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Figure 3. All duties 

Figure 4. Easy duties 

Figure 2 presents the most important areas of security according the 
answers (The different areas are listed in Table 1 and the groups are 
presented in Figure 1). In Figure 3 are all the areas which are part of people 
work. There are some natural explanation for the differences between 
engineers and soldiers. Most of the soldiers were working in the 
governmental organizations where were no products nor production. 



Teemupekka Virtanen 

100 

90 
80 
70 
60 

%50 
40 
30 
20 
10 

45 

Figure 5. Difficult duties 

There were no insurance in those organizations either. In the industry 
where most of the engineers were working were more technical staff and 
areas like continuance planning belonged to other than security managers. 

Table 1. Security areas in the questionnaire 
Number Area Number Area 
1 Working safety 9 Fire and rescue 
2 Access control 10 Personnel security 
3 Risk management 11 Insurance 
4 Product safety 12 Information security 
5 Computer security 13 Security of transportation 
6 Preparing for war 14 Environmental security 
7 Continuance planning 15 Physical security 
8 Environmental protection 

We asked also how people grade their expertise in these areas. In Figure 6 are 
the answers in scale 0 to 10. We also asked for easy areas (Figure 4) and difficult 
areas (Figure 5). The need for education is presented in Figure 7. 
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Figure 6. How people grade their expertise 
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Figure 7: The need for more education 

2.3 Discussion 

These results present the situation almost ten years ago. In that time there 
were still many senior officers who didn't use computers at all. However, the 
process was already going on. Most of the employees at the offices already 
use personal computers even ifthe integration was not complete. 

The computer security was something confusing. Also the meaning of 
information security was changing due to the computer-based systems. The 
security managers felt they need more information on these areas. There was 
also a competition that is responsible for these issues. There was a computer 
department in many organizations and conflicts between computer and 
security people were common. 

The engineers and soldiers worked mainly in different types of 
organizations. The engineers worked in the industry and they typically had 
some background in the production. They were more familiar with safety in 
the working places and insurances than the soldiers who worked mainly in 
the administration. 

3. THE CURRENT SITUATION 

In this section we describe the situation in the end of 2002. 

3.1 Background 

In this time we decided to use an interview instead of a questionnaire. We 
noticed that remarkably many of security managers are still in the same 
position as nine years ago. These questions were probably familiar to them 
and thus the interview might give better results. 



Teemupekka Virtanen 47 

This time the target group was selected more clearly among the managers 
than nine years ago. That time there were also some people from security 
related service providers or manufactures and insurance companies. This 
time we selected only security managers from public companies and central 
administration organizations. 

We noticed that there were some changes happening. Several "old boys" 
either have just retired or will retire in the near future. The situation in this 
study is like it was in the end of 2002. 

3.2 The Results 

When considering security managers (leaving out insurance and security 
related companies) we notice that about 50% of the security managers are 
still the same as nine years ago. However, during last year there has been 
some changes and during the next year there will be several retirements. 

In general the requirements for formal education is higher than earlier. 
The big companies require a Master's degree and smaller ones a Bachelor's 
degree for a security manager. There is only one self-made-man security 
manager who has changed a company during last year. 

The background of security managers is almost the same as earlier. The 
percentage of engineer is the same but the number of military people has 
decreased. The number of lawyers has increased. However, the changes are 
small. 

There are now two Masters of Security in Finland, one with background 
in engineering and other in military. The first is now working as a professor 
at the university (security) and the other as the chief security officer of the 
Finnish Defence Forces. Since Master of Security is not an official degree 
(yet) we have considered these according their original background. 

The working areas of security managers have remain mostly the same. 
The risk management is a tool, which is now understood in more general 
way than nine years ago. In that time it means merely insurance management 
while it is now a general tool to manage risk and security. Thus the risk 
management is now part of every security manager's work. 

The security managers of the new generation have higher formal 
education and they feel themselves more familiar with computers and 
information systems. In the same time the traditional guard-and-dog security 
is more difficult to manage for them. The older generation people manage 
computers in personal level but the information systems are not familiar. 
They have a long experience as a leader and manager but managing the new 
generation is sometimes difficult. 
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3.3 Discussion 

The role of security managers has changed during last ten years. When 
the security manager was a single specialist with perhaps one assistant there 
is now often a security department with several people in many 
organizations. The role has changed from a specialist to a manager. 

Nine years ago security managers felt they need more information in 
several security related areas. Now it is not so important any more since they 
have specialists of their own who managed these areas. Instead they need 
general managing skills and understanding of business management. 

Ten years ago there was a great economic depression in Finland. 
However, that had no effect on computer departments since information 
processing was a way to improve efficiency. After another depression after 
the millennium this attitude has changed. Now computers are only one 
department among the others and as mortal as the others. Perhaps this has 
reduced conflicts between computer and security people. 

When we compare this results with those Hesse and Smith have 
presented (Hesse and Smith, 2001), we noticed that there are several 
similarities. Our study concentrates on security managers while they have 
several different groups. Perhaps our nine years old results are more like 
their requirements for experts and our current results are more like their 
security managers. 

These results suggest that we should continue the current education but 
target it more to the experts than managers. Perhaps we should introduce a 
security awareness program, like (Warren and Hutchinson, 2001). The 
security education should be part of normal curricula. In information security 
area there are such curricula (like (Katsikas, 1999) and (White et aI., 1999» 
but in security management there are a few curricula (Edith Cowan 
University, 200l}, (University of Leicester, 2001». 

4. CONCLUSION 

Nine years ago we study the background and personal capabilities of 
security managers in Finland and noticed that there were two main areas of 
education: engineering and military. Many of the security managers felt that 
they need more information in several security related areas. 

Now the situation has changed. Security managers are more managers 
than specialists and they felt they need more experience in general 
management than in some specific areas. The changes in the background are 
small but we assume that there will be changes in that, too. 

There will be more lawyers and economists in the future. 
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However, security seems to be a long career. Those who have entered 
this area have stayed there. There have been some movements between 
industry, insurance, services and education but the area has been the same. 
This means that it is difficult to get promotion since there is no step after the 
security manager. Those people who were security managers nine years ago 
are still in the same position. 
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