
PROBABILISTICALLY CHECKABLE 
PROOFS THE EASY WAY 

Marius Zimand 
Department of Computer and Information Sciences, Towson University, Baltimore, MD, 
and Department of Computer Science, University of Bucharest, Bucharest, Romania. 
mzimandC!towson.edu 

Abstract We present a weaker variant of the PCP Theorem that admits a sig
nificantly easier proof. In this variant the prover only has n1 time to 
compute each bit of his answer, for an arbitrary but fixed constant t, 
in contrast to being all powerful. We show that 3SAT is accepted by 
a polynomial-time probabilistic verifier that queries a constant number 
of bits from a polynomially long proof string. If a boolean formula t/J of 
length n is satisfiable, then the verifier accepts with probability 1. If t/J 
is not satisfiable, then the probability that a n1-bounded prover can fool 
the verifier is at most 1/2. The main technical tools used in the proof 
are the "easy" part of the PCP Theorem in which the verifier reads a 
constant number of bits from an exponentially long proof string, and 
the construction of a pseudo-random generator from a one-way permu
tation. 
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1. Introduction 
The PCP Theorem (AS92, ALM+92) is one of the most important results 

in computer science. It gives an astonishing interactive proof protocol for any 
language in NP and it has been used to obtain impressive lower bounds on 
the approximation ratio that can be achieved in polynomial time for many 
important optimization combinatorial problems. The theorem states that for 
any language L in NP, a polynomial-time probabilistic verifier needs to check 
only a constant number of bits of a polynomially long proof of membership; if 
an input xis in L, then the verifier accepts with probability one (completeness 
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condition), and if xis not in L, the verifier can be fooled to accept a (false) proof 
of membership with probability at most, say, 1/4 (the soundness condition). 

The proof of the PCP Theorem is long and difficult. Moreover, the un
derlying construction is extremely complex and basically impractical. Some 
researchers (Goldreich (Gol99, pp.71), Sudan (SudOOb), Trevisan (TreOO)) have 
formulated as an open problem the discovery of a simpler proof. Trevisan (TreOO) 
says that a respectable task is to "focus on statements which (i) can be de
rived from (but are weaker than) the PCP Theorem, (ii) are already surprising 
enough to be interesting, (iii) are not known to have simple proofs; and to try 
and find simple proofs for such statements." Why would a weaker version of 
the PCP Theorem having a simpler proof and be worthy of interest? 

One reason may be strictly utilitarian. A direct application of the PCP 
Theorem would be in program verification, that is in building certificates for 
the output of a program that can be checked by reading only a constant number 
of bits from them. The complexity of the construction in the proof of the PCP 
Theorem has deterred such an application. A simpler construction, even with 
weaker guarantees, may be useful here. Also, a simpler and weaker version of 
the PCP Theorem would be the natural choice in case we need to integrate the 
PCP into a larger protocol which assumes the weaker conditions anyway. Such 
a concrete application is discussed in the final paragraph of this section. 

Another reason is pedagogical. A book entitled "PCP for Dummies" would 
be an immediate best-seller. Joke aside, given its stunning content, as well 
as its importance, it would be desirable to present the PCP Theorem in any 
course on computability or computational complexity at the graduate level (or 
even below). A weaker variant of the PCP Theorem that retains some of its 
striking characteristics, and whose proof can be covered in, say, 2-3 lectures 
would be, we think, an interesting alternative for standard Theory courses. 

In this paper we present a weaker variant of the PCP theorem (the Light PCP 
Theorem) that is of interest because of the above reasons. In this variant, the 
verifier is still a polynomial-time probabilistic machine. The verifier still reads 
a constant number of bits from a membership proof that is polynomially long. 
The variant still applies to languages L in NP. The completeness condition is 
the same. The weakening is in the soundness condition. We will show that the 
protocol is safe against (dishonest) provers that can spend at most polynomial
time computational power to calculate each bit of the proof string (in the PCP 
theorem the dishonest provers can have unlimited power). Such provers are 
called scribes. The soundness condition says that if the input string x is not 
in L, no scribe can fool the verifier to accept x but with constant probability. 
More precisely, a scribe is a polynomial-size circuit that has as input (1) the 
string x the verifier wants to check if it is in L or not, (2) some other string 
of polynomial size in lxl that may be the witness for the membership of x in 
L, and (3) a natural number i. On this input the scribe produces the i-th bit 
of the proof string. Thus in case x is in L, a scribe will be given a witness to 
show this and will produce a proof string to convince the verifier that x is in 
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L. Note that even though polynomially bounded, the computational power of 
the scribes can be much higher than the computational power of the verifier. 

The merit of this result is that it has a simpler proof whose structure we 
sketch here. The proof has two parts. The first part is taken from the proof 
of the full PCP Theorem. Namely, it is the "easy" step which states that 
3SAT E PCP1,1; 4 (0(n3 ), 0(1)). This means that for a boolean formula t/> in 
3CNF, having length lt/>1 = n, the verifier is using O(n3) random bits and reads 
0(1) bits from a string w provided by the prover. If t/> is satisfiable, then 
there is a string w {the correct proof string) so that the verifier accepts with 
probability 1. If t/> is not satisfiable, then for .ny string w, the verifier accepts 
with probability at most 1/4. The proof of this step uses the main tools of the 
full PCP proof (i.e., arithmetization, error-correcting codes, consistency tests) 
in an elegant and relatively easy to understand way. However, the number 
of random bits is poly(n) and, therefore, the length of the proof string w is 
exponential. 

The second part reduces the length of the proof string w to poly(n). The idea 
is to use sampling. The verifier selects a random subset A C B of polynomial 
size, where B is the set of all 2°(n3 ) strings that can be chosen as random 
strings in the PCP1,1; 4 (0(n3 ),0(1)) protocol. The verifier will always choose 
a random string from A, identified by its rank in A, and thus the number of 
random bits is O(log lAD= O(logn). If the prover does not know A, this does 
not reduce the length of the proof string, because the proof string must still 
contain the responses to all the queries that can be calculated by the verifier 
with the random strings chosen from the entire B. If the prover knows A, then 
the proof string can be of polynomial length (because the prover can prepare the 
answers to only those queries produced from the random strings in the sample 
set A), but, in this case, normal sampling is no longer guaranteed to give 
an accurate estimate of the probability in the PCP1,1; 4 (0(n3 ), 0(1)) protocol. 
Indeed, a dishonest prover, knowing the sample points in A, could provide some 
answers that lead the verifier to inadvertently accept with a probability much 
larger than in the case the random string is chosen from B. We need to produce 
sample points (i.e., the elements of the set A) that are good for estimating the 
average value of a function, even if the function is chosen afterwards and can 
depend on the sample points. In some circumstances this is possible: we show, 
roughly speaking, that a modified sampling procedure continues to be accurate 
if the prover knows A, provided that IAI = n(4+E)t and that the function that 
is sampled is computable by a circuit with oracle access to A and of size nt, 
for an arbitrary t. The modified sampling procedure, dubbed "sampling under 
adverse conditions," has been introduced by us in (Zim99) but we present here 
a simpler proof. "Sampling under adverse conditions" relies on the construction 
of a pseudo-random generator from a one-way function (HILL99). Fortunately, 
what we need here is the easy case of that construction, when the one-way 
function is a permutation, and thus the whole proof remains relatively simple. 

Interactive proof systems in which the prover is computationally bounded 
have been considered before. Argument systems have been introduced by Bras-
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sard, Chaum, and Crepeau (BCC88), and they require that the prover has ac
cess to an auxiliary input (as our scribe does) and that it runs in probabilistic 
polynomial-time. Computationally-Sound (CS) Proofs have been introduced 
by Micali (MicOO) to handle problems beyond NP. CS-proofs require that 
the prover writes down a proof in time polynomial in the decision time, and 
that the verifier works in time polynomial in the input length and polylog in 
the decision procedure (for example, for a language in EXP, the verifier works 
in polynomial time). Argument systems have been used to reduce the com
munication complexity of the interaction between the prover and the verifier. 
Kilian (Kil92) has shown that under a complexity assumption (existence of 
strong collision-free functions), for any L E NP, there is an argument system 
with communication complexity polylog(n) (actually his protocol is also zero
knowledge, an aspect that we do not consider here). CS-proofs have been used 
to reduce the work of the verifier (for languages above EXP). Micali (MicOO) 
has shown that CS-proofs exist for any recursive language if the prover and 
the verifier have access to a random oracle. The proofs in both (Kil92) and 
(MicOO) work in two steps: In the first one, the PCP Theorem is used to pro
duce a "holographic" proof, and then, in the second step, the proof string is 
shrunk by using cryptographic techniques which need the assumption that the 
prover is computationally bounded. Since this assumption is needed anyway for 
reducing the communication complexity (see (GH98) and (GVWOl)), it is nat
ural to ask whether it cannot be used to simplify the first step. Indeed, this is 
the case. We show that the Light PCP Theorem can be used to obtain an inter
active protocol for any NP language with communication complexity O(log2 n) 
that is sound against any prover that is bounded by a fixed polynomial. 

2. The model 
Let us first recall the standard model of PCP[r(n),q(n)]. A verifier Vex

ecuting a PCP[r(n), q(n)] protocol is a polynomial-time probabilistic Turing 
machine that in addition to its working tapes has three special tapes: 

• the input tape, containing the input string x having length n, 

• the random tape, containing the random bits forming a string p of length 
r(n) that the verifier will use in its computation, and 

• the proof tape, that contains the proof string w. 
The verifier based on the input x and on p, first determines q(n) bit positions 
in the proof string that it wants to read, reads these bits, and then performs 
some additional polynomial-time calculation at the end of which it accepts or 
it rejects the input. 

Let the output of the above computation of the verifier be denoted by 
V(p, w, x). A language L is in PCP c(n),s(n)[r(n), q(n)] if there is a verifier 
V executing a PCP[r(n),q(n)] protocol with the following properties: 

(i) If x E L, then there is a proof string w such that Probp(V(p,w,x) = 
"accept") ;::: c(n), (completeness condition) 
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(ii) If x ¢ L, then for any proof string wit holds that Probp(V(p,w,x) = 
"accept") ~ s(n) (soundness condition) 

Let us introduce our model called probabilistically checkable proof with scribes, 
abbreviated PCPS. For brevity, we consider the language 3SAT, but the model 
can be easily extended to any language in NP. A scribe of complexity t(n) is 
an oracle circuit of size t(n). A scribe has as input a boolean formula tjJ, an 
assignment for it called a, and an integer i. The scribe produces the i-th bit 
of the proof string. A verifier V is the same as above except that it has an 
extra tape called the oracle tape. A PCPS[r(n), q(n), t(n)] protocol on input a 
formula tjJ in 3CNF of length n runs as follows: Round 1: The verifier writes 
on the oracle tape a random string R of polynomial size. The string R is called 
the public random string because the scribe has access to it. 

Round 2: The verifier produces a random string r of length r(n) that it 
keeps private. Based on 4>, R, and r, the verifier selects q(n) addresses in the 
proof string (that will be provided by the scribe in Round 3). The bits of the 
proof strings at these addresses will be queried in Step 4. 

Round 3: A scribe of complexity t(n) is using an assignment for 4> and the 
string R as the oracle. The scribe produces bit by bit a proof string denoted 
wR(f/>,a) which is passed to the verifier. 

Round 4: The verifier V reads from wR ( tjJ, a) the bits at the addresses se
lected at Round 2. At the end it accepts or it rejects the input. 

We denote acceptance by 1, and rejection by 0, and we denote the output of 
the entire protocol by VR(r, wR(fj>, a), fj>). 

Remarks. Rounds 2 and 3 can be permuted. The random string R from 
Round 1 is public and, therefore, does not count for the communication com
plexity. Moreover, it can be seen from the proof of the Light PCP Theorem 
that the same R can be reused for all inputs of a given length and for all scribes 
of a given complexity. 

The differences between a PCP and a PCPS protocol are: (a) the introduc
tion of Round 1 in the PCPS protocol, which basically is used by the verifier to 
announce to the prover the subset A of B as discussed in the Introduction, and 
(b) the fact that in the PCPS protocol, the prover (called a scribe), after being 
given an assignment, has limited resources to produce each bit of the proof 
string, while in the PCP protocol, the provers have unlimited computational 
power. We can consider that behind the scene there is an all-powerful prover 
that passes n bits of information (encoded as an assignment) to the scribe to 
help him make the verifier accept the formula fj>. 

Definition 1 A language Lis in PCPS[r(n),q(n), t(n)] if there is a verifier 
running a PCPS[r( n), q( n), t( n) J protocol with the following properties: 

{1} {Completeness) If x E L, then there is a scribe of complexity t(n) and a 
string a of length poly(ixl) such that for any R 

Probr(VR(r, wR(x, a), x) =accept) = 1. 
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(2) (Soundness) If x rf. L, then with high probability of R (i.e., with probabil
ity at least 1- 2-0(n) ), for any string a and for any scribe of complexity 
t(n), it holds that 

Probr(VR(r, wR(x, a), x) = accept) ~ 1/2. 

3. Main result 
Theorem 2 (Light PCP Theorem) For any t ;::: 3, 

3SAT E PCPS[O(logn), 0(1), nt). 

This fact is an immediate consequence of the PCP Theorem (and of its 
proof), but we will show it without using the PCP theorem. Let us first clarify 
the meaning of Theorem 2. It shows that there is a probabilistic polynomial
time machine that on input a formula <P of length n, does the following. It 
uses two random strings, R of length poly(n) and r of size O(logn). It sends 
R to the scribe. The scribe having access to R, to </J, and to an assignment 
a for </J, writes the proof string, spending time at most nt in calculating each 
bit of the proof string. Next the verifier reads a constant number of bits from 
wR(<P, a), and accepts or rejects. If <P is satisfiable, then there is a scribe of 
complexity nt that for any R will determine V to accept with probability 1. 
On the other hand, if <P is not satisfiable, then with high probability of R, no 
scribe of complexity nt can determine V to accept except with probability of 
rat most 1/2. It is noteworthy that the proof of Theorem 2 yields a stronger 
result in the sense that the verifier does not have to produce a random string R 
at Round 1 for each input. One public random string R is with high probability 
safe against all nt scribes (with t fixed), on all strings of length n. 

The proof of Theorem 2 relies on the following two theorems. 

Theorem 3 3SAT E PCP1,1J4 (0(n3),0(1)). 

This is a well-known and relatively "easy" step in the proof of the PCP 
Theorem. 

The second theorem that we use states that sampling is accurate even if the 
function that is sampled is chosen adversarially after the sample points have 
been selected, provided that the function is computable by a polynomial-size 
circuit. 

Theorem 4 For any a, f3 ;::: 0, for any T sufficiently large, there is a function 
f : E* x E* -+ E*, and a polynomial p, such that for any natural m 

(a) For R with IRI = p(m) and for r with lrl = (4 +a)· T ·logm, f(R,r) 
has length m; 

(b) With probability of R at least 1- 2-poly(m), for any oracle circuit 0 with 
inputs of length m, having size m", and that outputs 1 or 0, 

~ 2~rl ~CR(!(R,r))- 2~ ~CR(z)l ~ m-{j {1} 
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where the first sum is taken over all the strings r of length (4+a)·r·logm, 
and the second sum is over all the strings of length m, 

(c) evefY bit of f(R, r) can be computed in time polylog(m) independently of 
the other bits. 

The result has been established by us in (Zim99). In Section 4 we present a 
simpler proof. 

Proof of Theorem 2. Let us fix a boolean formula¢> in 3CNF, and let n 
be the length of cp. According to Theorem 3, there is a verifier V' running a 
PCP1,1; 4 (cn3 , q) protocol for some constants c and q. The computation of V' 
depends on the formula ¢>, the random string p, and the proof string w. 

We now build a verifier V that simulates V', but runs a PCPS protocol with 
O(logn) private random bits. One obvious problem for the simulation is that 
V' is using cn3 random bits that are not disclosed to the prover, while V can 
only use O(logn) private random bits. To solve this problem, we consider the 
function f promised by Theorem 4 with m = cn3 , a= 1, (3 = 1 and a constant 
value of r which will be specified later. In the first round, V writes a random 
string R of size p(m) (pis the polynomial from Theorem 4), with the intention 
of using as the random string of length cn3 needed in the simulation of V' 
only strings from the set XR = {f(R,r) llrl = 5 · r ·logm}. Let .e denote 
5 · r · log m. In the second round, V selects uniformly at random a string r in 
{0, l}t, calculates f(R,r), simulates V' with the random string f(R,r) having 
the desired length of m = cn3 to determine the addresses in the proof string 
that V' is going to query later. In the third round, a scribe having¢> and an 
assignment a for cp, and having access to R, calculates a proof string wR ( cp, a) 
spending no more than nt time per bit of the proof string. It then passes 
wR(cp,a) to the verifier. In the fourth round, V simulates V' with the queries 
established in round 2, and with the proof string wR(¢>, a). If some queried 
addresses are not in wR ( cp, a), then V rejects. Otherwise the simulation can be 
completed and V gives the verdict (1 for accept, 0 for reject) that the simulated 
V' gives. 

Let us assume that cp is satisfiable and a is an assignment that makes cp 
to be true. According to Theorem 3, there is a proof string w such that 
Probp(V'(p, w, cp) = 1) = 1. An inspection of the proof of Theorem 3 shows 
that given a, each bit of w can be calculated in O(n3 ) time. For any R written 
by V in the first round, a scribe, having the assignment a, produces the bits of 
w that V' queries when the random string pis taken from XR. It follows that 
for every R, and for every r of length f, 

VR(r,wR(cp,a),¢>) = V'(f(R,r),w,¢>) = 1. 

Thus, if ¢> is satisfiable, for any string R, 

ProbrE{O,l}'(VR(r,wR(cp,a),cp) = 1) = 1. 

This proves the completeness condition for the PCPS protocol. 
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Let us consider the case in which ¢J is not satisfiable. Then for any 
proof string w, Probp(V'(p,w,f/J) = 1) :5 1/4. Let us fix an assignment a 
for ¢J and a scribe S producing each bit of the proof string in time nt. The 
scribe S, on input ¢J and a, and with some R on the oracle tape, tries to 
convince V to accept. We build next an oracle circuit C that simulates the 
whole protocol run by the verifier V' and the scribe S. The circuit C has ¢J and 
a embedded into its circuitry and has as input a string p of size cn3 . C first 
simulates V' and determines the addresses i 1 , ••• , i 9 in the proof string that 
are queried by V' on input formula ¢J and random string p. Next it simulates 
the scribe S to determine what are the bits at addresses i 1 , .•• , iq of the proof 
string wR(¢J,a) that is produced by S. Finally, the circuit C simulates the 
last round of the computation of V' and accepts or rejects accordingly. Thus 
the circuit C simulates V' on the following input: The boolean formula f/J, 
the random string p, and the bits of the proof string obtained as specified 
above. C also simulates the scribe S to determine the q bits of the proof string 
queried by V'. The simulation of V' takes p1{n) for some polynomial p1, and 
S produces one bit in time nt. Thus the size of the circuit C is bounded by 
Pl (n) logp1 (n) + qnt :5 (cn3)'" = m'" for some constant T. This is the value 
of T for which we use Theorem 4. We denote by 'R the set of strings R for 
which the equation {1) holds. Recall that the size of'R represents a fraction of 
1- 2-poly(m) from the set of strings of length p(m). 

Let gR(p) be the output of Con input p running with oracle R. From the 
simulation it holds that for every R, 

Also, gR is calculated by the oracle circuit C of size n'". Thus, by Theorem 4, 
ifRE'R 

Since 

it follows that for R E 'R, 

R 1 1 1 
Probre{O,l}t(g (f(R,r)) = 1) :54+ ens < 2· 

Note that gR(f(R, r)) is exactly VR(r, wR(¢J, a), cp). Therefore, for any R E 'R, 
if wR(¢J,a) is produced by a scribe of complexity nt, and a is any assignment 
for f/J, 

Probre{O,l}t (VR(r, wR(f/J, a), cp) < 1/2. 

This proves the soundness condition for the PCPS protocol run by V. I 
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4. Sampling under adverse conditions 
We now turn to Theorem 4. Note that Equation (1) means that, with high 

probability of R, the function f(R, ·), which is constructed in the theorem, is 
a pseudo-random generator in the sense that no circuit oracle C of size m" 
can distinguish between the output of f ( R, ·) and a random string of length m 
with a bias larger than m -~. Therefore, we need to build a function depending 
on a string R, that with high probability of R is a pseudo-random generator. 
There are basically two known approaches and both can be utilized in our 
context. The first one is to build a predicate that is hard on average and then 
to use the method of Nisan and Wigderson (NW94) and construct from it the 
pseudo-random generator. Using the random string R this is not hard to do, 
but it yields slightly weaker parameters (at the level of constants) than the 
second approach which we present next. This second method consists of a 
randomized construction of a one-way permutation and then of the standard 
transformation of a one-way permutation into a pseudo-random generator. The 
construction has four steps. In Step 1, we show that a random permutation from 
{0, l}n into {0, 1 }n is a one-way permutation. This result has been obtained 
by Gennaro and Trevisan (GTOO), but we give here a different proof, which 
uses a technique of Impagliazzo (Imp96), and which allows more flexibility in 
the choice of the parameters. (We note however that the result from (GTOO) 
would have been sufficient here.) In the second step, using the construction of 
Goldreich and Levin (GL89), we obtain a hidden bit, which, when appended 
to the one-way function from Step 1, yields a pseudo-random generator with 
expansion 1. In Step 3, using the hybrid technique (see for example (Gol93)), 
we make the pseudo-random generator to produce an output with length double 
the length of the input. Finally, in Step 4, we use the technique of Goldreich, 
Goldwasser and Micali (GGM86) to obtain a pseudo-random generator with 
exponential expansion. The constructions in Steps 2, 3, and 4, are well-known 
and therefore we will not present here the underlying proofs. For our claim for 
the relative simplicity and the pedagogical virtues of Theorem 2, it is however 
important to note that these proofs are reasonably short, self-contained, and 
important in their own right, and that the corresponding constructions are easy 
to implement. 

Proof of Theorem 4 Let n be a natural number considered as a parameter. 
(This is not the n from the proof of Theorem 2; actually it is big-0 of the log 
of that n.) 

Step 1: Build a one-way permutation. We start by taking uniformly at 
random a permutation h: {0, 1}n-+ {0, 1}n. 

Proposition 5 Let a and b be positive real numbers and let s = 2an, t = 2bn. 
Let C be an oracle circuit that on inputs of length n, makes at most s queries 
to the oracle. Let h be a random permutation, h: {0, 1}n-+ {0, 1}n. Then with 
probability of hat least 1- 2-t, Prob.,(Ch(x) = h-1(x)) < 2e. 2-(1-a-b)n. 

Proof. LetT= {YI. ... , Yt} ~ {0, 1}n be a fixed set of size t. W.l.o.g., we 
can assume that the circuit C on an input y queries at some point its output x to 
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check if h( x) = y. Let Q be the set of queries that C makes on inputs Yt, ... , Yt. 
Clearly the size of Q, denoted IQI, is at most st. The probability that C inverts 
Yt, ... , Yt is bounded from above by the probability that t queries from Q map 
via h respectively into Yt, ... , Yt. The probability that t fixed queries from Q 
map in order into y1, ••• , Yt is 1/(N(N -1) ... (N- t + 1)), where N = 2n, and 
the number of ordered t-tuples chosen in Q is IQI(IQI- 1} ... (IQI- t + 1} ~ 
st(st- 1} ... (st- t + 1). Thus the probability that C inverts Tis at most 

st(st- 1} ... <st- t + 1} _ eD <e. s>t 
N(N- 1) ... (N- t + 1) - (~) :5 (~) . 

There are (~) ways to choose the set Tin {0, 1}n, and, therefore, the ex
pected number of sets of size t, which we denote by JL, that are inverted is at 
most 

(N) . (e · s)t = ( . )t 
t (~) e s . 

We take u = 2e · s · t. If there is a set of size u that is inverted, then all its 
subsets of size t are inverted, and there are (~) such subsets. We have that 

By Markov Inequality, the probability that k sets of size t are inverted is at 
most p/k ~ (e · s)t /k = 2-t. Thus, we have shown that the probability over h 
that Ch inverts 2e · s · t = 2e · 2: a+b)n strings of length n is at most 2-t. I 

Corollary 6 Let 'Yt > 0. With probability of h at least 1 - 2_2l1(nJ, for any 
oracle circuit C of size at most 2<!-·nln, 

(2} 

Proof. In Proposition 5, we take t = 2!n,s = 2<!-·u)n. Note that there are at 
most (4s2) 8 circuits of size at fl1.0St s and any such circuit can make at most 
s queries. It follows that the fraction of permutations h for which relation (2) 
does not hold is at most (4s2 )" • 2-t ~ 2_2n(nJ. I 

From now on we will consider only permutations h for which relation (2) 
holds. We call such permutations "good." 

Step 2: Add one hidden bit. We take x and s two strings of length n which 
will be viewed as n-vectors over the field Z2 • By a well-known result of Gol
dreich and Levin (GL89}, the function b(x,s) = x · s (inner product in (Z2)n) 
provides a so-called hidden bit for a one-way permutation h. Formally, this 
means that for any "good" permutation h, for any oracle circuit C of size 
2<!-ht)n, 

1 1 
Prob.,,.(Ch(h(x), s) = b(x, s)) :5 '2 + 2'Y2n. 
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By easy and well-known arguments, it follows that the function 9h(x, s) = 
h(x)0s0b(x, s), where 0 denotes concatenation, is a pseudo-random generator 
with expansion 1. That is, g : {0, 1 pn -+ {0, 1 }2n+l, and for any oracle circuit 
C of size 2(!- bt)n, for any "good" permutation h, 

Step 3: Get double expansion. Based on the function 9h obtained at Step 
2, we define ih : {0, 1}2n -+ {0, 1}4n by ih(Y) = (s1,s2, ... ,S2JyJ), where 
s1, ... , s2JyJ are bits defined inductively as follows: Yo = y and fori = 1, ... , 2jyj, 
s; = the first bit of 9h(Yi-d and y; = the last IYI bits of 9h(Yi-d· By an ap
plication of the hybrid method, there exists a positive constant 'Y3 such that, 
for any "good" h, and for any oracle circuit C of size 2(~-2-r,)n, 

Step 4: Get exponential expansion. To simplify notation, we fix a "good" 
permutation h. Let J0 (y) and 11 (y) be the first and respectively the second half 
of the string ih(Y) defined at Step 3. Let j =en, where cis a constant such that 
0 < c < 'Y3· Define Fh: {0, 1}2n-+ {0, IPc" as follows. The a1a2 .. • aj bit of 
Fh(Y) is the first bit of 101 , (1012 ( ••• (101; (y)) ... ). The techniques of Goldreich, 
Goldwasser, and Micali (GGM86) show that for 'Y4 = 'Y3 - c, for all good h, 
for any oracle circuit C of size at most 2<!-2·n-c)nfpoly(n) (for a fixed poly), 

Observe that for all "good" h, Fh takes an input of size 2n and produces an 
output of size zen that cannot be distinguished from a random string except 
with bias at most 2--r•n by any oracle circuit of size bounded by 2an, for 
a = 1/Z- rt (for an arbitrarily small positive q), working with oracle h. To 
obtain Theorem 4, we only have to choose n such that m :5 zen, 2an ~ m.,. 
and z--r.n :5 m-fl. If r is sufficiently large, n = (r/a)logm satisfies all these 
conditions. Let R be the binary string that encodes in the natural way the 
permutation h : { 0, 1} n -+ { 0, 1} n. We define f ( R, r) to be the first m bits 
of Fh(r). Observe that IRI = nzn = poly(m) and lrl = Zn = 2(r/a)logm = 
2/(1/2- TJ) · rlogm = (4 + a)qm, for an appropriately chosen value of TJ· It 
follows that with probability of R at least 1 - 2_2n(n) = 1 - 2-poly(m) for any 
oracle circuit C of size m.,. 

1 '"' R 1 z2n ~ c (f(R,r))- zm L 
rE{0,1}2" zE{O,l}= 

This concludes the proof of Theorem 4. I 
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5. Reducing the communication complexity 
According to the standard definition, a language L is in NP if, for all in

puts x, a prover can send to a polynomially time bounded verifier a proof 
string w, which the verifier accepts if and only if x e L. Killian {Kil92) and 
Micali (MicOO), using the {full) PCP Theorem, have shown that the commu
nication complexity in the above protocol (i.e., the length of the proof string 
transmitted by the prover to the verifier) can be reduced to polylog(lxi), pro
vided that the prover is poly-time bounded {but it has access to a witness 
string), the verifier is probabilistic, and a small error probability is admissi
ble. Goldreich and Hastad (see also (GVW01)) have shown that bounding the 
power of the prover is necessary for reducing the communication complexity. 
Therefore, since provers need to be computationally bounded anyway, it seems 
an overkill to use the full PCP Theorem for reducing the communication com
plexity in the protocol. Indeed, the much simpler Light PCP Theorem can be 
used as well to implement the schema from (Ki192) and (MicOO). Moreover, the 
implementation can be done in a very natural way, since most of the needed 
algorithmical props are already in place. 

We sketch next the modification of the protocol in Theorem 2 so that it 
incorporates the method from (Ki192) and (MicOO), achieves communication 
complexity O{(log(n))2 ), and is sound against any dishonest prover whose run
ning time is bounded by nt, for any fixed t. 

The idea is that, since the verifier reads only 0{1) bits from the proof string, 
the prover does not need to send in Round 2 the entire proof string wR ( ~. a). It 
is enough if the prover commits to wR(~, a) and sends the verifier a certificate 
G of the commitment. Then, when the verifier requests the 0{1) bits, the 
prover delivers them together with some authentication information so that 
the verifier can check (with small error probability) that the bits really belong 
to the commited proof string. By using a Merkle tree (Mer90), the length 
of G is O(logn) and the authentication information for each revealed bit is 
O{log2 n), and thus the entire communication complexity is O(log2 n). 

We present the technical details of the construction. Let ~ be a boolean 
formula, n = 1~1. let a be an assignment for ~. and let k = {2t + 1) logn 
(recall that the prover is time bounded by nt). A part of the public random 
string R (separate from the one used in the normal protocol) is used as a 
random function f : E2k -+ Ek. In the protocol given in Theorem 2, the prover 
prepares a proof string wR(~, a) having length N = poly(n). The prover breaks 
the proof string wR(~, a) into consecutive, disjoint blocks of size k. Next, the 
prover builds a binary tree having each node labelled with a k-bit string as 
follows. The leaves of the tree are, in order, the N/k blocks resulted from the 
splitting. To keep notation simple, we assume that N/k is an integer power of 
two. The parent of two nodes labelled a: and {3 is labelled /{a:, {3). Let G be 
the label of the root of the tree. Note that IGI = k = O{logn). The prover 
sends G to the verifier (as a certificate for his commitment to wR ( ~. a)). Then, 
for each bit from wR ( ~. a) requested by the verifier, the prover will send the 
leaf block containing that bit together with all the siblings of the nodes located 
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on the path from that leaf node to the root (this represents the authentication 
information). The verifier is now able to validate the entire path from the leaf 
block to the root, checking if it conforms to C. This works because in order 
for the prover to fool the verifier, he must find at least two strings x, y E ~2k 
such that f(x) = f(y). Indeed, "fooling" means that the initial leaf in the 
authentication data is different from the genuine node {by modifying slightly 
the construction, we can easily ensure that the prover cannot substitute the 
initial block with another block of wR(¢>, a)), and, at the other end, the root of 
the authentication data matches C. If T = nt is the running time of the prover, 
this can only happen with probability at most T 2 • 2-k, which is 1/n. In this 
way, for any t, we have obtained an interactive protocol for 3SAT, in which the 
prover sends O(log2 n) bits, and no dishonest prover that is time bounded by 
nt can fool the verifier except with probability less than 1/2. Moreover, the 
protocol (for the verifier and the honest prover) is easy to implement avoiding 
the intricacies of the full PCP Theorem. We note that the honest prover, if given 
access to an assignment a, runs in time n<Ha)t, for any a > 0, and this bound 
can be reduced to n(2+a)t, with some modifications in the protocol based on 
list decoding of error-correcting codes (as suggested by Sudan (SudOOa)). This 
may seem unsatisfactory because we require the honest prover to be stronger 
than the dishonest prover against whom the protocol is sound. However, if 
he is given access to an assignment a and to the commitment tree, the honest 
prover runs in O(log2 n) steps and the protocol remains sound against dishonest 
provers that run nt steps and have access to the same amount of information. 

6. Final comments 
Theorem 2 is obviously much weaker than the PCP Theorem and lacks the 

most important theoretical applications of the latter, namely proving inapprox
imability results. However, we think that it deserves attention for pedagogical 
reasons and for the possibility of being inserted in cryptographical applications 
in which the complexity of an adversary is assumed to be bounded anyway. 
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