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Abstract: When a mobile user using wireless devices tries to access to a Service Provider 
(SP) connected to wire-lined network such as the Internet, security risks 
experienced by SP as well as the wireless and wire-lined network providers are 
greater. The mobility and resource-limited nature exhibited by the wireless 
devices only make the security provision in such a context ever challenging. 
This paper attempts to set a step forward toward finding an asymmetrical 
approach to the provision of security to mobile users by re-examining the issue 
of end-to-end authentication. Having first examined the special security and 
performance requirements in this application context, the paper surveys the 
related work in the subject area, and then presents a new network-assisted end
to-end authentication and key exchange protocol suited to mobile users in their 
access to Internet services. 
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1. INTRODUCTION 

In recent years, we have witnessed the increasing popularity of mobile 
communication. In the third generation mobile systems like UMTS, mobile 
commerce, which is projected to be the next big growth opportunity, 
combines the two most explosive technologies of the new economy - the 
Internet and the wireless communications. No matter how powerful the 
Internet becomes, as long as it is desk bound, it will restrict people by time 
and location. Wireless devices are making the way for people to interact, 
inform and communicate on the move. The rapid growth in mobile 
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commerce and seamless integration of wired and wireless networks require a 
re-examination of security features and provisions in such an integrated 
network environment as security protocols designed for wired networks may 
not be effective and efficient when applied to mobile networks. In 
comparison with wired devices, wireless devices have limited 
computational, storage and energy capacities. In comparison with wired 
networks, radio air interface has higher error rate, and lower bandwidth. In 
comparison with fixed-point users, mobility is a focal aspect of mobile 
community where users frequently roam between wireless cells and 
networks while accessing to networked services. All these characteristics 
ought to be taken into account when designing a security service should this 
security service be effective and efficient. 

In this paper we concentrate on designing reliable and efficient end-to
end authentication service for mobile users. End-to-end authentication 
provides verification of an entity between a mobile user and a service 
provider regardless of transmission medium and facilities, and it ensures that 
only authorised users are allowed to use the contracted service(s) as they 
roam around the network. Service providers denote companies that provide 
services via wired networks. A service provider may be an e-bank, an e-shop 
or a carrier provider like British Telcom. 

A number of protocols have been proposed in recent years [1-4] to 
achieve end-to-end authentication for mobile users with the aim of 
minimising computational loads from mobile devices. TMN [1] employs the 
combination of public key cryptography and conventional cryptography. 
ASPeCT [2] uses public key cryptography, conventional cryptography and 
mainly hash functions. The ASPeCT protocol has also tried to maximise the 
amount of off-line security computation. WTLS [3] and ITLS [4] use 
conventional cryptography. 

Here, in this paper, we will examine current work in this context, and 
present our design of a novel end-to-end authentication and key exchange 
protocol. Our protocol is designed for mobile users in their access to 
Internet-based services. Special considerations have been taken to shift, to 
the maximum extent, computationally expensive cryptographic operations 
away from mobile devices into their home agents and wired service 
providers. 

The remainder of this paper is structured as follows. In the next section, 
security requirements for end-to-end authentication are discussed with 
reference to the special nature of mobile communication. Critical analyses of 
current work for end-to-end authentication are given in Section 3. Our novel 
protocol is presented in section 4. The analysis and comparison of our 
protocol with related work are presented in Sections 5 and 6. Finally, 
conclusions are outlined in Section 7. 
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2. REQUIREMENTS 

To achieve a secure end-to-end authentication between a user in a mobile 
environment and a service provider in a wired network, the protocol must 
satisfy the following properties: 
Security - This requirement can be divided into four sub-requirements. 

Sub-requirementl (sl): The service provider should be able to authenticate 
a mobile user to prevent intruders from obtaining unauthorised access. 
Sub-requirement2 (s2): The mobile user should be able to verify a service 
provider in order to detect and prevent fraudulent service providers. 
Sub-requirement3 (s3): Any assisted party should be authenticated by both 
of the mobile user and the service provider. 
Sub-requirement4 (s4): Any party other than end entities (the mobile user 
and the service provider) must not have access to sensitive authentication 
information. In other words, only end entities are able to obtain the 
authentication information during session processes. 

Performance (p) -The computational, storage and bandwidth limitations 
exhibited by the wireless devices and mobile communication environment 
should be addressed. Algorithm employed for the provision of end-to-end 
authentication should be efficient. 

Extensibility and usability (e) - The design of the end-to-end 
authentication services should be such that it is computationally 
inexpensive and operationally still efficient for a mobile device to perform 
end-to-end authentication services with many service providers. 

Accountability (a) - Any participation of, or assistance to, the 
authentication process by any third party must be backed up by 
indisputable cryptographic evidence. 

3. RELATED WORK 

Four most representative approaches [1-4] considered below are 
reviewed and analysed to achieve end-to-end authentication services 
between a mobile user and a service provider. Each of them employs some 
cryptography and performs a range of message flows to meet the above 
requirements. 

3.1 TMN Protocol 

TMN protocol proposed by Tatebayashi, Matsuzaki and Newman [1] 
uses both public key and secret key cryptography for achieving end-to-end 
authentication. TMN includes four steps to set up a secret session key 
between two end users, A and B. PKs is the public key of the network. Sm is a 
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shared secret value between A and the network and sm' is a shared secret 
value between B and the network. 
1: A generates a random number KEK as a key-encryption-key. This key will 
be used to encrypt the session secret key later. KEK and Sm are encrypted 
using the network public key PKs and then passed to the network. 
2: The network sends a "call request" to B. 
3: B generates another random number r as a session secret key. rand sm' are 
encrypted by the network public key PKs and then sent to the network. 
4: The network checks Sm and sm', and then decrypts KEK and r respectively. 
The network encrypts the session key r using KEK and sends {rlKEK to A. 
With knowledge of KEK and secret key algorithm, A can receive the session 
key r and use it in the subsequent data communications. 

This protocol enables mobile devices to authenticate themselves to the 
network and gets a session secret key within a reasonable time. Each mobile 
device performs public key encryption only once and later uses only secret 
key encryption. However, in this proposal, secure end-to-end authentication 
can be achieved only if the network is trustworthy, as the network is able to 
view and even modify these keys. 

3.2 ASPeCT Protocol 

Hom and Preneel have proposed an authentication protocol for ASPeCT 
(Advanced Security for Personal Communications Technologies) [2]. 
ASPeCT protocol assumes that the mobile user A knows the identity idB of 
the service provider B at the start of the protocol. B has a private key v and 
public key agreement keys gV where g is a generator. hI and h2 are hash 
functions. A simplified version of this protocol is as follows: 
1: At the start, A generates a random number u. It then computes g" and 
sends it to B. 
2: On receipt of the first message, B generates a random number r. It then 
computes (gUY, a session key K = hI«(g"t, r) and a hash value h2(K, r, idB). 
B sends the hash value, h2(K, r, idB), with r and his certificate certB to A. 
3: On receipt of the second message, A computes the session key K = 
hI«(g7, r) and ensures B has the actual session key by verifying the hash 
value h2(K, r, idB). Then A encrypts its certificate certA with K to B. 
4: On receipt of the third message, B verifies certA. 

In this protocol, A does not send the identity to B in the first step and B is 
able to derive the session key K without knowledge of A's identity. This 
weaker form of key confirmation is suggested by Boyd and Marthuria [5] 
that the protocol may subject to attack because "A thought he was running 
the protocol with B, while B may never have heard of A". 
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3.3 Wireless Transport Layer Security (WTLS) 
Protocol 

Wireless Application Protocol (W AP) presents a more viable approach to 
end-to-end authentication. It provides a software platform to allow access to 
the Internet by mobile users with wireless bearers such as CDMA and GSM. 
A W AP Gateway is a proxy and supports the security layer protocol called 
Wireless Transport Layer Security (WTLS) [3], which is the wireless version 
of the Internet standard Transport Layer Security (TLS). WTLS differs from 
TLS in that it provides faster security processes and employs more data 
compression techniques. W AP enables authentication between two endpoint 
users. The mobile user A and the service provider B are required to possess 
their own certificates which are generated by a trusted certificate authority. A 
shares one secret key with a W AP gateway and B shares another secret key 
with the W AP gateway. The W AP gateway needs to decrypt messages and 
re-encrypt them from A to B and vice versa. 

When the W AP gateway translates messages between WTLS and TLS 
protocols, messages will be in clear text for milliseconds in the gateway. 
Although the time duration when the message containing authentication 
sensitive information remains unencrypted is very short, man-in-the-middle 
attack becomes possible. In other words, WTLS can provide a secure end-to
end authentication service only under the condition that the gateway is 
located with the service provider or the gateway is trustable. 

3.4 Integrated Transport Layer Security (ITLS) 
Protocol 

Eun-Kyeong Kwon, Yong-Gu Cho and Ki-Joon Chae proposed an 
Integrated Transport Layer Security (ITLS) mechanism to solve WTLS 
clear-text problem to achieve end-to-end authentication [4]. In ITLS, the 
mobile device encrypts its message twice using two keys respectively. The 
first key is a shared secret between the mobile device and the service 
provider and the second one is a shared key between the mobile device and 
the gateway. Should the service provider send a message to the mobile user, 
it will first encrypt the message using the key shared with the mobile user 
and then pass it to the WAP gateway. The gateway encrypts this message 
again using the key shared with the mobile user and forwards the twice
encrypted message to the mobile user. The gateway cannot view this 
message because the gateway does not know the key shared between the 
service provider and the mobile user. In order to read the message, the 
mobile user decrypts it twice using the key shared with the gateway firstly 
and then using the key shared with the service provider. 
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ITLS solves the clear-text problem in WTLS and provides a secure end
to-end authentication service between a mobile user and a service provider. 
It does not require that the gateway be located inside the service provider. 

However on the negative side, two issues rise. The first is that ITLS adds 
much more computational burden to mobile devices than WTLS. In ITLS, a 
mobile device encrypts a message twice in order to send it securely and 
decrypts a message from a service provider twice in order to read it. This 
processing burden can be relocated to a service provider or the gateway that 
has sufficient power and memory without reduction of security level. The 
second is the reuse of these two secret keys. This may cause an attack of 
freshness. 

Each of these protocols is short of some requirement(s). TMN and WTLS 
release exchange messages to their assisted parties. Their security depends 
on the trustworthiness the network in TMN and the W AP gateway in WTLS. 
In ASPeCT the mobile is not authenticated to the service provider in step 1 
so that anybody can send a pair of variable to the service provider. ITLS 
requires the mobile devices carry the heavy computational burden and does 
not provide the freshness of keys. 

4. A NETWORK ASISSTED END-TO-END 
AUTHENTICATION (NAETEA) PROTOCOL 

4.1 Design Principles 

Based upon consideration of the end-to-end authentication requirements 
for wireless and mobile terminals in their access to wired service provider, 
presented in Section 2, a new Network Assisted End-To-End Authentication 
protocol, shortly NAETEA, has been devised. Our emphasis in the design of 
the protocol is to shift computationally expensive processing load and 
storage requirements, such as that as that of cryptographic operations, away 
from wireless terminals to an assisted party in wired network without 
compromising security. 

One of the design principle used in the design of the protocol is to use 
Home Agent (HA) as the suitable party to assist the mobile station achieving 
end-to-end authentication service. Using this approach the following 
advantages are visible: 
(i) When a mobile station accesses to a service provider, the HA needs to 

be contacted anyway in current mobile network access protocols. 
Thus, some of the handshake exchanges can be aggregated. 

(ii) HA already has a lot of sensitive details about the mobile 
station and these details can be reused to assist end-to-end 
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authentication. In this way, there is no necessity on repeating the 
sensitive information somewhere else. 

(iii) HA is on-line and can initiate messages actively, and can make use of 
the ample computational power in the network and bandwidth (of 
wired connection) to perform complicated operation on mobile's 
behalf. 

Although much of computational load and storage requirement should be 
shifted to HA, it is necessary and security sensitive for a mobile to possess 
some secrete security information itself. This security sensitive information 
should not be leaked to HA. 

Secondly, measures should be taken to prevent HA to abuse the trusts 
given by the users if HAs are allowed to perform security sensitive services 
on user's behalf, such as end-to-end authentication. For this, the protocol 
needs to meet accountability requirement. 

Thirdly, thoughts have been given to let the mobile device to compute 
relevant parameters off-line as much as possible, e.g., signature signing. 

4.2 Notations and Prerequisites 

It is assumed that a mobile user A desires to communicate with a service 
provider B in the wired network. HA is A's home agent. The notation to be 
used throughout this paper is summarised as follows: 
• Elx) expresses the ciphertext of a data item x encrypted with a key k. Ek(X) 

is computed using a public key cryptosystem if the corresponding 
decryption key is not k, and using a conventional cryptosystem otherwise. 

• h(x) is a one way hash function with the following properties: (a) for any x, 
it is easy to compute h(x); (b) given x, it is hard to find x ' (*- x) such that 
h(x) = h(x '); and (c )given h(x), it is hard to compute x. An example of such 
a one-way hash function is SHA-l [7]. 

• x,y denotes the concatenation of data items x and y. 
• ssk is a symmetric session key between A and HA. This key is assumed to 

be known by A and HA at the start of the protocol. This is sensible since A 
and HA need to authenticate mutually and agree a session key when A gets 
access to HA. 

• pub/prb are B's public/private keys to encrypt/decrypt messages. 
• puha/prha are HA's public/private keys to encrypt/decrypt messages. 
• pva/psa are A's public/private keys to verify/produce its digital signatures. 
• pvb/psb are B's public/private keys to verify/produce its digital signatures. 
• pvha/psha are HA's public/private keys to verify/produce its digital 

signatures. 
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4.3 Protocol Description 

A HA B 

ml: EssiEpub(RAMA), certA), certA, sigA, idB 
... m2: Epub(RAMA), certA, sigA, idB, 

certHA, sigHA --. ... 
m3: Epllha(RAMB, h(RAMA' K), certB, sigB) 

.... 
m4: EssiRAMB, h(RAMA, K), certHA), certHA .... .... 

Figure 1. NAETEA protocol 

At the start of the protocol (see Figure 1), A generates a random number 
RAMA and computes Epub(RAMA). A then encrypts Epub(RAMA) and its 
certificate certA with ssk. Finally, it sends Essk(Epub(RAMA), certA) in 
message ml to HA, together with cerIA, its signature sigA (= 
Epsa(h(Essk(Epub(RAMA), cerIA), idB») and B's identity idB. 

Having received message mI, HA verifies sigA with the corresponding 
key pva. HA then decrypts the encrypted item using ssk, and compares certA 
with the unencrypted one. If they are identical, HA is assured that m 1 is 
indeed from A since except HA, A is the only holder of ssk. HA then 
forwards Epub(RAMA), certA, sigA and idB to B together with its certificate 
certHA and its signature sigHA (= Epsha(h(Epub(RAMA), certA, sigA, idB, 
certHA»). During this process, RAMA is invisible to HA since HA does not 
have B's private key prb. 

On receipt of message m2, B decrypts Epub(RAMA) using prb to retrieve 
RAMA. Positive verification of sigHA assures B that m2 is from HA and 
positive verification of sigA authenticates A to B. After these verifications, B 
generates a random number RAMB. It computes a session key K = h(RAMA, 
RAMB) and a hash value h(RAMA, K). B encrypts RAMB, h(RAMA' K), its 
certificate certB and its signature sigB (= Epsb(h(RAMB, h(RAMA , K), eertB))) 
usingpuha. It then sends this encrypted item in m3 to HA. 

On receipt of message m3, HA decrypts it using its private key prha. 
After verification of sigB using pvb, HA encrypts RAMB, h(RAMA' K) and 
certHA using ssk and sends it with an unencrypted certHA in m4 to A. 

On receipt of message m4, A decrypts the encrypted item using ssk and 
verifies certHA with the unencrypted one. Then A computes the session key 
K = h(RAMA, RAMB). Finally, A computes the hash value h(RAMA, K) using 
RAMA and K, and compares it with the hash value h(RAMA' K) received. If 
they are identical, A thus knows that B actually has RAMA and the session 
key K. B is authenticated to A. 
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5. PROTOCOL ANALYSIS 

We now analyse that our novel NAETEA protocol can meet all the 
requirements stated in Section 2. This is demonstrated according to four 
aspects of requirements. 

5.1 Security 

For security requirement, A, HA and B need authenticate each other. This 
is demonstrated as follows: 
• Use of ssk, the certificate certA and the signature sigA in message m 1 
provide key confirmation from A to HA. The signature sigA in message m2 
guarantees B that A is authenticated, i.e., the requirement sl is met. 
• The certificate certB and the signature sigB in message m3 give key 
confirmation from B to HA. Authentication to A is done by the inclusion of 
RAMA in h(RAMA, K) in message m4. Use of B's public key encryption in 
messages ml provides authentication to A as only B has the private key prb. 
These convince HA and A that B is authenticated and meet the requirement 
s2. 
• HA is the assisted party. The certificate certHA and the signature sigHA 
in message m2 authenticate HA to B. This assures B that HA is the 
authenticated party. Use of ssk in m4 makes A believe HA is authenticated. 
So the requirement s3 is satisfied. 
• The session key K is not transmitted in any form and it is not possible to 
compute K without knowledge of RAMA. K is a hash value of two inputs, 
RAMA and RAMB. RAMA in message ml is encrypted using B's public key so 
that only B is able to retrieve this random number. HA can obtain neither 
RAMA nor K. This satisfies the requirement s4. 
• The session key K is generated using two random numbers: RAMA from 
A and RAMB from B. This prevents an old key being replayed on A or Band 
guarantees key freshness to both sides. 
• If another mobile user C attempts to masquerade A to communicate with 
B, it will not succeed. Since C cannot produce A's signature, the verification 
of message m land m2 will be negative. HA and B can detect that C is not A 
and reject its request. 
• If another service provider D attempts to masquerade B to communicate 
with A, it also will not succeed. Since D cannot produce B's signature or 
decrypt Epub(RAMA), the verifications of message m3 and m4 will fail. HA 
and A will terminate the authentication process. 
• HA cannot access the session key K and therefore not any messages to 
be encrypted using K. RAMA in ml is encrypted using B's public key. The 
public key cryptosystem ensures that it is hard to decrypt the message 
without its corresponding private key. This means that only B can decrypt 
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Epub(RAMA) and use it to compute the correct session key K. Thus without 
knowingprb, HA cannot get the session key K to decipher other messages. 

The above points show that all the security requirements given in Section 
2 can be satisfied. 

5.2 Performance 

Asymmetric mechanism used in this protocol shifts some of the 
processing load from A to HA and to B as it needs to authenticate HA. The 
following table (Table 1) shows the numbers of expensive operations 
performed by each party: 

Table 1. Numbers o/expensive oer/ormances 0/ A. HA and B 
Operations Operations A (mobile) HA (home B (service 

Status flg!nt) provider) 
off-line/on-line Signature Generation 1 J J 

Signature Verification 0 1 2 

on-line Public Key Encryption J J J 

Public Key Decryption 0 1 2 

Another way to further reduce the processing load at A is to let A execute 
most of the expensive operations off-line, e.g., some of the signature 
parameters can be pre-computed off-line by choosing a suitable algorithm 
like ESIGN [6]. 

5.3 Extensibility and Usability 

This protocol meets extensibility and usability requirement. A can easily 
extend the end-to-end authentication service to as many service providers as 
it wants on-line. That is, A can start authentication process to any service 
provider without any prior knowledge of each other. 

5.4 Accountability 

Signatures are used to ensure accountability. With the signature signed 
on the message, every party is held accountable for what they have sent. In 
other words, by introducing cryptographic evidence using digital signatures 
in the protocol exchange process any abuse of trust or misbehave by the HA 
or service provider can be detected. That is accountability requirement is 
met. 

The protocol analysis has confirmed that the protocol can meet all the 
requirements of end-to-end authentication stated in Section 2. 
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6. COMPARISON WITH RELATED WORK 

TMN, ASPeCT, WTLS, ITLS and NAETEA are able to provide end-to
end authentication services between a mobile user and a service provider, 
although some of them need to tally with some conditions. Their comparison 
in terms of computational costs by the mobile device is presented in Table 2. 

a e omparison a protoco s T. hi 2 C if' 
Protocol Cryptographic Numbers of With an Message released 

operations in cryptographic assisted to the assisted 
mobile device operations party? party? 

TMN Public key encryption I Yes Yes 

Public key decryption 0 

Secret key encryption 0 

Secret key decryption I 

ASPeCT Public key encryption I No No 

Public key decryption 0 

Secret key encryption I 

Secret key decryption 0 

WTLS Public key encryption 0 Yes Yes 

Public key decryption 0 

Secret key encryption I 

Secret key decryption I 

ITLS Public key encryption 0 Yes No 

Public key decryption 0 

Secret key encryption 2 

Secret key decryption 2 

NAETEA Public key encryption I Yes No 

Public key decryption 0 

Secret key encryption I 

Secret key decryption I 

In TMN protocol, all authentication information is accessible to the 
assisted party as the network knows and manages all the keys. This may 
cause major security problems if the network abuses its rights or divulges 
any information. This problem also exists in the WTLS protocol since the 
gateway is able to view the authentication-related information in clear text. 
Compared with these two protocols, NAETEA not only can prevent the third 
party, HA, from viewing all sensitive information, but also uses a public key 
encryption to transmit a secret from a mobile to a service provider to prevent 
the assisted party from man-in-the-middle attack. That is, NAETEA provides 
end-to-end authentication services in a more secure way as no any other 
party except two end entities can see the plain-text sensitive information. In 
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ASPeCT, it leaves the service provider unaware of the identity of a mobile 
until step 4 in the protocol run, by then the authentication of B will be 
already completed. This makes the attacks of denial-of-service to B easily. 
The way used in NAETEA to avoid this problem is to generate evidences of 
all the messages sent during authentication process. This also provides 
accountability to prevent every party from false denial of having transmitted 
the message. Compared with ITLS, NAETEA requires a mobile device to 
execute public key encryption once and mainly use conventional 
cryptosystem. It shifts computational load from the mobile device and 
maintains the freshness of the session key. 

The above comparison shows that our protocol provides an end-to-end 
authentication service to assist mobile users to access to wired service 
providers in a more secure and efficient manner. 

7. CONCLUSION 

The issues related to end-to-end authentication for wireless 
communications have been considered in this paper. Some recently proposed 
protocols have been critically assessed and weaknesses in them have been 
outlined. Based on the assessment, a novel protocol called NAETEA has 
been proposed to achieve end-to-end authentication for a mobile user in 
her/his access to wired service providers assisted by the mobile's home 
agent. This proposal has been analysed and compared with related work. The 
comparison has shown that by taking an asymmetrical approach and with the 
assistance of the HA, the processing load on the mobile end can be further 
reduced which achieving strong mutual authentication of both parties. 
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