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Abstract The performance of computer systems relies on several factors. In par
ticular, Quality of Service (QoS) research encompasses all the aspects 
of the management and delivery of a sound service. As fluctuations 
and degradations are inherent part of any heterogeneous system, QoS 
maintenance and adaptation become crucial parts of end-to-end QoS 
provision. 

We propose in this paper a QoS adaptation scheme based on the mo
bile agent technology. We introduce the idea of macro-adaptation 
as the coarse-grained adjustements, and micro-adaptation that de
scribes all the fine-grained corrective actions done on resources. Here 
agents are organized in a hierarchy along the components of the dis
tributed multimedia system. Our idea in this model is to structure in 
an integrated and hierarchical fashion an adaptation strategy that span 
all the configurations made of components selected by a QoS manager. 
Computation is adapted to the available services or moved to other com
ponents if necessary. The interactions between the mobile agents and 
the components interfaces incorporate the adaptation mechanisms. 

Keywords: Multiagents, Mobile Agents, Quality of Service (QoS), QoS manage
ment, Distributed Multimedia Systems. 

1. INTRODUCTION 
The improvement of general computing systems performance and ser

vices has long been a common goal for many research areas. Specially, 
modern computing systems need to assure end-users about the qual
ity of the service being provided.Nowdays, a number of applications like 
Video-on-Demand (VoD), Desktop Video Conferencing, Distributed Col-
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laborative Environments, Distant Learning are taking advantage of the 
new capabilities offered by performant networks and end-sytems. How
ever, these applications will not be able to provide satisfactory level of 
service if a suitable QoS provision scheme is not designed to sustain their 
activities. 

Originally, the principles of Quality of Service (QoS) were applied to 
computer network communications. As QoS is gaining wide acceptance, 
its mechanisms are being applied to end-systems in distributed multi
media systems (DMS) as well. The concept of QoS is best described 
through the levels of service, a given provider can offer in order to sus
tain an activity. QoS-driven systems must deal appropriately with 
failure or changing conditions inherent to their environment in order to 
keep user confidence. As a result, QoS adaptation becomes a crucial 
part of the whole QoS management process. 

We propose the Mobile Agent technology to support an efficient 
QoS adaptation scheme in distributed multimedia environments. Mo
bile agents are new and attractive alternatives to the traditional client
server computing model. In this scheme, computation and interactions 
are moved to the location of the resources. This paper is concerned with 
the adaptation of QoS in distributed multimedia systems (DMS) using 
the mobile agent technology. A number of works ([4], [7] and [8]) have 
addressed the issue of adaptation with interesting techniques. Here, we 
suggest that QoS negotiation, resource reservation and admission control 
should be planed wisely to prevent significant QoS violation. Our ap
proach based on the flexibility provided by mobile agents aims to honor 
user requests transparently. Agents, organized in a hierarchy along the 
components in a distributed multimedia system (DMS), cooperatively 
maintain the required QoS. 

Following this introduction, in section 2, we introduce mobile agents 
and explain the rationale behind our choice in QoS adaptation. In sec
tion 3, we give a description of the mechanisms of QoS provision for 
distributed multimedia systems. We present in section 4 some notewor
thy approaches to QoS adaptation and draw some comparison lines. Our 
integrated and hierarchical QoS adaptation strategy through the mobile 
agent technology is explained in section 5. Finally, we state concluding 
remarks and hints to further directions of research in section 6. 

2. AGENTS: WHERE THEY FIT 

2.1 Nature of Agents 

There are two perspectives in defining the word agent. There is the 
software engineering perspective and the cognitive science perspective. 
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The first refers to a piece of software that can migrate autonomously 
inside a network while the second defines an entity or a set of entities 
called multiagent system that has capabilities, provides services and can 
act on their environment . 

2.2 Mobile agents in DMS 
A mobile agent is a program that can migrate autonomously across 

a heterogeneous network and perform tasks on behalf of its owner as 
shown in figure 1. At anytime it can halt, move together with its state 
and data to a new machine, and resume execution at the point where 
it stopped. This ability of agents to migrate from host to host makes 
mobility support a fundamental requirement for agents systems. In ad
dition, the introduction of mobile code in local or open network like the 
internet raises several security issues. Agent and host authentication, 
authorization, portability and access control are some of these issues . 
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Figure 1 A new approach to client/server communications 

Mobile agents are a new kind of abstraction in the client/server com
munications world. The mobile agent technology has found many inter
esting applications in areas where QoS control and management is an 
important issue like in [10]. 
In distributed multimedia environments, a component is defined as a 
physical (peripheral, network node, CPU ... ) or processing entity with 
the ability to produce, transform or consume a multimedia data. A com
ponent as shown in figure 2, is characterized by its interface and services 
it provides. In addition to describing interaction requirements, behav
iors and capabilities, interfaces present the set of services a component 
has to offer. 

In place of the previous concepts of object oriented programming, we 
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use multiagents and mobile agents. With mobile agents come the pos
sibility to move the interaction point, the service access point and com
putation to the target component side. An agent uses a service by invo
quing the component interface. 

Agent execution environment 

Resources Manager 

Figure 2 Anatomy of a component in a DMS 

2.3 Multiagents systems 

Multiagent systems - usually studied in AI - are distributed comput
ing systems composed of several interacting computational entities called 
agents. These constituent agents have capabilities, provide services, can 
perceive and act on their environment. In our model, distributed multi
media components are treated as this type of agent. 

2.4 Mobile agents and Fault Tolerance 

As mobile agents are bound to perform many operations and use 
services provided at multiple hosts. Some concerns naturally arise about 
their reliability, their execution environment, the host machine and the 
network that support them. To deal with these problems we propose 
a simple scheme for failure recovery. At the time it leaves a host, an 
agent creates a checkpoint on a persistent store. On regular intervals, 
the replicated agent sends a message (ping) to check if the remote agent 
is alive. This way, when the current host crashes together with an agent 
or a communication failure occurs, the replicated agent at the last host 
visited recreates the previous state and carryon the task. 
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3. QUALITY OF SERVICE (QOS) 

3.1 QoS Concepts and Management 

In a distributed multimedia environment, any activity that contributes 
to the production, delivery and consumption of some multimedia data 
can be characterized by the quality of its service. The followings are some 
well accepted phases of Quality of Service provision borrowed from the 
network communications area that are used in distributed multimedia 
environments: 
QoS Specification: A service user must specify to the provider with 
objective and subjective QoS parameters the level of service that it ex
pects. 
QoS Negotiation and Mapping: In this process, the system must 
identify the set of components that are able to provide and sustain com
pletely the required level of service. Then, with adequate mapping, the 
required QoS are translated from one system layer to another. 
Resource Allocation and Admission Control: In conjunction with 
the negotiation phase, necessary resources are reserved for an activity. 
The required resources availability could be an issue unless the admis
sion control functions compares beforehand the activity needs with the 
existing resources. Admission is then granted when enough resources 
exist. 
Monitoring: Once an activity has started, a given system layer con
stantly monitors the lower layer to check for alteration in the value of 
the performance parameters. 
Maintenance and Adaptation: These processes aim to counteract 
the percieved degradation or violation of the contracted QoS. Adap
tation is achieved through change in the topology of the components 
selected by the negotiation process, a coarsed or fine grained resource 
adjustment or an explicit change of service by the user. 
Re-negotiation: When a degradation of the QoS level has reached a 
critical level and nothing further can be done to recover or adapt to a 
lower level of service, a re-negotiation is initiated by the system. This 
scheme proposes an entirely new QoS provision process. A change of 
service preferences by a user also can triger a re-negotiation. The whole 
management process is depicted in figure 3. 
In addition, the QOS contract binds the entities (network provider, net
work and end-system resources ... ) involved in the QoS provision. We 
define it in generic terms as follows: 
typedej struct{ 

service-spec_t : service-spec i 
committmenLt : committment i 
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monitoring_t : monitoring ; 
adaptation_t : adaptability; 
dependability_t : dependability; }service-contracu 

The contract is composed of the service specification, the class of com
mitment the resources are able to provide to sustain a given activity, the 
monitoring process, the adaptation process, and a subjective parameter 
we call dependability. 
A user states with objective and subjective parameters in the service 
specification the performance expected. For instance, in dealing with 
timeliness parameters like loss, delay, jitter and throughput could be 
considered. 
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Figure:1 A simple view of QoS Management 

The commitment clauses are known as Deterministic, Statistical 
and Best effort. The first guarantees that resources are exclusively 
dedicated to an activity. The second is a loose version of the first where 
a service tolarates some fluctuations because resources are shared and 
eventually pre-empted. The best effort commitment does not guarantee 
any level of service nor does it permit control over any resource. These 



A Multiagent System Architecture for QoS Management 127 

clauses are qualitative expressions that helps precise the nature of the 
service required. 

4. A NEW ADAPTATION SCHEME 

In a distributed multimedia environment, unstability, fluctuations in 
the level of service or temporary failures are inherent parts of the activ
ity of any system. As a result, service maintenance or adaptation are 
required if user confidence is important. In our context some particular 
motivations are the following: 
1. In distributed systems environments, shared resources due to system 
policies (resources management, priotities, ... ) may not be available on 
request. 
2. Congestions in the network or end-sytems often occur. 
3.Different clients QoS requirements, depending on preferences, may cre
ate conflicts. 
4. Granted resources may be pre-empted and not be guaranteed over 
time. 

In our approach to adaptation, we define macro-adaptation as all 
the coarse-grained adjustments relying on agents movement with change 
in components topology; whereas micro-adaptation describes all the 
fine-grained corrective actions done at the lower level resources along 
agents hierarchy. In addition, in this agent-centric design, we assume 
that QoS monitoring and resource reservation are done at the compo
nent level. Our idea is to organize an adaptation strategy where mobile 
agents move computation - like in figure 6 to components whereservices 
available. 

4.1 Agent-based adaptation strategy 

How do mobile agent identify their destination before migration? Our 
scheme models components as a multiagent systems whose constituents 
can communicate in an appropriate agent communication language like 
the Knowledge Query and Manipulation Language (KQML). Before the 
start of a session, all agents (components) in the multiagent systems reg
ister their capabilities to a facilitator agent. Then, when an component 
agent fails to meet its requirements, it sends a message to the faciliator 
and ask for another agent component that is able to satisfy these re
quirements. When a suitable component is identified this way, a mobile 
agent can carryon an appropriate adaptation scheme. 

An integrated approach: 
The system we propose is integrated in two aspects: 
First, all components spanned by related mobile agents, are integrated 
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in a single end-to-end QoS provision process. 
Traditionally, the negotiation process identify a finite set of components 
that are able to sustain an activity and assign to each, in a rigid config
uration, its share in the overall end-to-end QoS provision. In contrast, 
with the introduction of mobile agents, several components assembled in 
a loose configuration, are connected dynamically to provide the required 
QoS. Such an approach is described in [1]. In our scheme, system agents 
coordinate the operations of system components and communicate with 
network agents responsible of network transactions at the transport layer 
of the network as illustrated by figure 4. 

Second, all adaptation mechanisms in research related to QoS pro
vision have been implemented as isolated processes activated when a 
degradation or violation actually occurs. However, unstability, degra
dation are unavoidable events in heterogeneous environments. The QoS 
negotiation process, the resource allocation and admission control should 
incorporate strategies that prevent as much as possible violations of QoS 
requirements. 

End system 
( source ) 

US4!r 

Heteregeneous End system 
(sink ) 

Figure 4 Agents structure in end-to-end QoS provision 

A hierarchical approach: 
When a degradation or violation is detected, maintenance or adapta

tion is carried out either locally or with the support of a remote compo
nent along the following steps: 
1. The system identifies the component that fails to satisfy the local 

QoS. 
2. The related agent (ex. end-system agent) attempts to solve the 

problem locally by either: 
o moving the computation to a peer component (ex. end-system 

component) ; 
o sending a message to a sub-component agent to make the nec

essary corrections down into the hierarchy or interact with the resource 
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manager. 
o sending a message to another agent located elsewhere and the 

previous steps are performed there. 
3. If local adaptation fails, the adaptation process is moved to another 

part of the system (ex. network)and step 2 is re-enacted . 
These steps may be conducted in two ways: 

Horizontally, computation is moved with the QoS access point from the 
current component to a peer component. 
Vertically, a message is sent to an agent at a sub-component down in the 
hierarchy. The target agent can further move the computation to a peer 
sub-component if necessary. Should the QoS maintenance or adaptation 
to a lower QoS fail, the end-system agent sends a message to the network 
agent to carry out a similar strategy. 

User a,enl 

Horizontal agent relationship 
(peer to peer relationship) 

Figure 5 Agent-based hierarchical adaptation 

4.2 Agent-based adaptation mechanisms 

Agents interacting with components 
The main purpose of our system is to make existing services at a com
ponent available on request to agents. In normal situation, the level 
of the service offered matches the request. Otherwise, a maintenance 
or adaptation to a lower level is proposed. Upon receiving from the 
user agent the QoS contract with the specified QoS parameters, an end-
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system agent moves to the agent execution environment of a component 
as depicted in figure 5. In this environment, the agent makes the nec
essary computations, calls the Application Programmer Interface (API) 
in order to use the services. 

An example of interface is the Java Database Connectivity Layer and 
the Java Advanced Windowing Toolkit. Here we assume that during the 
previous Resource Allocation and Admission Control, resources neces
sary to sustain the computation have been reserved. When there is a 
degradation and the level of service is not satisfactory and all attempts 
to maintain it has failed, the agent has the option to adapt its compu
tation to the available resources. That is, the mobile agent alters a QoS 
level to a lower level. 

o lnt:eraction polnt O QoS access is moved with 

.. ........ 

Inter face Inte["Cace 

.:::::::::: . , . , , . . . . . . . . . . . . . . . . . . 

Resources Resources 

End System End sysltem Component. 

Figure 6 Agent-based Adaptation Model 

Agents migration: 
Agents mobility is supported by the object serialization functions in
cluded in the Java language. For the three types of agents (user agent, 
end-system agent and network agent) migration happens inside their re
spective domain (end system or network) . An agent migrates between 
peer components of the same domain. A network agent assigned to nodes 
can migrate only between nodes and so do end-system agents. Often, 
the operation of a component depends on other sub-components. These 
sub-components are visited by related agents down in the hierarchy. All 
computations are identical at this level as at the upper level. At the bot
tom of the hierarchy, in connection with the resource manager, resource 
agents participate in fine grained adjustments called micro-adaptation 
by travelling between locations. An adaptation scenario is explained in 
table 1.1. 

Inter-agents interactions: 
Along the hierarchy, mobile agents send messages in a serialized form 
horizontally to peer agents located in another domain or vertically to 
agents related to sub-components or resources. The two types of com
munication are at the heart of agents cooperation for maintenance or 
adaptation. 
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QoS Adaptation 
Context Agent Migration Agent Interaction 

Strategy 

ws ._.> ws Componenl API 
End·syslem NSAP .... > NSAP Mess.ge 

Mac:lo-adaptation Node •••• > Node CQmponul API 
Network Routtr ---> Router Mange 

Peripheral Video Cards .. _> API 

(Video camera, Mic.) Video Cards MC5$age 

CPUIM, 1IlO<)' .... > Resou.ra. Mana,cr 
End·system CPU/M emory Meluge 

Burru . ... > Burrer 
Resource Manager 

Mlcro-adaptallon Network Messa&c 

Peripheral Codcc .... > Cod« Resource Manager 

Mess.,e 

Table 1.1 Agent-based adaptation scenario 

4.3 An example 

Let's consider a system that captures images and stores them in a re
mote multimedia database storage (MMDBS) as illustrated in figure 7. 
In addition, this data in the remote server is accessible to other users 
ready to be displayed locally. That is, the whole system can be used 
in two modes. When a user captures data and stores it remotely. The 
source is a camera together with a set of workstations linked in a sub
network and the sink is the multimedia database server. Conversely, a 
user in need of some multimedia data could fetch it from the database 
server and display it locally. 

In the first mode, a QoS manager in its negotiation phase would simply 
select a configuration made of the following components: the camera, a 
workstation with a video capture card, a path of nodes and routers in 
the network and the database storage. 
When all the resources allocation and admission tests complete, the 
service starts. We assume all the workstations in the subnetwork have 
the same capabilities and resources. The camera physically linked to 
a given workstation capture images which are compressed, sent accross 
the network and stored in the database. 

In the second mode depicted in figure 8, data is fetched from the 
remote server. The QoS manager selects a configuration made of the 
following components: the database server (the source), a path of nodes 
and routers in the network and a workstation (display sink) . In fact, dur
ing the QoS negotiation phase, several potential configurations of com
ponents and reSOurces were identified and recorded by the QoS manager. 
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Camera 

Data flow 

i i 
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Server J 
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End system 
(sink) 

Figure 7 Example system: storing data in a multimedia database 

Display unit 

End system 
(source) 
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End system 
(source) 

Figure 8 Example system: fetching data from a multimedia database 

Here the user agent, system agents and network agents are located 
respectively in the user application, the end-system and the network. 
When a degration or violation occurs, the QoS manager tries to lo
cate and identifies the failing component (source workstation, network 
node, router or database server). The mobile agent located at the failing 
component has two alternatives. On one hand, it can send a message 
to other agents located at sub-components like the operating system, 
the hard disk, the memory or video capture card. On the other hand, 
the mobile agent can move the necessary data to another workstation 
(macro-adaptation) and restart computation where it stopped. As a re
sult, the intial QoS level is maintained or adapted to a lower level. In 
case violation is detection at network node or router, the corresponding 
agent migrates with all the data to another node or router. 
Although the service started with a given configuration of system com
ponents, the mobile agents give us the possibility to move computation 
from one component to another. The configuration changes dynamically 
to cope with violations. 

5. RELATED WORK 
A number of works have addressed the problem of QoS adaptation 

with various techniques in different environments. Few of these ap-
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proaches use the agent technology to improve QOS provision. 
In [8], a QoS manager conducts QoS adaptation by interacting with 
static QoS agents bound to components. The QoS adaptation strategy 
relies on three schemes are. The first called Component Reconfiguration 
Scheme (CRS) performs adaptation by altering the components topol· 
ogy and initiating a smooth and transparent transition. The second 
named Resource Reconfiguratio Scheme (RRS) , redistributes the level 
of QoS supported by each component in a given configuration to cope 
with violation and keep the overall end-to-end QoS. 
In [6], the concept of binding as abstraction of communications between 
components is used to sustain the required QoS through monitoring! 
adaptation and reconfiguration. Here binding objects, organized in a 
hierarchy, apply adaptation policies dynamically. 
In [4], a hierarchical QoS adaptation based on the organization of bind
ing objects is proposed. In this paper, adaptation is carried out along a 
hierarchy of bindings. From the top with coarse-grained actions to the 
bottom with fine-grained atomic resource control, the adaptation mech· 
anisms are embedded in the binding components which are conceived as 
communications abstractions. In addition, these bindings are responsi
ble for the end-to-end QoS maintenance. 
In [10], an agent-based approach is introduced to carry out corrective 
QoS adaptation in a cloud of non-RSVP-capable network routers. Static 
agents monitor tunnel properties and interact with RSVP routers to de
liver the required QoS. 

In the above systems, when agents are used, their functions are limited 
to monitoring the level of QoS and eventually notifying the system of 
QoS violations at the host component. Our approach that consists of 
moving the QoS access point from one component to a peer component 
with mobile agents is new. The initial configuration need not be altered 
unless no component is able to compensate the degradation. Adaptation 
is performed smoothly by mobile agents horizontally or vertically in an 
integrated fashion. System agents - at the source or sink - and network 
agents cooperatively manage the end-to-end QoS transparently. 

6. CONCLUSION 
We have presented a new approach to QoS adaptation that relies on 

the flexibility of mobile agents. In general QoS provision, a static config
uration of system components is provided. To this static configuration, 
the mobile agent technology allowed us to substitute a dynamic one. 
The adaptation strategy evolves around the interactions of agents and 
components interfaces on one hand, and the cooperation between agents 
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themselves on the other hand. To achieve this, we have introduced 
macro-adaptation and micro-adaptation to describe the operations of 
agents that cooperate along a hierarchy. Although designing an adapta
tion strategy that responds to QoS violation might be desirable, planing 
wisely a negotiation, resources allocation and admission processes still 
remain the best way to prevent QoS degradation. 
Our model- due to its integrated and hierarchical aspect - could improve 
the overall QoS provision significantly provided the entire system is reli
able. We are planing to include the strategy described in this paper in a 
complete QoS provision scheme based on mobile agent in a near future. 
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