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Abstract: Diversification, wide spread use and heterogeneity of computer networks have 
demanded considerable amount of effort from researchers and vendors of 
network equipments. Despite these efforts, network resources documentation 
has apparently been neglected. This paper analyses available network 
documentation techniques highlighting their weak points and possible 
problematic approaches. Survey results about network documentation 
techniques used by academic and commercial communities are also presented 
and analyzed. Finally, information system is proposed that satisfies actual 
network resources documentation techniques requirements. 

1. INTRODUCTION 

As interconnection between computers increased in size and 
heterogeneity, researchers and network equipment vendors from all over the 
world had to unify efforts to develop tools and techniques adequate to 
properly manage elements connected to network. In spite of high 
development in areas such pro-active management systems, management 
protocols such as SNMP and RMON, an important area of management has 
been apparently neglected: network documentation. 

Network documentation is defined as the act of describing computers, 
services, administrative procedures and occurrences in human-readable 
language in such a way that information can be retrieved for later use. Thus, 
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good network documentation is one that describes the whole network and 
that is adequately updated. 

In section 2 we confront our definition of network documentation with 
techniques used by academic and commercial communities. We will 
highlight weaknesses and concise points regarding each technique. In section 
3 we present an applied study concerning network documentation: results of 
an on-line survey. 

Section 4 presents our new proposed information system for 
management of network management documents, while section 6 describes a 
case study using the proposed system to document HTTP servers. In section 
7 we expose our conclusion concerning network documentation techniques 
and the new proposed information system and suggest extensions to this 
study. 

2. NETWORK DOCUMENTATION TECHNIQUES 

There is a vast range of network documentation techniques available. 
HTML pages and SNMP-Based Documentation are some of the most widely 
used methodologies. 

2.1 HTML Pages 

HTML pages are the easiest way to provide well-accessible information 
since you can make them available to the whole Internet just by putting them 
on a web server directory. Figure 1 shows HTML-style documentation. 

Network Html Remote Client 
Documents Repository 

Figure 1: HTML Documentation Architecture 
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Different network documentation examples using HTML technique may 
be found in [11, 13, 12]. 

The easy accessibility provided by HTML pages implies, generally, lack 
of security. Many organizations address this security problem with user
authentication control provided as features of many commercial and free 
HTTP servers so undesirable external users can not access sensitive 
organization data concerning computer network status and configuration. 

Another problem with HTML-style documentation is how to keep data 
up to date. HTML pages are mostly static, human-written files . Considering 
the high dynamism of some managed objects, a company requiring up-to
date data would have to allocate employees specifically to rewrite HTML 
pages. Dynamic generation of HTML pages is a viable solution to address 
this problem. Powerful script languages as Perl and PHP allied with 
databases and web servers may be successfully used to generate simple 
systems to deal with updates of documents. 

A good solution is to use more than one methodology for documentation, 
restricting the domain of HTML pages only to describe static behaviors of 
network such as topology maps, network management contact list etc. Figure 
2 shows an example of HTML pages for documentation of static network 
features, the backbone map of the Brazilian National Research Network 
(RNP). 
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Figure 2: RNP Backbone Map 
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2.2 SNMP-Based Documentation 

2.2.1 A Simple Introduction to SNMP 

SNMP, the "Simple Network Management Protocol" is an Internet 
Architecture Board (lAB) Standard proposed in RFC 1098 [4]. SNMP 
architecture is described in figure 3. 

SHMP Management Station SNW Agent 

C Managed ) -Ie MIlnag--.nt ) Applications 
Applications .... .... ....... 

R .. oure .. 

( 
HH1 

SlOIP 
Objects 

fH1t 
SNMP Manage%' ................................................. SNMP Aqent 

tlDP 
SNMP Messages 

tlDP 

IP IP 

Het work-dependet Net work-del*\dent 
Protocol. Protocols 

- Notes t 1. GetRequest 

:::l Network 
2. GetNextRequest 

--.... 3. SetRequest ..... ./ 4. GetResponse 

CentalMIB 5. Trap 

Figure 3: SNMP Architecture 

Structure for Management Information (SMI) formalizes information 
domain subject to management under SNMP while Management 
Information Base (MIB) provides a model for storage and manipulation of 
this information. [9,8]. 

lAB has designated the SNMP, SMI and the initial Internet MIB to be 
full "Standard Protocols" with "Recommended" status. By doing this, lAB 
recommends that all IP and TCP implementations be network manageable 
and that the implementations that are network manageable are expected to 
adopt and implement SMI, MIB and SNMP. [4] 

Further development of SNMP has improved functionality and security 
model. This new version of SNMP was denominated SNMPv2. A new 
framework for information management had to be designed. Thus, SMI v2 
and MIB-II were developed. [5] 

2.2.2 SNMP Based Network Documentation 

Even though SNMP has been developed to provide a simple yet powerful 
management framework, a considerable amount of information it deals with 
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is strictly dynamic. Dynamic information may be defined as data that vary 
several times in a short time period. Consider, for example, the amount of 
bytes a FTP server has sent to clients since its installation or the number of 
successfullogins in a machine. This information may be considered dynamic 
information. 

For the sake of organization and utility, to document dynamic 
information is not feasible, since the main objective of network 
documentation is to provide configuration and no status information about a 
given network. 

A problem found in SNMP-based documentation technique lies on 
information accessibility. Although RMON addressed part of remote access 
to SNMP based tools, features as community passwords and other SNMPv2 
security enhancements contribute to a very complex and not functional 
framework for users trying to retrieve network documents [5]. 

3. AN ON-LINE SURVEY ABOUT 
DOCUMENTATION 

A concise methodology to document computers networks must be formal 
enough to provide a high level of reliability and yet be useful. To address the 
exact needs and deficiencies of both academic and commercial networks, we 
have developed a simple survey. 

3.1 Methodology 

To accomplish the above-mentioned objectives we have divided our 
information domain into five distinct parts: number of computers managed, 
size of network management team, provided services, documentation tools 
used and institution main activity. This partitioning has allowed us to 
correlate all parts of information domain with documentation techniques 
applied in management matters. 

Number of computer managed domain was discretized in four intervals: 
less than five, between five and twenty, between twenty one and one 
hundred and more than one hundred. Size of network team was divided in 
six intervals: one employee, between two and five employees, between 
twenty one and fifty employees, between fifty one and seventy employees 
and more than seventy employees. 

Provided services and documentation tools used were multiple-choice 
fields. PPP/SLIP access, telnet access, POP3/IMAP, Print Spooling, FTP, 
NNTP, NFS or similar, NIS or similar, HTTP, SMTP and other were 
provided services options while SNMP based, MIB to document based, 
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HTML pages, made by myself, none and other were documentation tools 
used possible options. 

Institution main activity was approached aiming to identify what specific 
community, academic or commercial, has bigger scarcity concerning 
network documentation. This domain was divided in six partitions: Internet 
Service Providers (lSP), university, government, commercial, research and 
other. ISPs were isolated studied since this kind of institution provides 
specifically network services. 

Survey form was made available to network management community in 
the Web at http://doc.mcc.ufc.br. Call for data was sent to the following 
exhaustive Usenet newsgroups: comp.os.ms-windows.nt.admin.networking, 
comp.os.linux.networking, comp.os.ms-windows.networking.tcp-ip, 
comp.os.netware.connectivity, comp.dcom.net-management, comp.sys.net
computer.misc, comp.sys.amiga.networking, comp.os.linux.networking, 
comp.os.ms-windows.networking.misc, comp.os.os2.networking.misc, and 
comp.os.os2.networking.tcp-ip. We received 64 complete forms answered. 

3.2 Results and Statistical Inferences 
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Between 5 ond 20 33.33% 

Mo,e 1hlln 100 38.10% 

Between 21 and 100 20.57% 

Figure 5: Number of Managed Computers 

More lhan 70 9.52% 

Between 6 ond 20 19.05% 

Between 2 and 5 50.00% 

Figure 6: Network Management Team Size 

3.3 Correlations 

As seen in figure 5, the number of managed computers varies from five to 
more than one hundred, dividing this domain in only three parts. This shows 
that to document networks with a very small number of computers is either 
unnecessary or too much expensive to the network management team. 

Figure 7 shows the correlation between the number of managed 
computers and documentation techniques used. 
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Figure 7: Number of Managed Computers X Documentation Technique Used 

Small networks (between five and twenty computers) are mostly 
documented trough the use of HTML pages and documents written by the 
network management team. Only 17.39% and 4.35% of managers of 
networks with this magnitude pointed to be using SNMP and MIB based 
documentation techniques, respectively. 

Medium-size and big-size networks' managers appear to use HTML 
documentation excessively. About 50% of medium-size networks (between 
twenty one and one hundred computers) and 46.67% of big-size networks 
(more than one hundred computers) are documented by HTML pages. Even 
though we admit that HTML pages can be well suited for small networks, 
the use of HTML pages in medium and big networks as the main 
documentation technique leads us to think that network managers use this 
technique because of its accessibility, low costs and because it allows a 
considerable dispersion of the management team without harming 
information accessibility. As highlighted in section 2.1, update problems 
may make network documentation a very expensive task for an institution. 

SNMP-based documentation is mostly used in big networks. This is 
acceptable, as a viable management of networks with this magnitude 
requires some kind of automated tools and monitoring systems. Although 
section 2.2 points out that SNMP-based tools have a good performance 
concerning automated management SNMP-based documentation, they are 
not suitable because of their inherently dynamic aspect. 

An impressive result found there is a high utilization of self-written 
documents. In all network sizes, self-written documents correspond at least 
to one third of all documentation techniques used. This implies a severe lack 
of standardization of network documents across institutions and, depending 
on the size of the network management team, even in the same institution. 
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Figure 8: Number of Managed Computers X Network Management Team Size 

4. THE NETDOM SYSTEM 

4.1 Document Standardization 

The first problem to be considered concerning network documentation is 
how to build standards documents. Note that document standardization 
should be determined inside a network management domain, i.e. a set of 
documents describing similar elements (devices, cables, services etc.) in an 
institution have no reason to have a different structure among themselves. 
Suppose you have a company named A and other company named B. All 
documents describing FTP servers, for instance, in company A share the 
same structure. In company B we have the same framework. Nothing 
imposes that documents describing FTP servers in company A and B also 
share the same structure, since they describe the same managed element. 

To achieve this level of standardization and generalization, a mechanism 
of validation has to be properly defined. 

4.2 Validating Documents 

To proper classify a given document as valid or not valid, a system 
should use a set of formation rules defined as a grammar. Formally a 
grammar is a set of rules stored in the document file or in separate file(s). 
Each rule specifies a name and a fomiation pattern for a fraction of the 
document. Figure 9 exemplifies a grammar specification scheme. 
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Figure 9: Grammar Specification Scheme 

Each document should have its own grammar. Each grammar is defined 
according to what manageable element it pretends to rule documentation for. 
This structural organization allows network managers to define precisely 
what information should be documented and how this information will 
figure in the final version of the document itself. 

Figure 10 outlines one of the possible abstractions for network 
management. Manageable elements are divided into three distinct classes: 
Connectivity Elements, Equipments and Users. Analyzing this abstraction as 
a graph, each leaf, a specific manageable element, should have its own 
document and, consequently, its own grammar. 
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4.3 Information Management and Retrieval 

Network documentation database contains sensitive infonnation about a 
company. Providing uncontrolled access to this infonnation base may 
severely compromise the company's data integrity and availability. Besides, 
service perfonnance and procedure control may also be affected. Thus, any 
good network documentation tool must provide a high and incisive level of 
security. 

Another approached problem are the different roles each network 
management employee plays in a company's hierarchy. A network 
management coordinator has access to much more infonnation than a 
connectivity specialist, for instance. 

4.3.1 Authentication Engine 

Before a user can search a given document and access it, the system must 
check if this user is a trusted user, i.e. a user that has an explicit pennission 
from the network manager team chief to access network documentation 
database. 

Although this individual mechanism of authentication addresses the 
problem of who can access the system, a simple yet useful way to group 
system users is still desired. 

To solve this problem, a by-category mechanism should also be defined. 
Each category should have its own basic pennissions regarding general 
documents. The network management team chief or some other employee 
leading the network management team should properly set up all this 
attributes. This user is pre-defined as being the super-user of the proposed 
system. 

It is important to emphasize that a single user may be part of more than 
one category at the same time. 

4.3.2 Document Views 

Although by-user and by-category mechanism define the way users and 
system interacts, users-documents interactions have not been defined yet. 

A viewing mechanism may be seen as an infonnation filter. Different 
users need different infonnation from each document. There are no reasons 
to allow full view of a document if a user needs just one little part of it. 

To provide this level of control, a viewing mechanism bases its decision 
in three parameters, in the following order: 

• User's category; 
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• Document default permissions to this category; 
• Special permissions given to the user by the document's author 

and/or network management team chief or other defined super
user. 

Three permissions are enough to satisfy the above-mentioned 
requirements. Read permission allows a user or all users of a category to 
retrieve a given section. Write permission allows a user or all user of a 
category to change document contents. Special permission allows a user to 
grant permissions he owns to other users, except special permission. 

4.4 System Description 

Figure 11 gives a general overview of the system's architecture. 

Figure 11: NetDoM Architecture 

Authentication interface is the top-most system structure. This prevents 
unauthorized users to access network documentation database and to 
compromise network and company sensitive data. Once authenticated, a user 
can make four different operations: 

• Document Search and Retrieval: this operation involves view 
interface. According to the user category in the system and to a 
given document, search results will be displayed. When the user 
retrieves this document, view interface applies information 
filtering and the final result will be a content-filtered document 
according to the user. 

• Document Inclusion: To properly include a document in network 
documentation database the system must check it against its 



An Information System for Network Documentation Management 293 

grammar type. This is done by document validation interface. 
Document inconsistency is treated, therefore, in inclusion. This 
avoids document base overload. 

• Document Modification: As in document inclusion, document 
modification operation may alter a valid document in such a way 
that modified document becomes invalid. This problem is 
addressed by present modified document-to-document validation 
interface. If the document keeps its valid state, old version will 
be removed from document base and replaced by new document 
version. 

• Document Exclusion: Exclusions requests are processed directly 
by document base. Security implications of this operation do not 
represent a drawback, since authentication interface has already 
identified the user to the whole system. So, if a user does not 
have write access to a given section, this user can delete no 
documents of this section. 

5. MODELING 

An object-oriented approach has been used to model the system. Class 
diagram is presented in figure 12. 

Figure J 2: NetDoM Class Diagram 

A specific relation attracts special attention: user-category document. 
This relation is the modeling key for implementing the document view 
mechanism and all security-related features concerning document 
accessibility. Note that association class used has an attribute named 
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expiration date, which determines another security extension parameter to 
the network management team's chief and/or the document authors. 

A password-validation class relation achieves another possible extension 
to the authentication engine. Each validation object determines a valid range 
in which a given password is allowed to access the system. In such a way it 
is possible to restrict to each user a valid access time to the system. 

A complete reference on system modeling issues may be found in [1]. 

6. DOCUMENTING HTTP SERVERS 

The main objective of this case study is to properly develop a grammar 
for a HTTP server. Much of this case study is based in [3]. 

6.1 Information Domain 

Since the main interest is to generate a document for later consultation, it 
is not interesting to store inherently dynamic information in generated 
document. 

The MIB definition for HTTP server is discussed in [10], [2] and [6]. 
Although in section 2.2 we have mentioned that SNMP-based tools are not 
well suited to document networks, MIBs are a good source for grammar 
definitions. 

Kalbfleisch [10] affirms that a WWW server can be viewed from several 
perspectives when assigning management responsibilities. These 
perspectives are named the operational model and service model. The 
operational model views WWW servers as computers with hardware, disk, 
OS, and web server software. The service model views the WWW server as 
a black box that simply handles the responses to requests from clients 
located on the web. [6] 

Service model appears to be the best approach for our objective since 
operational model represents the actual resources that make up the machine 
so that it can be monitored from the perspective of resource utilization [6] 
and this kind of information is inherently dynamic. 

6.2 Grammar Specification 

Figure 13 shows a grammar specification for HTTP Server documents. 
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Grammar: HITP Server 
Document: Header, Body; 
Header: * Author, Organization; 
Author: User; 
Organization: String; 
Body: Server, Version, Installation, Deactivation, DocumentRoot, *ConfigFile, 

Port, #Module, ServerName, #Administrator, UserDirectory, *IndexFile, 
AccessMode, 

Notes; 
Server: String; 
Version: String; 
Instalation: Date; 
Deactivation: Date; 
DocumentRoot: PathName; 
ConfigFile: PathName, FileName; 
Port: String; 
Module: String; 
ServerName: String; 
Administrator: User; 
UserDirectory: PathName; 
IndexFile: FileName; 
AccessMode: String; 
Notes: Text; 
PathName: String; 
FileName: String; 
Text: * String; 

Figure 13: HTIP Server Document Grammar 

Entries proceeded by "*" figure one or more times in a given token. 
Thus, text token contains one or more strings, for example. Entries preceded 
by "#" figure zero or more times in a give token. Thus, body token contains 
zero or more module entries. Emphasized entries in figure 13 represent core 
data types. 

7. CONCLUSION 

Even tough a considerable effort has been made in the study of computer 
network management issues, network documentation has been neglected. To 
solve this problem, network managers begun to make use of alternative 
techniques. This fact may be verified by the results and analysis of an on
line survey developed and described in section 3. 

As expected, such techniques presented several drawbacks, including 
sensitive information endangerment, accessibility and retrieval problems and 
lack of information restriction methods and document standardization. We 
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have proposed an information system to address all the above-mentioned 
problems. 

Possible extensions to this work include the study of security-related 
subjects about the described information system, analysis of storage 
techniques for semi-structured documents, use of mark-up languages such as 
XML and SGML to development of document-based information system. 
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