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Abstract: This work introduces a novel methodology that eases the synchronous to 
asynchronous conversion of existing digital circuits. Synchronous single
phased circuits may have its performance improved with the use of a variable 
rate clock generator if the conversion is done on some key circuits. This 
methodology is used to improve the performance of a soft-core 
implementation ofthe Blowfish cryptographic algorithm. 

1. INTRODUCTION 

This work introduces the use of a distributed and deterministic 
mechanism on the asynchronous timing of selected digital networks. 
Our approach shows that any digital system can be redesigned as a 
synchronous system with a varying clock rate. Hardware overhead is small 
and will not add significantly to the real state needs of the original system. 

The conversion methodology is based on Scheduling by Edge Reversal 
(SER), a distributed algorithm [i) [ii) that is a potentially optimal solution to 
Dijkstra's Dining Philosophers problem [iii) under heavy load. SER gives a 
fair and distributed solution to this problem and has been used in the 
implementation of many distributed processing paradigms. 

All information exchanged between any two distinct neighboring digital 
subcircuits must then be treated in a mutual exclusion style. SER can be used 
to control the asynchronous timing among parts of a target digital system 
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and can be seen as a generalization of the hand shake protocol. [iv) SER is not 
topology constrained. [v) Theoretical background for the distributed 
mechanism behavior is introduced in section 2. Section 3 presents the 
conversion methodology. Section 4 describes the Blowfish algorithm. 
Section 5 details the implementation and the performance achieved. 
Concluding remarks follows in section 6. 

2. SCHEDULING BY EDGE REVERSAL - SER 

Relevant aspects of the SER methodology are shown in this section. For 
an in-depth review of the theory involved the reader is referred to [vi) [vii) [viii). 

The SER methodology [ix) is composed of three basic steps. 
1. Representing the target digital circuit. Consider a neighborhood

constrained system composed of a set of processes and a set of shared atomic 
resources represented by a connected graph G = (N, E) where N is the set of 
processes and E, the set of edges defining the interconnection topology. Each 
process is represented by one node. An edge is present between any two 
nodes if and only if these two processes share at least one resource. 

Figure 1. A graph Gunder SER, with m = 1 and p = 3 

Figure 1 shows an example of G. SER works in the following way: 
starting from any acyclic orientation (J) on G there is at least one sink node, 
i.e., anode that has all of its edges directed to itself. All sinks are allowed to 
operate while other nodes remain idle. After operation, a sink node will 
revert the orientation of its edges, becoming a source, and thus releasing 
resources to its neighbors. The whole process is then repeated for the new set 
of sinks. Note that the reversible edges in the definition graph G do not 
imply any data flow, they simply sign resource availability. 

2. Construction of the asynchronous timing network. Let G = (N,E) 
represent the target SER network defined to drive the timing of the target 
circuit C. Every node Ni E N, is connected to Nipost, where Nipost = N(i+ 1) 
mod N, if and only if the corresponding elements are neighbors. 

3. Initialization of G. An appropriate acyclic orientation on G can be 
obtained if an edge between any two neighboring nodes Ni, Nj E N is 
oriented from Ni to Nj if i > j. Using this particular orientation node 0 is the 
first sink to happen under SER. 



Synchronous to Asynchronous Conversion 175 

3. CONVERSION METHODOLOGY 

In a synchronous digital system any connection topology may be defined, 
so that stages indude but are not Iimited to pipelines. Figure 2 shows an 
example of a possible target circuit composed of four functional stages, and 
its data communication. Stages having no interaction between the elements 
of the output vector have an algorithmic complexity on time of 01 and may 
indude decoders, multiplexers and random logic. For circuits performing 
arithmetic operations, such as adders and multipliers, the mean complexity 
on time will be different from the worst case. An n-bit ripple carry adder, for 
instance, has a worst case complexity of 0 n while having a mean 
complexity of onlyO(log2 n) . [x) 

b2 

Figure 2. Synchronous stages and data communication ofthe target circuit 

A great part of the system can then be treated just like any synchronous 
system and just a few stages will need to be redesigned. The result will be a 
faster dock for the majority of operations. 

Definition. Synchronous to Asynchronous Conversion methodology. 
(i) Representation 0/ the target digital circuit C. The target digital circuit 

is represented by a graph C= (B,D), where B is the set of its synchronous 
stages and D is the set of edges used to time their operation. A synchronizing 
node S is then added to the circuit as shown in Figure 3. 

(ii) Construction 0/ the asynchronous timing network. Let G = (N,E) 
represent the target self-oscillatory SER network defined to drive the timing 
of the target circuit C. Nodes N 1 i control the length of the high dock level. 
For every stage in the circuit there is an edge between nodes NO and N 1 i. As 
each stage ends its operation, it reverses its edge towards NO. When all the 
stages are done, NO becomes a sink and produces a dock transition from 
high to low. Then it operates for a very short time and prepares for a new 
cyde by signaling all the stages with an edge reversal. 

(iii) Reduction 0/ the asynchronous timing network. In order to save 
circuitry, and also to simplify the conversion process, only a few stages need 
to be asynchronously timed. Stages with a complexity 0lL!have a nearly 
constant td, no matter how its input vary. In this case, the 
stage i, for which tdmini>tdmaxj for all j? i , can be used to time itself and all 
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the j stages. Other stages, according to the instantaneous values of their 
inputs, will have varying td. Those stages must be timed separately and 
ideally they will be the candidates for an asynchronous redesign. 

Figure 3. The target circuit as C=(B,D) and as G=(N,E) 

(iv) Initialization o/G. An appropriate acyclic orientation on G is easy to 
be obtained if we define NO as the initial state. All the edges are initialized 
pointing to NO, which becomes a sink. 

SER Hardware Implementation. The implementation comprises two 
basic circuits, namely the Node Controller and the Edge Controller, both 
operating on self-timed functional blocks. Note that each token represents 
the orientation of each edge on G. 

Tokens from S ) Stage 
neighboring peratlOno 

nodes 

runlstop L..-.._ ..... 

Figure 4. Schematic for the Node and Edge Controllers 

Node Controllers simply evaluate the presence of tokens and, after 
detecting that the node has become a sink, they allow the target local circuit 
to operate. This implementation relies on a transition sensitive end 0/ 
operation signal that is sent to all the neighboring Edge Controllers. Every 
time the node controller for nodes N 1 i. is activated, all the stages start their 
operation. Node NO is simply a synchronizer. As shown in Figure 4, anode 
starts operation according to an AND gate that sampIes the incident tokens 
and as many inputs as the number of arrowheads pointing to the node. 

Edge Controllers shown in Figure 4 connect two nodes using a 
differential output XOR gate as a token generator. They also contain logic 
used to guarantee the initial acyclic orientation. Each Edge Controller will 
reset the token for the node that ended its operation and at the same time will 
send that token to a neighbor node. 
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4. CASE STUDY 

Blowfish Cryptographic Aigorithm. Blowfish[xii) [xi) is asymmetrie 
variable-Iength key, 64-bit bloek eipher eryptographie algorithm based on 
Feistel Networks[xii) developed by Bruee Sehneier [xii)[xi). Data eneryption is 
performed through a 16-round Feistel network. Eaeh round eonsists of a key
dependent permutation, and a key- and data-dependent substitution. All 
operations are done over 32-bit words. 

Subkeys: These keys must be pre_eomputed[xii)[xi). They eonsist of a P
array with 18x32 subkeys and four S-boxes with 256x32 entries eaeh. 

Encryption: As stated previously, the Blowfish is a 16 round Feistel 
network, as seen in Figure 5(a). The input is a 64-bit data element, X. 

Round 

14 rounds 

OUtput 

stage 

XL 

b-8 bit .. 

(bl 

(i) 3:: -b1t adder 

o 32- b1 e><.cluslve- or 

Figure 5. The structure ofthe Blowfish algorithm 

The algorithm ean be stated as: 
Divide X into two 32-bit halves: XL, X R 

For i = 1 to 16: XL = XL $P, ; XR = F(XJ $XR ; SwapXL andXR; end 
XR = XR XOR P17 ; XL = XL $ PIS ; ReeombineXL andXR 

Funetion F, see Figure 5(b): Divide xL into four eight-bit quarters : 
a, b, e, and d. Then F(XL) = ((So' + S/ mod 232) $ S/) + S/ mod 232 

Decryption: Same algorithm, with PI, P2, .•• , PIsin the reverse order. 
Implementations of Blowfish that require the fastest speeds should unroll 

the loop and ensure that all subkeys are stored in embedded RAMs [xii)[xi). 
Examining one round in the data flow shown in Figure 5, one ean identify 
groups of data independent operations, pointing out temporal and spatial 
parallelism implemented as one round pipeline shown in Figure 6. FIFOs 
inc\uded into the pipeline hold data forwarded between non-adjaeent stages. 
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S2A Conversion. The first step in the conversion methodology consists 
of circuit partitioning. An S2A system (Figure 7a), with 4 nodes 
corresponding to nodes N 1 i and the extra NO node was created. A single 
timing node N3 corresponds to the circuit blocks having a nearly constant 
delay. The delay corresponding to node N3 has been determined from 
critical path extraction. Nodes NI and N2 correspond to asynchronous 
adders ADDI and ADD2 respectively. 

Plnlntc.xt 

• Cipr.extE:x'": 

Figure 6. The pipeline structure 

The clock signal is derived from node NO and indicates that nodes NI, 
N2 and N3 have completed their respective task. This varying clock signal 
will time the pipeline described in Figure 6. The clock period for the 
converted system will vary from a minimum corresponding to the operation 
of N3 to the adder worst case just described. In fact, edge revers al is not 
instantaneous, but it imposes just a very low overhead to the cycle time. 

Rules and constraints. S2A conversion methodology is very simple and 
powerful. However, some care must be taken regarding hardware 
implementation: Blocks with variable operating time have to be redesigned 
in order to provide an end of operation signal and end of operation signals 
must be free of glitches. Also, circuit outputs must be stable after end of 
operation until the end of the cycle. Thus, depending on the specific circuit 
implementation, it may be necessary to latch its outputs. 



Synchronous to Asynchronous Conversion 

NO 
EOPO n51 

n52 

,=1,2 

START . 
EOP, 

S, DELAY I ADD, READY ". Ö 

N3 
EOP3 

S3 DELAY2 
,,"0" 

(b) 

(a) Nl 

Al 

N3 

EOPj Al . 
SJ 

EOPO nSj 

(c) 

Figure 7. Asynchronous conversion 

5. IMPLEMENTATION AND PERFORMANCE 
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Circuit description. Adder units were designed from 32_bit ripple carry 
adders. There are four 32_bit pipeline registers. The subkeys are stored in 6 
embedded RAMs. Scheduling by Edge Reversal is used for correct circuit 
timing is depicted in Figure 7. Edges Al to A3 are simply implemented with 
a XOR gate and an inverter. DELAY1, used in stages 2 and 4, represents the 
worst case timing for the S-boxes, while DELA Y2 is the worst case obtained 
from critical path extraction for the remaining pipeline stages. 

Table 1. Performance comparison 

Number oftransistors 
Minimum cycIe time 
Average cycle time 
Maximum cycIe time 
Average throughput 

Synchronous version 
43280 

20ns 

200Mbps 

Asynchronous version 
48771 
l3ns 
16ns 
25ns 

250Mbps 

Performance. The asynchronous circuit obtained from S2A conversion 
was described in VHDL, synthesised with a O.71lm CMOS standard cell 
library and simulated with Synopsis CAD too1. Variable clock generation 
and SER operation are shown in Figure 8. The circuit was validated by 
comparison with a C pro gram executing the Blowfish algorithm. Table J 
compares the performance of synchronous and asynchronous versions. 
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6. CONCLUSIONS 

We have presented an alternative approach to the conversion of 
synchronous circuits into asynchronous. The use of SER's methodology 
simplified the conversion, as it allowed a viable implementation of a variable 
rate clock generator requiring very low area overhead. A pipelined 
implementation of the Blowfish cryptographic algorithm, its VHDL 
description and the resulting asynchronous circuit were simulated and 
synthesized, showing a reasonable performance improvement. 

Figure 8. Simulation results 
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